This is a preview - click here to buy the full publication

—  TECHNICAL—— ISO/IECTR
REPORT 23187

First edition
2020-06

Information technology — Cloud
computing — Interacting with cloud
service partners (CSNs)

Reference number
ISO/IEC TR 23187:2020(E)

© ISO/IEC 2020


https://webstore.iec.ch/publication/67164&preview

This is a preview - click here to buy the full publication

ISO/IEC TR 23187:2020(E]

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2020

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or ISO’s member body in the country of the requester.

ISO copyright office

CP 401 ¢ Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org

Published in Switzerland

ii © ISO/IEC 2020 - All rights reserved


https://webstore.iec.ch/publication/67164&preview

This is a preview - click here to buy the full publication

SO/IEC TR 23187:2020(E)

Contents Page
0 Q2740 o OO \'4
000 (0 Yo L0 Ut 0 o) o V0000 vi
1 S0P ... 1
2 NOIIMALIVE FEECI@INCES ...........oooooooeoeeeeeeeeeeeeeeeeeeeeeeeeesee st 1
3 LS IR Y o 0 U2 00 0 ) o 1
4 Symbols and abbreviated terms... 2
5 Structure Of thisS OCUIMEINIE ..................ooooooeeeeeeeeeeeeeee oo sssssssssese e 2
6 Relationship of roles and activities, and managing risks in cloud services................cccoccee 3
6.1 L0 175) 0074 <) 1./ 3
6.2 Scope in relation to the cloud computing reference architecture (ISO/IEC 17789)................ 4
7 Overview of roles, sub-roles, and responsibilities of cloud service partners (CSNs)............... 4
7.1 Relationship between roles, activities and responsibilities
7.2 L2 T Vo e IR o1 o) (=
7.3 Cloud SETVICE PIrOVIAET (CSP) oot
7.4 Cloud service customer (CSC) and Cloud service user (CSU)
7.4.1  Cloud service CUStOMET ([CSC) ..ot
7.4.2  Cloud SErvice USET [CSUY ..o oo
7.5 Cloud service partner (CSN)
7.5.1  Overview
ARSI/ 04 oY1 U =11 U 1o ) ol 000
7.5.3  ClOUd SEIVICE DIOKET ... seeee s esssssssssss e ssssssssesseeeees s
7.5.4  Cloud service developer
7.6 Relationships between CSNs, and other roles and sub-roles
7.6.1 Differences between CSNS, CSCS @nd CSPS ...
7.6.2  CSNs and inter-cloud ProViders. ...
8 Overview and description of types and interactions between cloud service partners
(CSNS) With CSPS, CSCS, @I CSNS .......oooi oot 11
8.1 (07 013 = | 11
8.2 Interaction between CSNS QN CSCS......oooeeeeceeeeeeeeeseeeeseeeeeeseseee s sssssssssssseeess s sssssssesseeeeess s 12
8.2.1 Overview
8.2.2  CSN managing CSC’s cloud @adOPtiON ...
8.3 Interaction between CSNS QN CSPS.......ooooeeeeeeeeeeeeeeeeeeeee e eoeeeseees e
8.4 Interaction between CSNs and other CSNs....
8.4.1  Description of types of CSNs interactions..
8.4.2  CSN - interaction and responSibilities ...,
9 Elements of cloud service agreements (CSAs) relating to CSN interactions............ccccco. 14
9.1 GENETAL PIINCIPLES .o
9.2 Role, relationship and agreement.............ccc......
9.2.1 OVEIVIEW ..ot
9.2.2  Cloud migrations and cloud deployment models....
9.3 Cloud service level agreement (Cloud SLA) ...,
9.3.1 OVEIVIEW ...
0.3.2  SLA tEIIMINOLOZY ..ot
9.3.3  Roles and reSPOnSIDIlItIEs. ...
10 Examples of scenarios illustrating CSN actiVities.............
10.1  INtroduCtion ...
10.2 Reselling of cloud service........ccne

10.3  Cloud service exchange...........rn
10.4 Management of cloud SEIrVICE. ...
10.4.1 CSN - CSC: Managing the CSC use of cloud service

© ISO/IEC 2020 - All rights reserved iii


https://webstore.iec.ch/publication/67164&preview

ISO/IEC TR 23187:2020(E]

This is a preview - click here to buy the full publication

10.4.2 CSN - CSP: partnership with a CSP to deliver cloud service

10.5 Cloud data management SEIVICE. ...
10.6  Shared ServiCes MANAZEIMIEIIT .......ccccuriiriierieeeieeesieeeeiee e
11 Issues on roles and sub-roles (as illustrated in examples) ...
TLoD GEIIETAL oot
11.2  Cloud cOMPULING ENVIFOMITIEIIT ...cccooieiiireieiieeieieeeiee e
11.3  CSNroles and sub-roles.........one.
11.3.1  OVEIVIEW ...
11.3.2 Responsibilities and risks........
11.4 Cloud service activity and functional components.
11.5 Supplier relationship in cloUd SEIVICES ...
12 AVATLADIE@ STANAATMS ..o 32
BIDIIOGTAPIY ... 34
iv © ISO/IEC 2020 - All rights reserved


https://webstore.iec.ch/publication/67164&preview

This is a preview - click here to buy the full publication

SO/IEC TR 23187:2020(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
the different types of document should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC
list of patent declarations received (see http://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.org/
iso/foreword.html.

This document was prepared by Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 38, Cloud computing and distributed platforms.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

The purpose of this document is to expand on the understanding of the interactions between cloud
service partners (CSNs) and cloud service customers (CSCs), and between CSNs and cloud service
providers (CSPs).

Cloud computing offers solutions to many emerging technologies and it offers many benefits to all cloud
service users (CSUs) and CSCs. The broader requirement for cloud computing solutions is to ensure
organizations have the best capabilities to fulfil their business missions. This has helped to drive the
adoption of cloud services and the marketplace is adjusting to the increasing demands.

In finding and applying appropriate solutions and leveraging the many benefits of using cloud services,
many CSCs use multiple CSPs and various deployment models. In using, sharing, and assessing data,
an understanding and clarification of roles, activities and responsibilities will help to maintain the
security, privacy, confidentiality and integrity of cloud services.

Interactions of CSCs and CSPs with the various CSNs have caused a degree of concern and confusion
in the cloud service marketplace. In some cases, causing harm to CSCs through inappropriate security
controls and the lack of proper cloud service agreements relating to the cloud services being used.
This is in part caused by an inadequate understanding of the relationships involved and by the lack of
standards which might apply to those relationships.

Interactions between CSCs and CSPs have been described in detail in standards documents -
ISO/IEC 17789, 1SO 19011, ISO/IEC 19941, ISO/IEC 27017, ISO/IEC 27018 and the ISO/IEC 19086 series.
Interactions of CSNs, a key role in the cloud service environment, with CSCs and CSPs have not been
described in similar detail. This document provides further clarity about those interactions.

This document provides clarification of the concepts provided in ISO/IEC 17788, ISO/IEC 17789, the
ISO/IEC 19086 series, and ISO/IEC 19941 regarding CSNs, and CSN interactions with CSCs and CSPs
with the help of a few exemplary market scenarios. Building on an expanded description of sub-roles
and activities, this document provides guidance on using cloud service agreements (CSAs) and cloud
service level agreements (cloud SLAs) to provide more clarity for CSN interactions.
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Information technology — Cloud computing — Interacting
with cloud service partners (CSNs)

1 Scope

This document provides an overview of and guidance on interactions between cloud service partners
(CSNs), specifically cloud service brokers, cloud service developers and cloud auditors, and other cloud
service roles. In addition, this document describes how cloud service agreements (CSAs) and cloud
service level agreements (cloud SLAs) can be used to address those interactions, including the following:

— definition of terms and concepts, and provision of an overview for interactions between CSNs and
CSCs and CSPs;

— description of types of CSN interactions;
— description of interactions between CSNs and CSCs;
— description of interactions between CSNs and CSPs;

— description of elements of CSAs and Cloud SLAs for CSN interactions, both with CSPs and with CSCs.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

[SO/IEC 17788, Information technology — Cloud computing — Overview and vocabulary
ISO/IEC 17789, Information technology — Cloud computing — Reference architecture

ISO/IEC 19086-1, Information technology — Cloud computing — Service level agreement (SLA)
framework — Part 1: Overview and concepts
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