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1. Editorial

SEATTLE, WA — September, 1st, 2021. It’s here! The September issue of Crypto News is now ready for
you! This month’s newsletter includes exciting new findings in quantum computing including when we can
expect quantum computers to be right in the palm of our hands in our phones. Check out article 11 which
dives into the usability of room temperature qubits made of diamonds! Interested in cryptocurrency? Take
a look at article 34 which talks about the potential impact of quantum computers on blockchain security
and what can be done to combat the issues. Interested in a career in the up-and-coming Quantum Computing
industry? Take a look at article 56 which outlines what types of skills are needed and skills gap currently
plaguing the industry. Go ahead ... click the link ... you won’t want to miss the other articles either!

Crypto News is authored by Dhananjoy Dey with this editorial provided by Mehak Kalsi. Both are active
members of the Cloud Security Alliance (CSA) Quantum-Safe Security Working Group (QSS WG). The
guiding principle of the QSS WG is to address key generation and transmission methods and to help the
industry understand quantum-safe methods for protecting their networks and their data.

Disclaimer. The QSS WG does not express an opinion on the validity of the ideas and the claims presented
in the articles in this newsletter.


https://www.linkedin.com/in/dhananjoydey/
https://www.linkedin.com/in/mehakkalsicisspcisa/
https://cloudsecurityalliance.org/
https://cloudsecurityalliance.org/research/working-groups/quantum-safe-security/#_overview
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2. EPFL launches new Center for Quantum
Science and Engineering

by julien-levallois
https://www.swissquantumhub.com/epfl-launches-new-center-for-quantum-sci-

ence-and-engineering/

“Developing quantum technology is an incredible venture that puts us face to face with unprecedented scientific and
engineering challenges. Meeting these challenges requires a concerted effort from all technical disciplines — physics,
mathematics, chemistry, computer science and engineering — more so than for any previous kind of technological
development,” says Prof. Vincenzo Savona, the head of EPFL’sLaboratory of Theoretical Physics of Nanosystems.
“EPFL has a long history of excellence and leadership in these various disciplines and occupies a unique strategic
position in quantum science and engineering, both in Switzerland and worldwide.”

Prof. Savona, whose expertise spans quantum optics, open quantum systems and quantum information, will be the
QSE Center’s first director. He will be assisted by a management team composed of professors from EPFL’s School
of Basic Sciences, School of Engineering and School of Computer and Communication Sciences.

Major technological advancements

“Thanks to recent progress in science and engineering, we can now use phenomena described by the laws of quantum
mechanics to develop revolutionary new technology for computing, communications and measurement,” says Prof.
Savona. “This will lead to major advancements in several fields and bring significant benefits to society.”

By setting up the QSE Center, EPFL aims to coordinate efforts across the board to develop and implement quantum
technology in applications that span all disciplines of science and engineering.

What sets the Center apart is its cross-disciplinary approach. Prof. Savona explains: “Quantum technology is highly
complex and requires pulling together methods from many scientific fields. The unique feature and key strength of
the QSE Center is our ability to bring together experts from different fields — already represented here at EPFL — to
apply their knowledge to quantum science and engineering.”

Two main research areas

Research at the QSE Center will focus on two main areas. The first is quantum computing.* Our goal here will be to
develop and implement quantum algorithms as well as the computer programs needed to use them,” says Prof. Savona.
“Developing, implementing and integrating these tools will eventually lead to a quantum advantage [see box] in all
applications requiring a high level of computing power. These applications could include simulating biological mol-
ecules to predict disease and develop new drugs, for example, or running simulations of weather and climate change
over extended time horizons. Quantum advantage would also benefit much of the research done here at EPFL, such
as in physics, chemistry, materials science, engineering, life science, computer science and data science.”


https://www.swissquantumhub.com/epfl-launches-new-center-for-quantum-science-and-engineering/
https://www.swissquantumhub.com/epfl-launches-new-center-for-quantum-science-and-engineering/
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The second research area will involve studying integrated, hybrid and scalable systems using EPFL’s advanced nano-
fabrication facilities. This will pave the way to technological advancements in quantum hardware, quantum sensing
and quantum communications.

A priority on education and research partnerships

The QSE Center will draw on the wide range of skills in quantum science and engineering already available in Swit-
zerland. For instance, it intends to work closely with the University of Geneva through joint R&D projects and jointly
hold classes for Master’s and PhD students.

Also with regards to education, the Center will introduce a new Master’s program in quantum science and engineering
at EPFL. This will be a unique, cross-disciplinary program with classes in theoretical physics, computer science and
engineering. “We will also offer excellence fellowships for Master’s students in order to attract talented young minds
from Switzerland and abroad,” says Prof. Savona. “This will enable us to lay the foundation for the next generation
of quantum scientists and engineers.”

In addition, the QSE Center will promote research and innovation by holding events such as workshops, conferences,
and programs on specific topics, bringing selected experts to EPFL for long-term stays. These events will foster inter-
action and collaboration and stimulate creative thinking and progress.

“Current and future breakthroughs in quantum technology mark major turning points in the history of humanity,” says
Prof. Savona. “We’re in a pioneering era that’s similar to the emergence of computers in the 1950s and the advent of

the internet in the 1990s. This is a one-of-a-kind opportunity to contribute to the progress and advancement of our
society.”

3. It’s not too late for Europe to lead the post-
quantum cryptography race

by ANDRE LOESEKRUG-PIETRI
https://sifted.eu/articles/europe-post-quantum-cryptography/

The world may be focused on the race to vaccinate — but some necessary sprints should not make us forget about
long-term marathons, including post-quantum cryptography (PQC).

A functioning quantum computer will make all current tools for confidential, secure data and communications — also
known as cryptography — obsolete. We need new encryption methods that can stand against these new powerful
computers. The stakes are high: we also need to master these technologies to avoid having anti-democratic or terrorist

groups abuse encryption to act against our open societies.

While the US has taken the lead so far in defining post-quantum cryptography (PQC), Europe also has a chance to
become a global leader.

Europe versus the US
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So far, the US has taken the lead in defining PQC. The US’s National Institute of Standards and Technology (NIST)
started a post-quantum cryptography competition in 2016 to identify cryptographic algorithms able to withstand quan-
tum computer attacks by 2022 — and make them available by 2024. A bit ironic given that five years ago, US entities
like the National Security Agency (NSA) were spying on the world.

So how can Europe ‘crack the code ’and take a leadership position in PQC? It’s actually easier than we might think.

Firstly, we already have the talent here: among the seven NIST finalists, all cryptosystems except one have a majority
of European scientists participating in their development. We need to keep those talented individuals in Europe,
through less bureaucratic and more purpose-driven funding mechanisms, and through an effective Digital Single Mar-
ket to build a market on the same scale as the US and China. Otherwise, European policymakers will keep subsidising
tech leaders that will then fly over the Atlantic to deploy their solutions.

Secondly, there’s a clear window of opportunity for Europe to be the ‘third way ’between other tech superpowers,
provided they’re much more proactive and technologically savvy. In the case of PQC, there are rising concerns over
the monopoly that the NIST and the US administration has on the normalization of PQC technology worldwide. The
EU can act as the ‘kingmaker 'not only in cryptography but also in Al, greentech or healthcare — provided we are
bold, fast and agile.

Defining the code of tomorrow

European policymakers should take note. As the NIST example shows beyond soft and hard power, regulatory
power can also pave the way for tech dominancy. The NIST (a federal agency of the US Department of Commerce)
doesn’t have any international legal authority. Yet, since the US hosts by far the biggest postquantum ecosystem, the
NIST is in the position to declare standards that will become industry requirements — this already happened in the
early 2000s for the standardisation of cryptosystems such as the AES (now the most widely used encryption method
in the world) and SHA-3 (now used for some bitcoins).

It’s said that ‘code is read more than it is written’. In the case of the NIST competition, it highlights on the contrary
that policymakers can still define the code of tomorrow — if they act and craft the future now, develop much stronger
foresight capabilities and find the missing boldness and agility, by working much more closely with the European
technology ecosystem and the civil society.

4. IIT Roorkee, IISc Bangalore, C-DAC De-
velops India’s First Quantum Computer
Simulator Toolkit

by Bishal Kalita
https://www.ndtv.com/education/iit-roorkee-iisc-bangalore-c-dac-develops-indias-

first-quantum-computer-simulator-toolkit



https://www.ndtv.com/education/iit-roorkee-iisc-bangalore-c-dac-develops-indias-first-quantum-computer-simulator-toolkit
https://www.ndtv.com/education/iit-roorkee-iisc-bangalore-c-dac-develops-indias-first-quantum-computer-simulator-toolkit
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The Ministry of Electronics and Information Technology (MeitY) has launched the country’s first '‘Quantum Computer
Simulator (QSim) Toolkit', brought together by Indian Institute of Science (IISc) Bangalore, Indian Institute of Tech-
nology (IIT) Roorkee and Centre for Development of Advanced Computing (C-DAC).

“Quantum Computing is a rapidly emerging computational paradigm which can perform a variety of tasks with greater
speed and efficiency than present day digital computers...in areas such as cryptography, computational chemistry and
machine learning, quantum computing promises exponential growth in computing power. QSim is a first-of-its-kind
toolkit to be indigenously developed and is intended to be a vital tool in learning and understanding the practical
aspects of programming....” IIT Roorkee said.

QSim aims to “address the common challenge of advancing the quantum computing research frontiers in India. It will
enable researchers and students to research Quantum Computing in a cost-effective manner,” it added.

The project was funded by MeitY and developed through a multi-institutional approach by the three institutes.

As part of the "Design and Development of Quantum Computing Toolkit (Simulator, Workbench) and Capacity Build-
ing" project, the team from IIT Roorkee helped the teams from IISc, CDAC-Bangalore, CDAC-Hyderabad, in provid-
ing the required expertise in quantum computing and developing programs to be tested and implemented on the toolkit.

Shri Rajeev Chandrasekhar, Minister of State, Electronics and IT, said, “This is an important milestone for the Min-
istry and the entire country towards creating capabilities in strategic areas such as Quantum Computing. It is interesting
that we are doing this when we just started celebrating our 75th year of independence.

“This occasion is good to look back on how far we have come as a nation. In many ways QSim and focus on Quantum
Computing is about looking ahead to India in another 25 years. I congratulate the team again and all the best to all
those involved in this endeavor,” the minister said.

Dr Sugata Gangopadhyay, Professor and Head, Department of Computer Science and Engineering, IIT Roorkee, said,
"Our team worked closely with the teams from C-DAC on the development of the toolkit. The expertise provided by
IIT Roorkee played a significant role in bringing the toolkit to its current state. We are currently working on the
development of programs to be implemented on the simulator....”

Prof Ajit K Chaturvedi, Director, IIT Roorkee, said, “IIT Roorkee will continue to play an active role in quantum
computing education and research. The quantum simulator being launched today is poised to be a key enabler in this
direction.”

IIT Roorkee recently introduced two courses in quantum computation. The first course was launched through the
E&ICT academy and was attended by over 400 participants.

The second course was offered to scientists and officers at various government agencies and laboratories and was
attended by close to 100 participants.
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5. Arqit and Babcock to Collaborate on Pos-
sible Quantum Encryption Use Cases 1n
Government and Defense Market

by Matt Swayne
https://thequantumdaily.com/2021/08/26/arqit-and-babcock-to-collaborate-on-pos-
sible-quantum-encryption-use-cases-in-government-and-defense-market/

Arqit Limited, a leader in quantum encryption technology has entered into a collaboration agreement with Babcock
International Group, the Aerospace, Defence and security company. The agreement will see the two companies jointly
test and experiment with a range of use case scenarios and practical applications for government and defence custom-
ers to demonstrate the encryption capabilities of Arqit’s QuantumCloud™ product. It will also see Babcock deepen
its involvement in important areas of broader Quantum Technology development.

QuantumCloud™ creates software encryption keys, combining patented quantum and classical technologies. The
product is simple and efficient to use at any cloud, edge, or end point device with no disruption to hardware or software
required. Under the agreement, the software will be tested in live operational scenarios to demonstrate encryption
capabilities in a dynamic environment and across a variety of platforms and military networks. This testing will include
planned participation in a number of UK Government funded projects.

Specific projects of focus include unmanned ground vehicle programmes, secure manned and unmanned aerial vehicle
programmes, secure maritime connectivity programmes and other projects that will come to fruition through ongoing
conversations with the UK Government and R&D agencies.

Richard Drake, managing director, Babcock Mission Systems said, “We’re continuing to develop our technology
strategy with a particular interest in digital technologies, secure communications and other areas such as Artificial
Intelligence, Digital Twins and autonomy.

“As threats to data evolve, we need to respond and grow our capabilities in line with new requirements. As such we
are delighted to be collaborating with Arqit on this project, broadening our involvement in quantum encryption and
enhancing our encryption capability offering to our customers for use on future projects and programmes”.

David Williams, Founder of Arqit added, “Partnering with Babcock to apply QuantumCloud™ in live defence use
cases is a great opportunity to increase the momentum we have in this market. Following the earlier announcement
that QuantumCloud™ 1.0 is now live for commercial customers to use, we are excited to see its use expanding. We
are certain that Arqit, uniquely amongst all other companies, has solved the security layer problem in the Joint All
Domain Command and Control market. This gives Arqit, a massive near term revenue opportunity”
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6. Study demonstrates the quantum speed up
of supervised machine learning on a new
classification task

by Ingrid Fadelli
https://phys.org/news/2021-08-quantum-machine-classification-

task.amp#amp tf=From%20%251%24s&aoh=16301928057528&csi=0&refer-
rer=https%3A%2F%2Fwww.google.com

In recent years, several computer scientists and physicists have been exploring the potential of quantum-enhanced
machine learning algorithms. As their name suggests, quantum machine learning approaches combine quantum algo-
rithms with machine learning techniques.

Most researchers investigating quantum machine learning algorithms have been trying to understand whether they
could solve tasks faster than conventional machine learning techniques. One of the tasks that machine learning algo-
rithms are commonly trained to complete are classification tasks, such as arranging images into different categories
or accurately classifying specific objects or living creatures in an image.

Among the machine learning algorithms that achieved promising results in classification tasks are kernel methods,
which include a renowned supervised learning technique called support-vector machine. Over the past few years, some
scientists specialized in quantum algorithms have thus been exploring the potential of quantum kernel methods, which
were first introduced by Havlicek and his colleagues at IBM.

Researchers at IBM Quantum have recently carried out a study further investigating the potential of quantum kernel
methods. Their paper, published in Nature Physics, demonstrates that these methods could provide a robust quantum
speed up over conventional kernel methods.

"Despite the popularity of quantum kernel methods, a fundamental question remained unanswered: Can quantum
computers employ kernel methods to provide a provable advantage over classical learning algorithms?" Srinivasan
Arunachalam, one of the researchers who carried out the study, told Phys.org. "Understanding this question was the
starting point of our work. In this Nature Physics paper, along with my collaborators Yunchao Liu and Kristan Temme,
we resolved this question in the affirmative.”

As part of their study, Arunachalam and his colleagues constructed a classification problem that could be used to
rigorously evaluate heuristic quantum kernel methods. Using this problem as an example, they proved the existence
of a quantum kernel algorithm that can classify a set of points significantly faster than classical algorithms when
trained on the same data and implemented on a fault-tolerance machine.

In the quantum kernel approach considered by the researchers a quantum computer steps in to run all the algorithm's
computations, except for one specific portion. When given a set of classical data points, such as bit strings generated
by a classical computer, the quantum kernel approach maps them into a higher dimensional space, where quantum
computers can find patterns in data and extract characterizing features, using a technique called quantum kernel esti-
mation (QKE).


https://phys.org/news/2021-08-quantum-machine-classification-task.amp#amp_tf=From%20%251%24s&aoh=16301928057528&csi=0&referrer=https%3A%2F%2Fwww.google.com
https://phys.org/news/2021-08-quantum-machine-classification-task.amp#amp_tf=From%20%251%24s&aoh=16301928057528&csi=0&referrer=https%3A%2F%2Fwww.google.com
https://phys.org/news/2021-08-quantum-machine-classification-task.amp#amp_tf=From%20%251%24s&aoh=16301928057528&csi=0&referrer=https%3A%2F%2Fwww.google.com
https://phys.org/tags/quantum+machine/
https://phys.org/tags/classification/
https://www.nature.com/articles/s41567-021-01287-z
https://phys.org/tags/algorithm/
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"In order to use this technique for a separation between quantum and classical kernels, our starting point is a well-
known problem that is often used to separate classical and quantum computing, the discrete logarithm problem," Aru-

nachalam said. "This problem can be solved in polynomial time on a quantum computer using the famous Shor's
algorithm but is strongly believed to require superpolynomial time for every classical algorithm.”

Arunachalam and his colleagues were the first to construct a classification problem based on the hardness assumption
of the discrete logarithm problem. Interestingly, they showed that the performance achieved by all classical machine
learning techniques on this problem is worst or equal to random guessing, which is far from satisfactory.

"Subsequently, we constructed a kernel function that maps these classical data points onto a complex high dimensional
feature space and show that QKE can solve this classification problem with very high precision in polynomial time,"
Arunachalam said. "An additional bonus is that we are able to show that this quantum speedup exists even if there is
finite sampling noise while taking measurements, which is an important consideration for near-term and even fault-
tolerant quantum computers.”

Past studies have introduced several new quantum algorithms that could solve classification tasks faster than conven-
tional machine learning techniques. However, most of these algorithms required strong input assumptions to achieve
promising results or the researchers were unable to rigorously demonstrate their advantage over classical machine
learning techniques.

"Our QKE algorithm can be viewed as an end-to-end quantum advantage for quantum kernel methods implemented
on a fault-tolerant device (with realistic assumptions), since we start with classical data points and produce a classical
solution for the classification problem using a quantum computer in the middle," Arunachalam said. "Of course, this
is not the end of the road and instead only is reason to further understand quantum kernels better.”

The recent work by this team of researchers provides a confirmation that quantum kernel methods could help to com-
plete classification tasks faster and more efficiently. In their future studies, Arunachalam and his colleagues plan to
investigate the potential of using these algorithms to tackle real world classification problems.

"The classification problem that we used to prove this advantage is artificially constructed to provide a theoretical
underpinning for the usefulness of quantum kernels," Arunachalam said. "There is room to obtain further quantum
speedups using quantum kernel methods for other (hopefully) practically relevant problems. We believe our result is
interesting because it provides us with a direction to look for more learning problems that can benefit from ker-
nel methods. In our future work we hope to understand how generalizable the structure of our classification problem
is and if there are further speedups obtainable using similar structures.”


https://phys.org/tags/quantum+computing/
https://phys.org/tags/kernel/
https://phys.org/tags/kernel/
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7. Quantum computers could read all your
encrypted data. This 'quantum-safe’ VPN
aims to stop that

by Daphne Leprince-Ringuet
https://www.zdnet.com/article/quantum-computers-could-read-all-our-encrypted-
data-this-quantum-safe-vpn-is-trying-to-prevent-that/

To protect our private communications from future attacks by quantum computers, Verizon is trialing the use of next-
generation cryptography keys to protect the virtual private networks (VPNs) that are used every day by companies
around the world to prevent hacking.

Verizon implemented what it describes as a "quantum-safe" VPN between one of the company's labs in London in the
UK and a US-based center in Ashburn, Virginia, using encryption keys that were generated thanks to post-quantum
cryptography methods — meaning that they are robust enough to withstand attacks from a quantum computer.

According to Verizon, the trial successfully demonstrated that it is possible to replace current security processes with
protocols that are quantum-proof.

VPNs are a common security tool used to protect connections made over the internet, by creating a private network
from a public internet connection. When a user browses the web with a VPN, all of their data is redirected through a
specifically configured remote server run by the VPN host, which acts as a filter that encrypts the information.

This means that the user's IP address and any of their online activities, from sending emails to paying bills, come out
as gibberish to potential hackers — even on insecure networks like public WiFi, where eavesdropping is much easier.

Especially in the last few months, which have seen many employees switching to full-time working from home, VPNs
have become an increasingly popular tool to ensure privacy and security on the internet.

The technology, however, is based on cryptography protocols that are not un-hackable. To encrypt data, VPN hosts
use encryption keys that are generated by well-established algorithms such as RSA (Rivest—-Shamir—Adleman). The
difficulty of cracking the key, and therefore of reading the data, is directly linked to the algorithm's ability to create as
complicated a key as possible.

In other words, encryption protocols as we know them are essentially a huge math problem for hackers to solve. With
existing computers, cracking the equation is extremely difficult, which is why VPNs, for now, are still a secure solu-
tion. But quantum computers are expected to bring about huge amounts of extra computing power — and with that, the
ability to hack any cryptography key in minutes.

"A lot of secure communications rely on algorithms which have been very successful in offering secure cryptography
keys for decades," Venkata Josyula, the director of technology at Verizon, tells ZDNet. "But there is enough research
out there saying that these can be broken when there is a quantum computer available at a certain capacity. When that
is available, you want to be protecting your entire VPN infrastructure."”


https://www.zdnet.com/article/quantum-computers-could-read-all-our-encrypted-data-this-quantum-safe-vpn-is-trying-to-prevent-that/
https://www.zdnet.com/article/quantum-computers-could-read-all-our-encrypted-data-this-quantum-safe-vpn-is-trying-to-prevent-that/
https://www.verizon.com/about/news/verizon-quantum-safe-vpns-data
https://www.zdnet.com/article/what-is-a-vpn-and-how-does-it-work/
https://www.zdnet.com/article/what-is-a-vpn-and-how-does-it-work/
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One approach that researchers are working on consists of developing algorithms that can generate keys that are too
difficult to hack, even with a quantum computer. This area of research is known as post-quantum cryptography, and
is particularly sought after by governments around the world.

In the US, for example, the National Institute of Standards and Technology (NIST) launched a global research effort
in 2016 calling on researchers to submit ideas for algorithms that would be less susceptible to a quantum attack. A
few months ago, the organization selected a group of 15 algorithms that showed the most promise.

"NIST is leading a standardization process, but we didn't want to wait for that to be complete because getting cryp-
tography to change across the globe is a pretty daunting task," says Josyula. "It could take 10 or even 20 years, so we
wanted to get into this early to figure out the implications."

Verizon has significant amounts of VPN infrastructure and the company sells VPN products, which is why the team
started investigating how to start enabling post-quantum cryptography right now and in existing services, Josyula
adds.

One of the 15 algorithms identified by NIST, called Saber, was selected for the test. Saber generated quantum-safe
cryptography keys that were delivered to the endpoints — in London and Ashburn — of a typical IPsec VPN through an
extra layer of infrastructure, which was provided by a third-party vendor.

Whether Saber makes it to the final rounds of NIST's standardization process, in this case, doesn't matter, explains
Josyula. "We tried Saber here, but we will be trying others. We are able to switch from one algorithm to the other. We
want to have that flexibility, to be able to adapt in line with the process of standardization."

In other words, Verizon's test has shown that it is possible to implement post-quantum cryptography candidates on
infrastructure links now, with the ability to migrate as needed between different candidates for quantum-proof algo-
rithms.

This is important because, although a large-scale quantum computer could be more than a decade away, there is still
a chance that the data that is currently encrypted with existing cryptography protocols is at risk.

The threat is known as "harvest now, decrypt later" and refers to the possibility that hackers could collect huge amounts
of encrypted data and sit on it while they wait for a quantum computer to come along that could read all the infor-
mation.

"If it's your Amazon shopping cart, you may not care if someone gets to see it in ten years," says Josyula. "But you
can extend this to your bank account, personal number, and all the way to government secrets. It's about how far into
the future you see value for the data that you own — and some of these have very long lifetimes."

For this type of data, it is important to start thinking about long-term security now, which includes the risk posed by
quantum computers.

A quantum-safe VPN could be a good start — even though, as Josyula explains, many elements still need to be
smoothed out. For example, Verizon still relied on standard mechanisms in its trial to deliver quantum-proof keys to
the VPN end-points. This might be a sticking point, if it turns out that this phase of the process is not invulnerable to
quantum attack.
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The idea, however, is to take proactive steps to prepare, instead of waiting for the worst-case scenario to happen.
Connecting London to Ashburn was a first step, and Verizon is now looking at extending its quantum-safe VPN to
other locations.

8. Toshiba Makes Breakthrough Towards the
Quantum Internet

by Francisco Pires
https://www.tomshardware.com/news/toshiba-makes-breakthrough-towards-the-

quantum-internet

Toshiba today announced a breakthrough on the road towards the quantum internet. In partnership with the Tohoku
University Hospital (Japan), the team of researchers demonstrated the transmission of the entire human genome over
600 km of fiber optics - while encoding the information with quantum cryptography for the ultimate data privacy
protection. The result of the research was published on the Nature Photonics scientific journal.

The data was moved and stored through several locations, spanning a total travel distance of around 600 km via fiber
optics cables. A new, world-first dual band stabilisation technique was employed (the company has named it Twin
Field), which helps in cancelling the problem of temperature and strain fluctuations usually present in quantum com-
munications. This is pure physics: as data flows through optical cables, the cables themselves show diminutive con-
tractions and expansions, which if not accounted for, can destabilize the extremely sensitive qubits used to encode and
transmit the information - introducing errors in the data or even rendering it unusable. Toshiba's deployed dual band
technique, as described by the company, "(...) sends two optical reference signals, at different wavelengths, for mini-
mising the phase fluctuations on long fibres. The first wavelength is used to cancel the rapidly varying fluctuations,
while the second wavelength, at the same wavelength as the optical qubits, is used for fine adjustment of the phase."
The data was repeatedly verified at various stages of its journey through the network - and due to the new technique,
showed no signs of degradation.

The research finally opens the door to long distance Quantum Key Distribution (QKD). QKD is essentially a distri-
bution protocol for encryption keys, albeit based on quantum physics - and is being hailed as the final frontier in
encryption schemas. This "final frontier of security" is being touted on the basis of quantum physics, and the behavior
of qubits, themselves: after data has been encrypted with a secure QKD key, it can then be sent over an insecure
connection (such as the internet), where only the holders of the decryption key can access its contents. Certain char-
acteristics of the quantum realm are especially useful in guaranteeing security: for one, the basic quantum observation
principle, which underpins much of quantum-bound research, states that the mere act of observing a flowing system
will change its final result. Based on this, should the secure, QKD-encrypted communication be intercepted by a third
party, the interception itself will induce changes into the flow of information, which can serve as a warning for the
information sender (or receiver) that someone has attempted to tamper with and intercept the flow of data.

Andrew Shields, Head of the Quantum Technology Division at Toshiba Europe remarks, “QKD has been used to
secure metropolitan area networks in recent years. This latest advance extends the maximum span of a quantum link,
so that it is possible to connect cities across countries and continents, without using trusted intermediate nodes. Im-
plemented along with Satellite QKD, it will allow us to build a global network for quantum secured communications.”
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Another piece of investigation conducted by Toshiba includes multiplexing compatibility: this essentially allows both
the data and the quantum keys to be transmitted on the same fibre, thus eliminating the need for a costly, dedicated
infrastructure for key distribution.

9. IonQQ Says New Architecture a Step To-
ward More Powerful Quantum Computers

by Matt Swayne
https://thequantumdaily.com/2021/08/26/iong-says-new-architecture-a-step-to-
ward-more-powerful-quantum-computers/

IonQ, Inc. unveiled a Reconfigurable Multicore Quantum Architecture (RMQA) technology, what the company
termed a breakthrough in quantum computing. They added that are ahead of technical roadmap expectations at the
start of 2021.

IonQ demonstrated achieving 4 chains of 16 ions each that can be dynamically configured into quantum computing
cores. Company officials believe this has laid the foundation for increases to qubit count into the triple digits on a
single chip, as well as future Parallel Multicore Quantum Processing Units.

This demonstration was achieved on a technological platform recently added to IonQ’s list of intellectual property,
called Evaporated Glass Traps (EGTs). Developed by an IonQ team led by UC Berkeley Physics PhD and ex-GTRI
and -NIST researcher Jason Amini, the EGT platform offers an unprecedented level of performance and is a crucial
part of IonQ’s roadmap to rapid scalability and increased computing power.

“The Reconfigurable Multicore Quantum Architecture marks a key milestone for IonQ and for the quantum computing
industry in general,” remarked IonQ President and CEO Peter Chapman. “RMQA is a critical enabler of our ability to
scale qubit density and deliver the computational power projected in our roadmap. We’re very proud of the team at
IonQ that has achieved a powerful platform for scalability and control in a single technical breakthrough.”

Today’s news involves the separation and merger of a total of 64 ions to create a RMQA using 4 chains of 16 ions
each. The ion chains are transported and merged into permutations of a higher-connectivity, 32-ion quantum compu-
ting core, allowing for scaling to large numbers of qubits without the fidelity loss that historically accompanies very
long chains of ions. This architecture was realized on IonQ’s EGT Series ion trap chip, which provides the stability
necessary to operate this architecture with little to no recalibration, maximizing uptime and optimizing transport. The
EGT series platforms are expected to be extended to support more chains, with each chain increasing the quantum
computational power by a factor of 4000 or more.

The news continues a year of considerable momentum for IonQ. Its trapped-ion quantum computers were recently
added to Google Cloud Marketplace, making IonQ the only supplier whose quantum computers are available via all
of the major cloud providers. In addition, IonQ’s co-founders joined the White House’s National Quantum Initiative
Advisory Committee to accelerate the development of the national strategic technological imperative. IonQ is also
preparing to become the first publicly-traded, pure-play quantum computing company via a merger with dMY Tech-
nology Group, Inc. III
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10. The All-Seeing "1": Apple Just Declared
War on Your Privacy

by Edward Snowden
https://edwardsnowden.substack.com/p/all-seeing-1?r=q01g0

By now you've probably heard that Apple plans to push a new and uniquely intrusive surveillance system out to many
of the more than one billion iPhones it has sold, which all run the behemoth's proprietary, take-it-or-leave-it software.
This new offensive is tentatively slated to begin with the launch of iOS 15—almost certainly in mid-September—with
the devices of its US user-base designated as the initial targets. We’re told that other countries will be spared, but not
for long.

You might have noticed that I haven’t mentioned which problem it is that Apple is purporting to solve. Why? Because
it doesn’t matter.

Having read thousands upon thousands of remarks on this growing scandal, it has become clear to me that many
understand it doesn't matter, but few if any have been willing to actually say it. Speaking candidly, if that’s still
allowed, that’s the way it always goes when someone of institutional significance launches a campaign to defend an
indefensible intrusion into our private spaces. They make a mad dash to the supposed high ground, from which they
speak in low, solemn tones about their moral mission before fervently invoking the dread spectre of the Four Horse-
men of the Infopocalypse, warning that only a dubious amulet—or suspicious software update—can save us from the
most threatening members of our species.

Suddenly, everybody with a principled objection is forced to preface their concern with apologetic throat-clearing and
the establishment of bonafides: I lost a friend when the
towers came down, however... As a parent, [
. . I M
undersiand his 15 o rea LT
[How WouLD You
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WRAPPED ?
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As a parent, [’'m here to tell you that sometimes it doesn’t matter why the man in the handsome suit is doing something.
What matters are the consequences.
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Apple’s new system, regardless of how anyone tries to justify it, will permanently redefine what belongs to you, and
what belongs to them.

How?

The task Apple intends its new surveillance system to perform—preventing their cloud systems from being used to
store digital contraband, in this case unlawful images uploaded by their customers—is traditionally performed by
searching their systems. While it’s still problematic for anybody to search through a billion people’s private files, the
fact that they can only see the files you gave them is a crucial limitation.

Now, however, that’s all set to change. Under the new design, your phone will now perform these searches on Apple’s
behalf before your photos have even reached their iCloud servers, and—yada, yada, yada—if enough "forbidden
content" is discovered, law-enforcement will be notified.

I intentionally wave away the technical and procedural details of Apple’s system here, some of which are quite clever,
because they, like our man in the handsome suit, merely distract from the most pressing fact—the fact that, in just a
few weeks, Apple plans to erase the boundary dividing which devices work for you, and which devices work for them.

Why is this so important? Once the precedent has been set that it is fit and proper for even a "pro-privacy" company
like Apple to make products that betray their users and owners, Apple itself will lose all control over how that prece-
dent is applied. As soon as the public first came to learn of the “spyPhone” plan, experts began investigating its
technical weaknesses, and the many ways it could be abused, primarily within the parameters of Apple’s
design. Although these valiant vulnerability-research efforts have produced compelling evidence that the system is
seriously flawed, they also seriously miss the point: Apple gets to decide whether or not their phones will monitor
their owners ’infractions for the government, but it's the government that gets to decide what constitutes an infraction...
and how to handle it.

For its part, Apple says their system, in its initial, v1.0 design, has a narrow focus: it only scrutinizes photos intended
to be uploaded to iCloud (although for 85% of its customers, that means EVERY photo), and it does not scrutinize
them beyond a simple comparison against a database of specific examples of previously-identified child sexual abuse
material (CSAM).

If you’re an enterprising pedophile with a basement full of CSAM-tainted iPhones, Apple welcomes you to entirely
exempt yourself from these scans by simply flipping the “Disable iCloud Photos™ switch, a bypass which reveals
that this system was never designed to protect children, as they would have you believe, but rather to protect their
brand. As long as you keep that material off their servers, and so keep Apple out of the headlines, Apple doesn’t care.

So what happens when, in a few years at the latest, a politician points that out, and—in order to protect the children—
bills are passed in the legislature to prohibit this "Disable" bypass, effectively compelling Apple to scan photos
that aren’t backed up to iCloud? What happens when a party in India demands they start scanning for memes associ-
ated with a separatist movement? What happens when the UK demands they scan for a library of terrorist imagery?
How long do we have left before the iPhone in your pocket begins quietly filing reports about encountering “extremist”
political material, or about your presence at a "civil disturbance"? Or simply about your iPhone's possession of a video
clip that contains, or maybe-or-maybe-not contains, a blurry image of a passer-by who resembles, according to an
algorithm, "a person of interest”?

For its part, Apple says their system, in its initial, v1.0 design, has a narrow focus: it only scrutinizes photos intended
to be uploaded to iCloud (although for 85% of its customers, that means EVERY photo), and it does not scrutinize
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them beyond a simple comparison against a database of specific examples of previously-identified child sexual abuse
material (CSAM).

If you’re an enterprising pedophile with a basement full of CSAM-tainted iPhones, Apple welcomes you to entirely
exempt yourself from these scans by simply flipping the “Disable iCloud Photos™ switch, a bypass which reveals
that this system was never designed to protect children, as they would have you believe, but rather to protect their
brand. As long as you keep that material off their servers, and so keep Apple out of the headlines, Apple doesn’t care.

So what happens when, in a few years at the latest, a politician points that out, and—in order fo protect the children—
bills are passed in the legislature to prohibit this "Disable" bypass, effectively compelling Apple to scan photos
that aren’t backed up to iCloud? What happens when a party in India demands they start scanning for memes associ-
ated with a separatist movement? What happens when the UK demands they scan for a library of terrorist imagery?
How long do we have left before the iPhone in your pocket begins quietly filing reports about encountering “extremist”
political material, or about your presence at a "civil disturbance"? Or simply about your iPhone's possession of a video
clip that contains, or maybe-or-maybe-not contains, a blurry image of a passer-by who resembles, according to an
algorithm, "a person of interest”?

One particular frustration for me is that I know some people at Apple, and I even like some people at Apple—bright,
principled people who should know better. Actually, who do know better. Every security expert in the world is scream-
ing themselves hoarse now, imploring Apple to stop, even those experts who in more normal circumstances reliably
argue in favor of censorship. Even some survivors of child exploitation are against it. And yet, as the OG designer
Galileo once said, it moves.

Faced with a blistering torrent of global condemnation, Apple has responded not by addressing any concerns or making
any changes, or, more sensibly, by just scrapping the plan altogether, but by deploying their man-in-the-handsome-
suit software chief, who resembles the well-moisturized villain from a movie about Wall Street, to give quotes to, yes,
the Wall Street Journal about how sorry the company is for the "confusion" it has caused, but how the public shouldn't
worry: Apple “feel[s] very good about what they’re doing.”

One particular frustration for me is that I know some people at Apple, and I even like some people at Apple—bright,
principled people who should know better. Actually, who do know better. Every security expert in the world is scream-
ing themselves hoarse now, imploring Apple to stop, even those experts who in more normal circumstances reliably
argue in favor of censorship. Even some survivors of child exploitation are against it. And yet, as the OG designer
Galileo once said, it moves.

Faced with a blistering torrent of global condemnation, Apple has responded not by addressing any concerns or making
any changes, or, more sensibly, by just scrapping the plan altogether, but by deploying their man-in-the-handsome-
suit software chief, who resembles the well-moisturized villain from a movie about Wall Street, to give quotes to, yes,
the Wall Street Journal about how sorry the company is for the "confusion" it has caused, but how the public shouldn't
worry: Apple “feel[s] very good about what they’re doing.”

This is the goal of end-to-end encryption: drawing a new and ineradicable line in the digital sand dividing your data
and their data. It allows you to trust a service provider to sfore your data without granting them any ability to under-
stand it. This would mean that even Apple itself could no longer be expected to rummage through your iCloud account
with its grabby little raccoon hands—and therefore could not be expected to hand it over to any government that can
stamp a sheet of paper, which is precisely why the FBI (again: secretly) complained.

For Apple to realize this original vision would have represented a suge improvement in the privacy of our devices,
effectively delivering the final word in a thirty year-long debate over establishing a new industry standard—and, by
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extension, the new global expectation that parties seeking access to data from a device must obzain it from that device,
rather than turning the internet and its ecosystem into a spy machine.

Unfortunately, I am here to report that once again, the optimists are wrong: Apple’s proposal to make their phones
inform on and betray their owners marks the dawn of a dark future, one to be written in the blood of the political
opposition of a hundred countries that will exploit this system to the hilt. See, the day after this system goes live, it
will no longer matter whether or not Apple ever enables end-to-end encryption, because our iPhones will be reporting
their contents before our keys are even used.

I can’t think of any other company that has so proudly, and so publicly, distributed spyware to its own devices—and
I can’t think of a threat more dangerous to a product’s security than the mischief of its own maker. There is no funda-
mental technological limit to how far the precedent Apple is establishing can be pushed, meaning the only restraint is
Apple’s all-too-flexible company policy, something governments understand all too well.

I would say there should be a law, but I fear it would only make things worse.

We are bearing witness to the construction of an all-seeing-i—an Eye of Improvidence—under whose aegis every
iPhone will search itself for whatever Apple wants, or for whatever Apple is directed to want. They are inventing a
world in which every product you purchase owes its highest loyalty to someone other than its owner.

To put it bluntly, this is not an innovation but a tragedy, a disaster-in-the-making.

Or maybe I'm confused—or maybe I just think different.

11. Quantum computers will soon fit in your
phone

by MAIJA PALMER
https://sifted.eu/articles/diamond-quantum-computer/

A quantum computer small enough to sit on your desk — or be embedded in a satellite, car or even a mobile phone
— is no longer a pipe dream. The first such machines are actually starting to be delivered to early customers, thanks
to advances in qubits created using synthetic diamonds.

The technology received a vote of confidence from investors today, as 2 -year-old stealth startup Quantum Brilliance
raised a nearly $10m seed funding round from a consortium of investors led by Main Sequence Ventures and the
founders of QxBranch, the Australian quantum services company acquired by Rigetti.

The funding will speed the commercialisation of the technology, which Andrew Horsley, CEO of the Australian-
German startup, says could dramatically change the way quantum computing can be used.

“It is simplifying the quantum computer and turning it into something that can sit in an ordinary server rack next to

classical computers. Most quantum computers are giant mainframes; these will eventually be small enough to be
embedded in mobile devices,” Horsley told Sifted. “The miniaturisation potential is huge.”
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So is the volume of quantum computers that could be created using this technique.

We are thinking about volumes in millions, not the thousands that people talk about with quantum computers based
on superconducting,” said Marcus Doherty, chief science officer.

Quantum Brilliance delivered its first system to the Pawsey Supercomputing Centre in Australia earlier this year and
is beginning to ship to other commercial customers.

Room-temperature quantum computers

Quantum Brilliance is developing quantum computers based on synthetic diamonds, which don’t need temperatures
close to absolute zero or complex laser systems to operate. It is in stark contrast to the superconducting quantum
systems developed by big companies like Google, IBM and Rigetti which need large and energy-hungry cooling
systems to keep them at a temperature colder than interstellar space.

Trapped ion computing systems, such as those created by Honeywell and IonQ, have the potential to be smaller, but
even the smallest such computer, unveiled by a research team from the University of Innsbruck this summer, was the
size of two server racks.

In contrast, Quantum Brilliance’s system is the size of a lunchbox.
The quality of diamond-based qubits is somewhere between that of superconducting qubits and trapped-ion qubits.

“It is middle of the pack for performance,” Doherty told Sifted. The gate speeds are slower than for superconducting
qubits, but faster than trapped ions. The coherence of the diamond qubits is lower than those of trapped ions. The big
advantage, however, is being able to run at room temperature.

The Quantum Brilliance quantum accelerators have only two qubits at the moment, paltry compared to the 72-qubit
systems that Google has developed. Horsley said, however, that the company can reach 50 qubits by 2025.

How it works

Diamond-based qubits are created using diamonds with a specific defect — one carbon atom of the diamond lattice is
replaced by a nitrogen atom, with a gap left next to it. The gap, or vacancy, becomes negatively charged and behaves
like a trapped ion. This can be manipulated into a qubit when lit with a green laser. (Synthetic diamonds are being
developed for various high-tech purposes like this.)

Diamond-based qubits were a leading idea in quantum computing until around 2014, says Doherty, but progress halted
because it proved hard to create synthetic diamonds with enough precision to make the system workable. The Quantum
Brilliance cofounders ’breakthrough was developing a novel fabrication technique that allows greater precision. The
startup buys synthetic diamonds from Element Six, the synthetic diamond manufacturer, part of the De Beers Group,
and then carries out the final part of the fabrication process in house.

Quantum Brilliance was spun out from the Australian National University in 2019 and only recently emerged from

stealth mode. It now has 25 staff and is actively hiring for 20 more roles. The startup is aiming to grow to more than
100 staff in the next year, half of which will be based in Germany.
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The company is in the process of establishing an office in Germany, in part to capitalise on the €2bn in funding that
the German government has pledged for the quantum computing sector, and also to take advantage of a skilled work-
force

“Germany has one of the highest densities of diamond quantum research groups, and also expertise in precision man-
ufacturing,” said Horsley. Big car manufacturers, which are expected to be some of the first quantum computing
customers, are also clustered in the region.

Is this the end of other types of quantum computer?

Will room-temperature quantum computing completely eclipse the other, bulkier approaches like superconducting?
Not immediately, says Doherty.

“The future is heterogeneous — the idea of a single computer that can do everything is gone,” he said. Quantum
computers, especially when they still have just a few qubits, are likely to be heavily tailored to solving one particular
problem. Speedier quantum computers — for example, superconducting systems — may be used for one type of
problem, while diamond-based ones are used for another.

Calculations involving a single, complex molecule, for example, may be more appropriate to crunch on a mainframe
in a lab. But a network of smaller diamond-based machines, processing in parallel, could be better at calculating how
systems of small molecules all interact with each other.

Over time as qubit counts go up, however, Doherty is expecting the quantum computing mix to shift in favour of

diamonds. “Over time some technologies will fade out. The ultimate endpoint for us is to be the quantum computer
for everything.”

12. Glass Chip Is Key to New Quantum Ar-
chitecture

by SAMUEL K. MOORE
https://spectrum.ieee.org/iong-new-quantum-computing-chip

Maryland-based IonQ has unveiled a new kind of chip in its quest to scale up its type of quantum
computer technology. Its computers calculate using the quantum states of ions electromagnetically trapped in the space
near a chip. Previous traps were made using silicon chipmaking processes, but the company has now switched to an
evaporated glass trap technology—a way of constructing micrometer-scale features in fused silica glass often used to
make microfluidic chips. Its previous trap technology, the company says, could not have supported lonQ's new quan-
tum architecture, which is based on multiple chains of ion-based qubits. Ultimately, IonQ executives say, the glass
chip's reconfigurable chains of ions will allow for computers with qubits that number in the triple digits.

"The purpose of an ion trap is to move ions around with precision, hold them in the environment, and get out of the
way of the quantum operation," explains Jason Amini, who led the evaporated glass trap team at IonQ. The 3D glass
and metal structure Amini's team constructed does all three better than its previous chips could, Amini says. Stray
electric fields from charge on the silicon-based chip could destabilize the ions' delicate quantum states, reducing the
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fidelity of quantum computation. But the evaporated glass design "hides any material that could hold charge," he says.
The effect is a more stable trap that computes better.

Another advantage, Amini says, is that the trap could be shaped to "get out of the way" of quantum operations. In an
ion trap computer the ions' quantum states are manipulated by zapping them with lasers. "We have to bring a lot of
laser beams over the surface," says Amini. The glass chip is "shaped to allow lasers to come through and address the
device.”

IonQ previously had silicon ion traps constructed at Sandia National Laboratory in New Mexico. But IonQ wanted
more control over the technology and the ability to iterate designs faster, says CEO Peter Chapman.

With the evaporated glass ion trap in hand, lonQ proceeded with a demonstration of their new quantum computing
scheme, which Chapman calls the industry's first "reconfigurable multicore quantum architecture", or RMQA. But
don't look for too many parallels between field programmable gate arrays and multicore CPUs.

In IonQ's demonstration it works like this: The trap holds four separate chains of 16 ions in a line. Each chain can be
moved into position to be manipulated by the lasers, altering their quantum state or entangling groups of ions so their
quantum states are linked. "Each chain is, by itself, a quantum computer," says Chapman. In addition, two chains can
be brought together to form a core that allows entangling qubits across the chains (the reconfiguration part) until
eventually all the qubits can be linked to perform big, complex quantum operations.

It's not perfect, of course. Out of 16 ions, the technology produces 12 qubits, Chapman explains. (The other four are
"refrigerant” ions that correct for imperfections during ion transport.) So IonQ's latest demonstration produce 48
qubits. But it is easily expanded by lengthening the trap. And, because this is quantum computing, a little expansion
goes a long way, adding substantially more capability with each added qubit.

"The architecture allows you to relatively easily expand to hundreds of qubits on a single chip," says Chapman.

The next big leap will come from photonic interconnects IonQ is developing to link qubits on one chip to those on
another. "Once you do entanglement, distance no longer matters," says Chapman. "Whether or not it's multiple chains
on a chip or one chip to another, it all acts as if it's one big quantum computer."

13.Now 1s the time to prepare for the quan-
tum computing revolution

by Karen Roby
https://www.techrepublic.com/article/expert-now-is-the-time-to-prepare-for-the-
quantum-computing-revolution/?utm_me-

dium=email& hsmi=154123099& hsenc=p2ANqtz-8RX7{zZ1RVmTpY VHc-
c01Jqqak9BXLIzY8LthW6BVX03Ari3q0SHYu2km9vpW3iF585KeMSvG0gsDR
64rNbSYC3NCii4duw&utm content=154123099&utm_source=hs email
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TechRepublic's Karen Roby spoke with Christopher Savoie, CEO and co-founder of Zapata Computing, a quantum
application company, about the future of quantum computing. The following is an edited transcript of their conversa-
tion.

Christoper Savoie: There are two types of quantum-computing algorithms if you will. There are those that will re-
quire what we call a fault-tolerant computing system, one that doesn't have error, for all intents and purposes, that's
corrected for error, which is the way most classical computers are now. They don't make errors in their calculations,
or at least we hope they don't, not at any significant rate. And eventually we'll have these fault-tolerant quantum
computers. People are working on it. We've proven that it can happen already, so that is down the line. But it's in the
five- to 10-year range that it's going to take until we have that hardware available. But that's where a lot of the promises
for these exponentially faster algorithms. So, these are the algorithms that will use these fault-tolerant computers to
basically look at all the options available in a combinatorial matrix.

So, if you have something like Monte Carlo simulation, you can try significantly all the different variables that are
possible and look at every possible combination and find the best optimal solution. So, that's really, practically im-
possible on today's classical computers. You have to choose what variables you're going to use and reduce things and
take shortcuts. But with these fault-tolerant computers, for significantly many of the possible solutions in the solution
space, we can look at all of the combinations. So, you can imagine almost an infinite amount or an exponential amount
of variables that you can try out to see what your best solution is. In things like CCAR [Comprehensive Capital
Analysis and Review], Dodd-Frank [Dodd-Frank Wall Street Reform and Consumer Protection Act] compliance,
these things where you have to do these complex simulations, we rely on a Monte Carlo simulation.

So, trying all of the possible scenarios. That's not possible today, but this fault tolerance will allow us to try signifi-
cantly all of the different combinations, which will hopefully give us the ability to predict the future in a much better
way, which is important in these financial applications. But we don't have those computers today. They will be avail-
able sometime in the future. I hate putting a date on it, but think about it on the decade time horizon. On the other
hand, there are these nearer-term algorithms that run on these noisy, so not error-corrected, noisy intermediate-scale
quantum devices. We call them NISQ for short. And these are more heuristic types of algorithms that are tolerant to
noise, much like neural networks are today in classical computing and [artificial intelligence] Al. You can deal a little
bit with the sparse data and maybe some error in the data or other areas of your calculation. Because it's an about-type
of calculation like neural networks do. It's not looking at the exact answers, all of them and figuring out which one is
definitely the best. This is an approximate algorithm that iterates and tries to get closer and closer to the right answer.

But we know that neural networks work this way, deep neural networks. Al, in its current state, uses this type of
algorithm, these heuristics. Most of what we do in computation nowadays and finance is heuristic in its nature and
statistical in its nature, and it works good enough to do some really good work. In algorithmic trading, in risk analysis,
this is what we use today. And these quantum versions of that will also be able to give us some advantage and maybe
an advantage over—we've been able to show in recent work—the purely classical version of that. So, we'll have some
quantum-augmented Al, quantum-augmented [machine learning] ML. We call it a quantum-enhanced ML or quan-
tum-enhanced optimization that we'll be able to do.

So, people think of this as a dichotomy. We have these NISQ machines, and they're faulty, and then one day we'll
wake up and we'll have this fault tolerance, but it's really not that way. These faulty algorithms, if you will, these
heuristics that are about, they will still work and they may work better than the fault-tolerant algorithms for some
problems and some datasets, so this really is a gradient. It really is. You'd have a false sense of solace, maybe two.
"Oh well, if that's 10 years down the road we can just wait and let's wait till we wake up and have fault tolerance."
But really the algorithms are going to be progressing. And the things that we develop now will still be useful in that
fault-tolerant regime. And the patents will all be good for the stuff that we do now.
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So, thinking that, "OK, this is a 10 year time horizon for those fault-tolerant computers. Our organization is just going
to wait." Well, if you do, you get a couple of things. You're not going to have the workforce in place to be able to take
advantage of this. You're probably not going to have the infrastructure in place to be able to take advantage of this.
And meanwhile, all of your competitors and their vendors have acquired a portfolio of patents on these methodologies
that are good for 20 years. So, if you wait five years from now and there's a patent four years down the line, that's
good for 24 years. So there really is, I think, an incentive for organizations to really start working, even in this NISQ,
this noisier regime that we're in today.

Karen Roby: You get a little false sense of security, as you mentioned, of something, oh, you say that's 10 years down
the line, but really with this, you don't have the luxury of catching up if you wait too long. This is something that
people need to be focused on now for what is down the road.

Christoper Savoie: Yes, absolutely. And in finance, if you have a better ability to detect risks then than your com-
petitors; you're at a huge advantage to be able to find alpha in the market. If you can do that better than others, you're
going to be at a huge advantage. And if you're blocked by people's patents or blocked by the fact that your workforce
doesn't know how to use these things, you're really behind the eight ball. And we've seen this time and time again with
different technology evolutions and revolutions. With big data and our use of big data, with that infrastructure, with
Al and machine learning. The organizations that have waited generally have found themselves behind the eight ball,
and it's really hard to catch up because this stuff is changing daily, weekly, and new inventions are happening. And if
you don't have a workforce that's up and running and an infrastructure ready to accept this, it's really hard to catch up
with your competitors.

Karen Roby: You've touched on this a little bit, but really for the finance industry, this can be transformative, really
significant what quantum computing can do.

Christoper Savoie: Absolutely. At the end of the day, finance is math, and we can do better math and more accurate
math on large datasets with quantum computing. There is no question about that. It's no longer an "if." Google has,
with their experiment, proven that at some point we're going to have a machine that is definitely going to be better at
doing math, some types of math, than classical computers. With that premise, if you're in a field that depends on math,
that depends on numbers, which is everything, and statistics, which is finance, no matter what side you're on. If you're
on the risk side or the investing side, you're going to need to have the best tools. And that doesn't mean you have to
be an algorithmic trader necessarily, but even looking at tail risk and creating portfolios and this kind of thing. You're
dependent on being able to quickly ascertain what that risk is, and computing is the only way to do that.

And on the regulatory side, I mentioned CCAR. I think as these capabilities emerge, it allows the regulators to ask for
even more scenarios to be simulated, those things that are a big headache for a lot of companies. But it's important
because our global financial system depends on stability and predictability, and to be able to have a computational
resource like quantum that's going to allow us to see more variables or more possibilities or more disaster scenarios.
It can really help. "What is the effect of, say, a COVID-type event on the global financial system?" To be more
predictive of that and more accurate at doing that is good for everybody. I think all boats rise, and quantum is definitely
going to give us that advantage as well.

Karen Roby: Most definitely. And Christopher, before I let you go, if you would just give us a quick snapshot of
Zapata Computing and the work that you guys do.

Christoper Savoie: We have two really important components to try and make this stuff reality. On the one hand,
we've got over 30 of the brightest young minds and algorithms, particularly for these near-term devices and how to
write those. We've written some of the fundamental algorithms that are out there to be used on quantum computers.
On the other hand, how do you make those things work? That's a software engineering thing. That's not really quantum
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science. How do you make the big data work? And that's all the boring stuff of ETL and data transformation and
digitalization and cloud and multicloud and all this boring but very important stuff. So basically Zapata is a company
that has the best of the algorithms, but also best-of-breed means of actually software engineering that in a modern,
multicloud environment that particularly finance companies, banks, they're regulated companies with a lot of data that
is sensitive and private and proprietary. So, you need to be able to work in a safe and secure multicloud environment,
and that's what our software engineering side allows us to do. We have the best of both worlds there.

14. A Peculiar State of Matter in Layers of
Semiconductors Could Advance Quantum
Computing

by MATTHEW HUTSON
https://scitechdaily.com/a-peculiar-state-of-matter-in-layers-of-semiconductors-

could-advance-quantum-computing/

Scientists around the world are developing new hardware for quantum computers, a new type of device that could
accelerate drug design, financial modelling, and weather prediction. These computers rely on qubits, bits of matter
that can represent some combination of 1 and 0 simultaneously. The problem is that qubits are fickle, degrading into
regular bits when interactions with surrounding matter interfere. But new research at MIT suggests a way to protect
their states, using a phenomenon called many-body localization (MBL).

MBL is a peculiar phase of matter, proposed decades ago, that is unlike solid or liquid. Typically, matter comes to
thermal equilibrium with its environment. That’s why soup cools and ice cubes melt. But in MBL, an object consisting
of many strongly interacting bodies, such as atoms, never reaches such equilibrium. Heat, like sound, consists of
collective atomic vibrations and can travel in waves; an object always has such heat waves internally. But when there’s
enough disorder and enough interaction in the way its atoms are arranged, the waves can become trapped, thus pre-
venting the object from reaching equilibrium.

MBL had been demonstrated in “optical lattices,” arrangements of atoms at very cold temperatures held in place using
lasers. But such setups are impractical. MBL had also arguably been shown in solid systems, but only with very slow
temporal dynamics, in which the phase’s existence is hard to prove because equilibrium might be reached if research-
ers could wait long enough. The MIT research found a signatures of MBL in a “solid-state” system — one made of
semiconductors — that would otherwise have reached equilibrium in the time it was watched.

“It could open a new chapter in the study of quantum dynamics,” says Rahul Nandkishore, a physicist at the University
of Colorado at Boulder, who was not involved in the work.

Mingda Li, the Norman C Rasmussen Assistant Professor Nuclear Science and Engineering at MIT, led the new
study, published in a recent issue of Nano Letters. The researchers built a system containing alternating semiconductor
layers, creating a microscopic lasagna — aluminum arsenide, followed by gallium arsenide, and so on, for 600 layers,
each 3 nanometers (millionths of a millimeter) thick. Between the layers they dispersed “nanodots,” 2-nanometer
particles of erbium arsenide, to create disorder. The lasagna, or “superlattice,” came in three recipes: one with no
nanodots, one in which nanodots covered 8 percent of each layer’s area, and one in which they covered 25 percent.
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According to Li, the team used layers of material, instead of a bulk material, to simplify the system so dissipation of
heat across the planes was essentially one-dimensional. And they used nanodots, instead of mere chemical impurities,
to crank up the disorder.

To measure whether these disordered systems are still staying in equilibrium, the researchers measured them with X-
rays. Using the Advanced Photon Source at Argonne National Lab, they shot beams of radiation at an energy of more
than 20,000 electron volts, and to resolve the energy difference between the incoming X-ray and after its reflection
off the sample’s surface, with an energy resolution less than one one-thousandth of an electron volt. To avoid pene-
trating the superlattice and hitting the underlying substrate, they shot it at an angle of just half a degree from parallel.

Just as light can be measured as waves or particles, so too can heat. The collective atomic vibration for heat in the
form of a heat-carrying unit is called a phonon. X-rays interact with these phonons, and by measuring how X-rays
reflect off the sample, the experimenters can determine if it is in equilibrium.

The researchers found that when the superlattice was cold — 30 kelvin, about -400 degrees Fahrenheit — and it con-
tained nanodots, its phonons at certain frequencies remained were not in equilibrium.

More work remains to prove conclusively that MBL has been achieved, but “this new quantum phase can open up a
whole new platform to explore quantum phenomena,” Li says, “with many potential applications, from thermal storage
to quantum computing.”

To create qubits, some quantum computers employ specks of matter called quantum dots. Li says quantum dots similar
to Li’s nanodots could act as qubits. Magnets could read or write their quantum states, while the many-body localiza-
tion would keep them insulated from heat and other environmental factors.

In terms of thermal storage, such a superlattice might switch in and out of an MBL phase by magnetically controlling
the nanodots. It could insulate computer parts from heat at one moment, then allow parts to disperse heat when it
won’t cause damage. Or it could allow heat to build up and be harnessed later for generating electricity.

Conveniently, superlattices with nanodots can be constructed using traditional techniques for fabricating semiconduc-
tors, alongside other elements of computer chips. According to Li, “It’s a much larger design space than with chemical
doping, and there are numerous applications.”

“I am excited to see that signatures of MBL can now also be found in real material systems,” says Immanuel Bloch,
scientific director at the Max-Planck-Institute of Quantum Optics, of the new work. “T believe this will help us to
better understand the conditions under which MBL can be observed in different quantum many-body systems and
how possible coupling to the environment affects the stability of the system. These are fundamental and important
questions and the MIT experiment is an important step helping us to answer them.”
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15.Opening a path toward quantum compu-
ting in real-world conditions

by University of Virginia School of Engineering and Applied Science
https://www.sciencedaily.com/releases/2021/08/210820153706.htm

Drug discovery is one example. To understand drug interactions, a pharmaceutical company might want to simulate
the interaction of two molecules. The challenge is that each molecule is composed of a few hundred atoms, and sci-
entists must model all the ways in which these atoms might array themselves when their respective molecules are
introduced. The number of possible configurations is infinite -- more than the number of atoms in the entire universe.
Only a quantum computer can represent, much less solve, such an expansive, dynamic data problem.

Mainstream use of quantum computing remains decades away, while research teams in universities and private indus-
try across the globe work on different dimensions of the technology.

A research team led by Xu Y1, assistant professor of electrical and computer engineering at the University of Virginia
School of Engineering and Applied Science, has carved a niche in the physics and applications of photonic devices,
which detect and shape light for a wide range of uses including communications and computing. His research group
has created a scalable quantum computing platform, which drastically reduces the number of devices needed to achieve
quantum speed, on a photonic chip the size of a penny.

Olivier Pfister, professor of quantum optics and quantum information at UVA, and Hansuek Lee, assistant professor
at the Korean Advanced Institute of Science and Technology, contributed to this success.

Nature Communications recently published the team's experimental results, A Squeezed Quantum Microcomb on a
Chip. Two of Yi's group members, Zijiao Yang, a Ph.D. student in physics, and Mandana Jahanbozorgi, a Ph.D.
student of electrical and computer engi neering, are the paper's co-first authors. A grant from the National Science
Foundation's Engineering Quantum Integrated Platforms for Quantum Communication program supports this re-
search.

Quantum computing promises an entirely new way of processing information. Your desktop or laptop computer pro-
cesses information in long strings of bits. A bit can hold only one of two values: zero or one. Quantum computers
process information in parallel, which means they don't have to wait for one sequence of information to be processed
before they can compute more. Their unit of information is called a qubit, a hybrid that can be one and zero at the
same time. A quantum mode, or qumode, spans the full spectrum of variables between one and zero -- the values to
the right of the decimal point.

Researchers are working on different approaches to efficiently produce the enormous number of qumodes needed to
achieve quantum speeds.

Yi's photonics-based approach is attractive because a field of light is also full spectrum; each light wave in the spec-

trum has the potential to become a quantum unit. Yi hypothesized that by entangling fields of light, the light would
achieve a quantum state.
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You are likely familiar with the optical fibers that deliver information through the internet. Within each optical fiber,
lasers of many different colors are used in parallel, a phenomenon called multiplexing. Yi carried the multiplexing
concept into the quantum realm.

Micro is key to his team's success. UVA is a pioneer and a leader in the use of optical multiplexing to create a scalable
quantum computing platform. In 2014, Pfister's group succeeded in generating more than 3,000 quantum modes in a
bulk optical system. However, using this many quantum modes requires a large footprint to contain the thousands of
mirrors, lenses and other components that would be needed to run an algorithm and perform other operations.

"The future of the field is integrated quantum optics," Pfister said. "Only by transferring quantum optics experiments
from protected optics labs to field-compatible photonic chips will bona fide quantum technology be able to see the
light of day. We are extremely fortunate to have been able to attract to UVA a world expert in quantum photonics
such as Xu Yi, and I'm very excited by the perspectives these new results open to us.”

Yi's group created a quantum source in an optical microresonator a ring-shaped, millimeter-sized structure that enve-
lopes the photons and generates a microcobe, a device that efficiently converts photons from single to multiple wave-
lengths. Light circulates around the ring to build up optical power. This power buildup enhances chances for photons
to interact, which produces quantum entanglement between fields of light in the microcomb.

Through multiplexing, Yi's team verified the generation of 40 qumodes from a single microresonator on a chip, prov-
ing that multiplexing of quantum modes can work in integrated photonic platforms. This is just the number they are
able to measure.

"We estimate that when we optimize the system, we can generate thousands of qumodes from a single device," Yi
said.

Yi's multiplexing technique opens a path toward quantum computing for real-world conditions, where errors are in-
evitable. This is true even in classical computers. But quantum states are much more fragile than classical states.

The number of qubits needed to compensate for errors could exceed one million, with a proportionate increase in the
number of devices. Multiplexing reduces the number of devices needed by two or three orders of magnitude.

Yi's photonics-based system offers two additional advantages in the quantum computing quest. Quantum computing
platforms that use superconducting electronic circuits require cooling to cryogenic temperatures. Because the photon
has no mass, quantum computers with photonic integrated chips can run or sleep at room temperature. Additionally,
Lee fabricated the microresonator on a silicon chip using standard lithography techniques. This is important because
it implies the resonator or quantum source can be mass-produced.

"We are proud to push the frontiers of engineering in quantum computing and accelerate the transition from bulk

optics to integrated photonics," Yi said. "We will continue to explore ways to integrate devices and circuits in a pho-
tonics-based quantum computing platform and optimize its performance.”
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16. OSU cryptography research leads to huge
efficiency gain in secure computing

by Steve Lundeberg
https://techxplore.com/news/2021-08-osu-cryptoeraphy-huge-efficiency-gain.html

Oregon State University researchers have developed a secure computation protocol that's 25% more efficient than
what had been thought the best possible, meaning future savings in time and energy costs for groups needing to team
up on computations while keeping their individual data private.

Mike Rosulek, associate professor of computer science in the OSU College of Engineering, and graduate student
Lance Roy presented their findings at this month's virtual 41st annual International Cryptology Conference, or Crytpo
2021. The conference is organized by the International Association for Cryptologic Research.

Roy, a 22-year-old who grew up in Corvallis, entered Oregon State's computer science Ph.D. program at 18, going
directly from homeschool high school to the OSU Graduate School. He had begun auditing undergraduate courses at
OSU at age 12.

Secure computation is often explained via "Yao's millionaire problem," a hypothetical situation developed by and
named after computer scientist and computational theorist Andrew Yao in which two wealthy people want to deter-
mine who is richer but neither wants to reveal to the other how much money she/he has.

"In real life, companies and other groups will agree on a computation to run, then they do some cryptographic magic,
and at the end they learn only the final result of the computation—the inputs and intermediate results of the computa-
tion remain private,”" Rosulek said. "One of my favorite examples is the city of Boston wanting to answer the question
of whether there was a gender-based wage gap in the city's tech sector. The tech companies collectively computed the
relevant aggregate statistics on their combined payroll data, but without any company needing to reveal its payroll
data.”

A standard technique within secure computation protocols is garbled circuits, which can come in multiple construc-
tions. Garbled circuits are one of the few ways to achieve general-purpose secure computation protocols with just a
few rounds of communication among the parties involved, Rosulek explains.

"The most efficient construction of garbled circuits is from one of my previous papers, in 2015," said Rosulek, whose
Twitter handle is @GarbledCircus. "In that paper we also gave some good evidence that this was as efficient as you
could get. I really believed it was not possible to do better, and since 2015 I have been trying to prove conclusively
that it was impossible to do better. This latest result was a big surprise because we showed how to actually do 25%
better than that 2015 paper.”

Rosulek describes Roy as the "mastermind" behind the more efficient garbled circuits, which involve insights they've
named "slicing and dicing.”

"I had stopped devoting any thought to trying to do better than what we did in the 2015 paper," Rosulek said. "Lance
was familiar with this problem but it wasn't something we were actively working on together. I was very skeptical
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when Lance came to me with an out-of-the-box idea, but it turns out that his instincts were correct and he soon con-
vinced me that his crazy new idea worked.”

A normal computer circuit, Roy explains, contains gates that perform basic computations on data. In a garbled circuit,
the gates have been modified—garbled—so the data flowing through them is encrypted.

In trying to prove the 2015 garbled circuit technique could not be improved upon, Roy found his proof idea was valid
if a gate used all of the information contained in an input, or none of it, but not if it used some of it. That concept,
slicing, shifted his thinking toward trying to improve on the 2015 technique rather than prove it couldn't be made
better.

"However, I also had a new problem," Roy said. "The way that slicing works, it'd leak too much information for the
garbled circuits to be secure.”

A year or so later, in late summer 2020, he came up with a solution: dicing.
"If the way the garbled circuits were built was randomized—i.e., by rolling the dice—and some other information was

kept secret, the slicing idea could be made secure," he said. "Mike was really excited when I showed it to him, and
during winter 2021 we refined the technique and wrote up the result."

17. Proposal for space-borne quantum mem-
ories for global quantum networking

by Mustafa Giindogan, Jasminder S. Sidhu, Victoria Henderson, Luca Maz-
zarella, Janik Wolters, Daniel K. L. O1 & Markus Krutzik
https://www.nature.com/articles/s41534-021-00460-9

Global-scale quantum communication links will form the backbone of the quantum internet. However, exponential
loss in optical fibres precludes any realistic application beyond few hundred kilometres. Quantum repeaters and space-
based systems offer solutions to overcome this limitation. Here, we analyse the use of quantum memory (QM)-
equipped satellites for quantum communication focussing on global range repeaters and memory-assisted (MA-)
QKD, where QMs help increase the key rate by synchronising otherwise probabilistic detection events. We demon-
strate that satellites equipped with QMs provide three orders of magnitude faster entanglement distribution rates than
existing protocols based on fibre-based repeaters or space systems without QMs. We analyse how entanglement dis-
tribution performance depends on memory characteristics, determine benchmarks to assess the performance of differ-
ent tasks and propose various architectures for light-matter interfaces. Our work provides a roadmap to realise uncon-
ditionally secure quantum communications over global distances with near-term technologies.
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18. Abu Dhabi1 Starts Work on Quantum
Computer, Just The Start of The Country’s
Long-Term Quantum Plan

by Matt Swayne
https://thequantumdaily.com/2021/08/18/abu-dhabi-starts-work-on-quantum-com-
puter-just-the-start-of-the-countrys-long-term-quantum-plan/

Abu Dhabi, highly regarded as a global economic powerhouse, is now well on its way to becoming a quantum pow-
erhouse.

The National, a UAE paper, reports that the Technology Innovation Institute, an Abu Dhabi government funded re-
search institution, have begun building the region’s first quantum computer.

“This will put the UAE on the map to be a known entity for research on such a topic. And that’s a big achievement
for the entire Arab world,” Boulos Alfakes, a senior researcher, told the newspaper.

The institute’s engineers are busy building the device. The newspaper reports that two dilution refrigerators arrived
from Finland. Emirates Global Aluminium, an Abu Dhabi firm, provided the aluminium that will hold the quantum
chip.

In March 2021, the QRC announced its devices will use superconducting qubits, similar to Google and IBM technol-
ogy, saying that the approach offers the best qubit technology to scale to a larger quantum computer.

According to professor Jose Ignacio Latorre, the chief of research at the Quantum Research Centre, building a quantum
computer is just the first step. He sees this as a part of a long-term vision to develop leadership in advanced technology,
which will be “critical to national security and economic development.”

He told The National News, “There will be a dramatic difference between the countries that own the technology and
the ones that depend on the technology. The Emirates, like Singapore or Israel, [countries] of comparable sizes, cannot
depend fully on allies. They have to develop their own technological strategies and they have to be sovereign. That is
fundamental.”

UAE scientists are also planning to engage in research on applications such as quantum algorithms for artificial intel-
ligence and drug discovery, a new generation of navigation devices and cryptography that will make data safer in a
post-quantum world, according to the paper.

Latorre added that building a quantum computer will be “useless” without education and talent development.

“We have to engage the country as a whole,” Latorre said. “We need companies, oil and gas, telecommunications, so

when a new technology comes, you [are] ready for that ... these efforts should merge with efforts at universities and
should also engage industry. The more educated people are, the more reasonable our planet should be.”
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In an editorial, the National News said the agenda is more than just a quantum nationalism muscle flex, but to create
technologies to help science and society.

The editors write: “The assembly of this supercomputer, at the Technology Innovation Institute (TII), represents the
beginning of a journey that is vital for the UAE not only to safeguard its strategic interests, but also to help solve the
most urgent problems confronting humankind.”

19. Xanadu and 1imec Partner to Develop Pho-
tonic Chips for Fault Tolerant Quantum
Computing

by Matt Swayne
https://thequantumdaily.com/2021/08/18/xanadu-and-imec-partner-to-develop-

photonic-chips-for-fault-tolerant-quantum-computing/

Xanadu, a full-stack photonic quantum computing company and imec, a world-leading research and innovation center
in nanoelectronics and digital technologies, have today announced a partnership to develop the next generation of
photonic qubits based on ultra-low loss silicon nitride (SiN) waveguides.

Xanadu is developing a unique type of quantum computer, one based on photonics. Specifically, these photonic qubits
are based on squeezed states — a special type of light generated by chip-integrated silicon photonic devices. Such an
approach uses particles of light to carry information through photonic chips, rather than electrons or ions used by other
approaches. Xanadu’s photonic approach offers the benefits of scalability to one million qubits via optical networking,
room temperature computation, and the natural ability to leverage fabrication R&D centers such as imec.

“One of the most critical challenges in building a photonic quantum computer is finding the right fabrication partner
that can simultaneously deliver cutting-edge process development and volume production of high performing photonic
chips,” said Zachary Vernon, who heads up Xanadu’s Hardware team. “Imec is one of the few semiconductor R&D
centers that does advanced technology R&D on advanced 200mm and 300mm lines, as well as volume manufactur-
ing on their 200mm line, capable of delivering up to a thousand wafers per year per customer on a few platforms
including ultralow-loss photonic platforms. The seamless transfer offered by imec of new processes to production is
especially critical for rapid scaling of our technology.”

Competing platforms for photonic quantum computing traditionally rely on single photon sources made from silicon
waveguides, which suffer from non-deterministic operation. Using silicon nitride enables the generation of squeezed
states, which replace single photons as the basic resource for synthesizing qubits. Squeezed states are deterministically
generated, and can be used to distill error-resistant qubits called ‘GKP states’. When multiplexed and implemented in
Xanadu’s architecture, these offer a more promising path to fault-tolerant quantum computing.

Amin Abbasi, business development manager at imec: “We are pleased to see that imec’s wafer-scale low loss SiN
photonics platform, initially developed for communication, is finding its way towards other advanced applications,
like quantum computing. We look forward to working with Xanadu to drive further development of this platform for
their particular needs.”

32


https://thequantumdaily.com/2021/08/18/xanadu-and-imec-partner-to-develop-photonic-chips-for-fault-tolerant-quantum-computing/
https://thequantumdaily.com/2021/08/18/xanadu-and-imec-partner-to-develop-photonic-chips-for-fault-tolerant-quantum-computing/
https://xanadu.ai/
http://www.imec-int.com/

Cloud Security Alliance
S A

Crypto News
©oA September 01, 2021

“We are pleased to partner with Xanadu, one of the most exciting companies working in the quantum computing
space.” said Philippe Helin, specialty components program manager at imec.

“Xanadu’s mission to build photonic quantum computers matches perfectly with imec’s track record of and commit-
ment to pushing the leading edge of integrated technologies,” adds Haris Osman, VP R&D and head of department.

“Xanadu’s ultimate mission is to build quantum computers that are useful and available to people everywhere. To do
this we have the ambitious goal of reaching one million qubits using photonics. Working with imec will help us build
the right foundation based on fault tolerance and error-correctable qubits,” said Christian Weedbrook, Xanadu Founder
and CEO. “One of the best parts of working with imec is their agility and ability to scale production on new platforms
by transferring them to top production foundries around the world,” he added.

Xanadu offers cloud access to both photonic quantum hardware and software solutions over its Xanadu Cloud plat-

form. It recently announced a $100 million round led by Bessemer Venture Partners giving a total of $145 mil-
lion raised thus far.

20. This ransomware has returned with new
techniques to make attacks more effective

by Danny Palmer
https://www.zdnet.com/article/this-ransomware-has-returned-with-new-tech-
niques-to-make-attacks-more-effective/

There's been a rise in cyber attacks using a form of ransomware that first appeared almost two years ago. But despite
being relatively old, it's still proving successful for cyber criminals.

Cybersecurity researchers at Trend Micro have detailed an increase in LockBit ransomware campaigns since the start
of July. This ransomware-as-a-service first appeared in September 2019 and has been relatively successful, but has
seen a surge in activity this summer.

In adverts on underground forums, LockBit's authors claim that LockBit 2.0 is one of the fastest file-encrypting ran-
somware variants in the market today. And those claims have proven interesting to cyber criminals seeking to make
money from ransomware.

Trend Micro researchers have seen a number of LockBit ransomware campaigns in recent weeks, predominantly tar-
geting organisations in Chile, but also the UK, Italy and Taiwan.

While LockBit has remained under the radar for much of this year, it hit the headlines with an attack against profes-
sional services firm Accenture. LockBit also appears to have benefited from the apparent disappearance of ransom-
ware gangs including REvil and Darkside, with a significant number of affiliates of those operators turning towards
LockBit as their new means of performing ransomware attacks.

The attackers often gain entry to networks using compromised Remote Desktop Protocol (RDP) or VPN ac-

counts which have been leaked or stolen; alternatively, LockBit attacks sometimes attempt to recruit insiders to help
gain access through legitimate login credentials.
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LockBit has also gained success by following in the footsteps of prominent ransomware groups using certain tactics,
techniques and procedures (TTPs) during attacks. For example, LockBit now uses Ryuk's Wake-on-LAN feature,
sending packets to wake offline devices in order to help move laterally around networks and compromise as many
machines as possible.

LockBit also uses a tool previously deployed by Egregor ransomware, using printers on the network to print out ran-
som notes.

"They were heavily influenced by the Maze ransomware gang and when they shut down, they appear to have shifted
their focus to Ryuk and Egregor ransomware gangs TTPs," Jon Clay, VP of threat intelligence at Trend Micro, told
ZDNet.

"What we can take away from this is many malicious actor gangs likely follow the news of how successful other gangs
are and look to model their TTPs themselves. Ransomware has evolved over time in order to continue to be successful
for its creators," he added.

Like many of the most disruptive ransomware variants, LockBit also adds a double extortion element to attacks, steal-
ing data from the victim and threatening to leak it if the ransom isn't paid within a set period.

"The LockBit gang has been around for a while now and continue to update their TTPs in order to have successful
attack campaigns," said Clay.

It's expected that LockBit ransomware attacks will continue to be a cybersecurity threat for some time, particularly
given that the group is actively advertising for additional affiliates. But while ransomware groups are aggressively
persistent, there are actions which information security teams can take to help protect networks from attack.

This includes applying the latest security patches and updates to operating systems and software, so cyber criminals

can't exploit known vulnerabilities to help launch attacks. Organisations should also apply multi-factor authentication
across the network, making it harder for cyber criminals to use stolen credentials to help facilitate attacks.

21.Practical Considerations for Post-Quan-
tum Cryptography Deployment

by Massimiliano Pala
https://www.cablelabs.com/gridmetrics-launches-the-power-event-notification-sys-
tem-and-its-just-the-beginning

It’s the year 2031, and the pandemic is in the past. While Dave drinks his morning coffee and reads the news, a
headline catches his attention. A large quantum computer is finally operational! Suddenly, Dave’s mind is racing.
After few seconds, as his heartbeat slows, he looks up into the mirror and proudly says, “Yes, we’re ready.”

What you don’t know about Dave is that he’s been working for the past 10 years to make sure that all aspects of our
broadband communications and access networks remain secure and protected. Besides searching for new quantum-
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resistant algorithms, Dave has been focusing on the practical aspects of their deployment and addressing their impact
on the broadband industry.

Here in 2021, the broadband industry needs to start traveling the same path that Dave will have navigated 10 years
from now. We need to make sure we remove the roadblocks ahead of time so that we can lay the groundwork for the
adoption of new security tools like post-quantum (PQ) cryptography.

The Post-Quantum Cryptography Landscape

Although NIST is still finalizing its standardization process for PQ cryptography, there are interesting trends and
practical long-term considerations for PQ deployment and the broadband industry that we can already infer.

Most of the algorithms that are still present in the final round of the algorithm competition are based on mathematical
constructs called /attices, which, in practice, are collections of equally spaced vectors or points. Lattice-based cryp-
tography security properties are rooted in the difficulty of solving certain topological problems for which there is not
an efficient algorithm (even for a quantum computer), such as the Shortest Vector Problem (SVP) or the Closest
Vector Problem (CVP). Algorithms like Falcon or Dilithium are based on lattices and produce the smallest authenti-
cation traces overall (i.e., signatures range from 700 bytes to 3,300 bytes).

Another class of algorithms to keep an eye on is based on isogenies. These algorithms use a different structure than
lattices and have been proposed for key exchange algorithms. These new key-exchange algorithms—namely Key
Encapsulation Mechanism (KEM)—leverage morphisms (or isogenies) among elliptic curves to provide “Diffie-
Hellman-like” key exchange properties to implement Perfect Forward Secrecy. Isogeny-based encryption uses the
shortest keys in the PQ algorithm landscape but is computationally very heavy.

Besides these two classes of algorithms, we should keep hash-based signature schemes in mind as a possible alterna-
tive. Specifically, they provide proven security at the expense of very large cryptographic signatures (public keys are
extremely small) that hinder, at the moment, their adoption. A well-known hash-based algorithm that will probably
be re-included in the NIST standardization process is SPHINCS+.

DOCSIS® Protocol, DOCSIS PKI and PQ Deployment

Now that you understand the available options to consider for your next-generation crypto infrastructure, it’s time to
look at how these new algorithms impact the broadband environment. In fact, although the DOCSIS protocol has been
using digital certificates and public-key cryptography since its inception, the broadband ecosystem relies on the RSA
algorithm only—and that algorithm has very different characteristics than the PQ algorithms in consideration today.

The good news is that from a security perspective, minimal upgrades are required to replace the use of RSA using the
latest version of the DOCSIS protocol (i.e., DOCSIS 4.0) when compared with previous versions. Specifically, DOC-
SIS 4.0 removes the dependency on the use of the RSA algorithm in terms of key exchange and leverages a standard
signature format—namely, the Cryptographic Message Syntax (CMS)—to deliver signatures. CMS is already sched-
uled to be upgraded to provide standard support for PQ algorithms as soon as the algorithms standardization process
ends. In DOCSIS 1.0-3.1, because of the dependency on the RSA algorithm for key exchange, the required protocol
changes might be more extensive and employ the use of symmetric keys, in addition to RSA keys, to deliver secure
authentications.
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The size of the new algorithms is another important aspect of deployment. Although the lattice-based and isogenies-
based algorithms are quite efficient for the sizes of authenticated (signature) or encrypted (key-exchange) data, they’re
still an order of magnitude (or more) larger than what we’re used to today.

Therefore, the broadband industry needs to focus a first set of considerations surrounding the impact of cryptography
on the size of authentication and authorization messages. In the DOCSIS protocol, the Baseline Privacy Key Manage-
ment (BPKM) messages are used, at layer 2, to transfer authentication information across the cable modem and its
termination system. Fortunately, because BPKM messages can provide support for any data size via fragmentation
support, we don’t envision the need to update or modify the structure of Layer 2 authentication messages to accom-
modate the new size of crypto.

Somewhat connected to the size of the new crypto are the considerations related to algorithm performances. PQ algo-
rithms, unlike RSA and ECDSA, are computationally very heavy and therefore might pose additional engineering
hurdles when designing the hardware to support them. For end-entity devices such as cable modems and optical net-
work units, there are various options to consider. One option, for example, is to look at the integration of modern
microcontrollers that can offload computation and provide isolated environments in which algorithms can be securely
executed. Another approach is to leverage trusted execution environments already available in many edge devices ’
central processing units (CPUs), without the need to update today’s hardware architectures. On core devices, the added
CPU load—when compared with the very fast RSA verifications—might require additional resources. This is an active
area of investigation.

The final set of considerations is related to algorithm deployment models and certificate chain validation considera-
tions. Specifically, because the current implementation paradigm for PQ algorithms required by NIST doesn’t use the
hash-and-sign paradigm (it directly signs the data without hashing it first), there are some important considerations to
make. Although this approach removes the security dependency on the hashing algorithm, it also introduces a subtle
but important performance hit; the data to be authenticated or signed (i.e., when a device is trying to authenticate to
the network) must be processed directly by the algorithm. This might require large data buses to carry the data to the
MCU or to transition through the trusted execution environment on the CPU. Performance bottlenecks generated by
the adopted signing mechanism have already been observed, and further investigations are needed to better understand
the real impact over deployments.

For example, when signing with the “hash-and-sign” paradigm, the signing part of the operation on a 1TB document
or 1KB document takes the same time (because you’re always signing the hash that’s only a few bytes in length). In
comparison, when using the new paradigm (not possible with algorithms like RSA), signing times can differ wildly
depending on the size of the data you’re signing. This problem is even more evident when addressing the costs asso-
ciated with the generation and signing of hundreds of millions of certificates via this new approach. In other words,
the new paradigm, if adopted, could potentially impact certificate providers and increase the costs associated with the
signing of large quantities of certificates.

Available Tools and Projects

Now that you know w