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Executive Summary
The principles of Zero Trust have been around for over a decade. Yet recently, the term and its 
implementation have garnered a lot more attention for enterprises protecting their IT systems. With 
the advancement of digital transformation, the shift of the workforce during the pandemic, and the 
announcement of the US executive order on cybersecurity, Zero Trust has taken a front seat as a 
promise for protecting enterprises.

Standard Development Organizations (SDOs) have recently initiated their work on Zero Trust 
(e.g. NIST SP800-207), and similarly, other relevant agencies and organizations have started to 
publish guidelines, recommendations, and foundational literature. This relative immaturity of the 
standardization landscape, the lack of an agreed upon vocabulary and industry definitions, alongside 
multiple Zero Trust branded vendor solutions have created confusion. CSA was prompted to further 
investigate the industry’s understanding, perception, and adoption of Zero Trust. 

The goal of this CSA survey is to better understand Zero Trust strategies within organizations. 
Security practitioners were asked to evaluate the following:

• Maturity and level of priority Zero Trust has in the organization
• Benefits and drivers toward adopting Zero Trust
• Challenges and barriers to adopting Zero Trust
• Investments needed to support the Zero Trust strategy

Some of the other areas covered in this survey include where Zero Trust falls as a priority in the 
organization, the percentage of those who have completed related implementations, top business 
challenges, and top technical challenges. 

The initial research shared is the result of 823 responses from IT and security professionals from 
various organization sizes and locations including 219 C-level executives. Some of the interesting 
findings from the survey include:

• 80% of C-level executives have Zero Trust as a priority for their organizations. 
• 94% are in the process of implementing Zero Trust strategies
• 77% are increasing their spending in Zero Trust over the next 12 months.

Further analysis of the findings will allow CSA to help define guidance in access management, 
policy enforcement, Zero Trust scaling issues, and other challenges identified by practitioners in the 
survey. Through the survey and upcoming report, CSA is looking to learn where C-level executives 
are in terms of their Zero-Trust strategies, pain points, vendor needs, management requirements/
oversight, technical considerations, legacy challenges, adoption rates, and stakeholder involvement. 
CSA is dedicated to educating the C-suite, board members, staff, and stakeholders on the benefits of 
Zero Trust. 

 
 



5 © Copyright 2022, Cloud Security Alliance. All rights reserved.

The survey report will be based on the perceptions and opinions of security professionals from 
survey responses and interviews collected by CSA in Q1-Q3 of 2022. Researchers, analysts, and 
industry experts on Zero Trust within the CSA community will present further observations and 
statistical correlations from the data collected.

The Cloud Security Alliance (CSA) is a not-for-profit organization with a mission to widely promote 
best practices for ensuring cyber security in cloud computing and IT technologies. CSA also educates 
various stakeholders within these industries about security concerns in all other forms of computing. 
CSA’s membership is a broad coalition of industry practitioners, corporations, and professional 
associations. One of CSA’s primary goals is to conduct surveys that assess information security 
trends. These surveys provide information on organizations’ current maturity, opinions, interests, 
and intentions regarding information security and technology. 
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Which of the following industry references most 
closely aligns with your organization’s definition/
guidelines on Zero Trust?

What level of priority does Zero Trust have in your 
organization?

CISA

Forrester

IEEE

NIST

CSA

Other

19%

24%

33%

2%

7%

16%

17%

16%

35%

3%

7%

22%

All Responses CxO Responses

0%

38%

36%

2%

23%

High priority

Medium priority

Low priority

Not a priority

Not sure

41%

39%

2%

1%

17%

All Responses CxO Responses
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Where in the implementation process of its Zero Trust 
strategy is your organization?

When did your organization initially implement its 
Zero Trust strategy?

33%

37%

5%

6%

19%

32%

33% Planning

Designing

Implementing

Defining

No plans6%

9%

20%

All Responses CxO Responses

33%

47%

20%

26%

47% > 2 years

1-2 years

< 1 year26%

All Responses CxO Responses
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Has your organization benefited from the Zero Trust 
initiative?

Rate the level of maturity of your organization’s Zero 
Trust strategy in the following areas:

63%

21%

5%

11%

Fully, no improvements are needed

Mostly, but needs some improvement

Somewhat, but needs a lot of improvement

Not at all

62%

13%

2%

22%

All Responses CxO Responses

1.00
Not

mature

2.00
Slightly
mature

3.00
Moderately

mature

4.00
Highly
mature

1.00
Not

mature

2.00
Slightly
mature

3.00
Moderately

mature

4.00
Highly
mature

2.98

2.84

2.81

2.80

2.78

2.75

2.82

All Responses CxO Responses

Endpoint/device security

Network security

User behavior

Asset management

Application security

Identity and access management

Data flow management (e.g., aggregation, classification, DLP)

2.71

2.83

2.67

2.60

2.86

Endpoint/device security

Network security

User behavior

Asset management

Application security

Identity and access management

Data flow management (e.g., aggregation, classification, DLP)

2.71

2.84
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Where does your company feel most vulnerable?

54%

50%

36%

32%

21%

53%

Protecting against zero-day threats

51%

Protecting your work-from-home users

36%

Protecting against data loss

32%

Protecting against threats in encrypted traffic

18%

Protecting all ports and protocols

Protecting against zero-day threats

Protecting your work-from-home users

Protecting against data loss

Protecting against threats in encrypted traffic

Protecting all ports and protocols

All Responses CxO Responses

Select up to 3 areas hindering your organization’s 
adoption of Zero Trust.

37%

32%

32%

30%

26%

25%

24%

7%

32%

34%

Identity and access management

31%

Data flow management

Network security

30%

Asset management

29%

Application dependencies

29%

Governance and policy

29%

Behavior monitoring

29%

Endpoints/devices security

3%

Other

Identity and access management

Data flow management

Network security

Asset management

Application dependencies

Governance and policy

Behavior monitoring

Endpoints/devices security

Other

31%

All Responses CxO Responses
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What are the main drivers for your organization for 
adopting a Zero Trust initiative? (Select up to 3)

35%

Enable cloud adoption

34%

Simplify user experience

Reduce attack surface

Improve security risk posture & resilience

28%

Enforce the least privilege and need to know principles

28%

Improve governance and accountability

25%

Reduce complexity

19%

Improve incident containment & management

15%

Improve compliance management

10%

Modernization and digital transformation

5%

Reduce costs

32%

32%

34%

Simplify user experience

Improve security risk posture & resilience

Improve governance and accountability

30%

Enable cloud adoption

29%

Enforce the least privilege and need to know principles

21%

Reduce complexity

19%

Improve incident containment & management

14%

Improve compliance management

14%

Modernization and digital transformation

5%

Reduce costs

33%

32%

35%

Reduce attack surface

All Responses CxO Responses
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What are the top business barriers to adopting a Zero 
Trust strategy in your organization? (Select up to 3)

40%

Lack of knowledge and expertise

34%

Lack of internal alignment or buy-in

Additional staffing needs

Lack of technology/solutions

26%

Lack of an executive sponsor

23%

Length of time to implement

23%

Resistance to change

22%

Cost

14%

Lack of formal strategy

Low priority

5%

33%

32%

37%

Lack of knowledge and expertise

31%

Additional staffing needs

Cost

Lack of internal alignment or buy-in

27%

Length of time to implement

26%

Lack of an executive sponsor

23%

Resistance to change

22%

Lack of technology/solutions

21%

Lack of formal strategy

10%

Low priority

29%

29%

All Responses CxO Responses
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What are the top technical barriers to adopting a zero 
trust strategy in your organization? (Select up to 3)

35%

Policy enforcement across technology stack

34%

34%

Defining access requirements

Access across technology stack

Legacy technology

29%

26%

Insufficient product integration

Pre-existing roles and responsibilities

18%

Defined asset inventory

17%

Issues with scaling

16%

Lack of visibility across technology stack

Redefining architecture

10%

30%

33%

Defining access requirements

31%

31%

Access across technology stack

Policy enforcement across technology stack

Legacy technology

Pre-existing roles and responsibilities

25%

Insufficient product integration

21%

Defined asset inventory

18%

18%

18%

Issues with scaling

Lack of visibility across technology stack

Redefining architecture

30%

29%

All Responses CxO Responses



13 © Copyright 2022, Cloud Security Alliance. All rights reserved.

Describe your organization’s investment in Zero Trust 
over the next 12 months.

For your Zero Trust initiative, how much is your 
organization investing in the following types of solutions?

25%

9%

1%

4%

29%

31%

> 100% increase

51-100% increase

26-50% increase

< 25% increase

Staying the same

Decrease

33%

7%

2%

4%

19%

35%

All Responses CxO Responses

1.00
Low

2.00
Moderate

3.00
Heavy

2.31

2.25

2.23

2.22

2.18

2.16

2.23

All Responses CxO Responses

Policy management

Staffing and skills

Managed security service provider (MSSP)

Network solutions

IAM solutions

Integration tools

Application modernization

1.00
Low

2.00
Moderate

3.00
Heavy

2.27

2.29

2.16

2.06

2.16

2.13

Policy management

Staffing and skills

Managed security service provider (MSSP)

Network solutions

IAM solutions

Integration tools

Application modernization

2.25
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What types of identity services does your organization 
have? (Select all that apply)

39%

SAML

38%

35%

Cloud LDAP

Federated identity/single-sign-on (SSO)

Multi-factor authentication (MFA)

34%

32%

OpenID/OAuth

RADIUS

24%

Hybrid IAM

21%

On-prem LDAP

21%

Privilege access management (PAM)

35%

Multi-factor authentication (MFA)

42%

40%

38%

32%

30%

25%

24%

22%

36%

Cloud LDAP

OpenID/OAuth

SAML

Federated identity/single-sign-on (SSO)

RADIUS

On-prem LDAP

Privilege access management (PAM)

Hybrid IAM

All Responses CxO Responses
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What types of network solutions does your 
organization have? (Select all that apply)

43%

Allowlist/firewalls (WAF)

42%

41%

Software-defined wide area networks (SD WAN)

Virtual private networks (VPN)

Network access controls (NAC)

34%

34%

Software-defined perimeters (SDP)

Micro-segmentation/de-militarized zones (DMZ)

31%

Distributed denial of service (DDOS)

27%

Proxy services (e.g., CASB, SASE, SSE, SWG)

17%

Cloud workload protection (CWP, CWPP)

35%

39%

Software-defined wide area networks (SD WAN)

39%

38%

Allowlist/firewalls (WAF)

Software-defined perimeters (SDP)

Micro-segmentation/de-militarized zones (DMZ)

35%

34%

Network access controls (NAC)

Virtual private networks (VPN)

29%

Distributed denial of service (DDOS)

24%

Proxy services (e.g., CASB, SASE, SSE, SWG)

17%

Cloud workload protection (CWP, CWPP)

36%

All Responses CxO Responses
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Which business functions are involved in your 
organization’s Zero Trust implementation? (Select all 
that apply)

47%

Security

39%

IT Operations

Developers

33%

Legal and Compliance

32%

Internal Audit

30%

C-level/Upper management

27%

Line of business owners

15%

Board members

7%

Non-technical

39%

Security

IT Operations

C-level/Upper management

Developers

Internal Audit

Legal and Compliance

Line of business owners

Board members

Non-technical

51%

47%

35%

29%

27%

22%

19%

13%

35%

All Responses CxO Responses
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Which member(s) of your organization’s C-suite own 
or sponsor the Zero Trust implementation? (Select all 
that apply)

44%

Chief Technology Officer (CTO)

39%

Chief Financial Officer (CFO)

Chief Information Security Officer (CISO/ CSO)

33%

Chief Operating Officer (COO)

32%

Chief Information Officer (CIO)

31%

Chief Executive Officer (CEO)

18%

Chief Risk Officer (CRO)

6%

Chief Marketing Officer (CMO)

33%

Chief Technology Officer (CTO)

Chief Information Security Officer (CISO/CSO)

Chief Executive Officer (CEO)

Chief Information Officer (CIO)

Chief Operating Officer (COO)

Chief Financial Officer (CFO)

Chief Risk Officer (CRO)

Chief Marketing Officer (CMO)

43%

36%

33%

30%

25%

11%

6%

33%

All Responses CxO Responses
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What region are you, as an individual, located in?

Which of the following best describes the principal 
industry of your organization? 

Americas 46%

30% EMEA

APAC23%

11
%
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6%
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6%
 A

gric
ultu
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1%
 U
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Energ
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4%
 Food &

 Beverages

4%
 In
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rance

5%
 A

uto
m

ativ
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6%
 Educa

tio
n

1%
 Transp

orta
tio

n &
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ery
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 Real E
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3%
 G
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3%
 A
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 N

onpro
fit

3%
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3%
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How many employees does your organization have?

Which of the following best describes your role in your 
organization?

15%

9%

6% +10000

5001-10000

2001-5000

501-2000

1-50035%

35%

Staff

48%

29%

Manager

C-level or Executive

Other2%

21%


