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| am going to take you on a journey that will allow you to see how organizations
leverage the Cloud Control Matrix (CCM) and Consensus Assessment

Initiative Questionnaire (CAIQ) to increase transparency and assurance as
the building blocks of an integrated holistic ISMS



Objectives

1. History of the components
of the STAR program and
registry.

2. Overview if CCM and CAIQ.

3. Describe the Open
Certification Framework.

4. Implementation of CCM using
CSA STAR attestation and
certification.

5. STAR continuous auditing.
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About CSA STAR

® Launched in 2011, the CSA STAR is the
first step in improving transparency
and assurance in the cloud

* Has the ambition to be the trusted and REGISTRY
authoritative repository of cloud-grc :
related data A = _AL\ f—
. . — = /
* Publicly accessible and searchable fj/\ ﬁ_\‘
registry to allow cloud customers to - d _y_} \_i

review the security and privacy

* Provides transparency and
accountability for their customers

* CSPs to gain visibility and provide
controls provided by cloud computing
Offe ri ngs © 2021 Cloud Security Alliance — All Rights Reserved
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The STAR Program is based on 3 pillars:

1. Technical standard and best practices (CCM is a IOCM approach to IS)
Managing all frameworks under one roof and but one holistic process.

2. An Certification framework

3. A public repository and database

Each of the STAR pillars offer to organization tools to establish and maintain an
effective and efficient cloud security and privacy governance and compliance
posture.
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Intro to the CCM v4

An Overview
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cloud

security

» Backbone of CSA STAR to assess & compare cloud service providers (CSPs)

» Research driven by cloud customers, providers, & assurance professionals

« Simplifies approach to implementation, validation, & compliance across all
clouds

 Delineates control owners aligned to a shared responsibilities model for
providers & consumers (SSRM)

» Provides per control service delivery model applicability for SaaS, PaaS, &
[aaS

« Aligned & mapped to global regulations and the most relevant security
frameworks
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Cloud Controls Matrix
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Audit Assurance & Compliance (AAC)
Application & Interface Security (AIS)

Business Continuity Mngt & Op. Resilience (BCR)
Change Control & Configuration Management (CCC)
Encryption & Key Management (EKM)

Datacenter Security (DCS)

Data Security & Info Lifecycle Mngt (DSI)
Governance & Risk Management (GRM)

Human Resources (HRS)

Identity & Access Management (IAM)
Interoperability & Portability (IPY)

Infrastructure & Virtualization Security (IVS)

Sec Incident Mngt, E-Discovery, & C.Forensics (SEF)
Supply Chain Mngt, Transp., & Accountability (STA)
Threat & Vulnerability Management (TVM)

Mobile Security (MOS)

Audit & Assurance (A&A)
Application & Interface Security (AIS)

Business Continuity Mngt & Op. Resilience (BCR)
Change Control & Configuration Management (CCC)
Cryptography, Encryption & Key Mngt (CEK)
Datacenter Security (DCS)

Data Security & Privacy Lifecyde Mngt (DSP)
Governance, Risk, and Compliance (GRC)

Human Resources (HRS)

Identity & Access Management (IAM)
Interoperability & Portability (IPY)

Infrastructure & Virtualization Security (IVS)
Logging & Monitoring (LOG)

Sec Incident Mngt, E-Discovery, & C.Forensics (SEF)
Supply Chain Mngt, Transp., & Accountability (STA)
Threat & Vulnerability Management (TVM)
Universal End-point Management (UEM)
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Cloud Controls Matrix

Control
Specification

Specifies the control
requirement(s) &
objective(s)

Delineate the shared
ownership and
STA- applicability of all CSA
04 CCM controls according to
the SSRM for the cloud
service offering.

Implementation
Guidelines

Specifies the “how
to” approach for the
implementation of
control specification

Cloud service

implementations involve a
Shared Security Responsibility
Model (SSRM)

between the Cloud Service
Provider (CSP) and the

Cloud Service Customer

(CSC) which...

Auditing guidelines

Specifies the “how
to” approach for the
auditing of a control
specification

"Expected Release in
November/December”

SSRM

Delineates control
implementation
responsibility for CSPs
& CSCs

JONVITIV ALINNI3S ANOID L20Z @ Jubukdod

Typical Control Applicability and
Ownership

(CSP-Owned, CSC-Owned, Shared)
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Intro to the CAIQv4

An Overview

JONVITIV ALINNI3S ANOID L20Z @ Jubukdod
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¢ Itincludes a total of 261 questions (compared to 310 of v3.1)

¢ It helps cloud customers/auditors gauge the security posture of CSPs and
determine if their cloud services are suitably secure

¢ CAIQ questions are tailored to the control specifications of the CCM

¢ The new structure of CAIQv4 includes new columns related to the Shared
Security Responsibility Model (SSRM)
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CAil&a  CSPSelf-Assessment Columns

AIS-0L1

AIS-012

AIS-0L1

AIS-03.1

Als-04l

AIS-05.1
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CONSENSUS ASSESSMENTS INITIATIVE QUESTIONNAIRE VERSION 4.0.1

CSP Implementation
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cloud

security

alliance®
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Open Certification Framework

Open Certification Framework

Audit Frequency Security

STAR Level 3 Continuous auditing

Level 2 + continuous &
self-assessment §

Third-party certification GDPR CoC certification

2021 Cloud Security Alliance — All Rght1s9Resarved

The OCF is the scheme that outlines the STAR Program and rules of engagement. Now
every level has a option of continuous auditing and also GDPR Self-assessment that
increases the the level of transparency, assurance and trust.

14



CSA STAR Attestation—CSA STAR Attestation is an auditing procedure to report on the
examination of the implementation of trust service principles (TSP) and cloud-specific
control objectives (CCM). CSA STAR Attestation can be considered as a SOC 2 Type 2
attestation augmented by CCM requirements.

CSA STAR Certification—The CSA STAR Certification is a third-party independent
assessment of a CSP’s security using the technology-neutral requirements of the
ISO/IEC 27001:2013 management system standard together with the CSA Cloud
Controls Matrix. STAR Certification is valid for three years and expires unless updated.

CSA C-STAR Assessment—The CSA C-STAR Assessment is another third-party
independent assessment of the security of a CSP, but it is specifically designed for China-
based companies based on China’s national standards.

CSA GDPR COC third-party audit-based certification—The third-party certification,
which is available in 2022, covers the same scope as the self-assessment, but rather than
being a self-attestation, a CoC third-party assessment is obtained by having a qualified
CoC auditing partner validate a CSP’s adherence to the control specifications.

pavasay SSyRyY Iy ~ouey Andas propd 1202 &
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Scope is Critical

Out of Scope — External

* Regulators * Society
= Utilities = Distributors
* Insurers = Suppliers

Out of Scope — Internal

* Human Resources
* Marketing
* Product Support

All processes controlled outside the company

All processes controlled outside the
management system but within the company

In Scope

All assets, processes and people within
hip and | of the organization,
inside the pe of the t

i) Y

© 2021 Goud Security Alliance - All Rights Reserved
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Specific Specific Specific
Requirements Requirements @ Requirements
for for for

27k Pa soc2
27k PCI SOC2

CSA STAR
Common
Requirements

Illustration of how common requirements of multiple systems
standards/specifications can be integrated into one common system

The CCM v4 is currently mapped to the following: ISO/IEC

27001/27002/27017/27018, CCM V3.0.1 and CIS Controls V8. Additional

mappings for AICPA TSC, PCI-DSS and NIST 8-53 Rev.5 are under

development and other new mappings will also be added in the future. © 2021 cioud security Alliance - Al Rights Reserved
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Open Certification Framework
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Implementing the Cloud Controls Matrix

Below are the steps you will need to take when implementing the Cloud Controls
Matrix:

1. Create an information security risk management capability, assess risks, create and
operate the risk treatment plan.

2. From this, select the controls from the CCM that are in scope to remediate your
risks. Implement the controls to remediate the identified risks. You must justify any
controls not in place or not applicable. Any additional controls must be part of your
Statement of Applicability (SOA). Please note that this SOA should be the same
SOA as you have already for your ISO/IEC 27001 ISMS.

3. Establish objectives and success criteria for each control and measure the controls’

performance. Create and operate a plan for when controls (e.g. procedures and
technical measures) don't conform to policy.

4. Constantly work to improve your ISMS and all of your controls and use the CCM to
benchmark yourself




Statement Of Applicability

Current as of: 4/24/17

ISONIEC 27001:2013 Annex A controls Control detail Justification for exclusion Responsibility
Control Objective/Control
for and relavant|
X} Audit and Assurance IEZ3 1dentity & Access Management
3 Application & Interface Security @@ Interoperability & Portability
Objoctve: To establish 8 management fran EE3 Business Continuity Mgmt & Op Resilience & Infrastructure & Virtualization Security
Information securlty roles and responsibilities AT : 52
812 [Seoropaton of duties Change Control and Configuration Management Logging and Monitoring
6.1.3 [Contactwith authorises [E23 Cryptography, Encryption and Key Management B2 Sec. Incident Mgmt, E-Disc & Cloud Forensics
6.14 | Conlact with special interesf . 5
TA
12 ivoemaion secarfyIn peolect waTagament Datacenter Security Supply Chain Mgmt, Transparency & Accountability
62 [Mobile B} Data Security and Privacy BE] Threat & Vulnerability Management
: Te
621 |Mobie davice policy B3 o e, Risk M: and Compliance [ Universal EndPoint Management
622 |Telewording EX] Human Resources Security
Outsourced fo HR firm; firm sudited o BR
QJo_noywahance with screening - ") - w

" g »

Your Statement of Applicability (SoA) must be based on the Cloud Controls Matrix.
You still can choose what is appropriate for your organization based upon both the
type of service and risk to the

organization.
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STAR Attestation

An Overview

JONVITIV ALINNI3S ANOID L20Z @ Jubukdod
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Trust Services o *ty,
Principles < G

The scope of the CSA STAR
Attestation report is
determined by the client
utilizing one or more of the

Trust Services Principles and
Criteria and the CCM Criteria
as specified by the client to
determine whether the cloud
services provider utilizes
sufficient control activities to
meet the specified criteria.

W\

PROCESSING
INTEGRITY

© 2021 Coud Security Alliance ~ All Rights Reserved




2.1 The STAR Attestation program is

based on the combined

;es‘é‘"eme”ts AR T Guidelines for CPAs Providing
: CSA STAR Attestation V.3

2.2 For a cloud system to qualify for

STAR Attestation, the following must
be satisfied:

* SOC 2 report scope must

satisfy TSC Security
category and CCM controls
justified for inclusion.

and the TSC Security
category must be
evaluated to ensure it
includes all activities
related to the reported
cloud system.

© 2021 Coud Security Alliance ~ All Rights Reserved
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ISO/IEC 19086-1 ISO/IEC 27000 ISO/IEC 17788

Traditional Certification Continuous Audit-Based Certification

Service level
objective and
Control objectives ; mﬂ {butes Metrics service
qualitative
objective

© 2021 Cloud Security Alliance — All Rights Reserved
cloud
cs“‘ security

alliance®

Security, Trust Assorence

Level 3 — Continuous Auditing VS Level 3 Continuous Certification

ISO/IEC 19086-1:2016 seeks to establish a set of common cloud SLA building blocks
(concepts, terms, definitions, contexts)

ISO/IEC 17788:2014 provides an overview of cloud computing along with a set of
terms and definitions. It is a terminology foundation for cloud computing ...

Continuous monitoring (CM) enables management to continually review business
processes for adherence to and deviation from their intended levels of performance
and effectiveness.

CM is an automated, ongoing process feeding through an API that enables
management to continuously monitor on a frequent basis (Monthly, weekly, daily):
* Assess the effectiveness of controls and detect associated risk issues

* Improve business processes and activities while adhering to ethical and compliance
standards

e Execute timelier quantitative and qualitative risk-related decisions

e Increase the cost-effectiveness of controls and monitoring through IT solutions
Value: The value of CM is that it gives management greater visibility into, and more
timely information on, business processes designed to achieve strategic and
operational goals. The value of CA is that it enables audit to move from sampling

25



records and transactions to coverage of 100 percent of records and transactions
(when and where desired)

Increase value through improved financial and operating controls

e Accelerate reporting to support more rapid decision making and business
improvement

e Detect exceptions in real time to enable real-time responses

e Reduce — and ultimately minimize — ongoing compliance costs

e Replace manual preventative controls with automated detective controls

¢ Establish a more automated, risk-based control environment with lower labor costs
* Heighten competitive advantage and increase value to stakeholders through the
highest level of transparency, assurance, accountability, and trust.

25



Open Certification Framework

L STAR Level 3
’// Continuous

Continuous

© 2021 Cloud Security Alliance — All Right Reserved
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STAR Registry

Alibaba Cloud Computing Ltd. -
Alibaba Olympic Ticketing Project
Team

Alibaba Group is committed to helping

companies change marketing, sales, and Submissions: Submissions:

operation methods, and improve efficiency. e s

Alibaba Group is committed to providing ... CAQ® _m P —
Listed Since: 08/05/2020 {7

URITY
A,

A-,'."CTrusted %

amazon § Truste
webservices . Provider |

Amazon

o

Amazon Web Services provides a highly Submissions: Submissions:

reliable, scalable, low-cost infrastructure T

platform in the cloud that powers hundreds cAQO

of thousands of businesses in 190 c..

Listed Since: 11/06/2020 © 2021 Coud Security Alliance ~ All Rights Reserved view L . ‘

Once an organization has submitted a self-assessment or achieved Level 2
certification/attestation, it is posted on the STAR Registry adding you to the elite list
of CSP leaders. As a publicly available registry, it is contentment you can share world-
wide to show you are among the leaders and visionaries in the industry.

27



Why add CSA STAR to your security systems ?

* Reduce risk

* Be consistent within the organization.

« Avoid conflicting objectives

« Improve internal and external communications.

Avoid duplication and gain cost savings
Identify and resolve conflicting responsibilities and relationships

« Gain a structured balance of authority, and accountability
+ Focus organization onto business goals

« Absorb informal systems into formal systems

» Harmonize and optimize practices

Optimize staff training and development © 2021 Goud Secrty Allance - Al RghsResee
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Things to consider
Clear objectives for CSA STAR and
expected ROI

The extent to which integration should
occur (scope)

The cultural landscape within the
company

A training needs analysis regarding levels
of competence necessary

Legal and other regulatory requirements
along with internal requirements

Understand the Shared Responsibility
Model

© 2021 Cloud Security Alliance - All Rights Reserved
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6/ Training Reinforced Assessment Next

Generation
« Evaluate your training needs to get started An integrated system where
: s a collective holistic program

+ Re-evaluate based on the gaps you've identified is greater than the individual

+ This will help embed the knowledge parts
= TN 3
Ccsk [ CCAK } ‘ GDPR ’
X 5

STAR Auditor
training

© 2021 oud Security Alliance - All Rights Reserved
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Summary - What clients need to do

0 setupaproject team to manage the implementation

Communicate the project across the whole organization

Create an implementation plan and monitor progress

Take a fresh look at your total business

Highlight the changes as opportunities for improvement

Make changes to your documentation to reflect the new structure (as necessary)
Implement the new requirements on leadership, risk and context of the organization
Review the effectiveness of your current control set

Carry out an impact assessment

Start measuring ROI

© 2021 Cloud Security Alliance - Al Rights Reserved
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Do things
Differently
through Visibility
— Insight -
Action

++ Developing a consistent framework
of repeatable processes and
procedures allows the organization
to comply, protect, and grow the
operation
» Successful businesses imbed best

practice holistically across the entire
organization

* Excellence demands an enhanced
strategy focused on business
improvement solutions - the combined
sum of knowledge, assurance, and
tools

@ 2021 Cloud Security Alliance ~ All Rights Reserved
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HELPFUL LINKS

® Cloud Controls Matrix V4:_https://cloudsecurityalliance.org/artifacts/cloud-controls-matrix-y4/

CCM v4.0 Implementation Guidelines: https://cloudsecurityalliance.org/artifacts/ccm-v4-0-
implementation-quidelines/

* QOpen certification framework: https://cloudsecurityalliance.org/research/working-groups/open-
ce)ﬁaﬁcaflonz

Code of Practice for Implementing STAR Level 2: https://cloudsecurityalliance.org/artifacts/code-of-
practice-for-implementing-star-level-2/

® CSA STAR: https://cloudsecurityalliance.org/star/

* How to Prepare for an Audit Against the CSA STAR Standard:
https://www.brighttalk.com/webcast/10415/429793/how-to-prepare-for-an-audit-against-the-csa-

star- standard

* GDPR center of excellence; https://gdpr.cloudsecurityalliance.org/

* The Evolution of STAR: Introducing Continuous Auditing : New Release
https://cloudsecurityalliance.org/artifacts/evolution-of-star-introducing-continuous-auditing/

© 2021 Cloud Security Alliance — All Rights Reserved
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Contact CSA

Email:

Twitter: @Cloudsa

Site:

Download;

=) @ ‘
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