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Project Description: Accelerate Adoption of Digital Identities on Mobile Devices  

 

The National Cybersecurity Center of Excellence (NCCoE), a part of the National Institute of 1 
Standards and Technology (NIST), is a collaborative hub where industry organizations, 2 
government agencies, and academic institutions work together to address businesses’ most 3 
pressing cybersecurity challenges. Through this collaboration, the NCCoE develops modular, 4 
adaptable example cybersecurity solutions demonstrating how to apply standards and best 5 
practices by using commercially available technology. To learn more about the NCCoE, visit 6 
https://www.nccoe.nist.gov/. To learn more about NIST, visit https://www.nist.gov/. 7 

Over the last two decades, mobile devices have become a commodity technology with users of 8 
all economic backgrounds and ages across the globe.  These devices have become convenient 9 
platforms for many uses, including ordering a ride, making payments, checking in to a flight, 10 
accessing the gym, storing concert tickets, etc. More recently, demand has surfaced to use the 11 
mobile devices to replace physical identification cards such as government issued driver’s 12 
licenses with a digital equivalent. 13 

Historic approaches to digital identity have typically leveraged web-based solutions that rely 14 
heavily on third party services and techniques to derive an identity from core breeder 15 
documents such as driver’s licenses and passports. However, with the proliferation of mobile 16 
devices, new digital credentials are emerging that can support both greater individual control of 17 
identity attributes and more direct validation with issuing sources. This provides the potential 18 
for both improved usability and convenience for the end user and stronger assurance in identity 19 
for organizations. The advent of international standard ISO/IEC 18013-5, use of mobile driver’s 20 
licenses (mDL) in attended use cases, ISO/IEC 18013-7 use of mDLs in unattended (online) use 21 
cases, are a digital credential model that shows promise. 22 

ABSTRACT 23 

There are several new digital credentials-based standards emerging and they are all silos 24 
operating in specific environments and written for specific contexts.  And as such, there is a lack 25 
of foundational, strongly verifiable, and trustable digital credentials available to make transition 26 
to today’s mobile device platforms. NCCoE cybersecurity experts will address this challenge 27 
through collaboration with Issuing Authorities, digital identity solutions providers, Verifiers (also 28 
known as Relying Parties), and third party trust service providers. This effort, based on ISO/IEC 29 
18013-5 and ISO/IEC 18013-7, will enable participants to jointly demonstrate the utility of a 30 
robust interoperable reference design that will facilitate the consumption of digital credentials 31 
by disparate stakeholders. This effort will also enable more equitable, secure, and convenient 32 
commerce along with easier access to government services. 33 

The NCCoE, in cooperation with industry / government agencies / academic institutions, will 34 
study, evaluate, implement, and test interoperability and security claims of the international 35 
standards, ISO/IEC 18013-5 (published), ISO/IEC 18013-7 (currently a working draft), and the 36 
ecosystem surrounding these standards.  Specific outcomes of this project will be: 37 

1. an open-source reference implementation for this new technology, 38 

2. prototypes and demonstrations in the lab, and 39 

3. leading practices for secure, resilient and interoperable mDL deployment.  40 

Further there will be an outreach and engagement effort that will champion, socialize and help 41 
to spread the word externally with the goal of getting as much involvement as possible. 42 

https://www.nccoe.nist.gov/
https://www.nist.gov/
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NOTE: While these standards address the needs of mDLs, most parts of these standards apply to 43 
mobile documents (mdoc) and verifiable presentation in general.  Accordingly, this effort will 44 
include presentation of documents other than mDLs using the mdoc and OpenID for Verifiable 45 
Presentation schemes defined in these standards.   46 

KEYWORDS 47 
digital identification; digital identity; digital credential, document presentation; driver’s license; 48 
mDL; mobile devices 49 

DISCLAIMER 50 

Certain commercial entities, equipment, products, or materials may be identified in this work in 51 
order to describe an experimental procedure or concept adequately. Such identification is not 52 
intended to imply recommendation or endorsement by NIST or NCCoE, nor is it intended to 53 
imply that the entities, equipment, products, or materials are necessarily the best available for 54 
the purpose. 55 

COMMENTS ON NCCOE DOCUMENTS 56 

Organizations are encouraged to review all draft publications during public comment periods 57 
and provide feedback. All publications from NIST’s National Cybersecurity Center of Excellence 58 
are available at https://www.nccoe.nist.gov/. 59 

Any stakeholder (Issuing Authorities, digital identity solutions providers, Verifiers, and trust 60 
service providers) can participate in a fashion that suits them best. Go to 61 
https://www.nccoe.nist.gov/projects/mobile-drivers-license for more information and also 62 
instructions on how to show intention to collaborate, get involved, and to participate. 63 

Comments on this publication should be submitted to mdl-nccoe@nist.gov.   64 

Public comment period: March 15th, 2023 to March 31st, 2023 65 

The NCCoE will host a virtual workshop for interested parties and stakeholders following the 66 
release of this Project Description. 67 

A NOTE TO REVIEWERS 68 

In response with your comments, please indicate if you intend to participate in this project by 69 
contributing products and / or use cases.  Please indicate if you intend to participate as an 70 
Issuing Authority, a digital identity solutions provider, a Verifier, or a third party trust service 71 
provider.  72 

This is not a formal call for participation; however, your response will help us in resource 73 
planning.  Also, note we may not be able to incorporate all demonstrations and use cases but 74 
we will start with two use case per scenario on first come first serve basis.   75 

We anticipate opening a formal call for participation through Federal Register Notice (FRN) 76 
process by end of April/May this year.  Organizations participating in this project should submit 77 
their capabilities in response to an open call in the FRN for all sources of relevant capabilities. 78 
The respondents will be required to signed a Cooperative Research and Development 79 
Agreement (CRADA) to collaborate with NIST in a consortium to build these prototype 80 
solution(s). 81 

https://www.nccoe.nist.gov/
mailto:mdl-nccoe@nist.gov
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1 EXECUTIVE SUMMARY 104 

Purpose 105 

This document defines an NCCoE project focused on digital identity, for which the NCCoE is 106 
seeking feedback. Current digital implementations are incongruent with each other which poses 107 
challenges for interoperability and trust across domains and use cases. This project aims to 108 
publish leading implementation practices that entities can leverage to plan for their own digital 109 
identity goals. 110 

Digital identities are supplementing and supplanting traditional physical identity cards. 111 
Customers, consumers of services, law enforcement, vendors, suppliers, businesses, and health 112 
care entities may require a method of verifying a person via a mobile device. This is not 113 
currently feasible due to the various and different technical implementations currently in place. 114 
Other issues plaguing digital identities include: 115 

• Lack of proper guidance and governance for identities on devices 116 

• Lack of awareness or care for protection of PII on mobile devices 117 

• Risky adoptions e.g., self-certified implementations, using unsecure areas (not 118 
encrypting) to store and process digital data, etc. 119 

The goal of this project is to define and facilitate a reference architecture(s) for digital identities 120 
that protects privacy, is implemented in a secure way, enables equity, is widely adoptable, and 121 
easy to use.  The NCCoE intends to help accelerate the adoption of the standards, investigate 122 
what “works” and “what does not” based upon current efforts being performed by various 123 
entities1, and provide a forum/environment to discuss and resolve challenges in implementing 124 
ISO/IEC 18013-5 (attended) and ISO/IEC 18013-7 (unattended / online) standards. 125 

Outcomes of this project could result in contributions to the ISO standards and NIST SP 800-63-4 126 
standard. In addition, this project will also produce an open-source reader reference 127 
implementation and provide protypes for mDL and other identity documents implemented on 128 
mobile devices by setting up lab demonstrations for both attended and unattended use cases. 129 
This project may influence the policy making process as well. Finally, this project will result in a 130 
freely available NIST Cybersecurity Practice Guide (NIST 1800 Series document), which can be 131 
leveraged by organizations to align their digital identity goals towards a standardized, secured, 132 
and trustable digital identity. 133 

Scope 134 

The scope of this project will include developing an implementable reference architecture for 135 
the ISO/IEC 18013-5 and ISO/IEC 18013-7 standard, based upon the scenarios detailed below, 136 
and provide opportunities for validation of use cases.  Also, within scope will be prototyping of 137 

 

 

1 As per the AAMVA mDL website (Jurisdiction Data Maps - American Association of Motor Vehicle 
Administrators - AAMVA), there are at least 7 States that issue mDLs.  There are several suppliers of mdoc 
(not just mDL) App for both iOS and Android platform.  Also, as per DHS website (When will the phased 
digital ID rollout start? Which airports/states will be first in line for this new technology? | Transportation 
Security Administration (tsa.gov)), there are at least 12 airports where TSA accepts mDLs. 

https://www.aamva.org/jurisdiction-data-maps#anchorformdlmap
https://www.aamva.org/jurisdiction-data-maps#anchorformdlmap
https://www.tsa.gov/travel/frequently-asked-questions/when-will-phased-digital-id-rollout-start-which-airportsstates
https://www.tsa.gov/travel/frequently-asked-questions/when-will-phased-digital-id-rollout-start-which-airportsstates
https://www.tsa.gov/travel/frequently-asked-questions/when-will-phased-digital-id-rollout-start-which-airportsstates
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solutions and the development of leading practices in the form of a NIST 1800 Series Practice 138 
Guide.   139 

Note: While mDL is specifically called out in this document, other documents complying with the 140 
namespace requirements of ISO/IEC 18013-5 will be accepted and included in this effort. 141 

Assumptions/Challenges 142 

Readers are assumed to know concepts and terms presented in ISO/IEC 18013-5 and ISO/IEC 143 
18013-7. 144 

Participation in this project will be limited to ISO/IEC 18013-5 and ISO/IEC 18013-7 145 
implementations that use Secure Area2 to protect document Personally Identifiable Information 146 
(PII). The requirements for implementations are provided in Section 2. 147 

This project requires as many participants from varying use cases as possible to gain deeper 148 
understanding of the needs for digital identity on mobile devices in a given context (for a given 149 
use case). 150 

2 AUDIENCE AND PARTICIPATION 151 

Figure 1 provides a notional view of an mDL credential lifecycle.  As depicted in the figure, the 152 
usual sequence of interactions is as follows: 153 

1. In order to receive an mDL credential from the Issuing Authority, the mDL Holder first must 154 
download an mdoc App (or a Wallet App) from the App Store. Generally, the Issuing 155 
Authority will inform the mDL Holder which App to download.  Also, it is possible, as in case 156 
of iOS, wallet already exists on the device that supports mdoc functionality. 157 

2. The Issuing Authority identity proofs that mDL Holder and provisions mDL credential to the 158 
Holder’s mobile device. 159 

3. Over a separate communication channel, the Verifier obtains master list of Issuing 160 
Authorities from a trusted third party that will be used to validate Issuing Authority signed 161 
objects in mDL credential. 162 

4. Once provisioned, the mDL Holder can present mDL credential to the Verifier (in person or 163 
websites) to authenticate themselves to the Verifier to get access to services. 164 

 

 

 

2 Secure Area is defined as an area on the mobile device that provides additional protection of sensitive 
mDL related data. 
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Figure 1: mDL Credential Lifecycle 165 

Stakeholders in mDL Ecosystem 166 

As depicted in Figure 1, the following stakeholders play a role in this process. 167 

mDL Holder- 168 
mDL Holder is an individual to whom the mDL credential is issued and it’s that individual’s 169 
identity.   170 
 

mDL Issuer (Issuing Authorities) 171 
mDL Issuer is responsible for identity proofing the individual seeking the mDL credential, for 172 
provisioning the mDL to the individual’s mobile device, and for maintaining the mDL after it is 173 
provisioned. 174 
 

mDL Verifier (Relying Parties) 175 
mDL verifier, also known as a relying party, is an entity that implements an mDL reader and 176 
consumes the holder attributes retrieved from the mobile device; this is a service/product 177 
provider that mDL Holder is seeking a transaction with. 178 

 

mdoc App Developer (Technology Providers) 179 
mdoc App developer is an entity that writes software logic necessary to interface with the mDL 180 
Issuer and the mDL Verifier systems. The mdoc App developer implements the interfaces 181 
defined in ISO/IEC 18013-5 and ISO/IEC 18013-7 so mDL Verifier can retrieve mDL credential 182 
interoperably.  mdoc App developer also writes software necessary to provision mDL credential 183 
to the mobile device, secure the credential on the mobile device, and secure mDL holder 184 
authorization to release the credential. mdoc App logic could be implemented in a stand-alone 185 
application or in a digital wallet where other documents may also be present. 186 
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Third Party Trust Service Providers 187 
The Third Party Trust Service Providers is an entity that provides Verified Issuer Certificate 188 
Authority List (VICAL) after the entity performs independent verification and validation of each 189 
Issuing Authority and establishes trust in Issuing Authority’s issuance process.  While optional in 190 
the standard, this decentralized PKI trust model requires a mechanism to distribute and 191 
disseminate the set of certificates by Issuing Authorities.   192 

Participation 193 

The NCCoE is inviting Issuing Authorities, digital identity solutions providers, verifiers, and third-194 
party trust service providers who implement ISO/IEC 18013-5 and ISO/IEC 18013-7 standards to 195 
collaborate and contribute towards building mDL (also other document types) demonstrations 196 
in the NCCoE lab.  NCCoE plans to build and host up to 10 prototypes / demonstrations on first 197 
come first serve basis.  Specifically, NCCoE will build and host two demonstrations per Scenario 198 
identified in Section 4 to ensure variety of use cases.   199 

Participation is invited from all stakeholders3 identified in Figure 1.  NCCoE expects the following 200 
from different stakeholders: 201 

• Verifiers to bring use cases and business processes 202 

o Verifier web application / service that consumes mDLs, and / or 203 

o Verifier web application / service that needs NIST mDL reader reference 204 
implementation to enable mDL retrieval 205 

• mdoc Apps that meets the minimum requirements as specified below 206 

• Test mDLs from mDL Issuing Authorities   207 

• VICAL from a Third Party Trust Service Providers 208 

 

The NCCoE plans to develop an open-source reader reference implementation of ISO/IEC 18013-209 
5 and ISO/IEC 18013-7 which can be used as a stand-alone reader or can be integrated into an 210 
existing Verifier’s web application / service. 211 

The NCCoE anticipates receiving the mdoc App (or wallet) implementations on mobile devices. 212 
The minimum requirement for these implementations to be accepted in the demonstration are 213 
as follows: 214 

1. Meets the requirements of Authenticator Assurance Level 2 or 3 of [SP 800-63-3]. 215 

2. The mobile device provides a Secure Area (e.g., hardware cryptographic module) for 216 
security-critical functions that utilizes a FIPS 140 validated cryptographic module.   217 

3. The mdoc App uses that Secure Area to protect mdoc keys and holder attributes.    218 

4. The device signing key pair is generated in the Secure Area of the device and the private 219 
key is non-exportable.   220 

 

 

3 mDL User, real life entity, may participate in this project by using their State issued mDL to interact with 
demonstrations. 
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5. Holder attributes are protected in the Secure Area or are stored encrypted outside 221 
Secure Area but the encryption key pair is generated in the Secure Area and the private 222 
key is non-exportable. 223 

6. The mDL/mdoc, including the device signature key and holder attributes, remains locked 224 
or inaccessible until entry of the correct activation secret or presentation of a biometric 225 
factor. 226 

7. The mdoc App implements trust framework to support Reader Authentication / Reader 227 
Verification 228 

8. The mdoc App protects holder attribute privacy by protecting against user tracking, 229 
supporting selective disclosure of identity attributes, and ensuring user consent prior to 230 
release. 231 

3 PROJECT PLAN AND TIMELINE 232 

The below figure is a draft tentative plan and timeline subject to change. 233 

 

Figure 2: Tentative Project Timeline 234 

An overall timeline can be distilled into three phases. 235 

1. Define: Collaborate with the industry to define scope of work. Members of the 236 
community are invited to talk about their challenges, ask questions, and listen - to 237 
understand the challenge at hand. During this phase, a draft project description for 238 
public comment is published. The comments are adjudicated, and a final version is 239 
published to the NCCoE website that outlines purpose, scope of work, and the process. 240 

2. Assemble: Teams of industry organizations, government agencies, and academic 241 
institutions are assembled to address all aspects of the project at hand. A Federal 242 
Register Notice is published to announce the opportunity to collaborate and explain 243 
what capabilities the NCCoE is looking for. Potential collaborators respond with a 244 
completed Letter of Interest (LOI). Submitted LOIs are accepted on a first-come basis. 245 
When the collaborators join the build team, they sign a Cooperative Research and 246 
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Development Agreement (CRADA) to provide their commercially-available product and 247 
their expertise.  All the work is open, transparent, publicly accessible, and informed by 248 
both the general public and technology providers. 249 

3. Build: A practical, usable, repeatable modules / prototypes to address the cybersecurity 250 
challenge is built. During this phase, a reference architecture is finalized. The 251 
collaborators provide support to install and configure their technologies and then they 252 
provide support throughout the build to address issues, such as security, privacy, and 253 
interoperability.  254 

4 SCENARIOS (TRANSACTION TYPES) 255 

Scenarios are high level transaction types while use cases are specific uses of an mDL within an 256 
industry.  The NCCoE is looking to receive possible use cases that will be organized into the 257 
appropriate scenario categories.  At this juncture there are five scenario categories described 258 
below. 259 

The ISO/IEC 18013-5 standard makes it possible to present an mDL to a Verifier in attended use 260 
cases. The ISO/IEC 18013-7 specification makes it possible to present an mDL to a Verifier over 261 
the internet to the websites (unattended use case). Considering there are all kinds of use cases 262 
and possibilities, there is no limit to how the mDL could be used. As shown in Figure 2, mDL 263 
Holder Transactions, once an mDL is issued, the same mDL could be used in different ways with 264 
a different Verifier as needed for specific use cases. Since the possibilities are too many, this 265 
NCCoE project will focus on at least one or two use case demonstrations from the following five 266 
categories of Scenarios. 267 

Note: Categories may shift during the project if new use cases are presented that do not fall 268 
under any of the following categories. 269 

 

Figure 3: mDL Holder Transactions 270 

The plan for this project is to investigate the use of mDL and other mobile documents in 271 
following categories of scenarios: 272 

Scenario 1: Attended Use Cases 273 

This involves a user “providing” their mDL via a mobile device.  Could be as simple as 274 
producing or showing the QR code or tagging the reader device and approving holder 275 
attributes being requested. These are fairly straight forward and therefore the emphasis will 276 
be on the more complicated unattended use cases. 277 
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For example, the mDL reader of a Law Enforcement Officer (LEO) and the mDL of a holder 278 
are exchanged and authenticated at proximate distance. In this scenario, a session is created 279 
in which the mDL reader of the LEO attests that the LEO is empowered to perform traffic 280 
stops and requests that the holder submit an mDL that may be authenticated. Upon 281 
successful authentication of the LEO by the holder, the mDL is exchanged enabling the LEO 282 
to authenticate the Driver of the vehicle. 283 

Scenario 2: Un-Attended Use Cases (Identity Proofing) 284 

mDL is used as evidence (validated source of attributes) in the identity proofing process. In 285 
this case, the attributes are retrieved from an mDL to verify real-life identity and associate it 286 
to a unique account in the Issuing Authority’s system. For instance, the mDL is consumed by 287 
an identity provider who upon successful identity proofing would issue another credential 288 
relevant to the application. 289 

Scenario 3: Un-Attended Use Cases (Attribute Presentation) 290 

An mDL is used to present Holder’s attributes to access a Verifier’s online service (one time 291 
event).  For example, an mDL is used to purchase alcohol online. Or an mDL is used to 292 
present identity attributes for access to government benefits (e.g., prove state residency). 293 
There is no account creation or account linking in this scenario. 294 

Scenario 4: Un-Attended Use Cases (Authentication) 295 

mDL is used as an authenticator to recursively access a Verifier’s services where an account 296 
is setup and transaction linking4 is required. This case covers both scenarios where there 297 
may be an existing account and the mDL is registered as an authenticator or there is no 298 
existing account, but an account is created, and the mDL is registered as an authenticator to 299 
that new account. For example, an mDL is used to initially authenticate an individual when 300 
purchasing an airline ticket and subsequently used to authenticate that individual when 301 
traveling under that ticket and signing into TSA to update trusted travel status.  302 

The mDL of a pilot is mutually authenticated to a smart device (car, drone, plane, IoT 303 
system) that can mutually authenticate and determine appropriate access. This may be 304 
done in proximity or online depending on what is being operated and how it is being 305 
operated, i.e., drones can be operated at great distance as well as in line of sight. 306 

Scenario 5: Un-Attended Use Cases (Single Sign-on) 307 

An mDL is used in a single sign on (SSO) event. In this scenario, upon successful 308 
authentication by the holder, a session is established for the holder in a network which 309 
enables the account holder access to several services, such as email, login to server, local 310 
application(s), etc. 311 

 

The investigation will examine data fidelity in terms of minimum validated data required. In all 312 
the scenarios above, there will be situations where a user will only need to provide a very 313 

 

 

4 There are use cases where a mDL Holder may need to make two or more atomic transactions using the 
same mDL in order to complete one transaction. 
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limited set of information (least required), for example, purchasing controlled substances (e.g., 314 
alcohol, tobacco) and only needs to provide their portrait and binary age 21 or below 21.  315 
Another example is a user proving they live within a certain area, incorporated limit and/or 316 
precinct—they would provide name, address and portrait; or a case where a user just provides a 317 
piece of biometric information and nothing else. 318 
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APPENDIX A   REFERENCES 319 

[1] ISO/IEC 18013-5, Cards and security devices for personal identification – ISO-Compliant 320 

Driving Licence 321 

[2] ISO/IEC 18013-7, Cards and security devices for personal identification – ISO-Compliant 322 

Driving Licence – Add On Functions 323 

[3] NIST. SP 800-63-3 Digital Identity Guidelines. Available: NIST SP 800-63 Digital Identity 324 

Guidelines. 325 

  

https://pages.nist.gov/800-63-3/
https://pages.nist.gov/800-63-3/
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APPENDIX B   ACRONYMS AND ABBREVIATIONS 326 

  

CoI Community of Interest 

DHS Department of Homeland Security 

LEO Law Enforcement Officer 

mDL Mobile Driver’s License 

mdoc Mobile Documents 

NCCoE National Cybersecurity Center of Excellence 

NIST National Institute of Standards and Technology 

O&E Outreach and Engagement 

SP Special Publication 

SSO Single Sign On 

VICAL Verified Issuer Certificate Authority List 
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