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Executive Summary

The CIA triad represents the three pillars of information security: confidentiality, integrity, and
availability, as follows.

Confidentiality — preserving authorized restrictions on
information access and disclosure, including means for
protecting personal privacy and proprietary
information

Integrity — guarding against improper information
modification or destruction and ensuring information
non-repudiation and authenticity

— @@mﬁ@ﬂ@mﬁﬁ@ﬂw =

Availability — ensuring timely and reliable access to and
use of information

This series of practice guides focuses on data integrity: the property that data has not been altered in an
unauthorized manner. Data integrity covers data in storage, during processing, and while in transit.
(Note: These definitions are from National Institute of Standards and Technology (NIST) Special
Publication (SP) 800-12 Rev 1, An Introduction to Information Security.)

Destructive malware, ransomware, malicious insider activity, and even honest mistakes all set
the stage for why organizations need to detect and respond to an event that impacts data
integrity. Businesses must be confident that these events are detected in a timely fashion and
responded to appropriately.

Attacks against an organization’s data can compromise
emails, employee records, financial records, and customer
information—impacting business operations, revenue,
and reputation.

Examples of data integrity attacks include unauthorized
insertion, deletion, or modification of data to corporate
information such as emails, employee records, financial
records, and customer data.

CYBERSECURITY
FRAMEWORK
VERSION 1.1
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The National Cybersecurity Center of Excellence (NCCoE)
at NIST built a laboratory environment to explore
methods to effectively detect and respond to a data
integrity event in various information technology (IT) enterprise environments, to immediately
react to the event in an effort to prevent a complete compromise.

This NIST Cybersecurity Practice Guide demonstrates how organizations can develop and
implement appropriate actions during a detected data integrity cybersecurity event.

Some organizations have experienced systemic attacks that force operations to cease. One variant of a
data integrity attack—ransomware—encrypts data, leaving it modified in an unusable state. Other data

integrity attacks may be more dynamic, targeting machines, spreading laterally across networks, and
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continuing to cause damage throughout an organization. In either case, behaviors are exhibited—such
as files inexplicably becoming encrypted or network activity—that provide an ability to immediately
detect the occurrence and respond in a timely fashion to curtail the ramifications.

NIST published version 1.1 of the Cybersecurity Framework in April 2018 to help organizations better
manage and reduce cybersecurity risk to critical infrastructure and other sectors. The framework core
contains five functions, listed below.

= |dentify — develop an organizational understanding
to manage cybersecurity risk to systems, people,
assets, data, and capabilities

=  Protect — develop and implement appropriate
safeguards to ensure delivery of critical services

CYBERSECURITY
FRAMEWORK
VERSION 1.1

= Detect — develop and implement appropriate
activities to identify the occurrence of a
cybersecurity event

X
th
0
%
= Respond — develop and implement appropriate (o]
activities to take action regarding a detected
cybersecurity incident

= Recover — develop and implement appropriate
activities to maintain plans for resilience and to restore any capabilities or services that were
impaired due to a cybersecurity incident

For more information, see the Framework for Improving Critical Infrastructure Cybersecurity v1.1.

Applying the Cybersecurity Framework to data integrity, this practice guide informs organizations of
how to quickly detect and respond to data integrity attacks by implementing appropriate activities that
immediately inform about the data integrity events.

The NCCoE developed and implemented a solution that incorporates multiple systems working in
concert to detect an ongoing data integrity cybersecurity event. Additionally, the solution provides
guidance on how to respond to the detected event. Addressing these functions together enables
organizations to have the necessary tools to act during a data integrity attack.

The NCCoE sought existing technologies that provided the following capabilities:
e event detection
e integrity monitoring
o logging
e reporting
e mitigation and containment

e forensics/analytics
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=  While the NCCoE used a suite of commercial products to address this challenge, this guide does
not endorse these particular products, nor does it guarantee compliance with any regulatory
initiatives. Your organization’s information security experts should identify the products that will
best integrate with your existing tools and IT system infrastructure. Your organization can adopt
this solution or one that adheres to these guidelines in whole, or you can use this guide as a
starting point for tailoring and implementing parts of a solution.

The NCCoE’s practice guide to Data Integrity: Detecting and Responding to Ransomware and Other
Destructive Events can help your organization:

= develop a strategy for detecting and responding to a data integrity cybersecurity event

= facilitate effective detection and response to adverse events, maintain operations, and ensure
the integrity and availability of data critical to supporting business operations and revenue-
generating activities

= manage enterprise risk (consistent with foundations of the NIST Framework for Improving
Critical Infrastructure Cybersecurity)

You can view or download the guide at https://www.nccoe.nist.gov/projects/building-blocks/data-
integrity/detect-respond. If you adopt this solution for your own organization, please share your
experience and advice with us. We recognize that technical solutions alone will not fully enable the
benefits of our solution, so we encourage organizations to share lessons learned and best practices for
transforming the processes associated with implementing this guide.

To provide comments or to learn more by arranging a demonstration of this example implementation,
contact the NCCoE at ds-nccoe@nist.gov.

Organizations participating in this project submitted their capabilities in response to an open call in the
Federal Register for all sources of relevant security capabilities from academia and industry (vendors
and integrators). The following respondents with relevant capabilities or product components (identified
as “Technology Partners/Collaborators” herein) signed a Cooperative Research and Development
Agreement (CRADA) to collaborate with NIST in a consortium to build this example solution.

)
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Certain commercial entities, equipment, products, or materials may be identified by name or company
logo or other insignia in order to acknowledge their participation in this collaboration or to describe an
experimental procedure or concept adequately. Such identification is not intended to imply special
status or relationship with NIST or recommendation or endorsement by NIST or NCCoE; neither is it
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intended to imply that the entities, equipment, products, or materials are necessarily the best available
for the purpose.

The National Cybersecurity Center of Excellence (NCCoE), a part of LEARN MORE

the National Institute of Standards and Technology (NIST), is a Visit https://Www.nccoe.nist.gov
collaborative hub where industry organizations, government nccoe@nist.gov

agencies, and academic institutions work together to address 301-975-0200

businesses’ most pressing cybersecurity challenges. Through this
collaboration, the NCCoE develops modular, adaptable example
cybersecurity solutions demonstrating how to apply standards and
best practices using commercially available technology.
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Certain commercial entities, equipment, products, or materials may be identified by name or company
logo or other insignia in order to acknowledge their participation in this collaboration or to describe an
experimental procedure or concept adequately. Such identification is not intended to imply special sta-
tus or relationship with NIST or recommendation or endorsement by NIST or NCCoE; neither is it in-
tended to imply that the entities, equipment, products, or materials are necessarily the best available
for the purpose.

National Institute of Standards and Technology Special Publication 1800-26B, Natl. Inst. Stand. Technol.
Spec. Publ. 1800-26B, 54 pages, (December 2020), CODEN: NSPUE2

As a private-public partnership, we are always seeking feedback on our practice guides. We are
particularly interested in seeing how businesses apply NCCoE reference designs in the real world. If you
have implemented the reference design, or have questions about applying it in your environment,
please email us ds-nccoe@nist.gov.

All comments are subject to release under the Freedom of Information Act.

National Cybersecurity Center of Excellence
National Institute of Standards and Technology
100 Bureau Drive
Mailstop 2002
Gaithersburg, MD 20899

Email: nccoe@nist.gov
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The National Cybersecurity Center of Excellence (NCCoE), a part of the National Institute of Standards
and Technology (NIST), is a collaborative hub where industry organizations, government agencies, and
academic institutions work together to address businesses’ most pressing cybersecurity issues. This
public-private partnership enables the creation of practical cybersecurity solutions for specific
industries, as well as for broad, cross-sector technology challenges. Through consortia under
Cooperative Research and Development Agreements (CRADAs), including technology partners—from
Fortune 50 market leaders to smaller companies specializing in information technology security—the
NCCoE applies standards and best practices to develop modular, adaptable example cybersecurity
solutions using commercially available technology. The NCCoE documents these example solutions in
the NIST Special Publication 1800 series, which maps capabilities to the NIST Cybersecurity Framework
and details the steps needed for another entity to re-create the example solution. The NCCoE was
established in 2012 by NIST in partnership with the State of Maryland and Montgomery County,
Maryland.

To learn more about the NCCoE, visit https://www.nccoe.nist.gov/. To learn more about NIST, visit
https://www.nist.gov.

NIST Cybersecurity Practice Guides (Special Publication 1800 series) target specific cybersecurity
challenges in the public and private sectors. They are practical, user-friendly guides that facilitate the
adoption of standards-based approaches to cybersecurity. They show members of the information
security community how to implement example solutions that help them align with relevant standards
and best practices, and provide users with the materials lists, configuration files, and other information
they need to implement a similar approach.

The documents in this series describe example implementations of cybersecurity practices that
businesses and other organizations may voluntarily adopt. These documents do not describe regulations
or mandatory practices, nor do they carry statutory authority.

Ransomware, destructive malware, insider threats, and even honest mistakes present an ongoing threat
to organizations that manage data in various forms. Database records and structure, system files,
configurations, user files, application code, and customer data are all potential targets of data
corruption and destruction.

A timely, accurate, and thorough detection and response to a loss of data integrity can save an
organization time, money, and headaches. While human knowledge and expertise is an essential
component of these tasks, the right tools and preparation are essential to minimizing downtime and
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losses due to data integrity events. The NCCoE, in collaboration with members of the business
community and vendors of cybersecurity solutions, has built an example solution to address these data
integrity challenges. This project details methods and potential tool sets that can detect, mitigate, and
contain data integrity events in the components of an enterprise network. It also identifies tools and
strategies to aid in a security team’s response to such an event.

KEYWORDS

attack vector; data integrity; malicious actor; malware; malware detection; malware response;
ransomware.
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The Technology Partners/Collaborators who participated in this build submitted their capabilities in
response to a notice in the Federal Register. Respondents with relevant capabilities or product
components were invited to sigh a Cooperative Research and Development Agreement (CRADA) with
NIST, allowing them to participate in a consortium to build this example solution. We worked with:

Technology Partner/Collaborator Build Involvement

Symantec Corporation

Symantec Information Centric Analytics v6.5.2
Symantec Security Analytics v8.0.1

Cisco Systems

Cisco Identity Services Engine v2.4,
Cisco Advanced Malware Protection v5.4,

Cisco Stealthwatch v7.0.0

Glasswall Government Solutions

Glasswall FileTrust Advanced Threat Protection (ATP) for
Email v6.90.2.5

Tripwire Tripwire Log Center v7.3.1,
Tripwire Enterprise v8.7

Micro Focus Micro Focus ArcSight Enterprise Security Manager v7.0
Patch 2

Semperis Semperis Directory Services Protector v2.7
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Businesses face a near-constant threat of destructive malware, ransomware, malicious insider activities,
and even honest mistakes that can alter or destroy critical data. These types of adverse events
ultimately impact data integrity (DI). It is imperative for organizations to be able to detect and respond
to DI attacks.

The National Cybersecurity Center of Excellence (NCCoE) at the National Institute of Standards and
Technology (NIST) built a laboratory environment to explore methods to detect and respond to a data
corruption event in various information technology (IT) enterprise environments. The example solution
outlined in this guide describes the solution built in the NCCoE lab. It encourages detection and
mitigation of DI events while facilitating analysis of these events.

The goals of this NIST Cybersecurity Practice Guide are to help organizations confidently:

= detect malicious and suspicious activity generated on the network, by users, or from
applications that could indicate a DI event

= mitigate and contain the effects of events that can cause a loss of DI
= monitor the integrity of the enterprise for detection of events and after-the-fact analysis
= utilize logging and reporting features to speed response time to DI events

= analyze DI events for the scope of their impact on the network, enterprise devices, and
enterprise data

= analyze DI events to inform and improve the enterprise’s defenses against future attacks

For ease of use, here is a short description of the different sections of this volume.

= Section 1: Summary presents the challenge addressed by the NCCoE project with an in-depth
look at our approach, the architecture, and the security characteristics we used; the solution
demonstrated to address the challenge; the benefits of the solution; and the technology
partners that participated in building, demonstrating, and documenting the solution. Summary
also explains how to provide feedback on this guide.

= Section 2: How to Use This Guide explains how readers—business decision-makers, program
managers, and IT professionals (e.g., systems administrators)—might use each volume of the
guide.

= Section 3: Approach offers a detailed treatment of the scope of the project and describes the
assumptions on which the security platform development was based, the risk assessment that
informed platform development, and the technologies and components that industry
collaborators gave us to enable platform development.

NIST SP 1800-26B: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events
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= Section 4: Architecture describes the usage scenarios supported by project security platforms,
including Cybersecurity Framework [1] functions supported by each component contributed by
our collaborators.

= Section 5: Security Characteristic Analysis provides details about the tools and techniques we
used to perform risk assessments.

= Section 6: Future Build Considerations is a brief treatment of other data security
implementations that NIST is considering consistent with Cybersecurity Framework Core
Functions: Identify, Protect, Detect, Respond, and Recover.

1.1 Challenge

Thorough collection of quantitative and qualitative data is important to organizations of all types and
sizes. It can impact all aspects of a business, including decision making, transactions, research,
performance, and profitability. When these data collections sustain a DI attack caused by unauthorized
insertion, deletion, or modification of information, such an attack can impact emails, employee records,
financial records, and customer data, rendering them unusable or unreliable. Some organizations have
experienced systemic attacks that caused a temporary cessation of operations. One variant of a DI
attack—ransomware—encrypts data and holds it hostage while the attacker demands payment for the
decryption keys.

When DI events occur, organizations should have the capabilities to detect and respond in real time.
Early detection and mitigation can reduce the potential impact of events, including damage to
enterprise files, infection of systems, and account compromise. Furthermore, organizations should be
able to learn from DI events to improve their defenses. Analysis of malicious behavior at the network
level, user level, and file level can reveal flaws in the security of the enterprise. Resolution of these
flaws, though out of scope of this guide, is often only possible once they have been exploited and with
the right solution in place.

1.2 Solution

The NCCoE implemented a solution that incorporates appropriate actions during and directly after a DI
event. The solution is composed of multiple systems working together to detect and respond to data
corruption events in standard enterprise components. These components include mail servers,
databases, end-user machines, virtual infrastructure, and file share servers. Furthermore, an important
function of the Respond Category of the Cybersecurity Framework is improvement of defenses—this
guide includes components that aid in analysis of DI events and for improving defenses against them.

The NCCoE sought existing technologies that provided the following capabilities:

e event detection
e integrity monitoring

"NIST SP 1800-26B: Data Integrity: Dzecting and Respﬁding to Ransomware and Other Destructive Events 2
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logging

reporting

mitigation and containment
forensics/analytics

In developing our solution, we used standards and guidance from the following, which can also provide
your organization with relevant standards and best practices:

NIST Framework for Improving Critical Infrastructure Cybersecurity (commonly known as the
NIST Cybersecurity Framework [1]

NIST Interagency or Internal Report (NISTIR) 8050: Executive Technical Workshop on Improving
Cybersecurity and Consumer Privacy [2]

NIST Special Publication (SP) 800-30 Rev. 1: Guide for Conducting Risk Assessments [3]

NIST SP 800-37 Rev. 1: Guide for Applying the Risk Management Framework to Federal
Information Systems: A Security Life Cycle Approach [4]

NIST SP 800-39: Managing Information Security Risk [5]

NIST SP 800-40 Rev. 3: Guide to Enterprise Patch Management Technologies [6]

NIST SP 800-53 Rev. 4: Security and Privacy Controls for Federal Information Systems and
Organizations [7]

Federal Information Processing Standard 140-2: Security Requirements for Cryptographic
Modules [8]

NIST SP 800-86: Guide to Integrating Forensic Techniques into Incident Response [9]

NIST SP 800-92: Guide to Computer Security Log Management [10]

NIST SP 800-100: Information Security Handbook: A Guide for Managers [11]

NIST SP 800-34 Rev. 1: Contingency Planning Guide for Federal Information Systems [12]
Office of Management and Budget, Circular Number A-130: Managing Information as a Strategic
Resource [13]

NIST SP 800-61 Rev. 2: Computer Security Incident Handling Guide [14]

NIST SP 800-83 Rev. 1: Guide to Malware Incident Prevention and Handling for Desktops and
Laptops [15]

NIST SP 800-150: Guide to Cyber Threat Information Sharing [16]

NIST SP 800-184: Guide for Cybersecurity Event Recovery [17]

1.3 Benefits

The NCCoE’s practice guide can help your organization:
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. maintain integrity and availability of data that is critical to supporting business operations
and revenue-generating activities

. manage enterprise risk (consistent with the foundations of the NIST Cybersecurity
Framework)

This NIST Cybersecurity Practice Guide demonstrates a standards-based reference design and provides
users with the information they need to replicate the DI detection and response solution. This reference
design is modular and can be deployed in whole or in part.

This guide contains three volumes:

= NIST SP 1800-26A: Executive Summary

= NIST SP 1800-26B: Approach, Architecture, and Security Characteristics — what we built and why
(you are here)

= NIST SP 1800-26C: How-To Guides — instructions for building the example solution

Depending on your role in your organization, you might use this guide in different ways:

Business decision-makers, including chief security and technology officers, will be interested in the
Executive Summary, NIST SP 1800-26A, which describes the following topics:

= challenges that enterprises face in detecting and responding to data integrity events
= example solution built at the NCCoE
= benefits of adopting the example solution

Technology or security program managers who are concerned with how to identify, understand, assess,
and mitigate risk will be interested in this part of the guide, NIST SP 1800-26B, which describes what we
did and why. The following sections will be of particular interest:

= Section 3.4.1, Risk, provides a description of the risk analysis we performed.

=  Section 3.4.2, Security Control Map, maps the security characteristics of this example solution to
cybersecurity standards and best practices.

You might share the Executive Summary, NIST SP 1800-26A, with your leadership team members to help
them understand the importance of adopting a standards-based solution to detect and respond to data
integrity events.

IT professionals who want to implement an approach like this will find the whole practice guide useful.
You can use the how-to portion of the guide, NIST SP 1800-26C, to replicate all or parts of the build
created in our lab. The how-to portion of the guide provides specific product installation, configuration,
and integration instructions for implementing the example solution. We do not re-create the product
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manufacturers’ documentation, which is generally widely available. Rather, we show how we
incorporated the products together in our environment to create an example solution.

This guide assumes that IT professionals have experience implementing security products within the
enterprise. While we have used a suite of commercial products to address this challenge, this guide does
not endorse these particular products. Your organization can adopt this solution or one that adheres to
these guidelines in whole, or you can use this guide as a starting point for tailoring and implementing
parts of a DI detection and response solution. Your organization’s security experts should identify the
products that will best integrate with your existing tools and IT system infrastructure. We hope that you
will seek products that are congruent with applicable standards and best practices. Section 3.5,
Technologies, lists the products we used and maps them to the cybersecurity controls provided by this
reference solution.

A NIST Cybersecurity Practice Guide does not describe “the” solution, but a possible solution. This is a
draft guide. We seek feedback on its contents and welcome your input. Comments, suggestions, and
success stories will improve subsequent versions of this guide. Please contribute your thoughts to ds-

nccoe@nist.gov.

2.1 Typographic Conventions

The following table presents typographic conventions used in this volume.

Typeface/Symbol Meaning Example

Italics file names and path names; For language use and style guidance,
references to documents that | see the NCCoE Style Guide.

are not hyperlinks; new
terms; and placeholders

Bold names of menus, options, Choose File > Edit.
command buttons, and fields
Monospace command-line input, mkdir

onscreen computer output,
sample code examples, and
status codes

Monospace Bold command-line user input service sshd start
contrasted with computer
output
blue text link to other parts of the All publications from NIST’s NCCoE
document, a web URL, or an are available at
email address https://www.nccoe.nist.gov.
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Based on key points expressed in NISTIR 8050: Executive Technical Workshop on Improving Cybersecurity
and Consumer Privacy (2015), the NCCoE is pursuing a series of DI projects to map the Core Functions of
the NIST Cybersecurity Framework. This project is centered on the Core Functions of Detect and
Respond, which consist of detecting and responding to DI attacks. Compromise can come from malicious
websites, targeted emails, insider threats, and honest mistakes. Monitoring solutions should be in place
to detect these events. Once detected, swift response to a threat is critical to mitigate the need for
recovery action after an event occurs. NCCoE engineers working with a Community of Interest (COl)
defined the requirements for this DI project.

Members of the COI, which include participating vendors referenced in this document, contributed to
development of the architecture and reference design, providing technologies that meet the project
requirements and assisting in installation and configuration of those technologies. The practice guide
highlights the approach used to develop the NCCoE reference solution. Elements include risk assessment
and analysis, logical design, build development, test and evaluation, and security control mapping. This
guide is intended to provide practical guidance to any organization interested in implementing a
solution for detecting and responding to a cybersecurity event.

3.1 Audience

This guide is intended for individuals responsible for implementing security solutions in organizations’ IT
support activities. Current IT systems, particularly in the private sector, often lack the capability to
comprehensively detect, mitigate, and learn from cybersecurity events. The platforms demonstrated by
this project and the implementation information provided in this practice guide permit integration of
products to implement a data integrity detection and response system. The technical components will
appeal to system administrators, IT managers, IT security managers, and others directly involved in the
secure and safe operation of business IT networks.

3.2 Scope

The guide provides practical, real-world guidance on developing and implementing a DI solution
consistent with the principles in the NIST Framework for Improving Critical Infrastructure Cybersecurity
Volume 1, specifically the Core Functions of Detect and Respond. Detecting emphasizes developing and
implementing the appropriate activities to detect events in real time, compare the current system state
to a norm, and produce audit logs for use during and after the event. Responding emphasizes real-time
mitigation of events, forensic analysis during and after the event, and reporting. Examples of outcomes
within these functions are integrity monitoring, event detection, logging, reporting, forensics, and
mitigation.
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3.3 Assumptions

This project is guided by the following assumptions:

= The solution was developed in a lab environment. The environment is based on a basic
organization’s IT enterprise. It does not reflect the complexity of a production environment: for
example, building across numerous physical locations, accommodating extreme working
conditions, or configuring systems to meet specific network/user needs. These demands can all
increase the level of complexity needed to implement a DI solution.

= An organization has access to the skill sets and resources required to implement an event
detection and response system.

= A DIl eventis taking place, and the organization is seeking to detect and mitigate the damage
that an event is causing.

3.4 Risk Assessment

NIST SP 800-30 Revision 1, Guide for Conducting Risk Assessments, states that risk is “a measure of the
extent to which an entity is threatened by a potential circumstance or event, and typically a function of:
(i) the adverse impacts that would arise if the circumstance or event occurs; and (ii) the likelihood of
occurrence.” The guide further defines risk assessment as “the process of identifying, estimating, and
prioritizing risks to organizational operations (including mission, functions, image, reputation),
organizational assets, individuals, other organizations, and the Nation, resulting from the operation of

an information system. Part of risk management incorporates threat and vulnerability analyses, and
considers mitigations provided by security controls planned or in place.”

The NCCoE recommends that any discussion of risk management, particularly at the enterprise level,
begins with a comprehensive review of NIST SP 800-37 Revision 2, Risk Management Framework for
Information Systems and Organizations—publicly available material. The Risk Management Framework

(RMF) guidance, as a whole, proved invaluable in giving us a baseline to assess risks, from which we
developed the project, the security characteristics of the build, and this guide.

We performed two types of risk assessment:

= |nitial analysis of the risk factors discussed with financial, retail, and hospitality institutions. This
analysis led to creation of the DI project and the desired security posture. See NISTIR 8050,
Executive Technical Workshop, for additional participant information.

=  Analysis of how to secure the components within the solution and minimize any vulnerabilities
they might introduce. See Section 5, Security Characteristic Analysis.
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3.4.1 Risk

Using the guidance in NIST’s series of publications concerning risk, we worked with financial institutions
and the Financial Sector Information Sharing and Analysis Center to identify the most compelling risk
factors encountered by this business group. We participated in conferences and met with members of
the financial sector to define the main security risks to business operations. From these discussions
came identification of an area of concern—DI. Having produced Data Integrity: Recovering from
Ransomware and Other Destructive Events, which primarily focused on the recovery aspect of DI, we
identified a need for guidance in the areas of detecting and responding to cybersecurity events in real
time.

When considering risk from the perspective of detecting and responding to cybersecurity events during
their execution, we must consider not only the impact of an event on an organization’s assets but also
the threats to those assets and the potential vulnerabilities these threats could exploit.

When discussing threats to an organization's assets from the perspective of DI, we consider these:

e malware

e insider threats

e accidents caused by human error
e compromise of trusted systems

The types of vulnerabilities we consider in relation to these threats include:

e zero-day vulnerabilities

e vulnerabilities due to outdated or unpatched systems
e custom software vulnerabilities/errors

e social engineering and user-driven events

e poor access control

Finally, the potential impact on an organization from a DIl event:

e systems incapacitated
e modification/deletion of the organization’s assets
e negative impact on the organization’s reputation

Analysis of the threats, vulnerabilities, and potential impact to an organization has given us an
understanding of the risk for organizations with respect to DI. NIST SP 800-39, Managing Information
Security Risk, focuses on the business aspect of risk, namely at the enterprise level. This understanding is
essential for any further risk analysis, risk response/mitigation, and risk monitoring activities. The
following is a summary of the strategic risk areas we identified and their mitigations:
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e Impact on system function—ensuring the availability of accurate data or sustaining an acceptable
level of DI reduces the risk of systems’ availability being compromised.

e Cost of implementation—implementing event detection and response from DI events once and
using it across all systems may reduce system continuity costs.

e Compliance with existing industry standards—contributes to the industry requirement to
maintain a continuity of operations plan.

e Maintenance of reputation and public image—helps reduce the damage caused by active events
and facilitates the information needed to learn from the events.

e Increased focus on Dl-includes not just loss of confidentiality but also harm from unauthorized
alteration of data (per NISTIR 8050).

We subsequently translated the risk factors identified to security Functions and Subcategories within
the NIST Cybersecurity Framework. In Table 3-1 we mapped the Categories to NIST SP 800-53 Rev. 4
controls.

3.4.2 Security Control Map

As explained in Section 3.4.1, we identified the Cybersecurity Framework security Functions and

Subcategories that we wanted the reference design to support through a risk analysis process. This was
a critical first step in drafting the reference design and example implementation to mitigate the risk
factors. Table 3-1 lists the addressed Cybersecurity Framework Functions and Subcategories and maps
them to relevant NIST standards, industry standards, and controls and best practices. The references
provide solution validation points in that they list specific security capabilities that a solution addressing
the Cybersecurity Framework Subcategories would be expected to exhibit. Organizations can use Table
3-1 to identify the Cybersecurity Framework Subcategories and NIST SP 800-53 Rev. 4 controls that they
are interested in addressing.

When cross-referencing Functions of the Cybersecurity Framework with product capabilities used in this
practice guide, it is important to consider:

= This practice guide, though primarily focused on Detect/Respond capabilities, also uses PR.DS-6,
a Protect Subcategory. This is primarily because creation of integrity baselines is used for
comparison when detecting attacks but is created prior to the start of an attack.

= Not all the Cybersecurity Framework Subcategories guidance can be implemented using
technology. Any organization executing a DI solution would need to adopt processes and
organizational policies that support the reference design. For example, some of the
Subcategories within the Cybersecurity Framework Function called Respond are processes and
policies that should be developed prior to implementing recommendations.
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Table 3-1 DI Reference Design Cybersecurity Framework Core Components Map

Function

Cybersecurity Framework v1.1

Category

Subcategory

NIST SP 800-

53 R4

Standards & Best Practices

ISO/IEC
27001:2013

NIST SP 800-
181

PR.DS-6: Integrity check- A12.2.1,
ISp—— D2 Sccurit ing mechanisms are A.12.5.1,
(PR.DS) ¥ used to verify software, | SC-16, SI-7 A.14.1.2, OM-DTA-001
) firmware, and infor- A.14.1.3,
mation integrity. A.14.2.4
e pine o
AC-4, CA-3, | A12.1.2,
expected data f|OV\{S for CM-2, SI-4 A13.1.1, SP-ARC-001
users and systems is es- A13.12
tablished and managed. B
IO o, | RIS
. y ! " | A16.1.1, PR-CDA-001
DETECT | Anomalies and | understand attack tar- IR-4, SI-4 A16.1.4
(DE) Events (DE.AE) | gets and methods. T
DE.AE-3: Event data are
collected and correlated ﬁ:{f’mcéq’ A12.4.1, CO-0PS-001,
from multiple sources ’ ! A.l6.1.7 PR-CIR-001
IR-8, SI-4
and sensors.
DE.AE-4: Impact of CP-2, IR-4,
events is determined. RA-3, SI-4 A.16.14 PR-INF-001
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Function

Cybersecurity Framework v1.1

Category

Subcategory

DE.AE-5: Incident alert

NIST SP 800-
53 R4

Standards & Best Practices

ISO/IEC
27001:2013

NIST SP 800-
181

RESPOND

(RS)

thresholds are estab- IR-4, IR-5, A.16.1.4 PR-CIR-001
. IR-8
lished.
DE.CM-1: The network is | AC-2, AU-
monitored to detect po- | 12, CA-7,
tential cybersecurity CM-3, SC-5, OM-NET-001
events. SC-7, SI-4
DE.CM-3: Personnel ac- | AC-2, AU-
tivity is monitored to de- | 12, AU-13, A.12.4.1,
tect potential cybersecu- | CA-7, CM- A.12.4.3 AN-TWA-001
rity events. 10, CM-11
DE.CM-4: Malicious code | ¢ 5 ¢ ¢ | A12.21 SP-DEV-001
. is detected.
Security Con-
tinuous Moni-
DE.CM-5: Unauthorized | SC-18, SI-4 A125.1
tori DE.CM ! ! ! - -
oring ( ) mobile code is detected. | SC-44 A.12.6.2 SP-DEV-001
DE.CM-7: Monitoring for | AU-12, CA-
unauthorized personnel, | 7, CM-3, A.12.4.1,
connections, devices, CM-8, PE-3, | A.14.2.7, AN-TWA-001
and software is per- PE-6, PE-20, | A.15.2.1
formed. SI-4
Detection Pro- DE.DP-2: Detection ac- AC-25, CA-2, | A.18.1.4,
cesses (DE.DP) tivities comply with all CA-7,SA-18, | A.18.2.2, PR-CDA-001
’ applicable requirements. | SI-4, PM-14 | A.18.2.3
Requnse BS.RP—l: Respor.15e plan CP-2, CP-10,
Planning is executed during or af- IR-4. IR-8 A.16.1.5 PR-CIR-001
(RS.RP) ter an incident. !
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Cybersecurity Framework v1.1

Function Category

Subcategory

RS.CO-2: Incidents are

NIST SP 800-
53 R4

Standards & Best Practices

ISO/IEC
27001:2013

NIST SP 800-
181

Communica- . . AU-6, IR-6, A.6.1.3,
tions (Rs.cO) | "eported consistent with |\ o A.16.1.2 IN-FOR-002
established criteria.
RS.AN-1: Notifications AU-6, CA-7, | A12.4.],
from detection systems IR-4, IR-5, A.12.4.3, PR-CDA-001
are investigated. PE-6, SI-4 A.16.1.5
RS.A.N—_Z: The. impact of A16.1.4,
the incident is under- CP-2, IR-4 PR-CIR-001
A.16.1.6
stood.
Analysis
(RS.AN) RS.AN-3: Forensicsare | 7 1pa | A16.1.7 IN-FOR-002
performed. ! e
RS.AN—4‘: InC|den'Fs are CP-2, IR-4,
categorized consistent A.16.1.4 PR-CIR-001
. IR-5, IR-8
with response plans.
RS.MIl—l: Incidents are IR-4 A.12.2.1, PR-CIR-001
Mitigation contained. A.16.1.5
(RS.MI) RS.MI-2: Incidents are A12.2.1,
mitigated. IR-4 A.16.1.5 PR-CIR-001
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3.5 Technologies

Table 3-2 lists all of the technologies used in this project and provides a mapping among the generic application term, the specific product used,
and the security control(s) the product provides. Refer to Table 3-1 for an explanation of the NIST Cybersecurity Framework Subcategory codes.

Table 3-2 Products and Technologies

Component Product Function Cybersecurity Frame-
work Subcategories
Integrity Monitor- | Tripwire Enterprise v8.7 e Provides file hashes and integrity checks for files and PR.DS-6, DE.AE-1,
ing Semperis Directory Ser- software, regardless of file type. DE.CM-3, DE.CM-7
vices Protector (DSP) v2.7 e Provides integrity monitoring for data.

e Provides integrity monitoring for Active Directory.

Event Detection Cisco Advanced Malware e Provides the ability to receive information about new DE.AE-3, DE.CM-1,
Protection (AMP) v5.4 threats. DE.CM-4, DE.CM-5,
Glasswall FileTrust ATP e Provides the ability to statically detect malicious soft- DE.CM-7
for Email v6.90.2.5 ware.

Cisco Stealthwatch v7.0.0
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Component Product Function Cybersecurity Frame-

work Subcategories

Semperis DSP v2.7 e Provides ability to dynamically detect malicious soft-
ware.

e Provides ability to detect malicious email attachments.
e Provides ability to scan the network for anomalies.

e Provides the ability to monitor user behavior for anoma-
lies.

e Provides ability to scan email attachments for deviations
from file type specifications or organizational policy.

Logging Micro Focus ArcSight En- e Provides auditing and logging capabilities configurable to | DE.AE-1, DE.AE-3,
terprise Security Man- organizational policy. DE.AE-4, DE.CM-1,
ager (ESM) v7.0 Patch 2 e Correlates logs of cybersecurity events with user infor- | DE.CM-3, DE.CM-7,
Tripwire Log Center mation. RS.AN-2
v7.3.1 e Provides automation for logging.

Forensics/Analytics | Cisco AMP v5.4 e Provides forensics to track effects of malware retrospec- | DE.AE-2, DE.AE-4,
Symantec Security Ana- tively. DE.CM-1, RS.RP-1,
lytics v8.0.1 e Provides network traffic analysis. RS.AN-1, RS.AN-2,
Micro Focus ArcSight e Provides ability to analyze files sent over the network. RS.AN-3
ESM v7.0 Patch 2 e Provides analysis capabilities for finding anomalies in en-

Symantec Information terprise activity.

Centric Analytics (ICA)
v6.5.2

Cisco AMP v5.4
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Component

Mitigation and
Containment

Product

Cisco Identity Services
Engine (ISE) v2.4

Glasswall FileTrust ATP
for Email v6.90.2.5

Semperis DSP v2.7

Function

Provides ability to sandbox files locally.
Provides ability to enforce policy across the enterprise.

Provides ability to quarantine devices across the enter-
prise.

Provides ability to sanitize files through file reconstruc-
tion.

Provides ability to revert changes to domain services.

Cybersecurity Frame-
work Subcategories

DE.CM-5, RS.RP-1,
RS.MI-1, RS.MI-2

Reporting

Micro Focus ArcSight
ESM v7.0 Patch 2

Provides ability to send security alerts based on organi-
zational policy.

Provides ability to provide reports of enterprise health.

Provides ability to provide reports of malware detection
across the enterprise.

DE.AE-5, RS.RP-1,
RS.CO-2
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This section presents the high-level architecture used for implementation of a DI solution that detects
and responds to ransomware and other destructive events.

4.1 Architecture Description

4.1.1 High-Level Architecture

The DI solution is designed to address the security Functions and Subcategories described in Table 3-1

and is composed of the capabilities illustrated in Figure 4-1.

Figure 4-1 DI Detect & Respond High-Level Architecture
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e Integrity monitoring provides capabilities for comparing current system states against
established baselines.
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e Event detection provides capabilities for detecting ongoing events and can be composed of
intrusion detection, malware detection, user anomaly detection, and others, depending on the
established threat model of the organization.

e Logging records and stores all the log files produced by components within the enterprise.

e Forensics/analytics provides the capability to probe/analyze logs and machines within the
enterprise to learn from DI events.

e Mitigation and containment allows responding to DI events by containing and limiting the
threat’s ability to affect the system.

e Reporting provides the capability to report on all activities within the enterprise and within the
reference architecture for analysis by a security team.

These capabilities work together to provide the Detect and Respond Functions for DI. The integrity
monitoring capability collects integrity information prior to attacks so that when an attack happens,
records of all file/system changes are preserved. In combination with event detection, these records not
only function as a tool to inform recovery but also as early indicators of compromise. Event detection
uses these records and its own mechanisms to actively detect events as they happen and to take
appropriate action through other components of the reference architecture. Logging collects
information from event detection and integrity monitoring for use in response functions. Mitigation and
containment provides capabilities to stop ongoing attacks and limit their effect on the system.
Forensics/analytics allow analysis of logs and threat behavior to aid the organization in learning from the
attack. Reporting provides capabilities for reporting information from analysis and logging to the
appropriate parties both during and after an attack. The information gained from these attacks can be
used to inform products that fall in the Identify Function of the Cybersecurity Framework to indicate
vulnerabilities in the enterprise that need to be remediated.

4.1.2 Architecture Components

4.1.2.1 Integrity Monitoring

The integrity monitoring component provides the ability to test, understand, and measure attacks that
occur on files and components within the enterprise. When considering DI from the perspective of
detecting and responding to an active attack, being able to track changes to files is critical. Asset
integrity changes can provide an early detection mechanism by tracking changes made at abnormal
times or by tracking users who typically do not make such changes. Furthermore, the changes tracked
during a DI event can be used to inform the recovery process; they provide information about what
changes happened, when changes began to take place, as well as what programs were involved in the
changes.

Integrity monitoring typically requires an operation baseline to be taken prior to the start of a DI
event—this baseline is used for comparison against the system’s state during an attack.
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For the integrity monitoring capability, we use a combination of two tools: Tripwire Enterprise and
Semperis DSP. Once a baseline is taken prior to an attack, Tripwire Enterprise stores integrity
information for selected data across all systems. When a “check” is run, Tripwire collects all the changes
that occurred to monitored files on those systems. These changes are forwarded to the logging
component, which can then report and alert on them, becoming an indicator of a DI event.
Furthermore, these collected changes can be used to help remediate the effects of malware on a
system.

Semperis DSP provides a similar function but with a focus on Active Directory. Changes to Active
Directory users, groups, and other services are collected and can be used to notify administrators of
potentially malicious activity. Given the sensitive nature of Active Directory, Semperis DSP does not rely
on a single source of information but instead monitors multiple aspects of Active Directory. This helps
ensure that any change to permissions or privileged credentials is captured, including changes that
attackers attempt to hide (for example, by circumventing security auditing).

4.1.2.2 Event Detection

The event detection component provides the ability to detect events as they happen. This can be
achieved through a combination of mechanisms, depending on the needs of the organization. Analysis
of integrity monitoring logs can indicate malicious activity. Malware detection, behavior-based anomaly
detection, and intrusion detection are all potential examples of event detection. The goal of this
component is to detect events as they happen, to trigger the appropriate responses, and to provide
information about the attack to the security team.

For the event detection capability, we use a combination of tools. Cisco AMP is used to detect malicious
files. Glasswall FileTrust ATP for Email is used to identify malicious email attachments that do not
conform to file standards and organizational policies. Cisco Stealthwatch is used to detect malicious
network activity. Finally, Semperis DSP is used to detect changes in Active Directory. Information from
these four can be correlated to identify malicious patterns of behavior from users.

4.1.2.3 Logging

Logging from each component serves several functions in an architecture that aims to detect and
respond to active DI events. Logs are produced through integrity monitoring and event detection, which
aid other components in responding to active events. Both mitigation and containment and
forensics/analytics use logs to inform their actions—logs tell them what systems are being affected and
what programs are causing the event. Further, these logs help decide what steps should be taken to
remediate the attack and protect against it going forward.

For the logging capability, we use a combination of two tools: Micro Focus ArcSight and Tripwire Log
Center. While Tripwire Log Center’s purpose in this build is primarily to collect, transform, and forward
logs from Tripwire Enterprise to ArcSight, ArcSight performs a wider function. ArcSight collects logs from
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various sources in the enterprise, such as event detection and integrity monitoring, as well as Windows
event logs and Ubuntu syslogs. The goal of this widespread collection is to provide a base for the
forensics/analytics component.

4.1.2.4 Mitigation and Containment

The mitigation and containment component provides the ability to limit a destructive event’s effect on
the enterprise. This component may be able to interact with a security team for greater effectiveness
and may have the option to provide automated response to certain DI events. This response can involve
stopping execution of associated programs, disabling user accounts, disconnecting a system from the
network, and more, depending on the threat. Other actions may involve removing software from a
system, restarting services, or copying the threat to a safe environment for analysis.

For the mitigation and containment capability, we use a combination of tools. Cisco AMP provides the
ability to remove malicious files on sight—combined with its event detection capability, this can be
leveraged to immediately respond to malware on user systems. Cisco ISE provides quarantine functions
that can be used to respond to detected malware and poor machine posture as well as to network
events in Stealthwatch. Semperis DSP provides the ability to immediately and automatically revert
detected changes in Active Directory, mitigating the use of backdoors and other malicious domain
changes. Semperis DSP can also disable user accounts to prevent further changes from compromised or
maliciously created accounts. Glasswall provides the ability to sanitize malicious or noncompliant email
attachments before they ever reach the user’s inbox, thereby eliminating malicious content in email
attachments.

4.1.2.5 Forensics/Analytics

The forensics/analytics component uses the logs generated by event detection and the enterprise to
discover the source and effects of the DI event and learn about how to prevent similar events in the
future, if possible. This component will typically allow an organization to analyze malware or logs related
to the malware’s execution and produce information such as: the servers that the malware
communicates with, or the executable’s signature, to improve detection of the malware in the future.
Furthermore, the ability to examine machines affected by malware for lasting effects may be desirable.
The information gained from forensic analysis can also be used to enhance the organization’s
protections against malware and potentially reform policy in the organization.

For the forensics/analytics capability, we use a combination of tools. Cisco AMP provides the ability to
review the history of malicious files to determine the source and movement across the enterprise.
Symantec Security Analytics provides the ability to analyze network traffic in a similar manner. ArcSight
ESM provides event correlation capabilities for logs collected from almost all the other capabilities,
allowing processing of events before they are reported to the security team. Symantec ICA provides
additional analysis capabilities for logs as well as aggregation and visualization of certain potentially
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malicious movements within the enterprise. These products aid in the future prevention of such attacks
as well as determine the scope of the event’s effect on the system.

4.1.2.6 Reporting

The reporting component is primarily an interface between various components of the architecture and
the security team. It allows alerting based on events through email and dashboards, depending on the
organization’s need. The reporting capabilities are best used throughout the entirety of an event—they
can be used to alert the security team when an event starts as well as to provide regular status updates
when events are not happening or have just finished.

For the reporting capability, we use Micro Focus ArcSight. ArcSight can send email alerts and generate
reports based on the log correlation and analysis that it performs. By ensuring integration of as many
relevant logs as possible with ArcSight’s logging capabilities, we can use various indicators to trigger
alerts when certain logs or sets of logs are received by ArcSight.

The purpose of the security characteristic analysis is to understand the extent to which the project
meets its objective of demonstrating a DI detect-and-respond solution. In addition, it seeks to
understand the security benefits and drawbacks of the example solution.

5.1 Assumptions and Limitations

The security characteristic analysis has the following limitations:

= |tis neither a comprehensive test of all security components nor a red-team exercise.
= [t cannot identify all weaknesses.

= [t does not include the lab infrastructure. It is assumed that devices are hardened. Testing these
devices would reveal only weaknesses in implementation that would not be relevant to those
adopting this reference architecture.

5.2 Build Testing

The purpose of the security characteristic analysis is to understand the extent to which the building
block meets its objective of detecting and responding to DI events. Furthermore, the project aims to
facilitate analysis of these events during and after an attack. In addition, it seeks to understand the
security benefits and drawbacks of the reference design.
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5.3 Scenarios and Findings

One aspect of our security evaluation involved assessing how well the reference design addresses the
security characteristics that it was intended to support. The Cybersecurity Framework Subcategories
were used to provide structure to the security assessment by consulting the specific sections of each
standard that are cited in reference to a Subcategory. The cited sections provide validation points that
the example solution would be expected to exhibit. Using the Cybersecurity Framework Subcategories
as a basis for organizing our analysis allowed us to systematically consider how well the reference design
supports the intended security characteristics.

Below are the scenarios created to test various aspects of this architecture. More detailed resolutions
and mappings of these scenarios’ requirements to the Cybersecurity Framework can be found in

Appendix D.
5.3.1 Ransomware via Web Vector and Self-Propagation

5.3.1.1 Scenario

The following scenario was simulated to test the architecture’s defense against ransomware.

A user mistakenly downloads ransomware from an external web server. When the user executes this
malicious software, it generates a cryptographic key, which is sent back to the external web server. The
malware then utilizes a privilege escalation exploit to propagate across the network. The malicious
software encrypts files on the machines to which it propagated and demands payment in exchange for
decryption of these files.

5.3.1.2 Resolution

The build provides a significant defense in depth against this use case.

The event detection capability provides the ability to detect malicious software on the system and
generate logs and alerts based on this activity. It also allows for the detection of suspicious network
behavior, such as propagation.

The mitigation and containment capability provides the ability to halt execution of the ransomware and
remove it from the system. Furthermore, it allows quarantine of the affected machine(s) from the
network after detection of malicious activity.

The integrity monitoring capability provides the ability to collect changes to files, including changes
made by the ransomware as well as the ransomware’s first creation or download onto the system.

When forwarded to the logging capability, these logs in combination with others can be used to identify
the scope of the attack.
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The reporting capability uses logs from the above capabilities to report on malicious activity and to
increase response time.

The forensics/analytics capability analyzes logs related to the event to provide information that can be
used to strengthen defenses against the attack in the future. This includes the websites it communicated
with or was downloaded from, the signature of the executable, and the scope of the attack.

5.3.1.3 Other Considerations

Because malware comes in many forms, it is imperative to have multiple layers of defense against it
while also working to actively improve these defenses. An early defense against malware means
denylisting known malicious sites. However, because this must be done entirely before the attack takes
place, it is out of scope of this build.

This build suggests a forensics/analytics capability specifically for informing and strengthening the
enterprise’s defenses against future attacks. This is a function of the Respond Category—learning from
attacks can inform defense of such attacks in the future, both in the Protect and Detect phases of the
attack. Denylisting is one such defense that can be informed by the Respond Category, and event
detection is another.

5.3.2 Destructive Malware via USB Vector

5.3.2.1 Scenario

The following scenario was simulated to test the architecture’s defense against destructive malware.

A user finds an unmarked Universal Serial Bus (USB) device and inserts it into his or her system. The USB
device contains malicious software that may run automatically or with user interaction. The malicious
software modifies and deletes the user’s files, removing text from text files and entirely deleting any
media files it finds. The software does not offer a recovery mechanism as ransomware might, aiming
only to corrupt files.

5.3.2.2 Resolution
The build provides several mechanisms to detect and mitigate this use case.

The integrity monitoring capability provides the ability to detect changes to the file system, allowing the
changes and deletions to be detected and logged. Furthermore, information about what program (and
by extension, where the program was located—that is, on a USB drive) is included in the logs.

The logging capability is used to collect logs from the integrity monitoring capability for posterity, as well
as from Windows event logs to monitor usage of external drives in comparison to normal usage.
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The event detection capability provides the ability to detect malicious files on the USB inserted into the
system. It also can detect execution of these files.

The mitigation and containment capability provides the ability to stop malicious files from executing as
well as delete the files on the USB drive.

5.3.2.3 Other Considerations

USB attacks do not always come in the form of disguised file-based malware. As USB attacks allow direct
interfacing with the hardware of the system, they can aim to destroy the system via electrical attacks or
involve impersonation of a keyboard or other devices to avoid detection and gain privileges. These
attacks may be better mitigated through a thorough physical security policy and restrictions on the
types of allowed connected devices. Advanced attacks that involve manipulation of hardware can
become increasingly difficult to detect once plugged into the system. A prevention solution involving
backups, physical security, and employee education is often more effective.

5.3.3 Accidental VM Deletion via Maintenance Script

5.3.3.1 Scenario

The following scenario was simulated to test the architecture’s defense against data integrity events
that occur on virtual machines.

A routine maintenance script on the system causes an error. During a move operation in the Hyper-V
system, the script deletes an important virtual machine (VM). A maintenance script with an error of this
type could be a side effect of a normal system function or an error made by a member of the
organization. It is expected that the build will mitigate the damage caused to virtual machines in such an
incident.

5.3.3.2 Resolution

The build provides several methods for detecting and analyzing this use case. Errors in custom code are
often difficult to detect at run time and because they are usually run by privileged programs. Classifying
them as malware or even as “unintended” changes is often undesirable.

The integrity monitoring capability provides the ability to detect changes to VM configurations, allowing
the VM deletion to be detected and logged. Furthermore, information about what program (i.e., the
routine maintenance script) is included in the logs.

The logging capability provides the ability to collect these events for posterity.

The forensics/analytics capability provides the ability to analyze the events after the fact to enable the
security team to understand the impact, resolve the error in the script, and inform the restoration
process.
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5.3.3.3 Other Considerations

This solution will aid in identifying the script that causes a configuration change or deletion, but
ultimately some things cannot be automated by the solution. Understanding the impact of the event
requires a security team, and this build aims to provide the tools for a security team to do so.

Resolving an error in a maintenance script will also typically require effort on the part of the system
administrators. Judgment on whether a script should be deleted, disabled, or left running during the
remediation process is necessary and can depend on the size of the script, the affected assets, and the
availability of resources to put toward resolving the error. Because of these considerations, the
organization is left to decide whether a malfunctioning script should be treated like malware (see other
scenarios that deal with malware) or as a part of the enterprise as it is possible that the remediation
process is lengthy and exceeds the scope of the Detect/Respond Categories of the NIST Cybersecurity
Framework.

5.3.4 Backdoor Creation via Email Vector

5.3.4.1 Scenario

The following scenario was simulated to test the architecture’s defense against malicious email
attachments.

A user unknowingly opens a malicious attachment that was received in an email. When opened, the
attachment quietly fetches files from an external web server. It then creates several unapproved
backdoor accounts on the authentication server. It is expected that the build will mitigate the impacts of
such an incident.

5.3.4.2 Resolution

The build provides several layers of defense against this use case. The integrity monitoring capability
forwards logs of file changes and Active Directory changes to the logging capability, allowing recording
and detection of both the malicious attachment’s download and the changes it makes to the system
account structure.

The logging and reporting capabilities provide the ability to generate alerts based on events for the
security team to quickly take action to resolve them.

The event detection capability provides detection at two points in time—both before the attachment
reaches the user’s inbox and, should this fail, after the attachment downloads to the system.

The mitigation and containment capability provides mitigation before the attachment reaches the
user’s inbox, as well as when it is on the user’s system.
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The forensics/analytics capability provides the ability to view the network traffic generated by the
attachment when fetching its malicious files from the web server. This can inform defense of the
enterprise in the Protect Category of the Cybersecurity Framework before any similar events happen in
the future.

5.3.4.3 Other Considerations

Another defense that can partially prevent this use case is detection of the email as spam. However, as
this is often a function of the email provider and not a separate security solution, it is out of scope for
this build.

This build suggests a forensics/analytics capability specifically for informing and strengthening the
defenses of the enterprise against future attacks. This is a function of the Respond Category—Ilearning
from attacks can inform the defense of such attacks in the future, both in the Protect and Detect phases
of the attack.

5.3.5 Database Modification via Malicious Insider

5.3.5.1 Scenario

The following scenario was simulated to test the architecture’s defense against unwanted database
modification.

A malicious insider has access to an enterprise database through a web page. The insider leverages a
vulnerability in the web page to delete a large portion of the database. Though this scenario deals with a
web vulnerability, other vulnerabilities could be used to modify the database undesirably. It is expected
that the build will mitigate the impact that a user can have on the database.

5.3.5.2 Resolution

The build provides several layers of defense against this use case. The integrity monitoring capability is
used to detect changes to the database.

These changes are forwarded to the logging capability, which also collects information about web
requests.

The reporting capability provides the ability to generate alerts and quickly inform the security team of
an anomaly, based on the logs.

The forensics/analytics capability is used to investigate the malicious access as well as identify the page
with the vulnerability. Because this vulnerability is a vulnerability in custom code, it is important for
information-gathering mechanisms to be in place to provide ample information for the resolution of this
vulnerability.
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5.3.5.3 Other Considerations

This use case highlights the need for a response-oriented build to collaborate with an identify-oriented
build. Identification and resolution of vulnerabilities in custom code are sometimes feasible only through
gathering information after the vulnerability has been exploited. This build provides the mechanisms to
gather such information, but it is ultimately up to the security team to resolve the vulnerability and learn
from the attack.

5.3.6 File Modification via Malicious Insider

5.3.6.1 Scenario

The following scenario was simulated to test the architecture’s defense against malicious file and backup
modification.

A malicious insider is assumed to have stolen administrator-level credentials through non-technical
means. The insider, using these credentials, uses remote Windows PowerShell sessions to uniformly
modify employee stock information to their benefit across several machines. This attack will also target
the enterprise’s backup system to modify all records of the previous stock information. It is expected
that the aspects of the build described above will mitigate the ability of the user to target and modify
enterprise data and backups. The method of securing administrator credentials will be considered out of
scope for this solution.

5.3.6.2 Resolution

The build has several layers of defense against this use case. The integrity monitoring capability detects
changes to files and backups caused by a malicious insider.

When forwarded to the logging and reporting capabilities, the build can report on these changes.
Irregularities or differences from the normal backup schedule are important indicators of a compromise.

When the security team is alerted to a malicious insider, they can use the mitigation and containment
capability to disable the insider’s access.

5.3.6.3 Other Considerations

Malicious insiders are powerful adversaries, because they already have some level of access to the
system. The existence of malicious insiders widens the threat surface of an enterprise to needing
defense against internal machines as well as external machines. For this reason, this build includes
mitigations against threats already present inside the enterprise and not just threats that originate
externally. This includes the ability to disable user accounts, quarantine machines, and monitor network
traffic originating from within the enterprise.
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5.3.7 Backdoor Creation via Compromised Update Server

5.3.7.1 Scenario

The following scenario was simulated to test the architecture’s defense against compromised update
servers.

An update server that services an enterprise machine is compromised and provides an update to the
enterprise machine that contains a backdoor. The update contains a vulnerable version of vsftpd,
allowing an attacker root access into the machine updated by the compromised server. It is expected
that the build will mitigate the impact of a compromised update server.

5.3.7.2 Resolution

The build has several layers of defense against this use case. Integrity monitoring detects changes to
programs, providing information about how and when the program was changed. It also detects
changes to any files made by an intruder.

The event detection capability is used to detect the malicious update through signature detection.
Furthermore, it detects the connection to the open port by an attacker.

The mitigation and containment capability is used to delete/quarantine the malicious update, stopping
the port from being accessible. It can also be used to quarantine the machine from the network, to
prevent the spread of the intrusion and remove the attacker’s access.

5.3.7.3 Other Considerations

The use of the event detection capability to detect largely assumes that the update has been reported
as vulnerable, either through a well-known history of being vulnerable or through intelligence-sharing
channels. As such, an event detection capability would, in some cases of new custom attacks, be unable
to detect this at first sight. However, the build provides other tools, such as monitoring network activity,
that can alert security staff to such attacks.

Using a data integrity identify-and-protect build to incorporate denylisting and network protection as
part of the defense is beneficial, as a use case that involves connecting to an unused port would be
entirely defeated by a network protection allowlist of approved ports.

The NCCoE is creating an overarching guide to combining the architectures of the various DI projects:
Identify and Protect, Detect and Respond, and Recover. These architectures share some commonalities,
such as integrity monitoring, as well as some potential integrations and cycles that could not be
expressed in just one of the practice guides. The different Functions of the Cybersecurity Framework are
intended to prepare and inform one another, and the overarching guide addresses those issues.
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The NCCoE is also considering additional data security projects that map to the Cybersecurity
Framework Core Functions of Identify, Protect, Detect, Respond, and Recover. These projects will focus
on data confidentiality—the defense of enterprise systems from attacks that would compromise the
secrecy of data.
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AMP
ATP
col
DE
DI
DSP
ESM
ICA
ISE
IT

ISO/IEC

NCCoE
NIST
NISTIR
PR
RMF
RS

SP
UsB
VM
vsftpd

Advanced Malware Protection
Advanced Threat Protection
Community of Interest

Detect

Data Integrity

Directory Services Protector
Enterprise Security Manager
Information Centric Analytics
Identity Services Engine
Information Technology

International Organization for Standardization/International
Electrotechnical Commission
National Cybersecurity Center of Excellence

National Institute of Standards and Technology
NIST Interagency or Internal Report

Protect

Risk Management Framework

Respond

Special Publication

Universal Serial Bus

Virtual Machine

Very Secure File Transfer Protocol Daemon
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Access Control

Architecture

Audit

Backdoor

Backup

Compromise

The process of granting or denying specific requests to: 1) obtain and use
information and related information processing services; and 2) enter specific
physical facilities (e.g., federal buildings, military establishments, border crossing
entrances)

SOURCE: Federal Information Processing Standard (FIPS) 201; CNSSI-4009

A highly structured specification of an acceptable approach within a framework
for solving a specific problem. An architecture contains descriptions of all the
components of a selected, acceptable solution, while allowing certain details of
specific components to be variable to satisfy related constraints (e.g., costs, local
environment, user acceptability).

SOURCE: FIPS 201-2

Independent review and examination of records and activities to assess the
adequacy of system controls and ensure compliance with established policies and
operational procedures.

SOURCE: CNSSI 4009-2015

An undocumented way of gaining access to a computer system. A backdoor is a
potential security risk.

SOURCE: National Institute of Standards and Technology (NIST) Special Publication
(SP) 800-82 Rev. 2

A copy of files and programs made to facilitate recovery if necessary.
SOURCE: NIST SP 800-34 Rev. 1

Disclosure of information to unauthorized persons, or a violation of the security
policy of a system in which unauthorized intentional or unintentional disclosure,
modification, destruction, or loss of an object may have occurred.

SOURCE: NIST SP 800-32
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Continuous
Monitoring

Cybersecurity

Data

Data Integrity

Information
Security

Information
Security Risk

Information
System

Insider

Maintaining ongoing awareness to support organizational risk decisions.
SOURCE: NIST SP 800-137

Prevention of damage to, protection of, and restoration of computers, electronic
communications systems, electronic communications services, wire
communication, and electronic communication, including information contained
therein, to ensure its availability, integrity, authentication, confidentiality, and
nonrepudiation.

SOURCE: CNSSI 4009-2015 (NSPD-54/HSPD-23)

A subset of information in an electronic format that allows it to be retrieved or
transmitted.

SOURCE: CNSSI-4009

The property that data has not been changed, destroyed, or lost in an
unauthorized or accidental manner.

SOURCE: CNSSI-4009

The protection of information and information systems from unauthorized access,
use, disclosure, disruption, modification, or destruction in order to provide
confidentiality, integrity, and availability.

SOURCE: FIPS 199 (44 U.S.C., Sec. 3542)

The risk to organizational operations (including mission, functions, image,
reputation), organizational assets, individuals, other organizations, and the Nation
due to the potential for unauthorized access, use, disclosure, disruption,
modification, or destruction of information and/or information systems.

SOURCE: CNSSI 4009-2015 (NIST SP 800-30 Rev. 1)

A discrete set of information resources organized for the collection, processing,
maintenance, use, sharing, dissemination, or disposition of information.

SOURCE: FIPS 200 (44 U.S.C., Sec. 3502)

An entity inside the security perimeter that is authorized to access system
resources but uses them in a way not approved by those who granted the
authorization.
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Kerberos

Log

Malware

Privacy

Risk

Risk
Assessment

Risk
Management
Framework

SOURCE: NIST SP 800-82 Rev. 2 (RFC 4949)

An authentication system developed at the Massachusetts Institute of Technology
(MIT). Kerberos is designed to enable two parties to exchange private information
across a public network.

SOURCE: NIST SP 800-47
A record of the events occurring within an organization’s systems and networks.
SOURCE: NIST SP 800-92

A program that is inserted into a system, usually covertly, with the intent of
compromising the confidentiality, integrity, or availability of the victim’s data,
applications, or operating system.

SOURCE: NIST SP 800-111

Assurance that the confidentiality of, and access to, certain information about an
entity is protected.

SOURCE: NIST SP 800-130

The level of impact on organizational operations (including mission, functions,
image, or reputation), organizational assets, or individuals, resulting from the
operation of an information system given the potential impact of a threat and the
likelihood of that threat occurring.

SOURCE: FIPS 200

The process of identifying the risks to system security and determining the
probability of occurrence, the resulting impact, and additional safeguards that
would mitigate this impact. Part of Risk Management and synonymous with Risk
Analysis.

SOURCE: NIST SP 800-63-2

The Risk Management Framework (RMF), presented in NIST SP 800-37, provides a
disciplined and structured process that integrates information security and risk
management activities into the system development life cycle.

SOURCE: NIST SP 800-82 Rev. 2 (NIST SP 800-37)
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Security A protection measure for a system.

Control
SOURCE: NIST SP 800-123
Virtual Software that allows a single host to run one or more guest operating systems.
Machine
SOURCE: NIST SP 800-115
Vulnerability Weakness in an information system, system security procedures, internal controls,

or implementation that could be exploited or triggered by a threat source.

SOURCE: FIPS 200 (adapted from CNSSI 4009)

NIST SP 1800-26B: Data Integrity Detecting and Responding to Ransomware and Other Destructive Events




'97-008T"dS’ LSIN/8Z09°0T/840°10p//:s0d11y :wo.y 984eyd Jo 9344 d|qe|ieAe s| uoedlgnd sty

(1]

(2]

3]

(4]

(5]

(6]

(7]

(8]

(9]

A. Sedgewick, Framework for Improving Critical Infrastructure Cybersecurity, Version 1.1,
National Institute of Standards and Technology, Gaithersburg, Maryland, Apr. 2018, 55 pp.
Available: https://www.nist.gov/cyberframework/framework.

L. Kauffman, N. Lesser and B. Abe, Executive Technical Workshop on Improving Cybersecurity
and Consumer Privacy, NISTIR 8050, National Institute of Standards and Technology,
Gaithersburg, Maryland, April 2015, 155pp. Availabe:
https://nccoe.nist.gov/sites/default/files/library/nistir-8050-draft.pdf

G. Stoneburner, et al., Guide for Conducting Risk Assessments, NIST Special Publication (SP), 800-
30 Revision 1, National Institute of Standards and Technology, Gaithersburg, Maryland,
September 2012, 95 pp. Available: http://dx.doi.org/10.6028/NIST.SP.800-30r1.

R. Ross, et al., Guide for Applying the Risk Management Framework to Federal Information
Systems, NIST Special Publication (SP) 800-37, National Institute of Standards and Technology,
Gaithersburg, Maryland, February 2010, 101pp. Available:
http://dx.doi.org/10.6028/NIST.SP.800-37r1.

R. Ross et al., Managing Information Security Risk, NIST Special Publication (SP) 800-39, National
Institute of Standards and Technology, Gaithersburg, Maryland, March 2011, 87pp. Available:
http://dx.doi.org/10.6028/NIST.SP.800-39.

M. Souppaya et al., Guide to Enterprise Patch Management Technologies, NIST Special
Publication (SP) 800-40 Revision 3, National Institute of Standards and Technology,
Gaithersburg, Maryland, July 2013, 25pp. Available: http://dx.doi.org/10.6028/NIST.SP.800-
40r3.

R. Ross et al., Security and Privacy Controls for Federal Information Systems and Organizations,
NIST Special Publication (SP) 800-53 Revision 4, National Institute of Standards and Technology,
Gaithersburg, Maryland, April 2013, 461pp. Available: https://doi.org/10.6028/NIST.SP.800-
53r4.

U.S. Department of Commerce. Security Requirements for Cryptographic Modules, Federal
Information Processing Standards (FIPS) Publication 140-3, Mar. 2019, 65pp. Available:
https://csrc.nist.gov/publications/detail/fips/140/3/final.

K. Kent et al., Guide to Integrating Forensic Techniques into Incident Response, NIST Special
Publication (SP) 800-86, National Institute of Standards and Technology, Gaithersburg,
Maryland, August 2006, 121pp. Available: http://dx.doi.org/10.6028/NIST.SP.800-86.

NIST SP 1800-26B: Data Integrity Detecting and Responding to Ransomware and Other Destructive Events 34


https://www.nist.gov/cyberframework/framework
https://nccoe.nist.gov/sites/default/files/library/nistir-8050-draft.pdf
http://dx.doi.org/10.6028/NIST.SP.800-30r1
http://dx.doi.org/10.6028/NIST.SP.800-37r1
http://dx.doi.org/10.6028/NIST.SP.800-39
http://dx.doi.org/10.6028/NIST.SP.800-40r3
http://dx.doi.org/10.6028/NIST.SP.800-40r3
https://doi.org/10.6028/NIST.SP.800-53r4
https://doi.org/10.6028/NIST.SP.800-53r4
https://csrc.nist.gov/publications/detail/fips/140/3/final
http://dx.doi.org/10.6028/NIST.SP.800-86

'97-008T"dS’ LSIN/8Z09°0T/840°10p//:s0d11y :wo.y 984eyd Jo 9344 d|qe|ieAe s| uoedlgnd sty

(10]

(11]

[12]

[13]

(14]

[15]

[16]

(17]

K. Kent and M. Souppaya, Guide to Computer Security Log Management, NIST Special
Publication (SP) 800-92, National Institute of Standards and Technology, Gaithersburg,
Maryland, September 2006, 72pp. Available: http://dx.doi.org/10.6028/NIST.SP.800-92.

P. Bowen et al., Information Security Handbook: A Guide for Managers, NIST Special Publication
(SP) 800-100, National Institute of Standards and Technology, Gaithersburg, Maryland, October
2006, 178pp. Available: http://dx.doi.org/10.6028/NIST.SP.800-100.

M. Swanson et al., Contingency Planning Guide for Federal Information Systems, NIST Special
Publication (SP) 800-34 Revision 1, National Institute of Standards and Technology,
Gaithersburg, Maryland, May 2010, 148pp. Available: http://dx.doi.org/10.6028/NIST.SP.800-
34rl.

Office of Management and Budget (OMB), Management of Federal Information Resources, OMB
Circular No. A-130, November 2000. Available:
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/OMB/circulars/a130/al3

Orevised.pdf.

P. Cichonski et al., Computer Security Incident Handling Guide, NIST Special Publication (SP) 800-
61 Revision 2, National Institute of Standards and Technology, Gaithersburg, Maryland, August
2012, 79pp. Available: http://dx.doi.org/10.6028/NIST.SP.800-61r2.

M. Souppaya and K. Scarfone, Guide to Malware Incident Prevention and Handling for Desktops
and Laptops, NIST Special Publication (SP) 800-83 Revision 1, National Institute of Standards and
Technology, Gaithersburg, Maryland, July 2013, 46pp. Available:
http://dx.doi.org/10.6028/NIST.SP.800-83r1.

C. Johnson et al., Guide to Cyber Threat Information Sharing, NIST Special Publication (SP) 800-
150, National Institute of Standards and Technology, Gaithersburg, Maryland, October 2016,
42pp. Available: http://dx.doi.org/10.6028/NIST.SP.800-150.

M. Bartock et al., Guide for Cybersecurity Event Recovery, NIST Special Publication (SP) 800-184,
National Institute of Standards and Technology, Gaithersburg, Maryland, December 2016, 52pp.
http://dx.doi.org/10.6028/NIST.SP.800-184.

NIST SP 1800-26B: Data Integrity Detecting and Responding to Ransomware and Other Destructive Events 35


http://dx.doi.org/10.6028/NIST.SP.800-92
http://dx.doi.org/10.6028/NIST.SP.800-100
http://dx.doi.org/10.6028/NIST.SP.800-34r1
http://dx.doi.org/10.6028/NIST.SP.800-34r1
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/OMB/circulars/a130/a130revised.pdf
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/OMB/circulars/a130/a130revised.pdf
http://dx.doi.org/10.6028/NIST.SP.800-61r2
http://dx.doi.org/10.6028/NIST.SP.800-83r1
http://dx.doi.org/10.6028/NIST.SP.800-150
http://dx.doi.org/10.6028/NIST.SP.800-184

'9Z-008T"dS 1SIN/8209 0T /840" 10p//:sd1Yy :woly 984U JO 23.) 3|e|IeAe s| uonealjgnd siy L

A functional evaluation of the data integrity (DI) example implementation, as constructed in our
laboratory, was conducted to verify that it meets its objective of detecting and responding to DI events.
Furthermore, this project aims to analyze the events to aid recovery and protection of the enterprise
against future attacks. The evaluation verified that the example implementation could perform the
following functions:

e Detect malicious network activity, malicious mobile code, malicious code execution, and
unauthorized user behavior.

e (Contain and analyze these types of incidents.

e Mitigate the impact of these incidents as they occur.

e Report relevant details for use in mitigation and protection against future events.

Section D.1 describes the format and components of the functional test cases. Each functional test case
is designed to assess the capability of the example implementation to perform the functions listed
above and detailed in Section D.1.

D.1 Data Integrity Functional Test Plan

One aspect of our security evaluation involved assessing how well the reference design addresses the
security characteristics that it was intended to support. The Cybersecurity Framework Subcategories
were used to provide structure to the security assessment by consulting the specific sections of each
standard that are cited in reference to that Subcategory. The cited sections provide validation points
that the example solution is expected to exhibit. Using the Cybersecurity Framework Subcategories as a
basis for organizing our analysis allowed us to systematically consider how well the reference design
supports the intended security characteristics.

This plan includes the test cases necessary to conduct the functional evaluation of the DI example
implementation, which is currently deployed in a lab at the National Cybersecurity Center of Excellence.
The implementation tested is described in Section 4.

Each test case consists of multiple fields that collectively identify the goal of the test, the specifics
required to implement the test, and how to assess the results of the test. Table 6-1 describes each field
in the test case.

Table 6-1 Test Case Fields

Test Case Field Description

Parent requirement Identifies the top-level requirement or the series of top-level require-
ments leading to the testable requirement.
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Test Case Field Description

Testable requirement

Drives the definition of the remainder of the test case fields. Specifies the
capability to be evaluated.

Description

Describes the objective of the test case.

Associated Cybersecu-
rity Framework Subcate-
gories

Lists the National Institute of Standards and Technology Special Publica-
tion 800-53 rev 4 controls addressed by the test case.

Preconditions

The starting state of the test case. Preconditions indicate various starting
state items, such as a specific capability configuration required or specific
protocol and content.

Procedure

The step-by-step actions required to implement the test case. A procedure
may consist of a single sequence of steps or multiple sequences of steps
(with delineation) to indicate variations in the test procedure.

Expected results

The expected results for each variation in the test procedure.

Actual results

The observed results.

Overall result

The overall result of the test as pass/fail. In some test-case instances, the
determination of the overall result may be more involved, such as deter-
mining pass/fail based on a percentage of errors identified.

D.2 Data Integrity Use Case Requirements

Table 6-2 identifies the DI functional requirements addressed in the test plan and associated test cases.

Table 6-2 Capability Requirements

Capability Re-

quirement (CR)
ID

Parent Requirement

CR1 The DI example imple-
mentation shall detect
and respond to malware
that encrypts files and
displays notice demand-

Sub Requirement 1 | Test Case

Data Integrity DR-1

ing payment.
CR1.a File integrity Data Integrity DR-1
changes are col-
lected and logged.
CR1l.b Access is halted. Data Integrity DR-1
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Capability Re- Parent Requirement

quirement (CR)
ID

CR1l.c

Sub Requirement 1

Executable is identi-
fied as malicious,
using a denylist.

Test Case

Data Integrity DR-1

CR1d

Executable is identi-
fied as malicious
through analysis,
and denylist is up-
dated.

Data Integrity DR-1

CR1.e

Execution is halted.

Data Integrity DR-1

CR1.f

Downloads are
identified as mali-
cious, using a denyl-
ist.

Data Integrity DR-1

CR1lg

Downloads are
identified as mali-
cious through analy-
sis, and denylist is
updated.

Data Integrity DR-1

CR 1.h

Downloads are pre-
vented.

Data Integrity DR-1

CR 1.

Attempts to propa-
gate are detected.

Data Integrity DR-1

CR1,j

Machines attempt-
ing to propagate are
prevented from
propagating.

Data Integrity DR-1

CR 1.k

Suspicious network
traffic is detected,
and denylist is up-
dated.

Data Integrity DR-1
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Capability Re-

quirement (CR)
ID

Parent Requirement

Sub Requirement 1

Test Case

CR2 The DI example imple- Data Integrity DR-2
mentation shall detect
and respond to malware
inserted via Universal
Serial Bus (USB) that
modifies and deletes
user data.
CR2.a File integrity Data Integrity DR-2
changes are col-
lected and logged.
CR2.b The insertion of a Data Integrity DR-2
USB device is de-
tected and logged.
CR2.c The executable is Data Integrity DR-2
identified as mali-
cious, using a denyl-
ist.
CR2.d The executable is Data Integrity DR-2
identified as mali-
cious through analy-
sis, and the denylist
is updated.
CR2.e Malicious executa- Data Integrity DR-2
ble is halted or de-
leted.
CR3 The DI example imple- Data Integrity DR-3
mentation shall detect
and respond to virtual
machine deletion.
CR3.a Virtual machine in- | Data Integrity DR-3

tegrity changes are
collected and
logged.

NIST SP 1800-26B: Data Integrity Detecting and Responding to Ransomware and Other Destructive Events

39



'9Z-008T"dS 1SIN/8209 0T /840" 10p//:sd1Yy :woly 984U JO 23.) 3|e|IeAe s| uonealjgnd siy L

Capability Re-

quirement (CR)
ID

CR3.b

Parent Requirement

Sub Requirement 1

The event causing
deletion of the vir-
tual machine is ana-
lyzed.

Test Case

Data Integrity DR-3

CR4

The DI example imple-
mentation shall detect
and respond to malware
received via phishing
email.

Data Integrity DR-4

CR4.a

Configuration integ-
rity changes are col-
lected and logged.

Data Integrity DR-4

CR4.b

Email is identified as
malicious, using a
denylist.

Data Integrity DR-4

CR4.c

Email is identified as
malicious through
analysis, and the
denylist is updated.

Data Integrity DR-4

CR4d

Email is deleted or
sorted into spam.

Data Integrity DR-4

CR4.e

The attachment is
identified as mali-
cious, using a denyl-
ist.

Data Integrity DR-4

CR4.f

The attachment is
identified as mali-
cious through analy-
sis, and the denylist
is updated.

Data Integrity DR-4

CR4g

Execution of the
spreadsheet is
stopped, and the
denylist is updated
if necessary.

Data Integrity DR-4
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Capability Re-

quirement (CR)
ID

CR4.h

Parent Requirement

Sub Requirement 1

The downloads are
identified as mali-
cious, using a denyl-
ist.

Test Case

Data Integrity DR-4

CRA4.

The downloads are
identified as mali-
cious through analy-
sis, and the denylist
is updated.

Data Integrity DR-4

CR4.j

The malicious exe-
cutable is halted or
deleted.

Data Integrity DR-4

CR 4.k

Suspicious network
traffic is detected,
and denylist is up-
dated.

Data Integrity DR-4

CR5

The DI example imple-
mentation shall detect
and respond to changes
to the database made
through a web server
vulnerability in custom
code.

Data Integrity DR-5

CR5.a

Database integrity
changes are col-
lected and logged.

Data Integrity DR-5

CR5.b

Information about
the client interact-
ing with the web
service is collected
and logged.

Data Integrity DR-5

CR5.c

Information from
the attack is re-
ported for use in
protection against
future events.

Data Integrity DR-5
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Capability Re-

quirement (CR)
ID

Parent Requirement

Sub Requirement 1

Test Case

CR6 The DI example imple- Data Integrity DR-6
mentation shall detect
and respond to targeted
modification by mali-
cious insiders with ele-
vated privileges.
CR6.a File integrity Data Integrity DR-6
changes are col-
lected and logged.
CR6.b Backup integrity Data Integrity DR-6
changes are col-
lected and logged.
CR6.c Detected changes Data Integrity DR-6
are reported.
CR6.d Associated user ac- | Data Integrity DR-6
counts are con-
tained.
CR7 The DI example imple- Data Integrity DR-7
mentation shall detect
and respond to an intru-
sion via compromised
update server.
CR7.a Program integrity Data Integrity DR-7
changes are col-
lected and logged.
CR7.b The downloaded Data Integrity DR-7
service is identified
as malicious, using a
denylist.
CR7.c The downloaded Data Integrity DR-7

service is identified
as malicious
through analysis,
and the denylist is
updated.
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Capability Re- Parent Requirement

quirement (CR)
ID

CR7.d

Sub Requirement 1

The service is halted
and reverted or de-
leted.

Test Case

Data Integrity DR-7

CR7.e

The download site is
temporarily added
to the denylist.

Data Integrity DR-7

CR7.f

The port opened by
the service is de-
tected.

Data Integrity DR-7

CR7.g

The opened port is
closed.

Data Integrity DR-7

CR7.h

The intrusion into
the infected ma-
chine is detected.

Data Integrity DR-7

CR 7.

The intrusion into
the infected ma-
chine is contained.

Data Integrity DR-7
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D.3 Test Case: Data Integrity DR-1
Table 6-3 Test Case ID: Data Integrity DR-1

Parent requirement

Testable requirement

Description

Associated Cybersecurity

Framework Subcategories

Preconditions

Procedure

Expected Results (pass)

(CR 1) The DI example implementation shall detect and respond to
malware that encrypts files and displays notice demanding
payment.

(CR 1.a) Integrity Monitoring, Logging, Reporting, (CR 1.c, CR 1.d, CR
1.f, CR 1.g, CR 1.i) Event Detection, (CR 1.b, CR 1.e, CR 1.j) Mitigation
and Containment, (CR 1.h, CR 1.k) Forensics and Analytics

Show that the DI solution has capabilities to detect behaviors typical
of ransomware, and mitigate these behaviors appropriately.
PR.DS-6, DE.AE-5, DE.CM-5, DE.DP-2, RS.CO-2, DE.AE-2, DE.AE-3,
DE.AE-4, RS.AN-1, RS.AN-2, RS.AN-3, RS.AN-4, RS.RP-1, RS.MI-1,
RS.MI-2,DE.CM-4, DE.CM-7, DE.DP-2, DE.AE-1, DE.CM-1

User navigates to a malicious website and clicks on an ad for a virus
cleaner. The virus cleaner is ransomware, which propagates across
the domain and encrypts user files.

The integrity monitoring capability is used to monitor and log
changes to the integrity of files.

The logging capability and the reporting capability are used to notify
the security team of changes to the integrity of files and of
potentially malicious events.

The event detection capability is used to detect the ransomware in
real time before or during its execution. It is also used to detect
propagation of the ransomware.

The mitigation and containment capability is used to halt the
ransomware’s execution and delete it from the system. It is also
used to quarantine affected machines once a breach is discovered.

The forensics/analytics capability is used to discover malicious hosts
and websites accessed by the ransomware.

The build can monitor and report changes to the integrity of files
(CR 1.3).

The machine is quarantined when malware is detected (CR 1.b).

NIST SP 1800-26B: Data Integrity Detecting and Responding to Ransomware and Other Destructive Events 44



‘92-008T"dS" LSIN/8209°0T/340°10p//:5d13y :wo1y 984BYD JO 3344 3|qe|IRAR S| UoIRdIgNd SIYL

Actual Results

Malicious executables are identified through signature detection or
analysis (CR 1.c, CR 1.d).

Malicious executables are prevented from executing (CR 1.e).

Malicious downloads are identified through signature detection or
analysis (CR 1.f, CR 1.g).

Malicious downloads are prevented (CR 1.h).

Propagation of malicious executables is detected (CR 1.i).
Propagation of malicious executables is prevented (CR 1.j).

Network traffic is captured and analyzed for suspicious activity (CR
1.k).

Tripwire Enterprise (integrity monitoring) is used to successfully
detect changes to files on the affected systems.

ArcSight ESM (logging) is used to successfully log events from event
detection and integrity monitoring for use in reporting and

forensics/analytics.

ArcSight ESM (reporting) is used to successfully report on malicious
activity detected in logs.

Cisco AMP (event detection) is used to successfully detect the
malicious executable.

Cisco AMP (mitigation and containment) is used to successfully
remove malicious executables from the affected systems.

Cisco Stealthwatch (event detection) is used to successfully capture
malicious or suspicious network traffic from the executable.

Cisco ISE (mitigation and containment) is used to successfully
quarantine affected machines.

Symantec Security Analytics (forensics/analytics) is used to

successfully review network traffic generated by the ransomware
for potentially malicious hosts and websites.
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Overall Result

Symantec ICA (forensics/analytics) successfully displays relevant
events from ArcSight for analysis to aid in identifying the malicious
files for use in future event detection as well as for removal by the
security team.

Pass. All requirements for this use case are met.

D.4 Test Case: Data Integrity DR-2
Table 6-4 Test Case ID: Data Integrity DR-2

Parent requirement
Testable requirement
Description

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

Expected Results (pass)

NIST SP 1800-26B: Data Integrity Detecting and Responding to Ransomware and Other Destructive Events

(CR 2) The DI example implementation shall detect and respond to
malware inserted via USB that modifies and deletes user data.

(CR 2.a) Integrity Monitoring, (CR 2.b, CR 2.c) Event Detection, (CR
2.d) Forensics and Analytics, (CR 2.e) Mitigation and Containment
Show that the DI solution can detect behaviors of destructive
malware and can mitigate these behaviors appropriately.

DE.AE-5, DE.CM-4, DE.CM-7, DE.DP-2, RS.CO-2, DE.AE-2, DE.AE-3,
DE.AE-4, RS.AN-1, RS.AN-2, RS.AN-3, RS.AN-4, RS.RP-1, RS.MlI-1,
RS.MI-2

A user inserts an unidentified USB drive into their computer. They
click on a file on the drive, which immediately destroys any files on
their machine.

The integrity monitoring capability is used to monitor integrity
changes to the system.

The logging capability is used to collect logs from the integrity
monitoring capability.

The event detection capability is used to detect malicious files on
the USB inserted into the system.

The mitigation and containment capability is used to prevent
malicious files from executing.
The build can monitor and report changes to the integrity of files

(CR 2.a).
The build can detect insertion of a USB (CR 2.b).

Malicious executables are identified through signature detection or
analysis (CR 2.c, CR 2.d).
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Actual Results

Overall Result

Malicious executables are prevented from executing (CR 2.e).
Tripwire Enterprise (integrity monitoring) successfully detects
changes made by an executable running from a USB.

ArcSight ESM (logging) successfully collects logs from the integrity
monitoring capability. Furthermore, USB insertions can be collected
by using Windows group policy.

Cisco AMP (event detection) successfully detects malicious files on
the USB drive.

Cisco AMP (mitigation and containment) immediately deletes these
malicious files on the system if they are copied. It also prevents
execution if the file is run from the USB drive.

Pass (partial). Cisco AMP does not immediately delete the file from
the USB drive when it is plugged in if the user does not make any
action (copy or execution). However, because both these actions
trigger deletion, this is not a significant shortcoming as the file is
otherwise harmless.

D.5 Test Case: Data Integrity DR-3

Table 6-5 Test Case ID: Data Integrity DR-3

Parent requirement

Testable requirement
Description

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

(CR 3) The DI example implementation shall detect and respond to
virtual machine deletion.

(CR 3.a) Integrity Monitoring, (CR 3.b) Forensics and Analytics
Show that the DI solution can detect and analyze DI events that
involve virtual machines.

DE.AE-5, DE.CM-3, DE.CM-7, DE.DP-2, RS.CO-2, DE.AE-2, DE.AE-3,
DE.AE-4, RS.AN-1, RS.AN-2, RS.AN-3, RS.AN-4, RS.RP-1, RS.MI-1,
RS.MI-2

A routine maintenance script contains an error that accidentally
deletes a virtual machine.

The integrity monitoring capability is used to monitor integrity
changes to the system.

The logging capability is used to collect logs from the integrity
monitoring capability.
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Expected Results (pass)

Actual Results

Overall Result

The forensics/analytics capability is used to analyze logs and
determine the cause of integrity events.

The build can monitor and report changes to the integrity of virtual
machines (CR 3.a).

The build can analyze the impact of DI events (CR 3.b).
Tripwire Enterprise (integrity monitoring) successfully monitors and
logs changes to configurations of virtual machines.

ArcSight ESM (logging) successfully collects logs and reports on the
events generated by the integrity monitoring capability, enabling
faster response time.

Symantec ICA (forensics/analytics) successfully displays relevant
events from ArcSight for analysis to aid in identifying the file that
causes the deletion.

Pass. All requirements for this use case are met.

D.6 Test Case: Data Integrity DR-4

Table 6-6 Test Case ID: Data Integrity DR-4

Parent requirement
Testable requirement
Description

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

(CR 4) The DI example implementation shall detect and respond to
malware received via phishing email.

(CR 4.a) Integrity Monitoring and Logging, (CR 4.b, CR4.e, CR 4.h, CR
4 k) Event Detection, (CR 4.c, CR 4.f, CR 4.i) Forensics and Analytics,
(CR4.d, CR 4.g, CR 4.j) Mitigation and Containment

Show that the DI solution can detect malicious attachments and
respond to malicious configuration changes.

PR.DS-6, DE.AE-5, DE.CM-5, DE.DP-2, RS.CO-2, DE.AE-2, DE.AE-3,
DE.AE-4, RS.AN-1, RS.AN-2, RS.AN-3, RS.AN-4, RS.RP-1, RS.MI-1,
RS.MI-2

The user receives a phishing email with a malicious spreadsheet
attached. The spreadsheet is downloaded and opened, causing
account changes in Active Directory.

The integrity monitoring capability is used to detect and log the
account creation.
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Expected Results (pass)

Actual Results

This information is forwarded to the logging capability, along with
other available Active Directory information.

The email attachment is detected as malicious by the event
detection capability and mitigated by the mitigation and
containment capability, both when the file is in the inbox and when
it is on the user’s system.

The solution can review the network traffic generated by the file
when it calls out to the malicious web server to download files
through forensics/analytics.

The build can monitor and report changes to the integrity of
configurations (CR 4.a).

Malicious emails are identified through signature detection or
analysis (CR 4.b, CR 4.c).

Emails identified as malicious are sorted into spam or deleted (CR
4.d).

Malicious attachments are identified through signature detection or
analysis (CR 4.e, CR 4.1).

Malicious attachments are prevented from executing (CR 4.g).

Malicious downloads are identified through signature detection or
analysis (CR 4.h, CR 4.i).

Malicious executables are prevented from executing (CR 4.j).
Network traffic is captured and analyzed for suspicious activity (CR
4.k).

Semperis DSP (integrity monitoring) successfully monitors and logs
changes to Active Directory.

ArcSight ESM (logging) successfully collects logs and reports on the
events generated by the integrity monitoring capability, enabling
faster response time.

Glasswall FileTrust (event detection) successfully identifies the
malicious attachment before it reaches the user’s inbox.
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Overall Result

Glasswall FileTrust (mitigation and containment) successfully
mitigates the malicious attachment before it reaches the user’s
inbox.

The malicious file is successfully uploaded to Cisco AMP (event
detection) for signature detection.

Cisco AMP (event detection) successfully mitigates the file when
found on user workstations.

Symantec Security Analytics (forensics/analytics) is used to
successfully detect network traffic involving download of files from
the malicious server.

Pass (partial). Emails are not sorted into spam (CR 4.b—d); rather,
the attachment is mitigated before reaching the user’s inbox.
Sorting emails into spam is often a function of the email
infrastructure.

D.7 Test Case: Data Integrity DR-5

Table 6-7 Test Case ID: Data Integrity DR-5

Parent requirement

Testable requirement
Description

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

(CR 5) The DI example implementation shall detect and respond to
changes to the database made through a web server vulnerability in
custom code.

(CR 5.a) Integrity Monitoring, (CR 5.b) Logging, (CR 5.c) Reporting
Show that the DI solution can detect and respond to an exploitation
a vulnerability in custom code that leads to an attack on the
database.

DE.AE-5, DE.CM-3, DE.CM-7, DE.DP-2, RS.CO-2, DE.AE-2, DE.AE-3,
DE.AE-4, RS.AN-1, RS.AN-2, RS.AN-3, RS.AN-4, RS.RP-1, RS.MI-1,
RS.MI-2

A vulnerability in the source code of an intranet web page is
discovered by a malicious insider. The insider exploits this
vulnerability to delete significant portions of the database.

The integrity monitoring capability is used to detect changes to the
database.

The logging capability is used to monitor changes to the database
and to log web requests.
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Expected Results (pass)

Actual Results

Overall Result

The reporting capability is used to alert the security team of
significant changes to the database.

The forensics/analytics capability is used to investigate the
malicious access as well as identify the page with the vulnerability.
The build can monitor and report changes to the integrity of the
database (CR 5.a).

Malicious interaction with the web server is detected (CR 5.b).

Information about the attack is reported for use in maintaining the
enterprise systems (CR 5.c).

Tripwire Enterprise (integrity monitoring) successfully monitors
changes to the database configuration.

ArcSight ESM (logging) successfully logs changes to the database
and web requests.

ArcSight ESM (reporting) successfully alerts the security team of
changes to the database.

Symantec Security Analytics (forensics/analytics) allows
identification of web requests that could have caused the deletion,
helping identify the web server’s vulnerability in custom code.
Pass. All requirements for this use case are met.

D.8 Test Case: Data Integrity DR-6

Table 6-8 Test Case ID: Data Integrity DR-6

Parent requirement
Testable requirement
Description

Associated Cybersecurity
Framework Subcategories

(CR 6) The DI example implementation shall detect and respond to
targeted modification by malicious insiders with elevated privileges.
(CR 6.3, 6.b) Integrity monitoring, (CR 6.c) Reporting, (CR 6.d)
Mitigation and Containment

Show that the DI solution can detect and respond to targeted
modification of assets and backups by malicious insiders.

DE.AE-5, DE.CM-3, DE.CM-7, DE.DP-2, RS.CO-2, DE.AE-2, DE.AE-3,
DE.AE-4, RS.AN-1, RS.AN-2, RS.AN-3, RS.AN-4, RS.RP-1, RS.MI-1,
RS.MI-2
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Preconditions

Procedure

Expected Results (pass)

Actual Results

Overall Result

A malicious insider attempts to modify targeted information in both
the enterprise systems and the backup systems by using elevated
credentials obtained extraneously.

The integrity monitoring capability is used to detect changes to the
file system.

The reporting capability is used to notify the security team of
changes to critical data assets.

The mitigation and containment capability is used to prevent the
malicious user from making further modifications.

The build can monitor and report changes to the integrity of files
and backups (CR 6.a, CR 6.b).

Information about the attack is reported for use in responding to
the threat (CR 6.c).

User accounts associated with the attack are contained (CR 6.d).
Tripwire Enterprise (integrity monitoring) successfully detects
changes to files and backups caused by a malicious insider.

ArcSight ESM (reporting) successfully reports and alerts
administrators via email on changes made to files by a malicious

insider.

Semperis DSP (mitigation and containment) successfully disables
the user accounts associated with malicious insider activity.

Pass. All requirements for this use case are met.

D.9 Test Case: Data Integrity DR-7

Table 6-9 Test Case ID: Data Integrity DR-7

Parent requirement
Testable requirement

Description

(CR 7) The DI example implementation shall detect and respond to
an intrusion via compromised update server.

(CR 7.a) Integrity Monitoring, (CR 7.b) Event Detection, (CR 7.c)
Forensics and Analytics, (CR 7.d, CR 7.e) Mitigation and Containment
Show that the DI solution can detect a malicious update from a
compromised update server as well as detect and respond to a
resulting intrusion.

NIST SP 1800-26B: Data Integrity Detecting and Responding to Ransomware and Other Destructive Events 52



‘92-008T"dS" LSIN/8209°0T/340°10p//:5d13y :wo1y 984BYD JO 3344 3|qe|IRAR S| UoIRdIgNd SIYL

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

Expected Results (pass)

Actual Results

PR.DS-6, DE.AE-5, DE.CM-5, DE.DP-2, RS.CO-2, DE.AE-2, DE.AE-3,
DE.AE-4, RS.AN-1, RS.AN-2, RS.AN-3, RS.AN-4, RS.RP-1, RS.MI-1,
RS.MI-2, DE.CM-4, DE.CM-7, DE.AE-1, DE.CM-1,

An external update server has been compromised, and a user
workstation attempts to update from this server.

The integrity monitoring capability is used to detect changes to the
integrity of programs and files.

The event detection capability is used to detect the malicious
update. It is also used to detect the connection to the machine.

The mitigation and containment capability is used to halt execution
of the update and delete it. It is also used to contain the intrusion.
The build can monitor and report changes to the integrity of
programs (CR 7.a).

The malicious update is identified through signature detection or
analysis (CR 7.b, CR 7.c).

The malicious service is halted and reverted or deleted (CR 7.d).

Other users are temporarily prevented from accessing this update
server (CR 7.e).

The port opened by the service is detected (CR 7.f).

The port opened by the service is closed (CR 7.g).

The intrusion is detected (CR 7.h).

The intrusion is contained (CR 7.i).

Tripwire Enterprise (integrity monitoring) is used to identify
changes in programs on the system as well as any changes made by
the attacker.

Cisco AMP (event detection) is used to detect the malicious update.

Cisco Stealthwatch (event detection) is used to detect a connection
to the machine via an unusual port.
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Overall Result

Cisco AMP (mitigation and containment) is used to halt the
execution of the file and delete it, thereby closing the vulnerable
port.

Cisco ISE (mitigation and containment) is used to disconnect the
affected machines from the network to prevent the spread of the
intrusion.

Pass (partial). Cisco AMP does not seem to support network
blocking for Unix machines at the time this practice guide was
written—it supports only detection (it does support network
blocking for Windows use cases, though, so a similar use case on
Windows machines would potentially work). Instead, we rely on
network protection, a DI Protect capability, to prevent further
access to the update server; and on Cisco AMP’s mitigation
capabilities to remedy any known malicious files downloaded from
the server.
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The National Cybersecurity Center of Excellence (NCCoE), a part of the National Institute of Standards
and Technology (NIST), is a collaborative hub where industry organizations, government agencies, and
academic institutions work together to address businesses’ most pressing cybersecurity issues. This
public-private partnership enables the creation of practical cybersecurity solutions for specific
industries, as well as for broad, cross-sector technology challenges. Through consortia under
Cooperative Research and Development Agreements (CRADAs), including technology partners—from
Fortune 50 market leaders to smaller companies specializing in information technology security—the
NCCoE applies standards and best practices to develop modular, adaptable example cybersecurity
solutions using commercially available technology. The NCCoE documents these example solutions in
the NIST Special Publication 1800 series, which maps capabilities to the NIST Cybersecurity Framework
and details the steps needed for another entity to re-create the example solution. The NCCoE was
established in 2012 by NIST in partnership with the State of Maryland and Montgomery County,
Maryland.

To learn more about the NCCoE, visit https://www.nccoe.nist.gov/. To learn more about NIST, visit
https://www.nist.gov.

NIST Cybersecurity Practice Guides (Special Publication 1800 series) target specific cybersecurity
challenges in the public and private sectors. They are practical, user-friendly guides that facilitate the
adoption of standards-based approaches to cybersecurity. They show members of the information
security community how to implement example solutions that help them align with relevant standards
and best practices, and provide users with the materials lists, configuration files, and other information
they need to implement a similar approach.

The documents in this series describe example implementations of cybersecurity practices that
businesses and other organizations may voluntarily adopt. These documents do not describe
regulations or mandatory practices, nor do they carry statutory authority.

Ransomware, destructive malware, insider threats, and even honest mistakes present an ongoing threat
to organizations that manage data in various forms. Database records and structure, system files,
configurations, user files, application code, and customer data are all potential targets of data
corruption and destruction.

A quick, accurate, and thorough detection and response to a loss of data integrity can save an
organization time, money, and headaches. While human knowledge and expertise is an essential
component of these tasks, the right tools and preparation are essential to minimizing downtime and
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losses due to data integrity events. The NCCoE, in collaboration with members of the business
community and vendors of cybersecurity solutions, has built an example solution to address these data
integrity challenges. This project details methods and potential tool sets that can detect, mitigate, and
contain data integrity events in the components of an enterprise network. It also identifies tools and
strategies to aid in a security team’s response to such an event.

KEYWORDS

attack vector; data integrity; malicious actor; malware; malware detection; malware response;
ransomware.
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The Technology Partners/Collaborators who participated in this build submitted their capabilities in
response to a notice in the Federal Register. Respondents with relevant capabilities or product
components were invited to sign a Cooperative Research and Development Agreement (CRADA) with
NIST, allowing them to participate in a consortium to build this example solution. We worked with:
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Cisco Systems
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Cisco Advanced Malware Protection v5.4,
Cisco Stealthwatch v7.0.0

Glasswall Government Solutions

Glasswall FileTrust ATP for Email v6.90.2.5

Tripwire Tripwire Log Center v7.3.1,
Tripwire Enterprise v8.7

Micro Focus Micro Focus ArcSight Enterprise Security Manager v7.0
Patch 2

Semperis Semperis Directory Services Protector v2.7
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The following guides show IT professionals and security engineers how we implemented this example
solution. We cover all of the products employed in this reference design. We do not recreate the
product manufacturers’ documentation, which is presumed to be widely available. Rather, these guides
show how we incorporated the products together in our environment.

Note: These are not comprehensive tutorials. There are many possible service and security
configurations for these products that are out of scope for this reference design.

1.1 Practice Guide Structure

This NIST Cybersecurity Practice Guide demonstrates a standards-based reference design and provides
users with the information they need to replicate the data integrity detection and response solution.
This reference design is modular and can be deployed in whole or in parts.

This guide contains three volumes:

= NIST SP 1800-26A: Executive Summary
= NIST SP 1800-26B: Approach, Architecture, and Security Characteristics — what we built and why

= NIST SP 1800-26C: How-To Guides — instructions for building the example solution (you are
here)

Depending on your role in your organization, you might use this guide in different ways:

Business decision makers, including chief security and technology officers will be interested in the
Executive Summary (NIST SP 1800-26A), which describes the:

= challenges enterprises face in detecting and responding to data integrity events
= example solution built at the NCCoE
=  benefits of adopting the example solution

Technology or security program managers who are concerned with how to identify, understand,
assess, and mitigate risk will be interested in NIST SP 1800-26B, which describes what we did and why.
The following sections will be of particular interest:

= Section 3.4.1, Risk, provides a description of the risk analysis we performed.

= Section 3.4.2, Security Control Map, maps the security characteristics of this example solution
to cybersecurity standards and best practices.

You might share the Executive Summary, NIST SP 1800-26A, with your leadership team members to help
them understand the importance of adopting standards-based data integrity solutions.
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IT professionals who want to implement an approach like this will find the whole practice guide useful.
You can use the How-To portion of the guide, NIST SP 1800-26C, to replicate all or parts of the build
created in our lab. The How-To guide provides specific product installation, configuration, and
integration instructions for implementing the example solution. We do not recreate the product
manufacturers’ documentation, which is generally widely available. Rather, we show how we
incorporated the products together in our environment to create an example solution.

This guide assumes that IT professionals have experience implementing security products within the
enterprise. While we have used a suite of commercial products to address this challenge, this guide
does not endorse these particular products. Your organization can adopt this solution or one that
adheres to these guidelines in whole, or you can use this guide as a starting point for tailoring and
implementing parts of a data integrity detection and response solution. Your organization’s security
experts should identify the products that will best integrate with your existing tools and IT system
infrastructure. We hope you will seek products that are congruent with applicable standards and best
practices. Volume B, Section 3.5, Technologies, lists the products we used and maps them to the
cybersecurity controls provided by this reference solution.

A NIST Cybersecurity Practice Guide does not describe “the” solution, but a possible solution. This is a
draft guide. We seek feedback on its contents and welcome your input. Comments, suggestions, and
success stories will improve subsequent versions of this guide. Please contribute your thoughts to ds-

nccoe@nist.gov.

1.2 Build Overview

The NCCoE built a hybrid virtual-physical laboratory environment to explore methods to effectively
detect and respond to a data corruption event in various Information Technology (IT) enterprise
environments. NCCoE also explored the issues of analysis and reporting to support incident response.
The servers in the virtual environment were built to the hardware specifications of their specific
software components.

The NCCoE worked with members of the Data Integrity Community of Interest to develop a diverse (but
non-comprehensive) set of use case scenarios against which to test the reference implementation.
These are detailed in Volume B, Section 5.2. For a detailed description of our architecture, see Volume
B, Section 4.
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1.3 Typographical Conventions

The following table presents typographic conventions used in this volume.

Typeface/ Symbol ‘ Meaning ‘ Example

Italics filenames and pathnames For detailed definitions of terms, see
references to documents the NCCoE Glossary.

that are not hyperlinks, new
terms, and placeholders

Bold names of menus, options, Choose File > Edit.
command buttons and fields

Monospace mkdir

command-line input, on-
screen computer output,
sample code examples, sta-
tus codes

Monospace Bold service sshd start

command-line user input
contrasted with computer

output

blue text link to other parts of the All publications from NIST’s National
document, a web URL, or an | Cybersecurity Center of Excellence
email address are available at http://nccoe.nist.gov

2 Product Installation Guides

This section of the practice guide contains detailed instructions for installing and configuring all of the
products used to build an instance of the example solution.

2.1 Active Directory and Domain Name System Server

As part of our enterprise emulation, we included an Active Directory server that doubles as a Domain
Name System (DNS) server. This section covers the installation and configuration process used to set up
Active Directory and DNS on a Windows Server 2012 R2 machine.

2.1.1 Install Features

1. Open Server Manager.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events 3


http://nccoe.nist.gov/

'9Z-008T"dS 1SIN/8209 0T /840" 10p//:sd1Yy :woly 984U JO 23.) 3|e|IeAe s| uonealjgnd siy L

'WELCOME TO SERVER MANAGER

B Local Server
iE Al Servers
BE File and Storage Sendces b

ErVErs i

~ 4 Create a server group

e

ROLES AND SERVER GROUPS

Roler: 1 | Servr groups 1 | Seneetotat 1

g File and Storage :

Services

(D Manageabidy @ Manageailty (D Mansgestulity
Everts | BB | e
Performance Seraces Sernces
BPA resulls Performance Perfarmance

BPA resulls BPA results

VAB017 204 P

2. Click the link Add roles and features.

DESTINATION SERVER

Befo 2 you beg in WIN-RMHO2ISELND

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
= features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server selection ;
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current securnity updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

| Install | | Cancel

| < Previous | | ﬂe{“&?—_

3. Click Next.
4. Select Role-based or feature-based installation.
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DESTINATION SERVER

Select installation Type WIN-RMHO2ISELNO

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selaction

) Remote Desktop Services i
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

| < Previous | | ﬂ}aﬂ) | | Install || Cancel

5. Click Next.
6. Select Select a server from the server pool.
7. Select the intended active directory server.
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Select destination server

Before You Begin

Select a server or a virtual hard disk on which to install roles and features.

DESTINATION SERVER
AD-DNS

Installation Type (@) Select a server from the server poal

) Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
Mame

AD-DNS

IP Address

Operating System

Microsoft Win

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collecticn is still incomplete are not shown.

install | [ Cancel

< Previous ﬂe—,ﬁ > |

8. Click Next.
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Select server roles

Before You Begin
Installation Type

Server Selection

Features

Select one or more roles to install on the selected server.

DESTIMATIOM SERVER
AD-DNS

Roles Description
. : 4 : ~ Active Directory Domain Services
[ Active Directory Certificate Services — {AD DS} stores information about
objects on the network and makes
Active Directory Federation Services this information available to users
[] Active Directory Lightweight Directory Services andn fk adminktaton. fﬂD 22
uses domain controllers to give
[] Active Directory Rights Management Services network users access to permitted
[] Application Server s resources anywhere on the network
[] DHCP Server through a single logon process.
[] DMS Server
[ Fax Server
b [®] File and Storage Services (1 of 12 installed)
O Hyper-v
[] Metwork Policy and Access Services )
[] Print and Document Services
[] Remate Access
[[] Remote Desktop Services ]
“
| < Previous | | Mext » | | Install | | Cancel

9. Check the box next to Active Directory Domain Services.
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Add Roles and Features Wizard = ACTer

WI

DESTINATION SERVER
AD-DNS

Select server roll&

— ¥
Add features that are required for Active Directory
Domain Services? e
You cannot install Active Directory Domain Services unless the rectary Domain Services

following role services or features are also installed. stares information about
pn the network and makes

[Tools] Group Policy Management ation available to users
ork administrators. AD DS

ain controllers to give
4 Role Administration Tools users access to permitted
4 AD DS and AD LDS Tools ks anywhere on the network
Active Directory module for Windows PowerShell pemglelogon process,

4 AD DS Tools

4 Remote Server Administration Tools

[Tools] Active Directory Administrative Center
[Tools] AD D3 Snap-Ins and Command-Line Tools

Include management tools (if applicable)

| < Previous | | Next > | | Install | | Cancel

10. Click Add Features.
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Select server roles

Before You Begin
Installation Type

Server Selection

Features
AD DS

Confirmation

Select one or more roles to install on the selected server.

Roles

[] Active Directory Certificate Services

Directory Domain Services|

[ Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Application Server
[] DHCP Server
[] DNS Server
[] Fax Server
> [®] File and Storage Services (1 of 12 installed)
[ Hyper-v
[] Metwork Policy and Access Services
[ Print and Dacument Services
[ Remote Access
[] Remote Desktop Services

| >

DESTINATION SERVER
AD-DNS

Description

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators, AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

< Previous | | Next 3 | instal | [ Cancel

11. Click Next.
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12

Before You Begin
Installation Type
Server Selection

Server Roles

Features

Confirmation

Active Directory Domain Services

DESTINATION SERVER
Select features ADDNS
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description
Server Selection SRR NET Frame ~ .NET Framework 3.5 combines the
Server Roles : A power of the .MET Framework 2.0
I [H] .NET Framework 4.5 Features (2 of 7 installed) APIs with new technologies for
I» [ Background Intelligent Transfer Service (BITS) = building applications that offer
AD DS [ BitLocker Drive Encryption sppealingiepintista e .protefct
) — your customers' personal identity
Confirmation [ BitLocker Netwark Unlock information, enable seamless and
[ BranchCache secure communication, and provide
[ Client for NFS the ability to model a range of
business processes.
[] Data Center Bridging i
[] Direct Play
[] Enhanced Storage
[] Failover Clustering
Group Policy Management
[ 1S Hostable Web Core
[ Ink and Handwriting Services |
— . v e v
<] " [ [
< Previous ﬂi S | Install | | Cancel |
Click Next.

DESTINATION SERVER
AD-DNS

Active Directory Domain Services (AD DS5) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource

sharing and collaboration between users. AD D5 is also required for directory-enabled applications
such as Microsoft Exchange Server and for other Windows Server technologies such as Group Policy.

Things to note:

* To help ensure that users can still log on to the network in the case of a server outage, install a
minimum of two domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.

* Installing AD DS will also install the DFS Namespaces, DFS Replication, and File Replication services
which are required by AD DS,

install | [ cancel
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13. Click Next.

DESTINATION SERVER

Confirm installation selections Aot nite

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [} Restart the destination server automatically if required

Server Selection Opticnal features (such as administration tools) might be displayed on this page because they have
| been selected automatically. If you do not want to install these optional features, click Previous to clear
SERICLHORS their check boxes,

Features

AD DS Active Directory Domain Services
Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

<previous | | Mews | [ pestal | [ cancel

14. Click Install.
15. Wait for the installation to complete.
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DESTINATION SERVER

Installation progress Ao

View installation progress

o Feature installation
N
Configuration required. Installation succeeded on AD-DNS.

Active Directory Domain Services sl
Additional steps are required to make this machine a domain controller,
Promote this server to a domain controller
Group Policy Management
Remote Server Administration Tools
Role Administration Tools =
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center ||
AD D5 5nap-Ins and Command-Line Tools | v

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Next > | fﬂose | | Cancel

16. Click Close.
[

A Post-deplaymens Configura_ |

e R —

CamBgquestion raquieed far Active Directiey Domain
§ Local Server Services at AD-DNS :
: A Servaey o Configure this local server el g L

AD DS

) Festure instaliation
————
C atian requied Installstion succeeded on

BE File and Storage Senvices b QUSCE START

4 Task Datade
ol o Hde
ROLES AND SERVER GROUPS
Roles2 | Servergroups: 1 | Servers totat 1
Fite and Storage
AD 1 1
u b3 H Services
@ Manoageability (D) Manageability | @ Manageability (D Mansgeability
Events Events | B [
Senaces Performance Sendcos Services
Porfarmance BPA resalts Perfarmance Pertormance
BPA resuilts BPA results BPA results

2017 235 PM

17. Click Promote this server to a domain controller.
18. Select Add a new forest.
19. Enter a Root domain name.
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Deployment Configuration

Select the deployment operation

Domain Controller Options

Additional Options

) Add a domain controller to an existing domain
() Add a new domain to an existing forest
Paths ® Add a new forest
Review Options

Specify the domain information for this operation
Prereguisites Check

Root domain name: _DI.IPDﬁ

Maore about deployment configurations

TARGET SERVER
AD-DNS

< Previous Next 3[: | Install

|| Cancel |

20. Click Next.

21. Select Windows Server 2012 R2 for Forest functional level and Domain functional level.

22. Check the box next to Domain Name System (DNS) server.
23. Enter a password.
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Deployment Configuration

DNS Options
Additional Options
Paths
Review Options

Prereguisites Chack

TARGET SERVER

Domain Controller Options AD-DNS

Select functional level of the new forest and root domain

Forest functional level: [ Windows Server 2012 R2 [~]

Domain functional level [ Windows Server 2012 R2 [-]

Specify domain controller capabilities

Domain Name System (DNS) server
Global Catalog (GC)
[] Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password
Password: ssssssssssnenes

Confirm password: c .-o.-u..--a.-[.

More about domain controller options

_ ), [ instal | [ cancel

24. Click Next.

DNS Options

Deployment Configuration |

Domain Controller Cptions |

Additional Cptions
Paths

Review Cptions
Prereguisites Chack

TARGET SERVER
AD-DNS
Specify DNS delegation options
[] Create DNS delegation
More about DNS delegation
<Previous | [ Nep> | | instal | [ Cancel

25. Click Next.
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26. Verify the domain name.

27

TARGET SERVER

Additional Options AD-DNS

Deployment Configuration | , . . -~
Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Options
DNS Options

The NetBIOS domain name: DI

Paths

Review Cptions

Prareguisites Chack
More about additional options
< Previous ﬂﬂ > | Install | | Cancel |
Click Next.
TARGET SERVER
Paths A oas

Deployment Configuration | 5 :
Specify the location of the AD DS database, log files, and SYSVOL
Domain Controller Options

DNS Options Database folder: C:\Windows\NTDS E
Additional Options Log:ilesdolder: C:\Windows\NTD5 Izl
SYSVOL folder: C\Windows\SYSVOL E

Review Options

Prereguisites Chack

More about Active Directory paths

< Previous | | Nyt > | | Install | | Cancel
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28. Click Next.

- - TARGET SERVER
Review Options AR
Deployment Configuration | Review your selections: -
Domain Controller Options Configure this server as the first Active Directory domain controller in a new forest. |~
DNS Options The new domain name is "DLIPDR", This is also the name of the new forest.
Additional Cpti
HERSL S RE0S The NetBIOS name of the domain: DI 9
Paths e
Forest Functional Level: Windows Server 2012 R2
Prereguisites Chack Domain Functional Level: Windows Server 2012 R2 ||
Additional Options:
Global catalog: Yes
DNS Server: Yes
Create DNS Delegation: No z
These settings can be exported to a Windows PowerShell script to automate
additional installations
More about installation options
| < Previous | | ﬂeh) | | Install | | Cancel |
29. Click Next.

o TARGET SERVER
Prerequisites Check AD-DNS
| ® Al prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show mare x

Deployment Configuration

Domain Controller Options
DNS Options

Additional Options

Paths

Review Cptions

Prerequisites need to be validated before Active Directory Domain Services is installed on this
computer

~ View results

A Windows Server 2012 R2 domain controllers have a default for the security setting o~
named "Allow cryptography algerithms compatible with Windows NT 4.0" that prevents
weaker cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (hitp://
go.microsoft.com/fwlink/?Linkld=104751).

A This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties, If both IPv4 and IPv6 are enabled for a network
adapter, both IPv4 and IPv6 static IP add should be assigned to both IPv4 and
IPvG Properties of the physical network adapter. Such static IP address(es) assignment
should be done to all the physical network adapters for reliable Domain Name System |+ |

A, I you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

<Previous | | New> | [ mal ][ cancel
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30. Click Install.
31. Wait for the installation to complete.
32. The server automatically reboots.

2.1.2 Create a Certificate Authority

1. _C_)pen Server Manager.

WELCOME TO SERVER MANAGER

B Local Server

W Al Servers -
W Configure this local server
i apos =

& DS QUICE START
B§ Fite and Storage Services B

WHATS NOW

LEARN MORE

ROLES AND SERVER GROUPS

i@l apDs 1] | & ons 1| [ g Teaatenge m
(@ Manageatuiry (D Manageanility (@) Manageatry (@ Manageasility

Everts tvents Events B oo

Services Services Services Services

Performance Performance Performance Performance

BPA results BPA results BPA results 0PA results

(0 Manageabsity
-

2. Click Add roles an'd.features.
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DESTIMATIOM SERVER

Before you beg in AD-DNS.DLIPDR

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Typs hasting a website,

Server Selection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

install | [ Cancel

< Previous | [i

3. Click Next.
4. Select Role-based or feature-based installation.

DESTINATION SERVER

Select installation type AD-DNS DLIPOR

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

(® Role-based or feature-hased installation

server selection z 5 -
Configure a single server by adding roles, role services, and features.
Server Roles
D P
Features © P3¢

Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

[ sl | [ cancel

5. Click Next.
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6. Select Select a server from the server pool.

7. Select the intended Active Directory server

Select destination server

Before You Begin

Select a server or a virtual hard disk on which to install roles and features.

DESTINATION SERVER
AD-DMS.DLIPDR

Installation Type

() Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
Name

AD-DNS.DLIPDR

IP Address Operating System

Microsoft Win

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

|<l_’reviuu5|| ﬂeﬂ't? | | Install || Cancel |

8. Click Next.

Select server roles

Before You Begin

Select one or more roles to install on the selected server.

DESTIMATION SERVER
AD-DM5.DLIPDR

Installation Type Roles Description
Server Selection | Active Directory Certificate Services
(AD C5) is used to create
Active Directory Domain Services (Installed) certification authorities and related
Features [] Active Directory Federation Services role services that allow you to issue
[] Active Directory Lightweight Directory Services j::ﬂn;a::g:;:?j‘fs et
[] Active Directory Rights Management Services
[] Application Server =
[] DHCP Server
DNS Server (Installed)
[] Fax Server
 [®] File and Storage Services (2 of 12 installed)
[ Hyper-v
[] Network Policy and Access Services N
[] Print and Document Services
[ Remote Access
[] Remote Desktop Services v
< Previous | | Mext > | | Install | | Cancel
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9. Check the box next to Active Directory Certificate Services.
= Add Roles and Features Wizard -] x

DESTIMATIOM SERVER

Select server rof &

AD-DMS.DLIPDR
X
Add features that are required for Active Directory
Certificate Services? i
lion
The following tools are required to manage this feature, but do not rectory Certificate Services
have to be installed on the same server. is used to create
ion authorities and related
4 Remote Server Administration Tools ices that allow you to issue

age certificates used in a

4 Role Administration Tools G
f applications.

4 Active Directory Certificate Services Tools
[Tools] Certification Authority Management Tools

Include management tools (if applicable)

|Add Wrﬁ‘ | Cancel

| < Previous | | Mext > | | Install | | Cancel |

10. Click Add Features.

DESTINATION SERVER
Select server roles AD-DNS 319D
Before You Begin Select one or more roles to install on the selected server,
Installation Type Description
Server Selection ~ Active Directory Certificate Services
e (AD C5) is used to create
Active Directory Domain Services (Installed) certification authorities and related
Features [ Active Directory Federation Services role services that allow you to issue
AD C5 [] Active Directory Lightweight Directory Services B
variety of applications.
Rolz Services [ Active Directory Rights Management Services
Confirmation [ Application Server =
[] DHCP Server
DNS Server (Installed)
[] Fax Server
I [H] File and Storage Services (2 of 12 installed)
[ Hyper-v
[] Network Policy and Access Services N
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services —
v
< Previous | | Next 2 | Install ‘ | Cancel
L4

11. Click Next.
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DESTINATIOM SERVER

Select features AD-DNS.DLIEDR

Select one or more features to install on the selected server.

Before You Begin

Installation Type Features Description
Server Selection NET Framewo A NET Framework 3.5 combines the
Carior Roles - = power of the NET Framework 2.0
I [W] MET Framework 4.5 Features (2 of 7 installed) APls with new technalogies for
b [] Background Intelligent Transfer Service (BITS) = building applications that offer
AD G5 [] BitLocker Drive Encryption appealing eepintectacesy protect
. ] your customers' personal identity
Role Services [ Bitlocker Netwark Unlock information, enable seamless and
Confirmation [] BranchCache secure communication, and provide
[] Client for NFS the ability to model a range of
business processes.
[] Data Center Bridging
[] Direct Play
[] Enhanced Storage
[] Failover Clustering
Group Policy Management (Installed)
[] 115 Hostable Web Care
[ Ink and Handwriting Services |
[ o B E v
< [0 IEL
< Previous | | Mext > kj | Install ‘ | Cancel |

12. Click Next.

DESTINATIOM SERVER

Active Directory Certificate Services AD-DNSDLEDR

Active Directory Certificate Services (AD CS) provides the certificate infrastructure to enable scenarios
such as secure wireless networks, virtual private networks, Internet Protocol Security (IPSec), Network
Installation Type Access Protection (NAP), encrypting file systemn (EFS) and smart card leg on.

Server Selection

Before You Begin

Things to note:
Server Roles

* The name and domain settings of this computer cannot be changed after a certification authority
(CA) has been installed. If you want to change the computer name, join a domain, or promote this
server to a domain controller, complete these changes before installing the CA. For more
information, see certification authority naming.

Features

Role Servicas

Confirmation

[ < Previous | | uem%J [ nstall | [ cancel

13. Click Next.
14. Check the box next to Certification Authority.
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DESTINATIOM SERVER

Select role services A DT poR

Before You Begin Select the role services to install for Active Directory Certificate Services

Installation Type Role services Description

Server Selection

Certification Authority (CA) is used

R Certification Authority = =
SR el to issue and manage certificates.

Server Roles

[] Certificate Enrollment Policy Web Service Multiple CAs can be linked to form a
Features [] Certificate Enrollment Web Service public key infrastructure.
ADCS [] Certification Autharity Web Enrallment

[ Metwork Device Enrollment Service

Confirmation | [] Online Responder

< Previous ﬂfﬁ) | Install | | Cancel |
15. Click Next.

DESTIMATIOM SERVER

Confirm installation selections AD-DNSDLEDR

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [
server selection Optional fi (such as admini: ion tools) might be displayed on this page because they have
| been selected automatically. If you do not want to install these optional features, dlick Previous to clear
SErYEERDlES their check boxes.
Features
AD CS Active Directory Certificate Services

Certification Autharity

Role Services

Remote Server Administration Tools

Role Administration Tools
Active Directory Certificate Services Tools
Certification Authaority Management Tools

Export configuration settings.
Specify an alternate source path

<Breviuus|| MNext > | | 1nsla%J| Cancel

16. Click Install.
17. Wait for the installation to complete.
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DESTIMATION SERVER

Installation progress AD-DNS DLDR

View installation progress

o Feature installation
|
Configuration required. Installation succeeded on AD-DNS.DLIPDR.

Active Directory Certificate Services
Additional steps are required to configure Active Directory Certificate Services on the destination
server

Configure Active Directory Certificate Services on the destination server
Certification Authority
Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Mext > i | CIos{\ | | Cancel

18. Click Close.
2.

Ay Pour-dephoyment Canfiguea_. |

WELCOME TO SERVER MANAGER
1 tocals Configuration required for Active Directory
Ba AllServers Conhiguse Actve Degiors Corticate Services on th-
B ADCS W
il ADDs
&2 ONS i tmpbed a0
BR File and 5 ices b ¥ '
R File and Storage Services. Add Foles snd Festures
Tank Detads
ide -
ROLES AND SERVER GROUPS
Rolecd | Servergroups: 1 | Servers totak |
| File and Storage
Al 1 AD 1 2 1 ; 1
®} ADCS [ o3 = DN = Services
(@) Manageability @ Manageabifity () Manageability @ Manageability
Events Events. Events Events.
Services Services Services Services
Performance Performance Performance Performance
BPA results BPA resulls BOA results BPA resulls
() Manageability @ Manageabitity
[ - -

19. Click Configure Active Directory Certificate Services on the destination server.
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Credentials

Role Servicas

DESTINATION SERVER
AD-DNS.DLIPDR

Specify credentials to configure role services

To install the following role services you must belong to the local Administrators group:

* Standalone certification authority
* Certification Authority Web Enrollment
* Online Responder
To install the following role services you must belong to the Enterprise Admins group:
* Enterprise certification authority
* Certificate Enroliment Policy Web Service
* Certificate Enrollment Web Service
* Network Device Enrollment Service

More about AD CS Server Roles

| < Previous | | Next » | | LConfigure | | Cancel

20. Click Next.

21. Check the box next to Certification Authority.

Role Services

Cradentials

Setup Type

CA Type

Private Key
Cryptography
CA MName
Validity Period

Certificate Database

Confirmation

DESTINATION SERVER
AD-DNS.DLIPDR

Select Role Services to configure

Certification Authority

[[] Certification Authority Web Enrollment
[] Online Responder

[[] Metwork Device Enrollment Service

[] Certificate Enrollment Web Service

[[] Certificate Enroliment Policy Web Service

Mare about AD CS Server Roles

< Previous. || h_hai}) l | Configure || Cﬁnogl_
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22. Click Next.
23. Select Enterprise CA.

DESTINATION SERVER

Setup Type AD-DNS.DLIPDR

Credentials Specify the setup type of the CA

Role Services

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD D5) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage

CA Type certificates.
Private Key
. @ Enterprise CA

Copioorply Enterprise CAs must be domain members and are typically online to issue certificates or

CA Name certificate policies.

Validity Period

2 () Standalone CA
Certificate Database Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
Confirmation DS and can be used without a network connection (offline).
More about Setup Type

< Previous Nepeg » Lonfigure Cancel

24. Click Next.
25. Select Root CA.

DESTINATION SERVER

CA Type AD-DNS.DLIPDR

Credentials Specify the type of the CA

Role Services

Setup Type When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI

Private Key hierarchy.

Cryptography ® Root CA

CA Name Root CAs are the first and may be the only CAs configured in a PKl hierarchy.

Validity Period

Sl O Subordinate CA
Certificate Database Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Canfirmation the CA above them in the hierarchy.
More about CA Type
< Previous | | MNext t | Lonfigure | | Cancel
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26. Click Next.
27. Select Create a new private key.

. DESTINATION SERVER
Private Key AD-DNS.DLIPDR

Credentials Specify the type of the private key

Role Services

Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.

CA Type (@) Create a new private key

Use this option if you do not have a private key or want to create a new private key.

Cryptograph
{RIRIEREY () Use existing private key
CA Nzme Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Validity Pericd () Select a certificate and use its associated private key
Certificate Databaze Select this option if you have an existing certificate on this computer or if you want to
) import a certificate and use its associated private key.
Confirmation

() Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

More about Private Key

| < Previous | | ﬂmw | Configure | | Cancel

28. Click Next.

29. Select RSA#Microsoft Software Key Storage Provider.
30. Set the Key length to 2048.

31. Select SHA512 from the list.
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DESTINATION SERVER

Cryptography for CA AD-DNS.DLIPDR
Credentials Specify the cryptographic options
Role Services
Setup Type Select a cryptographic provider: Key length:
MRS [ RsA#Microsoft Software Key Storage Provider [~][2048 [-]
Eitvaie Koy Select the hash algorithm for signing certificates issued by this CA:
SHA256 |
CA Name SHA3S4 = |
validity Period sHA512
Certificate Database SHAL
MDS hd |
Confirmation
[ Allow administrator interaction when the private key is accessed by the CA.
More about Cryptography
| < Previous | | ﬂﬁ) | | Configure | | Cancel |
32. Click Next.

DESTINATION SERVER

CA Name AD-DNS.DLIPDR
Credentials Specify the name of the CA
Role Services
Setup Type Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
E/dlype be modified.
Private Key

Common name for this CA:

Cryptography

DI-AD-DNS-CA
Validity Period Distinguished name suffix:
Certificate Database DC=DIDC=IFDR

Confirmation
Preview of distinguished name:

CN=DI-AD-DN5-CA DC=DI,DC=IPDR

More about CA Name

< Previous ﬂ$> | Configure | | Cancel

33. Click Next.
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34. Set the validity period of the certificate according to the needs of your organization.

Validity Period

Credentials
Role Services
Setup Type
CA Type

Private Key

Cryptography
CA Name

Certificate Databaze

Confirmation

DESTINATION SERVER
AD-DNS.DLIPDR

Specify the validity period

Select the validity period for the certificate generated for this certification authority (CA):

N

CA expiration Date: 11/6/2022 3:19:00 PM

The validity period configured for this CA certificate should exceed the validity period for the
certificates it will issue.

More about Validity Period

| < Previous || ﬂe:% | | LConfigure || Cancel ‘

35. Click Next.

CA Database

Cradentials
Role Services
Setup Type
CA Type

Private Key

Cryptography
CA MName
Validity Pericd

Confirmation

DESTINATION SERVER
AD-DNS.DLIPDR

Specify the database locations

Certificate database location:
C:\Windows\system32\Certlog

Certificate database log location:
CAWindows\system32\Certlog

Maore about CA Database

< Previous H Npsgt > I | Caonfigure || Cancel
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36. Click Next.

37

Confirmation

Cradentials
Role Services
Setup Type
CA Type

Private Key
Cryptography
CA Name
Validity Period

Certificate Database

DESTINATION SERVER

AD-DNS.DLIPDR
To configure the following roles, role services, or features, click Configure.
» Active Directory Certificate Services
Certification Authority
CA Type: Enterprise Root
Cryptographic provider: RSAZMicrosoft Software Key Storage Provider
Hash Algorithm: SHAS12
Key Length: 2048
Allow Administrator Interaction: Disabled
Certificate Validity Period: 11/6/2022 3:19:00 PM
Distinguished Name: CN=DI-AD-DN5-CA,DC=DIDC=IPDR
Certificate Database Location:  C\Windows\system32\Certlog
Certificate Database Log C\Windows\system32\Certlog
Location:
< Previous | | Next > | | Qorlﬁgure | | Cancel

Click Configure.

Results

DESTINATION SERVER

AD-DNS.DLIPDR
The following roles, role services, or features were configured:
»~ Active Directory Certificate Services
Certification Authority 0 Configuration succeeded
More about CA Configuration
< Previous | | Next > | | Cl_ty_e | | Cancel
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38. Click Close.

2.1.3 Configure Account to Add Computers to Domain

1. Open the Start menu.
2. Enter dsa.msc, and run the program.

3. Right-click on Users in the left panel.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events

30



'92-008'['dS'_LS|N/gzog'0'[/3J0'!0p//2$d11l.{ ‘wouy BBJEL{D JO 994} a|qe|leAe s| uoueauqnd SIYyL

File Action View Help

| 2 fBXEBcz HmtaETa%d
] Active Directory Users and Com|| Name Type Description
b [ Saved Queries & Adrninistrator  User Built-in account for ad...
4 4 DLIPDR 2 Allowed RO... Security Group... Members in this group c...
b [ Builtin H2, Cert Publish... Security Group... Members of this group ...
b [ Computers $2 Cloneable D... Security Group... Members of this group t...
b (51 Domain Controllers 2, Denied ROD... Security Group... Members in this group c...

» 3 ForeignSecurit?,rPrincipaI: 82, DnsAdmins  Security Group... DNS Administraters Grao...
b ﬁ ManagidSenviceticcoll 52, DnslpdateP... Security Group... DNS clients whao are per...
2, Domain Ad... Security Group... Designated administrate...
2, Domain Co... Security Group... All workstations and ser...
2 Domain Con... Security Group... All domain controllers i...
2, Domain Gue... Security Group... All domain guests
%Domain Users  Security Group... All domain users
82, Enterprise A...  Security Group... Designated administrato...
% Enterprise R...  Security Group... Members of this group ...
2, Group Polic..  Security Group... Members in this group c...
3_. Guest User Built-in account for gue...
2, Protected Us... Security Group... Members of this group ...
52 RAS and I1AS ... Security Group... Servers in this group can...
52, Read-only D... Security Group.. Members of this group ...
2 Schema Ad... Security Group... Designated administrato...
r <] m [ [7] 52, WinRMRem... Security Group... Members of this group ..

4. Click Delegate Control.

Welcome to the Delegation of
Control Wizard

Thig wizard helps you delegate control of Active Directony
objects. You can grant users pemission to manage users,
groups, computers, arganizational units, and other objects
stored in Active Directory Domain Services.

To continue, click Mext.

<Back || New Cancel | | Heb

5. Click Next.
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Users or Groups
Select one or more users or groups to whom you want to delegate control.

Selected users and groups:

6. Click Add to select users or groups.
7. Add users or groups.
Delegation of Control Wizard X

Select this object type:

|Users, Groups, or Built-in security principals
From this location:

|DI.|F‘DH

Enter the object names to select (examples):

Domain Adming

<Back | Nei> | [ Cancel | | Heb

8. Click OK.
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Users or Groups
Select one or more users or groups to whom you want to delegate contral.

Selected users and groups:
52, Domain Admins (D\Domain Admins)

9. Click Next.
10. Choose Create a custom task to delegate.

Tasks to Delegate

You can select common tasks or customize your own.

O Delegate the following common tasks:

[] Create, delete, and manage user accourts

[] Reset user passwords and force password change at next logon
[] Read all user information

[] Create, delete and manage groups

[] Madify the membership of a group

[] Create. delete. and manage instOrgPerson accounts

Reset inetOrgPerson passwords and force password change at nesdt Ic ™|
[« m | [>]

(®) Create a custom task to delegate!

11. Click Next.
12. Choose Only the following objects in the folder.
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13. Check the box next to Computer objects.
14. Check the box next to Create selected objects in this folder.
15. Check the box next to Delete selected objects in this folder.

Delegation of Control Wizard -
Active Directory Object Type rﬁ:ﬁ:
Indicate the scope of the task you want to delegate. ]L b

Delegate control of:
() This folder, existing objects in this folder, and creation of new objects in this folder

() Only the following objects in the folder:

[] account objects »
[] aC5Resourcelimits objects

[7] applicationVersion chjects

[] boctable Device objects

[] cenficationAuthority objects

Computer objects =

Create selected objects in this folder
[w]ifielete selected obiects in this foider

| <Back | Nm>R\sJ| Cancel | | Help

16. Click Next.
17. Check the boxes next to Reset password, Read and write account restrictions, Validated write
to DNS host name, and Validated write to service principal name.
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Permissions
Select the permissions you want to delegate.

Show these pemissions:
[w] General
[] Property-specific
[] Creation/deletion of specific child objects
Permizsions:
(] Receive as Z
[«] Fead and write account restrictions
] Read and write personal information
[] Read and write public information E
[] Validated write to DNS host name |
Validated write to service principal name ™
18. Click Next.
Completing the Delegation of
Control Wizard
You have successfully completed the Delegation of Control
wizard.
You chose to delegate cortrol of objects o]
in the following Active Directory folder: 1
DIIPDR/Users =
The groups, users, or computers to which you
have given cortrol are: —
Domain Adming (D*Domain Admins)
They have the following permissions: ||
W
Ta close this wizard, click Finish.
< Back | | Heb

19. Click Finish.
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2.1.4 Add Machines to the Domain

1. Right-click the network icon in the task bar, on a computer that you wish to add to the domain.
2. Click Open Network and Sharing Center.

1t | & » Control Panel » Network and Internet * Network and Sharing Center v & | | Search Control Panel » |
oot Pl e View your basic network information and set up connections
View your active networks
Change adapter settings
Change advanced sharing Network Access type: Internet
settings Public network Connections: « Ethernet0
Change your networking settings
Set up a new connection or network
T Set up a broadband, dial-up, or VPN connection; or set up a router or access point.
Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
See also
Internet Options
Windows Firewall

3. Click the name of the internet adapter.
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==

Connection
IPv4 Connectivity: Internet
IPvi Connectivity: Ho Internet access
Media State: Enabled
Duration: 02:16:05
Speed: 1.0 Ghps

m—g—m

Bytes: 3,043,324 | 2,073,372

| Propertes || “yosable || omgnose |

4. Click Properties.
Networking

Connect using:
=f Intel(R) 825741 Gigabit Network Connection

This connection uses the following items:
i % Client for Microsoft Networks
! 8 File and Printer Sharing for Microsoft Networks
¥ 8 oS Packet Scheduler
[ wa- Micrasa®t Metwork Adapter Multiplexor Protocal
™ & Link-Layer Tepology Discovery Mapper /O Driver
™ -4 Link-Layer Topology Discovery Responder
™ wde Intemet Protocol Version 6 (TCP/IPvE)

[Ca* Y intemet Proto V n 4 (TCP/IPv4
Description

Transmission Control Protocolfintemet Protocol The default wide
area network protocel that provides communication across
diverse inferconnected natworks.

[ok [[ come ]

5. Double-click Internet Protocol Version 4 (TCP/IPv4).
6. Select Use the following DNS server addresses.
7. Enter the IP address of the DNS server.
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General Anrmmmpwml

You can get IF settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate [P settings.

(@) Obtain an IF address automatically
() Use the fallowing IP address:

— [
So—- ]
- ———

() Dbtain DNS server address automatically
(@) Use the following DNS server addresses.

Preferred DNS server: 192 .168 . 78 . 4
Moo s [ ]

i i

8. Click OK.
9. Click OK.

IPv6 Connectivity: No Internet access
Media State: Enabled
Duration: 02:30:01
Speed: 1.0 Gbps

Bytes: 3,043,845 | 2,074,110

| S Properties || “yDisable || Diagnose |

10. Click Close.
11. Navigate to This PC.
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Computer View

v e

1"|~>T|‘B"SPCP v o||SearchTmspC P|
4 Favorites 4 Folders (6)
B Deskiop
Js Downloads h Desktop )1 Documents
%5 Recent places
& This PC h Downloads b Music
& Network k Pictures h Videos
4 Devices and drives (3)
Local Disk (C:)
H Floppy Disk Drive (A1) =
W 71066 free o1 196 GB
DVD Drive (D:)
IR2_S55_X64FREV_EN-US_DV5
0 bytes free of 4.16 GB
9 items

12. Right-click in the window, and click Properties.

Control Panel Home

% Device Manager
% Remote settings
% Advanced system settings

See also
Action Center
Windows Update

‘Computer name, domain, and workgroup settings

Computer name: REMOTEDESKTOP1
Full computer name: REMOTEDESKTOP1
Computer description:

Workgroup: WORKGROUP

Windows activation
Windows is not activated. Read the Microsoft Software License Terms

Product ID: 00252-70000-00000-AA535

& Change settings

Activate Windows

L ‘ﬂ » Control Panel » System and Security » System w C,‘ ‘ Search Control Panel 2 |
]

View basic information about your computer
Windows edition

‘Windows Server 2012 R2 Standard

© 2013 Microsoft Corporaton. Al ights eseved =@ Windows Server2012R2
System

Processor: Intel{R) Xeon(R) CPU E5-2660 0 @ 2.20GHz 2.20 GHz

Installed memory (RAM): 8,00 GB

System type: 64-bit Operating System, x64-based processar

Pen and Touch: No Pen or Touch Input is available for this Display

13. Click Change Settings.
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Computer Name | Hardware | Advanced | Remote |
*| Windaws uses the following information to identify your computer on
the netwark.

Computer description: ll I
For example: "lIS Production Server” or "Accounting
Server’.

Full computer name: REMOTEDESKTOP1

Workgroup: WORKGROUP

To rename this computer or change its domain or Chmga

workgroup. click Change. =

ok | [ comcot || ey |

14. Click Change.
15. Select Domain.
16. Enter the domain.

¥ou can change the name and the membership of this computer.
Changes might affect access o network resources,

Computer name:

REMOTEDESKTOP1

Full computer name.
REMOTEDESKTOP1

Member of
(®) Domain:
|DLIPDH |

OWorkgrous:
\WORKGROUP |

17. Click OK.

18. Enter the name and password of an account with privileges to add computers to the domain.
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Computer Name/Domain Changes
Enter the name and password of an account with permission to join the

domain.
| DiAdministrator I
H l BRSNS ENRNRRBES ]
Domain: DI

19. Click OK.

You must restart your computer to apply
these changes

Before restarting, save any open files and close all
programs.

20. Click OK when prompted to restart the computer.

2.1.5 Configure Active Directory to Audit Account Activity
1. Open the Start Menu.
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2.

Search

Enter Local Security Policy in the search bar, and open the program.
3. Navigate to Local Policies > Audit Policy.
4. Right-click Audit account management.

]
File Action View Help

Local Security Policy

_I:I-

T Security Settings
| g Account Policies
4 [ Local Policies
b g Audit Policy
I+ 4 User Rights Assignment
I [ Security Options
I [ Windows Firewall with Advanced Seci
| Metwork List Manager Policies
[» || Public Key Policies
- || Software Restriction Policies
[ Application Control Policies
[» ,g IP Security Policies on Local Compute
> || Advanced Audit Policy Configuration

-

Policy
| Audit account logon events
4| Audit accountgnanagement
| Audit directory Service access
| Audit logon events
| Audit object access
| Audit policy change
| Audit privilege use
| Audit process tracking
| Audit system events

Security Setting
MNe auditing
Ne auditing
Mo auditing
Mo auditing
MNe auditing
Mo auditing
Mo auditing
Mo auditing
MNe auditing

5. Click Properties.
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6. Check the boxes next to Success and Failure.

Local Security Setting | Explain

Audit account management

Audit these attempts:
[w] Success
[+] Failure

This setting might not be enforced if other policy is configured to
overmide category level audit policy.
For more information, see Audit sccount mansgement. (3521468)

0K Cancel
ok p ) [wes ][ owv |

7. Click OK.

2.1.6 Configure Reverse Lookup Zones

1. Open DNS Manager by right-clicking the DNS server in Server Manager.
2. Click Reverse Lookup Zones.

File Action View Help

&= 2@ c/Bm § 8C

£ DNS
4 AD-DNS.DLIPDR @ Add 2 New Z
b ] Forward Laokup Zones
] Reverse Lookufiones | ||\ oo e System (DNS] allows a DNS namespace to be divided into zones. Each zone stores

I || Trust Points
b [ Conditional Forwarders
3 Global Logs. To add a new zane, on the Action menu, click New Zone.

about one or more ¢ DNS domains.

3. Click Action > New Zone.
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Welcome to the New Zone
Wizard

This wizard helps you create a new zone for your DNS
server,

A zone translates DNS names to related data, such as IP
addresses or network services,

To continue, dick Next.

4. Click Next.

Zone Type
The DNS server supports various types of zones and storage.

Select the type of zone you want to create:

(®) Primary zone
Creates a copy of @ zone that can be updated directly on this server.

() Secondary zone
Creates a copy of @ zone that exists on another server, This option helps balance
the processing load of primary servers and provides fault tolerance.

() Stub zone

Creates a copy of @ zone containing only Name Server (NS), Start of Authority
(S0A), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

[w] Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)

5. Click Next.

'92-008'['dS'_LS|N/SZOQ'0'[/3J0'!0p//2$d11l.{ ‘wouy BSJEL{D JO 994} a|qe|leAe s| uoueauqnd SIYyL

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events

44



'92-008'['dS'_LS|N/gzog'0'[/3J0'!0p//2$d11l.{ ‘wouy BBJEL{D JO 994} a|qe|leAe s| uoueauqnd SIYyL

Active Directory Zone Replication Scope
‘You can select how you want DNS data replicated throughout your network.

Select how you want zone data replicated:
(7 To all DMS servers running on domain controllers in this forest: DLIPDR

(®) To all DMNS servers running on domain controllers in this domain: DLIPDR
(") To all domain controllers in this domain (for Windows 2000 compatibility): DI.IPDR

() To all domain controllers spedfied in the scope of this directory partition:

6. Click Next.

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPvE
addresses.

(@) IPv4 Reverse Lookup Zone

(") IPvé Reverse Lookup Zone

7. Click Next.
8. Enter the first three parts of the IP address of the AD/DNS server (for example, 192.168.1).
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Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names,

To identify the reverse lookup zone, type the network ID or the name of the zone.
(®) Metwork ID:
192 168 1|

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal {not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0. 10.in-addr.arpa.

() Reverse lookup zone name:
| 1.168. 192.in-addr.arpa

9. Click Next.

Dynamic Update
‘fou can spedfy that this DNS zone accepts secure, nonsecure, or no dynamic
updates.

Dynamic updates enable DNS dient computers to regsher and dvnarmzlvmdahe their
resource records with a DNS server whenever

Select the type of dynamic updates you want to allow:

(®) Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

() Allow both nonsecure and secure dynamic updates %
Dynamic updates of resource records are accepted from any dient.
& This option is a significant security vulnerability because updates can be
accepted from untrusted sources.

() Do not allow dynamic updates
Diynamic updates of resource records are not accepted by this zone. You must update
these records manually.

10. Click Next.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events

46



'92-008'['dS'_LS|N/gzog'0'[/8J0'!0p//2$d11l.{ ‘wouy BBJEqD JO 994} 9|qe|leAe s| uop,eouqnd SIYyL

Completing the New Zone Wizard

‘fou have successfully completed the New Zone Wizard, You
spedified the following settings:

Name:  1.168.192.in-addr.arpa
Type: Active Directory-Integrated Primary

Lookup type: Reverse

Mote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Fmii.

11. Click Finish.
12. Click on the newly created reverse lookup zone.

File Action View Help

Y EEEE EEEE

2 DNs Name Type Data Timestamp
4§ AD-DNS.DIIPDR ] (same as parent folder) Start of Autherity (S0A)  [1], ad-dns.diipdr, hostm... static
v [ Forward Lookup Zones || ] (same as parent folder) Name Server (NS) ad-dns.diipdr. static

4 ] Reverse Lookup Zones
(2] 1.168.192in-addr.arp|

B [ Trust Points

p ] Conditional Forwarders lx

b (2] Global Logs

| < [ >

13. Right-click in the window and select New Pointer (PTR)....
14. Enter the IP address of the AD/DNS server.
15. Enter the hostname of the AD/DNS server.
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Painter (FTR)

Host IP Address:
| 192,168.1.12

Fully qualified domain name (FQDM):
| 12.1.168. 192.in-addr.arpa |

Host name:
| ad-dns.di.ipdr|

[ Allgw any authenticated user to update all DNS records with the same
name. This setting applies only to DNS records for a new name.

16. Click OK.

IFiIe Action View Help I

e« 2EEcz Bm 8 86

é DNS Name

4 ﬂ AD-DNS.DILIPDR g{sameas parent folder)
b [ Forward Lookup Zones || & (same as parent folder]
4[] Reverse Lookup Zones 182168112

(=] 1.168.192.in-addr.arp|

b [ Trust Points
b [ Conditional Forwarders
b (i Global Logs

[<] m [T

Type Data Timestamp
Start of Authority (S0A)  [1], ad-dns.diipdr,, hostm... static
Mame Server (NS} . static
Pointer (PTR) ad-dns.diipdr

2.2 Microsoft Exchange Server

As part of our enterprise emulation, we include a Microsoft Exchange server. This section covers the
installation and configuration process used to set up Microsoft Exchange on a Windows Server 2012 R2

machine.
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2.2.1 Install Microsoft Exchange

1. Run Exchange2016-x64.exe.
Choose the directory for the extracted files.

Choose Directory For Edracted Files

C:\Program Files‘Microsoft\Exchange Server|

3. Click OK.

Application Toals

Home Share View Manage v e
® = 1 [l « Local Disk (C) » ProgramFiles » Microsoft b Exchange Server b v ¢ [ search Exchange Server A
N —
3 A
T Faverites i e e L i ]
B Desktop e 8/14/2017 10:22 AM  File folder
{4 Downloads Wosv 8/14/201710:22 AM  File folder
7 Recent places U sw 8/14/201710:22 AM  File folder
&K ta 81472017 10:22 AM  File folder
18 This PC Lte 8/14/2017 10:22 AM  File folder
& th 8/14/2017 10:22 AM  File folder
€ Network Lt 8/14/2017 10:22 AM  File folder
& uk 8/14/2017 10:22 AM  File folder
¥ ur 8/14/2017 10:22 AM  File folder
B 814/2017 10:22 AM  File folder
1 zh-hans 8/14/2017 10:22 AM  File folder
L zh-hant 8/14/2017 10:22 AM  File folder
i] autorun 9/20/20154:41 AM  Setup Information 1KB
ﬂ exchangeserver 9/20/20154:41 AM  Windows Installer ... 22,388 KB
%] microsoft.exchange.cabutility.dil 9/20/2015 441 AM Application extens... 278 KB Il
%] microsoft.exchange.data.common.dil 9/20/2015 441 AM Application extens... 1,684 KB
@ microsoft.exchange.diagnostics.dil 9/20/2015 441 AM  Application extens... 1,648 KB e
@ microsoft.exchangesetup.acquirelangua..  9/20/2015441 AM  Application extens... 68 KB -
@ microsoft.exchange.setup.bootstrapper.c..  9/20/2015441 AM  Application extens... 90 KB
@ microsoft.exchange.setup.signverfwrapp...  9/20/20154:41 AM  Application extens... 83 KB
||E] setup I 9/20/2015 441 AM  Application 31KB z
72items  1item selected 30.0KB "

4. Enter the directory and run setup.exe.
5. Select Connect to the Internet and check for updates.
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Check for Updates?

You can have Setup download Exchange Server 2016 updates from the Internet before you install Exchange. If updates are available,
they'll be downloaded and used by Setup. By downloading updates now, you'll have the latest security and product updates, If you
don't want to check for updates right now, er if you don't have access to the Internet, skip this step. If you skip this step, be sure te
downlead and install any available updates after you've completed Setup.

Select one of the following options:

@ Connect to the Internet and check for updates

O Don't check for updates right now

@8 Exchange

MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

6. Click Next.
7. Wait for the check to finish.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Downloading Updates...

Neo updates found, click next to continue with setup.

@8 Exchange

8. Click Next.
9. Wait for the copying to finish.
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Introduction

Welcome to Microsoft Exchange Server 2016!

Exchange Server is designed to help you increase user productivity, keep your data safe, and provide you with the centrol you need.
You can tailor your solution to your unique needs with flexible deployment options, including hybrid deployments that enable you to
take advantage of both on-premises and online solutions. You can use compliance management features to protect against the loss of
sensitive information and help with internal and regulatory compliance efferts. And, of course, your users will be able to access their
email, calendar, and voice mail on virtually any device and from any location. This wizard will guide you through the installation of
Exchange Server 2016.

Plan your Exchange Server 2016 deployment:
Read about Exchange Server 2016
Read about supported languages

Use the Exchange Server Deployment Assistant

@& Exchange

MICROSOFT EXCHANGE SERVER 2016 SETUP 7?7 X

10. Click Next.
11. Click I accept the terms in the license agreement.
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b
-~
X

MICROSOFT EXCHANGE SERVER 2016 SETUP

License Agreement

Please read and accept the Exchange Server 2016 license agreement.

MICROSOFT SOFTWARE LICENSE TERMS i
MICROSOFT EXCHANGE SERVER 2016 STANDARD, ENTERPRISE, TRIAL AND HYBRID

These license terms are an agreement between Microsoft Corporation (or based on where you live, one of its affiliates)
and you. Please read them. They apply to the software named above, which includes the media on which you received

it, if any. The terms also apply to any Microsoft

* updates,

+ supplements,

« Internet-based services, and

* support services

for this software, unless other terms accompany those items. If so, those terms apply.

By using the software, you accept these terms. If you do not accept them, do not use the software.
Instead, return it to the retailer for a refund or credit. If you cannot obtain a refund there, contact Microsoft or W

S T " SO U S N S SOt S TOMNU N . ST QNI TR Fi .

@ | accept the terms in the license agreement

C\ | do not accept the terms in the license agreement.

@8 Exchange

12. Click Next.
13. Click Use Recommended Settings.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ?7 X

Recommended Settings

@ Use recommended settings

Exchange server will automatically check online for solutions when encountering errors and provide usage feedback to Microsoft to
help improve future Exchange features,

() Dan'tuse recommended settings

Manually configure these settings after installation is comnplete (see help for more information).

Read more about providing usage feedback to Microsoft

Read more about checking for error solutions online

back | | next

@8 Exchange

14. Click Next.

15. Check Mailbox role.

16. Check Automatically install Windows Server roles and features that are required to install
Exchange Server.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ?

Server Role Selection

Select the Exchange server roles you want to install en this computer:

Mailbox role

Automatically install Windows Server roles and features that are required to install Exchange Server

@8 Exchange bk || et

17. Click Next.
18. Specify the installation path for MS Exchange.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Installation Space and Location

Disk space required: 8696.2 MB

Disk space available: 19407.9 MB

Specify the path for the Exchange Server installation:

I C\Program Files\Microsoft\Exchange Server\V15

@& Exchange back | | next

19. Click Next.
20. Specify the name for the Exchange organization, for example, DI.
21. Decide whether to apply split permissions, based on the needs of the enterprise.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Exchange Organization

Specify the name for this Exchange organization:
|D|\

D Apply Active Directory split permissions security model to the Exchange organization

The Active Directory split permissions security model is typically used by large organizations that completely separate the responsibility
far the management of Exchange and Active Directory among different groups of people. Applying this security model removes the
ability for Exchange servers and administrators to create Active Directory objects such as users, groups, and contacts. The ability to
manage non-Exchange attributes on those objects is also removed.

You shouldn't apply this security model if the same person or group manages both Exchange and Active Directory. Click '?' for more
information.

@8 Exchange bock || nec

22. Click Next.
23. Select No.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ?7 X

Malware Protection Settings

Malware scanning helps protect your messaging environment by detecting messages that may contain viruses or spyware, It can be
turned off, replaced, or paired with other premium services for layered protection.

Malware scanning is enabled by default. However, you can disable it if you're using another product for malware scanning. If you
choose to disable malware scanning now, you can enable it at any point after you've installed Exchange.

Disable malware scanning.

O Yes
® MNe

Internet access is required to download the latest anti-malware engine and definition updates.

back | I next

@& Exchange

24. Click Next.
25. Install any prerequisites listed.
26. If necessary, restart the server and re-run setup.exe, completing steps 3-22 again.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Readiness Checks

The computer will be checked to verify that setup can continue.

Prerequisite Analysis 100%
Warning:

Setup can't detect a Send connector with an address space of ™. Mail flow to the Internet may not work properly.
For more information, visit: http://technet. microsoft.com/library(EXCHG.160)/ms.exch.setupreadiness. MoConnectorToStar.aspx

@8 Exchange

27. Click Install.

2.3  Windows Server Hyper-V Role

As part of our simulated enterprise, we include a Windows Hyper-V server. This section covers the
instructions for installing Windows Server Hyper-V on a Windows Server 2012 R2 machine.

The instructions for enabling the Windows Server Hyper-V Role are retrieved from
https://technet.microsoft.com/en-us/library/hh846766(v=ws.11).aspx and are replicated below for
preservation and ease of use.

2.3.1 Production Installation

1. In Server Manager, on the Manage menu, click Add Roles and Features.
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il

Manage

Adtts::la; and Features

Remove Roles and Features

View  Help

Server Manager * Dashboard v

'WELCOME TO SERVER MANAGER

Dashboard o i

-i Local Server Create Server Group
LRt 0 Configure this local server e WM e
QUICK START
I =i 2 Add roles and features
3 Add cther servers to manage 3%
W‘Q@V 4 Create a server group

5 Connect this server to cloud services
Hide

ROLES AND SERVER GROUPS =

Roles:0 | Servergroups:1 | Servers total: 1
H§ Local Server 1 BE All Servers 1
@ Manageability @ Manageability
Events Events s

2. On the Before you begin page, verify that your destination server and network environment are

prepared for the role and feature you want to install.

DESTINATION SERVER

Before you beg in WIN-MR2807CRMO1.DLTEST

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hasting a website,

Server Selection .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

| < Previous | | ﬂeﬂ{\? | | Install | | Cancel |

3. Click Next.
4. On the Select installation type page, select Role-based or feature-based installation.
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DESTINATIOM SERVER

Select installation type WIN-MR2807CRMO1.DILTEST

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Bagin

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

Server Roles
Rieieste: Dcick B e
Faatures o 2 poe % 7 B
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based

or session-based desktop deployment.

F<previous | [ Nl | | sl | [ Coneel |

5. Click Next.
6. On the Select destination server page, select a server from the server pool.

DESTIMATION SERVER

Select destination server WIN-MR2BOTCRMO1.DLTEST

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®); Select a server from the server pool

() Select a virtual hard disk

Server Roles Server Pool
Features
Filter:
Name IP Address Operating System

Microsoft Win

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous ﬂe:ﬁ) | Install H Cancel
7. Click Next.

8. On the Select server roles page, select Hyper-V.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events

61



'92-008'['dS'_LS|N/SZOQ'0'[/3J0'!0p//2$d11l.{ ‘wouy BSJEL{D JO 994} a|qe|leAe s| uoue:)uqnd SIYyL

9. To add the tools that you use to create and manage virtual machines, click Add Features.

Select server roles

Before You Begin
Installation Type

Server Selection

Features

Hyper-v
Wirtual Switches
Migration
Default Stores

Confirmation

Select one or more roles to install on the selected server.

Roles

[ Active Directory Certificate Services

[ Active Directory Domain Services

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services

[] Active Directory Rights Management Services
b Application Server {Installed)

[] DHCP Server

[] DNS Server

[ Fax Server
b [H] File and Storage Services (2 of 12 installed)

|>

[ Network Policy and Access Services
[ Print and Document Services

[] Remote Access

[] Remate Desktop Services

DESTINATION SERVER
WIN-MR2BOTCRMO1.DITEST

Description

Hyper-V provides the services that
you can use to create and manage
virtual machines and their resources.
Each virtual machine is a virtualized
computer system that operates in an
isolated execution environment. This
allows you to run multiple operating
systems simultaneously.

< Previous ﬂgt >

Install Cancel

10. Click Next.

Select features

Before You Begin

Installation Type

DESTINATION SERVER
WIN-MRZEOTCRMO1.DITEST

Select one or more features to install on the selected server.

Features

Description

Server Selection R — i
b NET Framework 3.5 Features (Installed) A ehET Eramesoric s combines e
Server Rolas — e power of the .NET Framework 2.0
3 .NET Framework 4.5 Features (Installed) APls with new technologies for
I [] Background Intelligent Transfer Service (BITS) = building applications that offer
Hyper-V [[] BitLocker Drive Encryption appealmgL s niedate protect
) — your customners' personal identity
Virtual Switches [ Bitlocker Network Unlock information, enable seamless and
Migration [ BranchCache secure communication, and provide
- the ability to model a range of
Default Stores L1 it ¢ NEs business processes,
) [] Data Center Bridging
Confirmation )
[] Direct Play
[] Enhanced Storage
[ Failover Clustering
[] Group Policy Management
115 Hostable Web Core (Installed)
[ Ink and Handwriting Services ||
— . e o e v
<] " 1>
< Previous | | Next )R{J | Install | | Cancel
b

11. Click Next.
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DESTIMNATIOM SERVER

Hyper_v WIN-MR2BOTCRMO1.DLTEST

Hyper-V allows you to virtualize your server workloads by running those workloads on virtual machines.
You can use virtual machines to consolidate multiple workloads on one physical server, to improve
Installation Type server availability, and to increase efficiency in developing and testing software.

Before You Begin

Server Szlection

Things to note:
Server Rolas

* Before you install this role, you should identify which network connections on this server you want to
use for setting up virtual switches.

Features

* After you install Hyper-V, you can use Hyper-V Manager to create and configure your virtual
Virtual Switches machines,

Migration
Dafault Stores

Confirmation

More information about Hyper-V

| < Previous | | MNext >%J | Install | | Cancel

12. Click Next.

13. On the Create Virtual Switches page, select the appropriate options.
=

DESTIMATION SERVER

Create Virtual Switches WIN-MR2807CRMO1.DLTEST

Before You Begin Virtual machines require virtual switches to communicate with other computers. After you install this
role, you can create virtual machines and attach them to a virtual switch.

Installation Typs
One virtual switch will be created for each network adapter you select. We recommend that you create

Server Selection at least one virtual switch now to provide virtual machines with connectivity to a physical network. You

Seryer Roles can add, remove, and modify your virtual switches later by using the Virtual Switch Manager.
Features MNetwork adapters:
Hyper-v Mame Description

Ethernet Intel(R) PRO/1000 MT Metwork Connaction

Migration

Default Stores

Confirmation 'Jj We recommend that you reserve one network adapter for remote access to this server, To reserve a

 network adapter, do not select it for use with a virtual switch,

< Previous ﬂg{ 5 | Install | ‘ Cancel

14. Click Next.
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15. On the Virtual Machine Migration page, select the appropriate options.

&

Before You Begin
Instzllation Type
Server Selection
Server Roles
Features

Hyper-¥

Virtual Switches

Default Stores

Confirmation

Virtual Machine Migration

DESTINATION SERVER
WIN-MRZBOTCRMOT.DLTEST

Hyper-V can be configured to send and receive live migrations of virtual machines on this server,
Configuring Hyper-V now enables any available network on this server to be used for live migrations. If
you want to dedicate specific networks for live migration, use Hyper-V settings after you install the role.

[ Allow this server to send and receive live migrations of virtual machines

Authentication protocol
Select the protocol you want to use to authenticate live migrations.
(®) Use Credential Security Support Provider (CredSSP)
This protocol is less secure than Kerberas, but does not require you to set up constrained
delegation. To perform a live migration, you must be logged on to the source server.
() Use Kerberos

This protocel is mere secure but requires you to set up constrained delegation in your
environment to perform tasks such as live migration when managing this server remotely.

If this server will be part of a cluster, do not enable migration now, Instead, you will configure the
server for live migration, including specifying networks, when you create the cluster.

| <i_’nzviuus| ext > ‘ | Install || Cancel

16. Click Next.

17. On the Default Stores page, select the appropriate options.

=

Default Stores

Before You Begin
Installation Type
Server Selection
Server Roles
Features
Hyper-v

Virtual Switches

Migration

Confirmation

DESTIMATION SERVER
WIN-MRZBOTCRMO1.DLTEST

Hyper-V uses default locations to store virtual hard disk files and virtual machine configuration files,
unless you specify different locations when you create the files, You can change these default locations
now, or you can change them later by modifying Hyper-V settings.

Default location for virtual hard disk files:
CiAUsers\Public\Documents\Hyper-ViVirtual Hard Disks

Default location for virtual machine configuration files:

Ci\ProgramData\Microsoft\Windows\Hyper-V

< Previous | | ﬂe{\g S | | Install | | Cancel

18. Click Next.
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19. On the Confirm installation selections page, select Restart the destination server automati-

cally if required.
[= Add Roles and Features Wizard - | = =T

DESTINATION SERVER

lation selections WIN-MR2BOTCRMO1 DITEST

Confirm insta

Before Yo To install the following roles, role services, or features on selected server, click Install.

Installation Restart the destination server automatically if required

el 5 Optional features (such as administration teols) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Hyper-\V/
Remote Server Administration Tools
Rele Administration Tools
Hyper-V Management Tools
Hyper-¥ Module for Windows PowerShell

Hyper-¥ GUI Management Tools

Export configuration settings
Specify an alternate source path

< Previous Mext > Cancel

20. Click Install.

21. When installation is finished, verify that Hyper-V installed correctly. Open the All Servers page
in Server Manager, and select a server on which you installed Hyper-V. Check the Roles and
Features tile on the page for the selected server.

2.4 MS SQL Server

As part of both our enterprise emulation and data integrity solution, we include a Microsoft Structured
Query Language (SQL) Server. This section covers the installation and configuration process used to set
up Microsoft SQL Server on a Windows Server 2012 R2 machine.

24.1 Install and Configure MS SQL

1. Acquire SQL Server 2014 Installation Media.
2. Locate the installation media in the machine and click on SQL2014_x64_ENU to launch SQL
Server Installation Center.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events 65



'92-008'['dS'_LS|N/gzog'0'[/3J0'!0p//2$d11l.{ ‘wouy BBJEL{D JO 994} a|qe|leAe s| uoueauqnd SIYyL

Planning
Installation
Maintenance
Tools
Resources
Advanced

Options

Microsoft SQL Server2014

Hardware and Software Requirements

View the hardware and software requirements,

Security Documentation

View the security documentation,

Online Release Notes

View the latest information about the release. %

How to Get SOL Server Data Tools

SQL Server Data Teols provides an integrated envirenment for database developers to
carry out all their database design work for any 5L Server platform.

System Cenfiguration Checker

Launch a tool to check for conditions that prevent a successful SOL Server installation.

Install Upgrade Advisor

Upgrade Advisor analyzes any SOL Server 2012, SOL Server 2008 R2, SOL Server 2008 or
S0L Server 2003 components that are installed and identifies issues to fix either before
or after you upgrade to SOL Server 2014,

Online Installation Help

Launch the online installation documentation.

How to Get Started with SOL Server 2014 Failover Clustering
Read instructions on how to get started with SOL Server 2014 failover clustering.

How to Get Started with a PowerPivot for SharePoint Standalone Server Installation

Read instructions on how to install PowerPivot for SharePoint in the fewest possible
steps on a new SharePoint 2010 server,

<|

3. On the left menu, select Installation.

Planning
Maintenance
Tools
Resources

Advanced

Options

Microsoft SQL Server2014

g

L
i
2

MNew SCOL Server stand-alone installation or add features te an existing installation

Launch a wizard to install SQL Server 2014 in a non-clustered environment or to add
features to an existing SOL Server 2014 instance.

Mew SCL Server failover cluster installation

Launch a wizard te install a single-node SOL Server 2014 failover cluster.

Add node to a SOL Server failover cluster
Launch a wizard to add a node to an existing 5QL Server 2014 failover cluster.

Upgrade from SQL Server 2003, SOL Server 2008, SQL Server 2008 R2 or SOL Server 2012

Launch a wizard to upgrade SOL Server 2005, SOL Server 2008, SOL Server 2008 R2 or SQL
Server 2012 to SOL Server 2014.
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4. Select New SQL Server stand-alone installation or add features to an existing installation. This
will launch the SQL Server 2014 setup.
5. Inthe Product Key section, enter your product key.
T SQL Server 2014 Setup = | 1= -
Product Key
Specify the edition of SQL Senver 2014 to install.
Product Key Validate this instance of SQL Server 2014 by entering the 25-character key from the Microsoft ~

certificate of authenticity or product packaging. You can also specify a free edition of SQL Server, such
as Evaluation or Express. Evaluation has the largest set of SQL Server features, as documented in SQL

License Terms

Global Rules Server Books Onling, and is activated with a 180-day expiration. To upgrade from one edition to
Iyt B Pg
Product Updates another, run the Edition Upgrade Wizard.
Install Setup Files
Install Rules ) Specify a free edition:
Setup Role Evaluation =

Feature Selection s
(®) Enter the product key:

——

Feature Rules

Feature Configuration Rules
Ready to Install
Installation Progress

Complete

< Back | ﬂa&? | | Cancel

6. Click Next.
7. Inthe License Terms section, read and click | accept the license terms.
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License Terms

To install SQL Server 2014, you must accept the Microsoft Software License Terms.

Product Key ~
MICROSOFT SOFTWARE LICENSE TERMS I

License Terms -

Global Rules MICROSOFT SQL SERVER 2014 ENTERPRISE SERVER/CAL EDITION

Product Updat:

il _5 These license terms are an agreement between Microsoft Corporation (or based on where you
Install Setup Files live, one of its affiliates) and you. Please read them. They apply to the software named above,
Install Rules which includes the media on which you received it, if any. The terms also apply to any Microsoft
Setup Role s updates,

Feature Selection

Feature Rules *  supplements, ?
Feature Configuration Rules 2 9
Ready to Install Copy  Print

[nstalietion Erogies [w] | accept the license terms.

Complete

0 Turn on G Experience Imp Program (“CEIP") and Error Reporting to help improve the
quality, reliability and performance of Microsoft SQL Server 2014,

See the Microsoft SOL Server 2014 Privacy Statement for more information.

* Microsoft SQL Server 2014 also includes a Visual Studio component that will have CEIP settings turned
off by default. If Visual Studio is installed, this component will use the CEIP settings for Visual Studio.

< Back Next » Cancel
[

8. Click Next.
9. In the Install Rules section, note and resolve any further conflicts.
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Install Rules

Setup rules identify potential problems that might occur while running Setup. Failures must be corrected before Setup

«can continue.

Product Key

License Terms
Global Rules
Product Updates
Install Setup Files
Install Rules

Setup Role

Feature Selection
Feature Rules
Feature Configuration Rules
Ready to Install
Installation Progress

Complete

Operation completed. Passed: 6. Failed 0. Waming 1. Skipped 0.
Hide details <<

View detailed report

Rule Status
@ Fusion Active Template Library (ATL) Passed
@ Previous releases of 5OL Server 2008 Business Intelligence Devel... | Passed
@ Consistency validation for SOL Server registry keys Pagsed
@ Computer domain controller Passed
@ Microsoft NET Application Security Passed
A | Windows Firewall Warning
@

Block install when Microsoft SOL Server 2014 CTP1 is present. Passed

< Back | | ﬂex‘l!% | | Cancel ‘ | Help
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10. Click Ne

xt.

11. In the Setup Role section, select SQL Server Feature Installation.

b1 SQL Server 2014 Setup - | o[
Setup Role
Click the SOL Server Feature Installation option to individually select which feature components to install, or click a
feature role to install a specific configuration.
Product Key (® S0 Server Feature Installation
License Terms Install SQL Server Database Engine Services, Analysis Services, Reporting Services, Integration Services,
Global Rules and other features,
Product Updates () SOL Server PowerPivot for SharePoint
Install Setup Files Install PowerPivot for SharePoint on a new or existing SharePoint server to support PowerPivot data
Install Rules access in the farm. Optionally, add the SQL Server relational database engine to use as the new farm's
Setup Role database server.
Feature Selection
Feature Rules (O All Features With Defaults
Feature Configuration Rules Install all features using default values for the service accounts,

Ready to Install

Installation Progress

Complete

12. Click Ne

| < Back | Eext = | | Cancel | | Help

xt.

13. In the Feature Selection section, select the following:

a.

Sm@ 0o o0 o

Database Engine Services

Client Tools Connectivity

Client Tools Backwards Compatibility
Client Tools SDK

Management Tools — Basic
Management Tools — Complete

SQL Client Connectivity SDK

Any other desired features
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Feature Selection

Select the Enterprise features to install.

Product Key Features: Feature description:
LLeeaTEms In. ce Features ||| The configuration and operation of each
Global Rules [/] Database Engine Services instance feature of a SQL Server instance is
Product Updates [] SOL Server Replication isolated from other SQL Server instances. SQL
= [] Full-Text and Semantic Extractions for Sea Server instances can operate side-by-side on
Install Setup Files = .
|:| Data Quality Services Prerequisites for selected features:
Install Rules [] Analysis Services —
Already installed: ~
Setup Role : : Rad
P ) . DdRFeportmg Services - Native - Windows PowerShell 2.0 i
Feature Selection ared Features Microsaft NET E T ¥
Feature Rules [[] Reporting Services - SharePoint (<] m [1=]
E S |:| Reporting Services Add-in for SharePoint Pro = =
Instal Configurat Dick Space uirements
nee c{“ |gulr on [] Data Quality Client pacsbie
Server Configuration [ Client Tools Connectivity || rive C: 2534 MB required, 21593 ME available | ~ |
D Engine C [] Integration Services 1] i
Feature Configuration Rules <1 il [ [2] |
Ready to Install
= | Select All | | Unszelect All |
Installaticn Progress
Complete Instance root directory: |C:\Program Files\Microsoft SCL Server', | EI
Shared feature directory: |C:\Program Files\Microsoft SCL Server', | EI
Shared feature directory (x86): |C:\Program Files (xB86)\Microsoft SOL Servery | II'
| < Back | | Next )% | | Cancel | ‘ Help |

14. Click Next.

15. In the Instance Configuration section, select Default instance.

Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

Product Key

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Setup Role

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress
Complete

(®) Default instance

) Named instance: | MSSOLSERVER

Instance 1D: |MSSQLSERVER

SQL Server directory:  C:\Program Files\Microsoft SOL Server\MSS0L12 MSSOLSERVER

Installed instances:

Instance Mame Instance ID

Features

Edition Version

[ sy

| | Cancel | | Help
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16. Click Next.

=

SQL Server 2014 Setup - | o

Server Configuration

Specify the service accounts and collation configuration.

Product Key Service Accounts | Collation |

License Terms
Global Rules
Product Updates Service Account Name  Password Startup Type

Install Setup Files e S 1 scrice\SOLSERVERA... Manuel  |v

Install Rules S0L Server Database Engine NT Service\MSSQLSERVER Automatic

Setup Role

Feature Selection

Feature Rules

Instance Configuration

Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Microsoft recommends that you use a separate account for each SQL Server service,

€

S0L Server Browser NT AUTHORITVWLOCAL ... Disabled »

| < Back | ‘ E‘Xt » | ‘ Cancel ‘ | Help ‘

17. In the Server Configuration section, click Next.

18. In the Database Engine Configuration section, make sure Mixed Mode is selected.

19. Add all desired users as Administrators under Specify SQL Server Administrators by pressing
Add Current User.

a.

o a0 o

For Domain accounts, type in SDOMAINNAME\SUSERNAME into Enter the object
names to select textbox.

Click OK.

For local computer accounts, click on locations and select the computer's name.
Click OK.

Type the username into the Enter the object names to select textbox.

Once you are finished adding users, click Next.
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Database Engine Configuration

Specify Database Engine authentication security mede, administrators and data directories,

Product Key

License Terms
Global Rules
Product Updates
Install Setup Files
Install Rules

Setup Role

Feature Selection
Feature Rules
Instance Cenfiguration
Server Cenfiguration

Dx Ev‘e' Ci q al

Server Configuration | Data Directories | FILESTREAM

Specify the authentication mode and administrators for the Database Engine.

Authentication Mode
) Windows authentication mode

®) Mixed Mode (SOL Server authentication and Windows authentication)

Specify the password for the SOL Server system administrator (sa) account.

Enter password:

Confirm pa:

Specify SOL Server administrators

Feature Configuration Rules WIN-MRZBO7CRMO 1\Administrator (Administrator) SO Server administrators
Ready to Install have unrestricted access
Installation Progress to the Database Engine.
Complete
AddCunenIUserﬂ | Add... | ‘ Remove |
| < Back | | ﬂﬂ) | | Cancel | ‘ Help |

B |

20. In the Ready to install section, verify the installation and click Install.

Ready to Install

Verify the SQL Server 2014 features to be installed.

Product Key

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Setup Role

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress
Complete

Ready to install SQL Server 2014:

[=- Surmmary
- Edition: Enterprise
- Action: Install (Product Update)
|=1- Prerequisites
: - Already installed:
- Windows PowerShell 2.0
Microsoft [MET Framework 3.5
: Microsoft JMET Framework 4.0
E| To be installed from media:
. Microsoft Visual Studio 2010 Redistributables
Microsoft Visual Studio 2010 Shell
[=1- General Configuration
E| Features
. i Database Engine Services
Client Tools Connectivity
Client Tools Backwards Compatibility
Client Tools SDK

1A + Tonle - B

[<]

(Emw 0 [ B

Configuration file path:

|C:\Ploglam Files\Microsoft 5QL Server\120\5etup Bootstrap'\Leg\20170814_070653\CenfigurationFile.ini

< Back H 1nstT| ‘ s H Help
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21. Wait for the install to finish.

Complete

Your SOL Server 2014 installation completed successfully with preduct updates.

Product Key

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Setup Role

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress
Complete

Information about the Setup cperation or possible next steps:

Feature Status |~
& Management Tools - Complete T
(& Client Tools Connectivity Succeeded =
(& Client Tools SDK Succeeded
(& Client Tools Backwards Compatibility Succeeded
9 Management Tools - Basic Succeeded
I Database Enaine Services Succeeded e
Details:
Viewing Product Documentation for SQL Server ~|

Only the components that you use to view and manage the documentation for SQL Server have
been installed. By default, the Help Viewer component uses the online library. After installing
SQL Server, you can use the Help Library Manager component to download documentation to
your local computer. For more information, see Use Microsoft Books Online for SQL Server

(<http://go.microsoft.com/fwlink/?LinklD=299578>).

Summary log file has been saved to the following location:
C\Program Files\Microsoft SQL Server\1204Setup Bootstraphl ogh20170814 070653\5u m@w WIN-

MRZBO7CRMC 20170814 070653 bt

Close ‘ | Help

22. Click Close.

2.4.2 Open Port on Firewall

1. Open Windows Firewall with Advanced Security.
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File Action View Help
s

AP Windows Firewall with Advancy RiE i P Lo

3 Inbound KES

B3 OutboundJules : 1
By o o Secuiity Rilis Windows Firewall with Advanced Securty provides network security for Windows computers. &) Import Policy...
1 ™| Monitoring 45| Export Policy...
Overview Restore Default Policy

Domain Profile
& Windows Firewall is on

Diagnese / Repair

View »
@ inbound connections that do not match a nule are blocked =
[ Refresh
@ Outbound comnections that do not match a nie are allowed
Properties

Private Profile

@ Windows Firewallis on.

@ Inbound connections that do not match a rule are blocked
@ Outbound connections that do not match a nle are sllowsd
Public Profile is Active

@ Windows Firewalis on

@ inbound connections that do not match a rule are blocked
@ Outbound connections that do not match a nle are allowed

Windows Firewal Properties

Getting Started

Create comection securty nules to speciy how and when cannections between computers are autherticated and
protecied by using Intemet Protocol securty {IPsec).

Connection Securty Rules

View and create firewall rules

Create fiewal rules to allow or block connections to specified programs or ports. Yau can also alow a connection
1 is authenticated. or f & comes from an authorized user. grou, or computer. By defaul, inbound connections are
blocked unless they match a rule that allows them, and outbound connections are allowed unless they match a rule
blocks them

Tl u [ [>]

2. Click Inbound Rules.

File Action View Help

«= znE = @

I i e Narme o Profile  Enabled

Outhound Rules: BranchCache Content Retrieval (HTTP-In) BranchCache - Content Retr... All No

¥4 Connection Securiy Rules @ BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach... Al No

b %, Moritoring @ BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove... All No W Filter by Profile 4
(@) COM-+ Network Access (DCOM-In) COM+ Network Access Al Ves Y Filter by State »
@ COM- Remote Administration (DCOM-In) COM+ Remote Administrati... Al Mo =| 7 Fitter by Group »
{8 Core Networking - Destination Unreacha... Core Networking Al Yes . R
(@) Core Networking - Destination Unreacha... Core Networking Al Yes .
(@ Core Metworking - Dynamic Host Config... Core Netwerking Al Yes & Refresh
(@) Core Networking - Dynamic Host Config... Core Networking Al Ves = Export List..
(@) Core Networking - Internet Group Mana...  Core Networking Al Ves A Help
@ Core Networking - IPHTTPS (TCP-In) Core Networking Al Yes A =
(@) Core Networking - IPv6 (Pv6-In) Core Networking Al Ves A
1@ Core Networking - Multicast Listener Do...  Core Networking Al Ves A
(@) Core Networking - Multicast Listener Qu...  Core Networking Al Ves A
(@) Core Networking - Multicast Listener Rep... Core Networking Al Ves A
(@ Core Networking - Multicast Listener Rep... Core Networking Al YVes A
(@ Core Networking - Neighbor Discovery A... Core Networking Al Ves A
(@ Core Networking - Neighbor Discovery S... Core Networking Al Yes A
(@ Core Networking - Packet Too Big (ICMP... Core Networking Al Yes A
{8 Core Networking - Parameter Problem (I Core Networking Al Yes A
(@ Core Networking - Router Advertisement... Core Networking Al Yes A
(@ Core Networking - Router Solicitation (IC... Core Networking Al Ves A
(@ Core Networking - Teredo (UDP-In) Core Networking Al Yes A
(@ Core Networking - Time Exceeded (ICMP... Core Networking Al Yes A
@ Distributed Transaction Coordinator (RPC)  Distributed Transaction Coo... All Ves A
@ Distributed Transaction Coordinator (RP... Distributed Transaction Coo... All Ves A
(@ Distributed Transaction Coordinater (TC... Distributed Transaction Coo... Al Yes A
@ File and Printer Sharing (Echo Request - I... File and Printer Sharing Al No n
@ File and Printer Sharing (Echo Request - I... File and Printer Sharing Al No n
@ File and Printer Sharing (LLMNR-UDP-In) ~ File and Printer Sharing Al Mo I
@ File and Printer Sharing (ME-Datagram-In) ~ File and Printer Sharing Al Mo I
@ File and Printer Sharing (NB-Name-In)  File and Printer Sharing Al No A
B

New Rule...

3. Click New Rule.
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4. Select Port.
5. Click Next.
6. Select TCP and Specific local ports.
7. Type 1433 into the text field.
Protocol and Ports
Specify the protocols and ports to which this rule applies.
Steps:
# Rule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports ® 1ICP
@ Action ) uDpP
@ Profile
& Homs Dioes this rule apply to all local ports or specific local ports?
) Al local ports
® Specific local ports:  [1423
Example: 80, 443, 5000-5010
B[ty ][ coos
8. Click Next.

9. Select Allow the connection.
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Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
@ Rule Type What action should be taken when a connection matches the specified conditions?
@ Protocol and Ports

PR @ Allow the connection
“ Thiz includes connections that are protected with IPzec as well as those are not.
@ Profile

() Allow the connection if it is secure

@ MName

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

N

) Block the connection

<Back || Net> |[ Cancel

10. Click Next.
11. Select all applicable locations.
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Profile

Steps:
@ Rule Type

@ Protocol and Ports
@ Action

& Profile

L J

Mame

Specify the profiles for which this rule applies.

When does this rule apply?

[v] Domain
Applies when a computer is connected to its corporate domain.
[] Private

Applies when a computer is connected to a private network location, such as a home
or work place.

[¥] Public
Applies when a computer is connected to a public network location.

<Back || uan%H Cancel

12. Click Next.

13. Name the rule Allow SQL Access.
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4 New Inbound Rule Wizard [x]

Name

Specify the name and description of this rule.

Steps:

Rule Type
Protocol and Ports
Action

Profile LB
Alow 5QL Access

& & & &

Mame

Description {optional):

<Back || Fm\ || Cancel
14. Click Finish.
243 Add a New Login to the Database
1. Open SQL Server Management Studio.
i Microsoft SOL Sentr Management Studio (Administratar) I=|o] x
G e Saa b vl - Bit-= PR

Otject Eploons -3 %
Cosnect> 3 3, u T 3] .5

Conmect 1o Server

Microsoft SQL Server 2014
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2. Click Connect to connect to the database.
3. Inthe Object Explorer window, expand the Security folder.

i
Foe Lot View Ocbog Toch Window beip
L e e s A i e e e S L
Dot Lxpiorer -3 x
Conset= i 34 m T 1.4
& v I e 120,
® 1 Databases
= i Securey

u [ Server Otjects
# [ Regheation
& £ Abwayslin High Avsiabibty

4. Right-click on the Logins folder and click New Login....
5. Input the desired user.

) Microsoft SOL Senver Management Studéo (Administrator)

[rerp— -8

oo 3/ 8i 8 T 0.5

= | WIN-MRIBOPCRAAN [SOL Server 120
% 3 Datsties

o Serces Cotalegs
e e (Agant 1Py disab|

6. Click OK.
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2.5 Microsoft IIS Server

As part of our enterprise emulation, we include a Microsoft Internet Information Services (lIS) server.
This section covers the installation and configuration process used to set up Microsoft Exchange on a
Windows Server 2012 R2 machine. This was conducted on the same machine as Section 2.4.

2.5.1 Install 11S

1. Open Server Manager.

5 A5 Senves
BE File and iceage Serviens &

WELCOME TO SERVER MANAGER

CUACK STARE

VAN MORE
ROLES AND SERVER GROUPS

“ File and Storage

1 Local Server
Services i

1 B A servers

() Manageabiity (D) Manageabisty
Events Events.

(D Manageabiscy

Events.
Services
Perfomance

BPA sesulty

e
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2. Click Add Roles and Features.

DESTINATIOM SERVER

Before you begin MSSQLDLPDR

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website,

Server Selection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, dick Next.

[ Skip this page by default

| < Previous | | Mext > | | Install | | Cancel

3. Click Next.
4. Select Role-based or feature-based installation.

DESTIMATION SERVER

Select installation type MSSQLDLIPDR

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Sslection

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

<Previuus‘| Next » | | Install || Cancel

5. Click Next.
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6. Select MSSQL (or the correct Windows Server name) from the list.

Select destination server

Before You Begin

Installation T (®) Select a server from the server pool
yes P
() Select a virtual hard disk

Select a server or a virtual hard disk on which to install roles and features.

DESTINATION SERVER
MESQLDLIPDR

Server Roles Server Pool
Features
Filter:
Name IP Address Operating System

Microsoft Windk

1 Computer(s) found

collection is still incomplete are not shown.

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data

< Previous | | Mext » | | Install | | Cancel

7. Click Next.

Select server roles

Before You Begin Select one or more roles to install on the selected server,

Installation Type Roles

Server Selection

[] Application Server
[] DHCP Server
[] DNS Server
[] Fax Server
- [®] Fileand Storage Services (1 of 12 installed)
[] Hyper-v
[] Metwork Policy and Access Services
[] Print and Document Services
[] Remate Access
[] Remote Desktop Services
[] Volume Activation Services
(MRWeb Server (IIS)
[] Windows Deployment Services

Features

[] Windows Server Essentials Experience
[] Windows Server Update Services

b

DESTINATION SERVER
MSSQLDLIPDR

Description
Web Server (IIS) provides a reliable,

manageable, and scalable Web
application infrastructure,

< Previous | | Next > | | Install | | Cancel
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8. Check the box next to Web Server (lIS).
= Add Roles and Features Wizard = x

DESTIMATION SERVER
MS5QLDLIPDR

X

Select server ro =

Add features that are required for Web Server (115)?

The following tools are required to manage this feature, but do not
have to be installed on the same server,

4 Web Server (/I5)
4 Management Tools

[Tools] IS Management Console

Include management tools (if applicable)

| Add Features | ‘ Cancel

| < Previous | | Mext » | | Install ‘ | Cancel |

9. Click Add Features.

DESTINATION SERVER
Select server roles MSSQLOLIDR
Beforz You Begin Select one or more roles to install on the selected server,
Installation Type Roles Description
Server Selection . 72 Web Server (115 provides a reliable,
[J Application Server |  manageable, and scalable Web
[] DHCP Server application infrastructure,
Features ] DS Server
Web Server Role (II5) [ EaacBenver, i
Role Services [ [®] File and Storage Services (1 of 12 installed)
Confirmation [ Hyper-v
[[] Metwork Policy and Access Services
[ Print and Document Services
[] Remote Access
[[] Remote Desktop Services .
[] veolume Activation Services
Neb Server (lIS)
[] Windows Deployment Services
[] Windows Server Essentials Experience
[] Windows Server Update Services ]
<Previous | [ Net> | [ sl | [ Cancel

10. Click Next.
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11. Ensure that all desired features are selected.

12

Select features

Before You Begin
Installation Type

Server Selection

Server Roles

Web Server Role (II5)
Role Services

Confirmation

DESTINATION SERVER
MSSQLDIIPDR

Select one or more features to install on the selected server,

Features Description
~ .NET Framework 3.5 combines the
A e ol et sl A ol b b power of the .NET Framework 2.0
b [m] NET Framework 4.5 Features (2 of 7 installed) APls with new technologies for
> [] Background Intelligent Transfer Service (BITS) = building applications that offer
[ BitLocker Drive Encryption appealing user interfaces, protect
3 — your customers' personal identity
[ BitLocker Network Unlock information, enable seamless and
[] BranchCache secure communication, and provide
[ Client for NFS the ability to model a range of
s business processes.
[] Data Center Bridging
[] Direct Play
[[] Enhanced Storage
[] Failover Clustering
[] Group Policy Management
[] 115 Hostable Web Core
[ Ink and Handwriting Services ||
— . o w
<] " [ 2]
| < Previous | ‘ Next = | | Install ‘ | Cancel |

Click Next.

Before You Begin
Installation Type
Server Selection

Server Rolas

Features

Role Services

Confirmation

Web Server Role (IIS)

DESTIMATION SERVER
MS5QLDLIPDR

‘Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (1IS) 8.5 with enhanced security,
diagnostic and administration, a unified Web platform that integrates IS 8.5, ASP.NET, and Windows
Communication Foundation,

Things to note:
* Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web
server traffic, especially when there are multiple roles on this computer,

* The default installation for the Web Server (lIS) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression,

More information about Web Server IIS

< Previous | | Next = | ‘ Install | | Cancel

13. Click Next.
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14. Ensure that Default Document, Directory Browsing, HTTP Errors, Static Content, HTTP Logging,
and any other desired Role services are selected.

Select role services S e

Before You Begin Select the role services to install for Web Server (I1S)

Installation Type Role services Description
Server Selection u ~ Web Server provides support for
Neb Serve — 5 &
Server Roles HTML Web sites and optional
4 Common HTTP Features support for ASP.NET, ASP, and Web
Features Default Document server extensions. You can use the
Web Servar Role (I5) Directory Browsing = Web Server to host an internal or

external Web site or to provide an
HTTP Errors environment for developers to
Confirmation Static Content | create Web-based applications.

"] HTTP Redirection

[] WebDAV Publishing
4 Health and Diagnostics

HTTP Logging

[] Custom Logging

[] Logging Tools

[] ODBC Logging

[ Request Monitor

<| n ||>‘V

| < Previous | | Mext > | | Install | | Cancel |

15. Click Next.

DESTINATION SERVER

Confirm installation selections MSSQLDLPDR

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. I you do not want to install these optional features, click Previous to clear

Server Roles their check boxes,
Features
Web Server Role (115} WebSenenllb] T

Management Tools

Role Services

115 Management Conscle

‘Web Server
Common HTTP Features
Default Document

Directory Browsing
HTTP Errors
Static Content

<

Health and Diagnostics

Export configuration settings
Spedfy an alternate source path

<Previous || Nect> | [ nstal | [ Cancel

16. Click Install.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events 85



'92-008'['ds’_LS|N/SZOQ'0'[/3J0'!Op//2$d11l.{ ‘wouy BSJEL{D JO 994} a|qe|leAe s| uoueauqnd SIYyL

17.

18.

DESTIMATIOM SERVER

Installation progress MSSQLDLIPDR

View installation progress

o Starting installation

[>]

Web Server (lIS)
Management Tools
115 Management Console
Web Server
Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content

Health and Diagnostics
HTTP Logaina bd

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

|<Prewous|| MNext > | | Install || Cancel |

Wait for the installation to complete.

DESTINATION SERVER

Installation progress MSSQLDLPOR

View installation progress

o Feature installation
|
Installation succeeded on MSSQLDLIPDR.

[>]

‘Web Server (lIS)
Management Tools
115 Management Console
Web Server
Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content

Health and Diagnostics
HTTP Loaaina ad

You can close this wizard without interrupting running tasks. View task progress or open this
1] page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Next > | ‘ Close ‘ | Cancel

Click Close.
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2.5.2 IIS Configuration
1. Open Windows Explorer and click This PC.

Drive Tools
Home Share View Manage v 8
® = 1 [l » ThisPC » Local Disk (C) v & | sesrch Local Disk (C3) A
=
i Favorites MName Date modified Type Size
esktop inetpul : ile folder
B Deskt pub 1/26/2018 1:52PM  File fold
|\ Downloads | PerflLogs 8/22/2013 852 AM  File folder
%] Recent places | Program Files 11/9/2017 6:26 PM  File folder
ji Program Files (x26) 11/9/2017 &:26 PM File folder
18 This PC | Users 11/9/2017 6:27 PM File folder
L Windows 1/26/2018 1:52 PM  File folder
f‘! Network
6 items

2. Right-click, and select Create Folder.
3. Name the folder www.

Home Share View v 9
CRORIK ‘I'h » ThisPC » Local Disk (C)) » v & | ‘ Search Local Disk () p |

¥ Favorites Name : Date modified Type Size
B Desktop 1 inetpub 1/26/2018 3:52 PM  File folder
i Downloads | PerfLogs 8/22/2013 &52 AM  File folder
4] Recent places |\ Program Files 1/29/2018 4:04 PM File folder
H Program Files (x26) 1/29/2018 2:40 PM File folder
18 This PC 1 Users 1/26/2018 3:52 PM  File folder
}i Windows 1/28/2018 225 PM  File folder

€ Network |I__ 2/1/20181:38PM  File folder

Titems 1 item selected
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65 b Start Page

Open the Internet Information Services (IIS) Manager.

File View Help

-85 MSSQL (MSSOL\Administrate

erne ormatio = =) &
Name Server Connect to localhost 1IS MNews and Information
@ mssaL Ichlhost Connect to a server.., IS Downloads
Connect to a site... 1IS Forums
Connect to an application... Techhlet
MSDN
ASP.NET Mews
Microsoft Web Platform
<] n >
|\ v . s o o

IS News

115 News is disabled, click the Enable [I5 News link to get the most recent online news.

<] m

Ready

5. Click the arrow next to MSSQL (or the chosen name of the server).

6. Click Sites.

'y Saan Page

3 Apphication Poals
» Lol Sies]

<] [

283 MSSOL (MSSOL\Administrat

INE

| Add Website..

Filter: <% o - @ Showll | Groupby: No Grouping Set Websie Defaghe..
Mame  * ] Status Binding Fath | @ Hep
@ Defaut Web Site 1 Trarted (ht... 50 {http) HSystemDrive hinetpubliwwwroct

Feady

L Features View 1. Content View

7. Click Add Website....
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Site name: Application pook

|| | |DdaullAppPonl | Select..

Content Directory
Physical path:

[ |[-]

Pass-through authentication

| Connect as... | | Test Settings... |
Binding

Type: IP address: Port:

[hitp v| [l Unassigned v| [0 |
Host name:

Example: www.contoso.com or marketing.conteso.com

[l Start Website immediately

[ o || cana ]

Enter the desired site name.

Site name: Application poolk
pp P
[mssaLsiTe | [mssarsme || select.. |

Content Directory
Physical path:

[ | [ ]

Pass-through authentication

| Connect as... ‘ ‘ Test Settings... |
Binding
Type: IP address: Port:
[htp v| [All Unassigned V] [e0 ‘
Host name:

Example: www.contoso.com or marketing.conteso.com

[W] Start Website immediately

ot || Concel

Click ... under Physical path:.
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Start Website immediately

Add Website
Site name: Application poo
|mssasiTe | [mssatsme | [ seleet. |
Content Directory
Physical path:
| ' [x]
Browse For Folder
Pass-through authentication
. - Select a directory for the application.
Binding b 8 Videos 2
Type: |P address: D)E-:J",J F‘OEF.}' Disk Drive (A:)
|http v‘ |AII Unassig DE. TEIEE
I» ©% DVD Drive (D:) SQLSERVER
Host name: I [ Libraries
| I ﬁ‘j Network
Example: www.conteso.com or ma 1 B8 Control Panel oy
& Recycle Bin il
~
| Make New Folder | | oK | ‘ Cancel

Cancel

10. Locate and select the folder created in Step 3.

Add Website 2l 2
Site name: Application poo
[mssaLsiTe | [mssaLsme | [ seleat. |
Content Directory
Physical path:
| ' <]
Browse For Folder
Pass-through authentication
- Select a directory for the application.
Einhing 4 (g Local Disk (T2) -
Type: IP address: b i inetpub
[hitp v [AllUnassig i Perflogs
I Program Files N
Host name: [ Program Files (x86)
| B [0 Users =
Example: www.contosc.com or ma bl Windows I
L www |
[ &% DVD Drive (D) SOI SERVER 2
Make New Folder ‘ | OK | | Cancel

Start Website immediately

11. Click OK.

12. Set Type to http and Port to 80.

13. Ensure the IP address and Host name fields are filled in with the correct information for the ma-

chine.

Cancel
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14. Ensure that Start Website immediately is selected.

Add Website |2 [
Site nare: 0
|MSSQLSITE | ‘MSSQLSITE ‘ | Select... |
Content Directory
Physical path:
|C:\www | l:l
Pass-through authentication
| Connect as... | |Test5ettiﬂgs.‘. |
Binding
Type: IP address: Port:
hitp PIR[1c2.162.51.107 v |20 |
Host name:
[MssOLdiipdr \
Example: www.conteso.com or marketing.contose.com
Start Website immediately
0K ‘ | Cancel

15. Click OK.

2.6 Semperis Directory Services Protector

This section details the installation of Semperis Directory Services Protector (DSP), a tool used for
monitoring Active Directory environments. This installation requires both a copy of SQL Server Express
as well as the Semperis Wizard. See the Semperis DS Protector v2.5 Technical Requirements document
for specifics on the requirements. For a Windows Server 2012 R2 installation, meet the following
requirements:

e .NET Framework Version 3.5 SP1

e .NET Framework Version 4.5.2 or later

e Joined to the Active Directory Domain it is protecting

e Either the installer for SQL Express Advanced or connection information and credentials for a
full version of Microsoft SQL (MSSQL)

2.6.1 Configure Active Directory for Semperis DSP

1. Open Active Directory Users and Computers.
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File Action View Help
e aE o XBo B e TaY
] Active Directory Users and Com|| Name Last Name Type Description
B[] Saved Queries 2 Abraham Leptoceratops User User Account
4 ﬁ DLIPDR & Administrator User Built-in account
b [ Builtin B2, Allowed RODC Password Replication... Security Group...  Members in this
b [ Computers 52, Cert Publishers Security Group...  Members of thi
b ] Demain Controllers 52, Cloneable Domain Controllers Security Group... Members of thi
| Fore\gnSecurit.yPrincipaI! %Demed RODC Password Replication ... Security Group... Members in this
b (5 Managed Service Accour 2.Di SearchMailbox {D19BAO5-... MsExchDiscoveryMailbox DI19BAOS-46A6-41...  User
. + DiscoverySearchMailbox ryl
b (5] Microsoft Exchange Sect 52, DnsAdmins Security Group...  DMS Administra -
52, DnsUpdateProxy Security Group...  DNS clients whg
52, Domain Admins Security Group... Designated adm
%Domaln Computers Security Group...  All workstations

%Domain Controllers Security Group...  All domain cont
52, Domain Guests Security Group...  All domain gue:
52, Domain Users Security Group...  All domain user
52, Enterprise Admins Security Group... Designated adm
%Enterprl;e Read-only Domain Centro... Security Group... Members of thi
& Exchange Online-ApplicationAccount User

&. FederatedEmail. 4c1f4d8b-8179-4148...  FederatedErnail 4c1f4d3b-8179-4143-93bf-00a...  User

& Franklin Delanc Raptorvelt User User Account
52, Group Policy Creator Owners Security Group... Members in this
&.Guest User Built-in account
& Harry S Triceratops User User Account
& John Quincy Ankylosaurus User User Account
s Lyndon Brontosaurus Johnson User User Account

2
<] ] | B

2. Right-click Users in the left pane, and select New > User.
3. Enter the information for a new user for the DSP service.

& Createin:  DIIPDR/Users

First name: |DSP | Initials: I:l

Last name: |Senn'ce |

Full name: |DSP Service

User logon name:

|d5p5enrice | [@DIIPDR

User logon name (pre-Windows 2000):

| DI\ | |d5p5enrice|

4. Click Next.
5. Enter a password twice for this user.
6. Set the password policy.
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& Createin:  DLIPDR/Users

Password: [osesesesesessd]
Confirm password: |---------------

[ ] User must change password at next logon
[ ] User cannot change password

[+] Password never expires

[ Account is disabled

7. Click Next.
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& Createin:  DLIPDR/Users

When you click Finish, the following object will be created:

Full name: DSP Service
|User logon name: dspservice @D IPDR

The password never expires.

8. Click Finish.
9. Open Group Policy Management.
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=

|5 File Action View Window Help

&= 7 4

|5 Group Policy Management
4 4% Forest: DLIPDR
I+ @ Daomains
I Ca Sites
Eﬁ Group Policy Modeling
[ Group Palicy Results

Group Policy Management

Contents

MName
/A Forest: DLIPDR

10. Right-click Domains > DI.IPDR > Domain Controllers > Default Domain Controllers Policy, and

click Edit.
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g
=f Group Policy Management Editor -

File Action View Help

LA RENEN )=

[ Defautt Domain Controllers Poli | pyota,it Domain Controllers Policy TAD-DNS.DLIPDR] Policy
4 [ Computer Configuration

I [ Policies
I || Preferences
4 %, User Configuration
B [ Policies
B [ Preferences

Select an item to view its description, ~ Name
A Computer Configuration
% User Configuration

< mn > Extended /(‘Standard/

11. Navigate to Computer Configuration > Policies > Windows Settings > Security Settings >
Advanced Audit Policy Configuration > Audit Policies > Account Management.
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File Action View Help
= H

Group Policy Management Editor

B [ Windows Firewall with Ad
] Network List Manager Pol
Zaff Wireless Network (IEEE 80,
[ Public Key Policies
| Software Restriction Polic

-~

Subcategory
b Audit Application Group Management

5 Audit Computer Account Management
| Audit Distribution Group Management
o

lsie] Audit Other Account Management Events

Audit Events

Mot Configured
Mot Configured
Mot Configured
Mot Configured
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] Audit Security Group Management
sit| Audit User Account Manageme%

- Mot Configured
| Application Control Polici

g IP Security Policies on Act
[ Advanced Audit Policy Ct
4 14 Audit Policies —
[ ‘;a Account Logon
Account Managen
Detailed Tracking
DS Access
Logon/Logoff
Object Access =
Policy Change -
Privilege Use

I

3

I

p [ Network Access Protectio
b Mot Configured
I

4

v v v W v v W W

System
b 54 Global Object Acc
1+ gliy Pelicy-based QoS
[ Administrative Templates: Policy]
- || Preferences
4 2 User Configuration

< ] > <] [

Expand: Completed successfully.

12. Edit the Audit User Account Management field by double-clicking it.
13. Check the box next to Configure the following audit events.
14. Check the box next to Success.
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Palicy | Explain

a Audit User Account Management

[ Configure the following audit events:
[ Success
[ Failure

15. Click OK.
16. Go to Audit Policies > DS Access.
17. Double-click Audit Directory Services Changes.
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Palicy | Explain

a Audit Directory Service Changes

[] Configure the following audit events: Q
[] Success
[ Failure

18. Check the box next to Configure the following audit events.
19. Check the box next to Success.
20. Click OK.

L Group Policy Management Editor -

File Action View Help
= 2[F = 8

b [ 2] Windows Firewall with Ad ~ || Subcategory Audit Events
[] Netwerk List Manager Pol %] Audit Detailed Directory Service Replication Mot Configured
I ;d Wireless Network (IEEE 20, %] Audit Directory Service Access Mot Configured
b [ Public Key Policies udit Directory Service Changes
I (] Seftware Restriction Pelic
I [ Metwork Access Protectio
b [] Application Control Polici
[ ‘g IP Security Policies on Act
4 [ Advanced Audit Policy Ce
4 n,g Audit Policies =
I: ji Account Logon
ji Account Managen
jﬂ Detailed Tracking
jﬂ D5 Access
jﬂ Logon/Leogoff
5 Object Access
ji Policy Change
ji Privilege Use %
I ji System
I [ Global Object Acc
b gl Policy-based GaS
b [ Administrative Templates: Policy]
b [7] Preferences [ |
4 4, User Configuration

< m > <] m >

l'ﬁq Audit Directory Service Replication Mot Configured

v v T v v T W
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21. Open Active Directory Users and Computers.
22. Ensure View > Advanced Features is enabled.
23. Right-click the domain (for example, DI.IPDR) created earlier, and click Properties.

General | Managed By I Obiject | Security I Attribute Editor |

ﬁ DLIPDR

Domain name {pre-Windows 2000):
]

Description:
[

Domain functional level:
Windows Server 2008

Forest functional level:
Windows Server 2008

24. Click the Security tab.

| General I Managed By I Object | Security |Pd'LribL.rte Editor |

GI'OLID ar uUser names:

2, SELF

52, Authenticated Users

2, 5YSTEM

52, NETWORK SERVICE

82, Organization Management (DI\Oraanization Manaasment)

Permissions for Everyone Allow

Full control

Read

Write

Create all child objects
Delete all child objects

For special pemissions or advanced settings, click
Advanced.

25. Click Advanced.
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Cwner: Administrators (DP\Administrators) Change

Permissions Auditing Effective Access

For additional infermation, double-click a permission entry. To modi‘ﬁ,[%permission entry, select the entry and click Edit (if available).

Permission entries:

Type  Principal Access Inherited from Applies to
82 Allow  Exchange Windows Permissi..  Change password MNone Special
.ﬁ. Allow  Exchange Windows Permissi..  Reset password Mone Special
% Allow  Exchange Servers (DI\Exchan...  Special None Descendant InetOrgPerson o..
82, Allow  Exchange Servers (DI\Exchan... Special None Descendant User objects
82 Allow  Pre-Windows 2000 Cormpatib... Special Mone Descendant InetOrgPerson o...
82 Allow  Pre-Windows 2000 Compatib... Special Mone Descendant Group objects
82 Allow  Pre-Windows 2000 Compatib... Special MNone Descendant User objects
% Allow  Authenticated Users Enable per user reversi.,  Mone This object only
% Allow  ENTERPRISE DOMAIMN COMT...  Replicating Directory ...  Mone This object only
82 Allow  Authenticated Users Unexpire password Nene This object anly
82 Allow  Authenticated Users Update password notr.. MNone This ohject only

L an CRITCONDICE DK AR IR S RIT [T FURE I . T I Theim cleied ol

[ [ s | [ i

W

ok || Cancel || 4pply |

26. Click the Auditing tab.
27. Click Add.
28. Enter Everyone.

Select this object type: %
|User. Group, or Buitt-in security principal | | Object Types... |

From this location:
|DI.IFDF{ | | Locations...

Enter the object name to select (examples):

| Check Names

29. Click OK.
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Owner: Administrators (DMNAdministrators) Change

Permissions Auditing Effective Access

For additional information, double-click an audit entry. Te modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access Inherited from Applies to

% Succ... Everyone None Special

82, Succ.. Everyone None Special

2 Succ.. Domain Users (Di\Domain Us.. Al extended rights MNone This ohject only
82, Succ..  Administrators (DVAdministr... Al extended rights MNone This ohject only
% Succ.. Everyone Special % Nene This object only

B [Rarors ] [ Ve

oK || Cancel || Apply |

30. Double-click Everyone.

31. Check the boxes next to Write all properties, Delete, Delete subtree, Modify permissions,
Modify owner, All validated writes, All extended rights, Create all child objects, Delete all
child objects.

A
Type: ‘ Success w ‘
Applies to: | This object and all descendant objects v]
Permissions:
[] Full contral [w] Create msExchOmaDeliveryProvider objects
[] List contents [w] Delete msExchOmaDeliveryProvider objects
[[] Read all properties [w] Create msExchOmaDeviceCapability objects
[w] Write all properties [w] Delete msExchOmaDeviceCapability objects
[] Delete [] Create msExchOmaDeviceType objects
[] Delete subtree [] Delete msExchOmaDeviceType objects
[[] Read permissicns [#] Create msExchOrganizationContainer objects
[ Modify permissions [+] Delete msExchOrganizationCantainer objects
[w] Modify owner [w] Create msExchPaoliciesContainer objects
[w] All validated writes [w] Delete msExchPoliciesContainer objects
[w] All extended rights [w] Create msExchProtocol CfgHTTPContainer objects
[w] Create all child objects [w] Delete msExchProtocolCfgHTTPContainer objects
[] Delete all child objects [] Create msExchProtocol CfgHTTPFilters objects
[#] Create Computer objects [] Delete msExchProtocolCfgHTTPFilters objects
[#] Delete Computer objects [w] Create msExchProtocolCfgIMAPContainer objects
[] Create Contact objects [#] Delete msExchProtocol CfgIMAP Container objects
[w] Delete Contact objects [] Create msExchProtocolCfgIMContainer objects
[] Create friendlyCountry objects [#] Delete msExchProtocol CfglMContainer objects o

32. Click OK.
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| General | Managed By | Object | Security | Attrbute Editor |

I:3I'0LI|3 ar user names:

2, 5ELF 8

2, Atherticated Users

B2, 5YSTEM

2, NETWORK SERVICE

2, Organization Management {DI'\Organization Management}

Pemissions for Everyone

Full control

Read

Write

Create all child objects
Delete all child objects

For special pemissions or advanced settings, click
Advanced.

33. Click OK.

2.6.2 Install Semperis DSP

1. If you are using a local SQL Express Advanced server, place the SQLEXPRADV_x64_ENU.exe
installer in a directory called Setup, and ensure that the Semperis Wizard is adjacent to the

Setup folder (not inside it). If a SQL Express Advanced server is not being used, no Setup folder

is required.
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Home Share View

(2= Downloads

X

v @

1‘| & r ThisPC » Local Disk (C:) » Users » Administrator

v Downloads

(V] | | Search Downloads

?]

FS

0 Favorites pamd

B Desktop 1 Setup
4 Downloads = Semperis.Wizard.exe

“El Recent places

1% This PC
bz Desktop
" Documents
& Downloads
ot Music

B Videos
£, Local Disk (C:)

8 DVD Drive (D:) IR2.S

?! MNetwork

2 items

Date modified

8/9/2018 9:06 AM
8/9/2018 9:05 AM

= Pictures %

Type
File folder
Application

Size

143,965 KB

2. If prompted to restart the computer, do so.
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AGREEMENT

Welcome to Semperis installer

The wizard will guide you through installation of the Semperis products

W\

5
L.
LS

h

Semperis SERVICE AGREEMENT

THI5 SERVICE AGREEMENT (THE AGREEMENT) GOVERNS THE USE OF THE SERVICE, INCLUDING ITS WEB-BASED
APPLICATION AND ITS PC-DESIGNATED COMPONENT.

THIS PRODUCT AGREEMENT (THE "AGREEMENT") GOVERNS THE USE OF SEMPERIS'S DISASTER RECOVERY AND
MANAGEMENT SOFTWARE PRODUCTS, FOR ORGANIZATIONAL IT-IDENTITY (ACTIVE DIRECTORY) PLATFORM (THE
"PRODUCT . A5 SPECIFIED IN THE PROPOSAL PROVIDED TC YOU).

| Agree Cancel

Semperils

3. Click I Agree.
4. Select Evaluation License.
5. Select Active Directory State Management.

THIS AGREEMENT CONSTITUTES A BINDING CONTRACT BETWEEN SEMPERIS LTD., ("WE™, "US", "OUR" OR "SEMPERIS™), AND
YOU — A LEGAL ENTITY (A COMPANY. A PARTNERSHIP, OR ANY OTHER LEGAL ENTITY, HEREINAFTER: "CRGANIZATION"),
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LICENSE

A
i
I

S —
o

License

@ Evaluation license

C Active Directory Forest Recovery

@/'Active Directory State Management D@ v

O Full License

W
o
T

Semperis -

6. Click the > button.
7. Enter the username and password of the account created earlier.
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AGREEMENT

CONFIGURATION INSTALLATION SUMMARY

Service Account

N NN |

Enter the username and password to use for the ADSM service account. The Service account is used by
the Semperis Management Server to communicate with the ADSM agents.

Forest Name: Service account: Password:

:Dl\dspservice lcco.ololo.olo.-

Semperis .

8. Click the > button.

Click OK to add the Service Account to the "Semperis ADSM Service
Accounts” group. The group will be created in the "Users” container, if

DK& I
9. Click OK.

10. Check the box next to Create the following group.

it does not exist,
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Click OK to create the "Semperis Audit Collectors” group, if it does not
already exist.

11. Click OK.
x
AGREEMENT CONFIGURATION INSTALLATION SUMMARY
—
[r—] —
= @ ® (=]
o= - JOES
il {1014
Active Directory Audit Configuration
Create the following group:
i Name: Semperis Audit Collectors
......... Location: CN=Users DC=DI,DC=IPDR
v

Semperis

12. Click the > button.
13. Select the appropriate database option, and enter any required information.
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AGREEMENT LICENSE CONFIGURATION INSTALLATION SUMMARY

B = ' = Z=
. . o= . . o= ® J =1
h— e | o oL
Select installation type Provide connection details
O Create 3 new database
Create a new database on an existing SQL server Server:
O Use an existing database Port:
Use an existing database on an existing SQL server
@ Install SQL Express locally Windows Authentication
Use Microsoft SQL Express 2014 running locally
Username:
Password:

Semperis

14. Click the > button.

. Click OK to begin the installation. Click Cancel to go back and review
i any of your installation settings

15. Click OK.
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INSTALLATION

Semperis Management Server has been installed successfully.

Installing Windows Server features

Generating certificates

Generating the configuration file

Configuring Registry entries

Installing SQOL Server Express. This may take up to 20 minutes to complete
Configuring the SQL Server database

Installing the Semperis Management Server

Semperis :

16. Click the > button after the installation completes.

17. There should now be a shortcut on the desktop linking to the web console for Semperis DS
Protector.

18. On the login page, enter the full domain as well as the NetBIOS name.

19. Enter the username and password of an administrator on the domain.
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0 Semperis

G ‘ & Secure | https;//semperis-dsp.diipdr/ADSM/Login/

Semperis

Active Directory State Manager

Topology unknown. Log in to run AD
Topology discovery.

DLIPDR

DI

A

2 Administrator

B rrrrerrssasians

20. Click Login.
21. Check the box next to the domain controllers that should be monitored by DSP.

@ ADSM AGENT MANAGEMENT

AGENT T 3
O -

= ALL DOMAINS ~ *

a NAME DOMAIN -+ STATUS =+ VERSION » 05 VERSION = ¢ ACTION
=l AD-ONS Ol IPOR MO agent aGoo L ]
(] AD-DNEOB DILIPOR Mo agent cooo 1 G

22. Click Run Action.
23. Enter the password for the account.
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Bulk Deploy the latest version of [1 DCs)

Plpase enter c ials with jini issi on all of the target machines to
deploy the latest version of the ADSM Agent, version 2.5.6744. 25103

Daomain: DLIPOR

Username: Agmiristralos

Change user

Fasswnrn seesesssssss

24. Click OK.

e Success

The requested coeration 15 rUnMINg.

25. Click Close.
26. After the agent finishes deploying, click Login at the top of the page, and log in.
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Data synchronization from Active Directory required

The sync process is feady 1o start.
What would you like to go?

27. Click Start Sync.
28. After this completes, click Settings at the top of the page.

I/ o sempens Aceve Divectar %

€& C | Securs | httpsy/semperis-dspdiipdr/ADSMesettings

ey ﬂ SETTINGS
DIiIPDR
]N PSR > Agents (DI.IPDR)

» Database

|
a

> Emall Alerts

3 Group Policy

} Date Collection
CONFIGURATION
BARTITION

~ Augit

Audit Canfiguration Wizard

Define audit settings and manage Audit Agents and Audt Callectors

Augit Agent

REPORTS Audit Collector

.. > General )

3 Operstion Log

Downioad Agent

Downioad Coliectot

29. Click Audit.
30. Click Run.
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b Semperis Active Directe: X

< C | @ Secure dr/ADS! snWizard

[ ‘Samperis Active Diractory State Manager - evaluation expires on Sep 8, 2018 ]
Current Domain
DLIPOR

ACTIVE DIRECTORY AUDITING WIZARD

N

(]
inreeuetion Eatie £ust Dars Cotection Facage hset Agents Masage aual Catecors
e £ bankien:
LETEL Introduction
rems
Welcome 1o the Audit configuration wizard. The wizard will guide you through the of the Audit and

S8THNgS.

Proe 0 1unning \pe: werar. plasse:mace sure You Iave:hel DerTissons T2quitc 0 depiy 906nws an. Domain Coruolies and/ix: deploy AVoR
Collectors on the allocated servers

Please refer o the Iatest Semperis Active Directory State Manager guide for additional information.

&

31. Click Next.

< C | @ Secure dsp.diipdr/ADS snWizard

[ Semperis Active Directory State Menager - evalustion expires on Sep 8, 2018 ]

Current Domain
DLIPGR

N

|

& ACTIVE DIRECTORY AUDITING WIZARD

Imresusion Manige Auch Agents

AD Partition Selection

Select the partitions for which the additianal Audit data will be collected Changes in partitions not selected for collection of Audit data will not
contzin the information 3bout who performed the change

PARTITION

CN=Configuration.DC=01,DC=IPDR

DC=DIOC=IPDR

=

“ CM=Schema, CN=Configuration.DC=DILDC=IPDR
]

DbC-DomainDnsZones,DC-DLDC-IPOR

]

DC-ForestDnsZones,.DC=01,0C~IPDR

k [ cuon

32. Click Next.
33. Check the boxes next to any Domain Controllers that should be monitored.
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Semperls

Curtent Damain [
DIPDR

Semperis Active Directary State Manager - avaluation expires on Sep 8, 2018 |

JASHBOARE

JN m ACTIVE DIRECTORY AUDITING WIZARD

e o e B Coaen
i
Audit Agent Management

5ot Contia e m no At At e
I
@ o B LR DOWNLOAD AGENT INSTALLER

] NAME - DOMAIN + +
E PO
5 e so-ons 5
(=] AD-DNS08 o ipdr

E] REPORTS

JoB
STATUS

N

Vasze Auat Azens Maraze duzt Calasmm

Bgloy Aud' agantc on 31l Domain Contallers hasting 3 witable <oy of the oreyiously selecied A panio
Hte. #3113} 585104t of ALG AZENTS | eS0T 1 Ina b 1y 12 £10v 8 OMSton S504T WG Mase he ch3nges performes against tosa

B STATUS
Depkey Loest Vi ¥

STATUS + + VERSION « + acTion

® 2semzsm (L &0

No agent = RN |
CANCEL

34. Elick Run Action.
35. Enter the password.

=

€ C | sean

Buik Deplay the latest version (1 DCs)

™|

Ploste enter with an all of thi target machines to

ceploy the [stest varsion the Augit Agent, version 2.5 6744 25103
DI

Usetname Admenistrator

Change user

FRbimons sesiaesenias

36. Click OK.
37. Wait for the deployment to finish.
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P e A

<« @ | @ secure | dsp.dhi.ipdr/ADS M#adsnl o fr
=
[ ‘Semperis Active Directory State Manager - evaluation expives on Sep 8, 2018 ]
Current Domain
DL POR
g\
ACTIVE DIRECTORY AUDITING WIZARD
N osseowo e
s CHANGET Whoucsen Enebe Ausit Dt Collecson e i Mt Messm Au Cobetis
M, R Faan

Audit Agent Jobs Statuses

n' AGENT STATUS.

— ALL AUDITED DOMAINS — v

@ on: NAME + DOMAIN &~ LATEST UPDATE + = JOB STATUS =+ MESSAGE

ac-ons di.ipar 08/13/2018, 3:54 PM © compleres Deploy larest ¢

a0-0nso8 oi.ipac

g - EEEE % =

38. Click Next.
- -t

<« C | & Secure dsp.diipdi/ADSM#adsnWiz o
: .
[ ‘Semperis Active Diractory State Mansger - avalustion expiras on Sep 6, 2018 |
Current Domain
DIIPDR
&\

» ACTIVE DIRECTORY AUDITING WIZARD
ad DASHBDARD L
\J HANGEL [ Ersve Aus Dot Coleston Fansse Aust Azeots Mamage fus Catestee

i it

Audit Collector Management
Audit Colleciors act 25 sroxies betureen Audt Agents and Semgers data processing engine. Deploying Audic Collecors 3lows 1o ogtimize
UII23110A f NETWOrK fe30UCas 3nd 10 Control the SUGIL data fiaw.

500 Al ekt ore ks She i s e ettt s e TN e ki Lotk g e ek vt
i s

Each Audit Agent selects the optimal Audit Coliectar 10 use based on AD site topology and Audit Callectors’ priorties.
i ion.

Piesse refef 10 the Istest Semperis Active Difectory State Manager guide for additiona informat)

EI ,._ID'B.'smm e
DEPLOY COLLECTOR DOWNLOAD AGENT INSTALLER Daploy Latest Version v AUN ACTION

iz 0 a FQON + STATUS o+ VERSION « » AcTion

Na agents found

D 2

[oca |

39. Click Finish.

2.6.3 Roll Back Changes with Semperis DSP

. Go to Changed Items on the left navigation bar.
Check the box next to any undesired Active Directory changes.
. Click the ... button to view more details about the change.
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o oo < = 2 .

& C | @ secure | hiips/semperis-dsp.diipdr/ADSM#chang 5 o | 3

Samparis vomain: [N

W) CHANGED ITEMS

Current Domain
BiPOR

A HOAF s e A1 i 61 5
A HOARD AUGS AUG 1D 00 #0512 AUG 13 =
Aug 13, 12:00 PM

CHANGED . =
\ TTEMS UNDOYSLECTED FILTER RESULTS a u E

[ Group results by operation (2)

m v ¥ Showing results | - 9of § B 9 ungrouped resuits
<FIRST <PREVIOUS = 1 NEXT > LAST » 20~ Gotopage 1 4l co |
é] CorecmATiod @ o ans on ATTRBUTE | OLOVALUE | NEW VALUE e cranaeD BY
@ & & | Adminsuator lsstilogenT . 2018-08-03 | 2018-08-13 | 08/12/2018, 3-50 37 PM . 2]
@ NS M & & | HeahMaibod3. | lesilogenT . 2018-08-03 | 201B-08-13 | OB/13/2018, 3.30:09 PM ®
J @ & A& | HeaMaiboxit | fasiogonT.. | 2018-08-03. | 2018-08-13 08/13/2018, 3:36:26 M 2]
0 & Q| wnpowsio dBCSPwd <nat set> <nat set> 08/13/2018, 1:19:54 BM @
: & O weoowsiosl | uncdews | <sscres seersts | 0B/13/2018, 11954 M c]
& | O | winoowsio-1 niPwdHisto Issecret>, |ssecrets, 08/13/2018. 1:19:54 PM (2]
E REpORT B & O winoowsio-l pwolastSet | 2018-07-14.. | 2018-08-13 08/13/2018, 1:19:54 PM (c]
& & | WINDOWSIO-1 suppiement. <sacret> <secrets 08/13/2018, 1-19:54 PM &)
" & O | WINDOWSI0-1. | imPwdHisto. | [esecrats, [<secrets, B/13/2018, 119,54 PH e
K=o ¥ Showing resuits 1 - 9 of @ I 9 ungrouped resuits
«FIRST <PREVIOUS | 1 NEXT > LAST » 20 v Gotopage 1 4 SER

4. Click Undo Selected to roll back these changes.

2.6.4 Configure Reporting with Semperis DSP

1. Click Reports on the left sidebar in the Semperis DSP web console.
2. Under Generate Report, reports can be viewed instantly, by selecting a type of report and

clicking Create.

<« C | & Secure | httpsy//sempe iipdr/ADS M#reparts | i

oomon: |GG !

e Your evaluation of Semperis ADSM axpired on Sep 8, 2018.
0R

DiP

Q REPORTS
P

VIEW GENERATED REPORT
1ANGE
\J TEMS Sensitive User Accounts v Dally

~ SELECT AREPORT v VIEW DOWNLOAD

GENERATE REPORT

g8 == T ‘E=3

SCHEDULED REPORTS

m REPOATS

3. Under Scheduled Reports, click Generate to automatically email specific reports.
4, Select areport type and a schedule.
5. Enter the email addresses of anyone who should receive this report.
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- A O

€ O @ Secure | hitps/cemperis.dep.diipde ADSMSeparts LAl

Schedule A Report

Senskive User Accounts

Bady

administratongd] . ipar

e waemi-eeden (] 80 deparite &-mall addresses

BAVE

6. Click Sae.

2.6.5 Configure Email Alerts with Semperis DSP

1. Click Settings on the Semperis DSP web console.

Expand the Email Alerts section.

Click Edit.

Enter the information of the organization’s email server as well as an email address from which
to send.

P wnN

P servmicieorncer % .
€ @[ @ Secure | Hitpss/semperis-dspclipdi/ADSM #setings «|[E

Semperis LRSS DLIPDR

A —— Your avalustion of Semparts ADSM axpired on Sep 8, 2018,
DLIPOR

a SETTINGS
\ CHANGED 2 Agents (DI.IPDR)

> Datsbasa

DELETED.
ITEMS ~ Email Alerts

] Cancel
CONFIGURATION
PARTITION o )
Sertings required to send notifications e
ana atents
Dis
Server: EXCHANGE DI IPDR
port: 2
e
Username: USERNAME
REPORTS
Password: PASSWORD
o®. 108 Mt from: sempens@a ipar
® 0 smaws
LY s.v.'_U

Jo mrrmL At Reapents
5. Click Save.
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6. Enteran email address to which to send a test email.

L3 C | @ Secure | hitps//semperis-dep.dlipdn ADSMesettings - §

Validate SMTP settings

Enter an amail address to 165t and vabgate SMTP settngs. If settings validated
successfully, it sutomatically be saved

aminstratonG ipdr

7. Click Validate & Save.

8. Under Alert Recipients add any desired recipients of alerts.
Ve <V s s et

& C |8 Secure | https//semperis-dsp.diipdr/ADSM#settings

Semperls DIIPDR ¥
port 25
Current DomMain
DIIPDR
Usemame- =
N DASHBOARD
Password. -
‘J CHANGED Mail from: semperis@di.ipdr
ITEMS

DELETED
ITeMs Alert Reciplents

Add 3 recipient  acministrator@di.ipd m

0 | emai Aporess « »

@ DNS No alert recipients found

5 &P Dally Status Reports Send daily stats rapart true
A daily status report sent 10 the Alert
Y ik A 1:00 AM
a REPORTS faciosens
Edit

« ® . Repeating Emor Notification Threshold Thresholg: 60 minutes

& v Sraus

L Define the minimum ameount of time that

must pass between srror notfication

‘emails sent out by the Monitor service.

9. Click Add.
10. Configure any schedule settings according to your organization’s needs.
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2.7 Glasswall FileTrust™ for Email

The following sections will detail the installation of Glasswall FileTrust™ for Email, an email security

product, on a new Windows 2012 R2 machine. For the purposes of this guide, we use Microsoft
Exchange as the email service provider.

2.7.1 Install Prerequisites

2.7.1.1  [Install the /IS web server

1. In Server Manager, click Add Roles and Features.
2. Click Next.
3. Select Role-based or feature-based installation.

= Add Roles and Features Wizard - [= ]
= - DESTIMATION SERVER
Select installation type GLASSWALLDLIPDR
Before You Begin Select. the installation .t_',rpe.. You can ins?all roles and features on a running physical computer or virtual
= machine, or on an offline virtual hard disk (VHD).
(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.
Feature ) Remote Desktop Services installation
caluies
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.
< Previous | | Next > Install
4. Click Next.

5. Select the current server.
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= Add Roles and Features Wizard = = -

DESTINATIOM SERVER

Select destination server Eemaroiioon

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (@) Select a server from the server pool

(_) Select a virtual hard disk

Server Pool

Filter:

Name IP Address Operating System

GLASSWALLDLIPDR 192.168.1.133 Microsoft Windows Server 2012 R2 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous | | Next » | Insta Cancel

Click Next.

Select Web Server (lIS).

Click Next.

Select .NET Framework 4.5 Features.

. Click Next.
. Select the following Role Services: Web Server, Common HTTP Features, Default Document,
Directory Browsing, HTTP Errors, Static Content, Health and Diagnostics, HTTP Logging,
Performance, Static Content Compression, Security, Request Filtering, Client Certificate

Mapping Authentication, Application Development, .NET Extensibility 4.5, ASP.NET 4.5, ISAPI

Extensions, ISAPI Filters, Management Tools, and IS Management Console.
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Select role services

Before You Begin
Installation Type
Server Selection
Server Rolas
Features

Web Server Role (1IS)

Confirmation

12. Click Next.
13. Check the box next to Restart the destination server automatically if required.
14. Click Install.

2.7.1.2

the same server as Glasswall FileTrust. Ensure that Mixed Mode authentication is selected when

installing.

2.7.1.3

Select the role services to install for Web Server (115)

Role services

4

4 Commeon HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content
[] HTTP Redirection
[] WebDAV Publishing

4 Health and Diagnostics
HTTP Logging
[ Custom Logging
[ Logging Tools
[] ODBC Logging
[] Request Monitor

DESTINATION SERVER
GLASSWALL DLIPDR

Description

Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. You can use the
‘Web Server to host an internal or
external Web site or to provide an
environment for developers to
create Web-based applications.

< Previous | | MNext »

| | Install || Cancel |

Install Microsoft SQL 2014 Enterprise
Please see Section 2.4 for an installation guide for MS SQL 2014; for simplicity it should be installed on

Install Microsoft Visual C++ 2015

1. Runthe vcredist_x64 installer.
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niEn-|

Home

Application Tools

Manage hd 0

@ - 1 |L <« Std_.. » Visual C...

v 0| | Search Visual C++ RunTime... @ |

37 Favarites

B Desktop
8 Downloads

(E-ﬂ Recent places

1% This PC
jm Desktop

F| Documents

. Downloads
W Music

& Pictures
B Videos

i, Local Disk (C)
[t DVD Drive (D) SQL2

ej Metwork

Titem  1item selected 13.8 MB

P

Date modified

I~ 1/30/2018 12:00 PM
&3

Microsoft Visual C++ 2015
Redistributable (x64) - 14.0.23026

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT VISUAL STUDIO 2015 ADD-ONs, VISUAL STUDIO SHELLS
and C++ REDISTRIBUTABLE

~

i

[v] ree to the license terms and conditions:

3. Click Install.

4. After the installation is complete, click Close.
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Microsoft Visual C++ 2015
Redistributable (x64) - 14.0.23026

Setup Successful

2.7.2 Install the Glasswall FileTrust Server Component

2.7.2.1  [Install Glasswall Hub

1. Run Hublnstaller.msi.

Welcome to the Glasswall Hub Setup
Wizard

FILE

The Setup Wizard will install Glasswall Hub on your computer.
Click Mext to continue or Cancel to exit the Setup Wizard.

T EVERY

S

2
i
=

3= GLASSWALL

2. Click Next.
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il Glasswall Hub Setup \;‘i-

End-User License Agreement e
Please read the following license agreement carefully i
END USER LICENCE AGREEMENT (EULA) ~

This licence agreement is between Glasswall Solutions Limited (company
number 05573793) whose registered address is 18A St. James's Place,
London, SW1A 1NH ("Company™) and you (as an individual installing the
software and also, where applicable, the erganisation on whose behalfthe
individual is acting) (*You" *Your® “Customer~).

IMPORTANT: BY ELECTING TO INSTALL THE SOFTWARE OR BY HAVING
THE SOFTWARE INSTALLED OMN YOUR COMPUTER SYSTEM BY
COMPANY OR A THIRD PARTY (WHICH WILL BE DEEMED TO ACT AS
YOUR AGENT WITH YOUR EXPRESS CONSENT), YOU AGREE TO BE
BOUND BY THE TERMS OF THIS LICEMCE. HOWEVER, IF YOU HAVE .

[#1 accept the terms in the License Agreement %

[ pint | [ Bak | nmewt

| Cancel |

3. Check the box next to | accept the terms in the License Agreement.
4. Click Next.

i, Glasswall Hub Setup \;Ii-

Custom Setup -
Select the way you want features to be installed o

Installs the Glazswall Management
Service to the local machine

- (=) ~ | File Release Request Service

: - | Datab
= atabase This feature will be installed on the

local hard drive

Back || Mext | Cancel

Click Next.

Enter localhost for the Database Server.

Enter HubDatabase for the Database Name.

Enter a username and password (and take note of these for later).

© N o U,
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Database Configuration
Specify the Glasswall Database Configuration

Database Server Iloalhost [ ;‘3;

Database Name IHubDambase

Database Login I

Database Password || sesssssssssRRe

9. Click Next.
10. Select Windows Authentication.

Database Installation Settings — —
Spedfy the Installation Setting for the Glasswall Database e =3
Database Administrator Credentials
Configure the credentials that will be used to create the database (all fields required)

Authentication Methed |Windows Authentication . ] |
far

User name I

Password ||

Database Installation Log File
Location of the database installation log file

Installation Log File |C:V.ogging\gw—Daiabase—Insiall.Iog Browse...

11. Click Next.
12. Replace the domain of the management service URL with the address of the current machine,
such as glasswall.di.ipdr.
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Specify the Glasswall File Release Request Service Configuration

File Release Request Service Configuration _%=

Management service URL

Logging directory |C:1,||_°ggingl,'

13. Click Next.

Ready to install Glasswall Hub __%:—

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

14. Click Install.
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Glasswall Hub Setup = = -

Completed the Glasswall Hub Setup
Wizard

Click the Finish butbun% exit the Setup Wizard.

TRUST EVERY FILE

-
<
3
n
n
-
-
O

__a

Back Cancel

15. Click Finish.

2.7.2.2  Install Glasswall Integration Service

1. Run GlasswalllntegrationService.msi.

i Glasswall Integration Service Setup \;Ii-

Welcome to the Glasswall Integration
Service Setup Wizard

The Setup Wizard will install Glasswall Integration Service on
your computer, Click Next to continue or Cancel to exit the
Setup Wizard,

5

TRUST EVERY FILE

GLASSWALL

‘!|!F

Back Mext | Cancel

2. Click Next.
3. Check the box next to | accept the terms in the License Agreement.
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i Glasswall Integration Service Setup \;‘i-

End-User License Agreement —
Flease read the following license agreement carefully -
END USER LICENCE AGREEMENT (EULA) ~

This licence agreement is between Glasswall Solutions Limited (company
number 05573793) whose registered address is 18A St James's Place,
London, SW1A 1MH ("Company™) and you (as an individual installing the
software and also, where applicable, the organisation on whose behalfthe
individual is acting) (*You" “Your® “Customer”).

IMPORTANT: BY ELECTING TO INSTALL THE SOFTWARE OR BY HAVING
THE SOFTWARE IMSTALLED ON YOUR COMPUTER SYSTEM BY
COMPANY OR A THIRD PARTY (WHICH WILL BE DEEMED TO ACT AS
YOUR AGENT WITH YOUR EXPRESS COMSENT), YOU AGREE TO BE
BOUND BY THE TERMS OF THIS LICEMCE. HOWEVER, IF YOU HAVE ..

[+ 1 accept the terms in the License Agresment

s

Print | | Back || Mext | | Cancel

4. Click Next.

For Database Server, Database Name, Database User, and Database Password, enter the
information entered in the Glasswall Hub Installer.

Create a username and password for APl User Name and API Password.

Enter an email address to be used for notifications in Notifications Smtp Mail From.
Enter the address for the mail server for Notifications Smtp Host.

Enter a port (25 is used here) for Notifications Smtp Port.

© XN
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Database Server

Database Name

Database User

Database Password

API User Name

API Password

Logging directory

Log level

Notifications Smtp Mail From
Notifications Smtp Host

Motifications Smtp Port

Notifications Smtp Username

Motifications Smtp Password

10. Click Next.

Ilomlhost

IHubDaIabase

IGWDEUser

IAPIUSERNAME

|c:\Logging)

|Ir1fo (and above) W |

IAdminist'ator@DI.IPDR

|192.168.1.134|

|25

[] This SMTP Server %uires Authentication

Ready to install Glasswall Integration Service

= o

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

11. Click Install.
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Glasswall Integration Service Setup M

Completed the Glasswall Integration
Service Setup Wizard

Click the Finish button to exit the Setup Wizard.

TRUST EVERY FILE

-~
g
3
n
n
<
-
O

__a

Back Cancel

12. Click Finish.

2.7.2.3  [Install Glasswall Administrator Console

1. Run AdministratorConsolelnstaller.msi.
i Glasswall Administrator Console Setup | =15 -

Welcome to the Glasswall Administrator
Console Setup Wizard

The Setup Wizard will install Glasswall Administrator Console
on your computer. Click Next to continue or Cancel to exit
the Setup Wizard.

TRUST EVERY FILE

s

GLASSWALL

__a

Back [ Mext | Cancel

2. Click Next.
3. Check the box next to | accept the terms in the License Agreement.
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End-User License Agreement —
Flease read the following license agreement carefully -
END USER LICENCE AGREEMENT (EULA) ~

This licence agreement is between Glasswall Solutions Limited (company
number 05573793) whose registered address is 18A St. James's Place,
London, SW1A 1MNH ("Company”) and you (as an individual installing the
software and also, where applicable, the organisation on whose behalfthe
individual is acting) (*You™ *Your® “Customer”).

IMPORTANT: BY ELECTING TO INSTALL THE SOFTWARE OR BY HAVING
THE SOFTWARE INSTALLED ON YOUR COMPUTER SYSTEM BY
COMPANY OR A THIRD PARTY (WHICH WILL BE DEEMED TO ACT AS
YOUR AGENT WITH YOUR EXPRESS COMNSENT), YOU AGREE TO BE
BOUND BY THE TERMS OF THIS LICENCE. HOWEVER, IF YOU HAVE «

I accept the terms in the License Agreement

%

| Print | | Back || Mext | | Cancel

4. Click Next.

5. For Database Server, Database Name, Database User, and Database Password, enter the
information entered in the Glasswall Hub Installer.

6. For Notifications Smtp Mail From, Notifications Smtp Host, Notifications Smtp Port, enter the
information entered in the Glasswall Integration Service Installer.

7. For Notifications Smtp Port Security, select StartTIsWhenAvailable.
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Database Password
Notifications Smtp Mail Fram
Notifications Smtp Host
Motifications Smtp Port

Notifications Smtp Port Security

Notifications Smtp Username

Motifications Smtp Password

iz Application Settings = = -
Database Server localhost
Database Name |HuhDatabase
Database User |GWDBUser

|administrator @1.IPDR

|192. 168.1.134

|25

StartTlsWhenAvailable v

[] This SMTP Server Requires Authentication [%

[ Back ||

Mext | | Cancel

8. Click Next.
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Ready to install Glasswall Administrator Console —

5 Glasswall Administrator Console Setup \;‘i-

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back || Install | | Cancel |

9. Click Install.
i Glasswall Administrator Console Setup \;‘i-

Completed the Glasswall Admini&trator
Console Setup Wizard

Click the Finish button to exit the Setup Wizard.

TRUST EVERY FILE

-~
<
3
n
n
<
-
V)

__a

Cancel

10. Click Finish.

2.7.2.4  Add the Server’s Certificate

1. For the purposes of this build, a self-signed certificate is used, but this is dependent on the
needs of the organization. Ensure that the certificate used is issued to the domain, such as
* di.ipdr.

2. Open mmc.

Click File > Add/Remove Snap-in....

4. Select Certificates from the left pane, and click Add.

w
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5. Select Computer Account.

This snap-in will always manage certificates for:
() My user account

() Service account

(®) Computer account

6. Click Next.
7. Select Local computer.

Select the computer you want this snap-n to manage.
This snap-in will always manage:
(®) Local computer: the computerthis console is running onk

() Another computer: | || Browse...

[] Mlow the selected computer to be changed when launching from the command line. This
only applies if you save the .

8. Click Finish.
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‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n Vender z [ Console Root Edit Extensions...
:j.hcﬁvex Cantrol Microsoft Cor... @Certﬁab&s {Local Computer)
[E4 Authorization Manager Microsoft Cor... Remaove
ﬁ Certificates Microsoft Cor... |=
[ Component Services Microsoft Cor... Move Up
@Commb&r Managem... Microsoft Cor...
ﬂDevice Manager Microsoft Cor... | Move Down
ﬁDisk Management Microsoft and...
gEvent Viewer Microsoft Cor...
[l Folder Microsoft Cor...

EIGroup Policy Object ... Microsoft Cor...
ZBinternet Informatio...  Microsoft Cor...
'SIP Security Moritor Microsoft Cor...
'SIP Security Policy M... MicrosoftCor... ||
| Link to Web Address _Microsoft Cor... ||

Description:

i

The Certificates snap-in allows you to browse the contents of the certifitate stores for yourself, a service,

:
E

9. Click OK.
10. Right-click the Personal certificate store, and select All tasks > Import....

File to Import
Spedfy the file you want to import.

File name:
C:\Users\Administrator . DI'\Desktop\gwnist. pfx | | Browse. ..

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS %12 (PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (55T)

11. Enter the file name of the certificate.

12. Click Next.

13. Enter the password for the certificate.

14. Check the box next to Mark this key as exportable.
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Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[[]Cisplay Password

Import options:

[]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[w]Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[]Indlude all extended properties.

15. Click Next.
16. Ensure that the Certificate store says Personal.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events

136



'92-008T°dS LSIN/8Z09°0T/840°10p//:sdny w0y 981D JO 9344 3|qe|iene s| uoiedlignd siyL

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store

Certificate store:
|PEfsona| | | Browse...

17. Click Next.

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘You have specdified the following settings:

d by User JREE 5
Content PFX
File Mame C:\Users\administrator. DI'\Desktop\gwinist. pfic

| Enisml Cancel

18. Click Finish.
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19. Re-open the certificate import wizard but this time for Trusted Root Certification Authorities.

Welcome to the Certificate Import Wizard

Thig wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Location

() Current User

(®) Local Machine

To continue, dick Mext.

20. Click Next.
21. Select the same certificate.
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File to Import
Specify the file you want to import.

File name:

C:\Wsers\Administrator. DIDesktopgwnist. pfic | | Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Cerﬁktes (.FTB)

Microsoft Serialized Certificate Store ((55T)

22. Click Next.
23. Enter the certificate’s password.
24. Check the box next to Mark this key as exportable.
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Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ visplay Password

Impart options:

[ Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[ Mark this key as exportable. This will allow you to back up or fransport your
keys at a later time.

[ Indude all extended properties.

25. Click Next.

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

Trusted Root Certification Authorities

26. Click Next.
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Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘fou have spedfied the following settings:
S o= L BIESE Trusted Root Certification Autharities
Content PFX
File Mame C:\Users\Administrator. DI'Desktop\gwinist.pfx

27. Click Finish.
28. Open the Certificate Import Wizard again for the Personal store.

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is @ confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

() Current User

(® Local Machine

To continue, dick Next.
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29. Click Next.
30. Browse to the GlasswallLicenseValidation certificate.

© » L » ThisPC » Desktop » gw » NIST v & [ searchnisT

Organize =  MNew folder

3'_% Favorites Mame Date medified Type

B Desktop ||$ GlasswallLicenceValidation 1/26/2018 3:04 PM  Security Certificate

j Downloads
5] Recent places

18 This PC

f" MNetwork

<l

File name: | GlasswallLicenceValidation v| [500 Centificate (.cer.crt)

| | | Cancel

31. Click Open.

File to Import
Spedify the file you want to import,

File name:
C:\Users\Administrator. DI \Desktop\gw WIST\GlasswallLicenceValidz| | Browse... |

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 {PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.55T)
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32. Click Next.

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate

Certificate store:

| Personal

33. Click Next.
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Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have specified the following settings:

Content
File Mame

LNGARESE Trusted Root Certification Authorities
PFX
Ci\Wsers\Administrator, DI \Desktop\gwinist. pfx

34. Click Finish.

35. Open lIS Manager by right-clicking the server in Server Manager.

5 » StartPage

Help

Q- |z |8
&5 Start Page
b -85 GLASSWALL (DN\Administratc

Name Server Connect to localhost
@ GLASSWALL localhost Connectto a server...
Connect to a site...
Connect to an application...
< m | >

1S Mews and Information
1IS Downloads

1IS Forums

TechNet

MSDN

ASP.NET News
Microsoft Web Platform

15 Mews is disabled, click the Enable IS News link to get the most recent online news,

s
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36. Navigate to the Default Website in the tree.

€ » GLASSWALL » Sites » Default Web Site »

File View Help

“ Default Web Site Home

@-H|z |8
g Start Page y - =
Filter: - % Go - (g ShowAll | G 2 - B
493 GLASSWALL (DN\Administrator) ten e ATl |Gty B
L[} Application Pools ASP.NET 3
4 (8] Sites = ¥ F 2 S
2 /6D Default Web Site a @ 9 2 B
[ [@ AdministratorConsole NET MNET NET Error NET {NET Profile .NET Roles  \MNET Trust
b0 aspnet_client Authorizat.. Compilation ~ Pages  Globalization Levels

1@ GlasswallFileReleaseReq =

b ¥ GlasswalllntegrationSert
1@ GlasswallManagementS
Settings Strings

SMTP E-mail

s

B 9 e

Authentic... Ceompression  Default

Directory
Browsing

|

B & & B @&

NET Users  Application  Connection MachineKey Pages and

Controls

Error Pages Handler
Mappings
F =

&

Providers  Session State

HTTP
Respon...

8

Document
s [ e Gontnt Ve

Bl Explore
Edit Permissions...

Edit Site

Bindings...
Basic Sgttings...

View Aﬁ\i(aﬁuns

View Virtual Directories
Manage Website [eN]
Restart
Start

[ B

Stop
Browse Website
[E] Browse ™80 (http)
Advanced Settings...
Configure

Limits...

e Help

37. Click Bindings on the right sidebar.

Type Host Mame Port IP Address
http 30 *

Binding Inferma...

38. Click Add.
39. Select https for the Type.
40. Select All Unassigned for IP address.

41. Select the domain certificate for SSL certificate.

Edit....

Remowve

Browse
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Type: IP address:

| https v | ﬂ.ll Unassigned

Host name:

] Require Server Name Indication

S5L certificate:
*di.ipdr

42. Click OK.
43. Select the http binding.

Port IP Address Binding Informa...

443

44. Click Remove.

45, Click Yes.
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Cloze

Site Bindings (2 [x]
Type  Host Name Port IP Address Binding Informa... Add...
https 443 *

46. Click Close.

47. Restart the IIS server. The Glasswall FileTrust console should now be accessible through a

browser. (For example, https://glasswall.di.ipdr/AdministratorConsole). Ensure that there are

no certificate errors.

2.7.2.5 Install the Smtp Analysis Agent

1. Run SmtpAnalysisAgentinstaller.msi.

TRUST EVERY FILE

-
<
3
(7))
wn
<
-
O

__a

i) Glasswall Inbound SMTP Analysis Agent Setup

Welcome to the Glasswall Inbound SMTP
Analysis Agent Setup Wizard

The Setup Wizard will install Glasswall Inbound SMTP Analysis
Agent on your computer, Click Mext to continue or Cancel to
exit the Setup Wizard.

BE

Back Mext | | Cancel

2. Click Next.

3. Check the box next to | accept the terms in the License Agreement.
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End-User License Agreement

Please read the following license agreement carefully -

END USER LICENCE AGREEMENT (EULA)} ”

This licence agreement is between Glasswall Solutions Limited (company
number 05573793) whose registered address is 184 5t James's Place,
London, SW1A 1NH (*Company”) and you (as an individual installing the
software and also, where applicable, the organisation on whose behalfthe
individual is acting) (*You” “Your® “Customer’).

IMPORTANT: BY ELECTIMG TC INSTALL THE SOFTWARE OR BY HAVING
THE SOFTWARE INSTALLED OMN YOUR COMPUTER SYSTEM BY
COMPANY OR A THIRD PARTY (WHICH WILL BE DEEMED TOQ ACT AS
YOUR AGEMT WITH YOUR EXPRESS CONSENT), YOU AGREE TO BE
BOUND BY THE TERMS OF THIS LICEMCE. HOWEVER, IF YOU HAVE .

[]1 accept the terms in the License Agreement

| Print | | Back || Mext | | Cancel

4. Click Next.

For Listening port, enter 25.

6. For Management service URL, correct the domain to be the web domain of the IIS server (for
example, glasswall.di.ipdr).

7. For the Relay endpoints, enter the address of the Exchange server, followed by the port (for
example, exchange.di.ipdr:25).

8. For the TLS certificate thumbprint, enter the value from the thumbprint field on the certificate,
without any spaces.

d
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ﬁ! Application Settings =] = -
Basic Settings Logging Settings
Listening port 25 Logging directory [c:\Logaing!
Unique agent Id |Inhnund -SMTP-Agent-1 Log level ‘Info (and above) v
Agent queue directory |C: \ProgramData\Glasswall Agent} Performance logging enabled
Management service URL |ht1ps:ffglass't\'all.\:Ii.ipdrfG\asswa\lManagemenBervi
Relay endpoints (;) exchange. di.ipdr: 25 Advanced Settings
DownStream Username | Scanning interval (ms) |3EIIJIJ
DownStream Password Event upload interval (ms) |3000
Max message size (bytes) 50000000 Mail relay interval (ms) |3000
Mo. Instances 1
TLS Setti
— No. parallel hub uploads 1
Relay port security |StartTLSWhenAva\lable v |
Minimum Disk Space Threshold (MB) 100
TLS certificate thumbprint |d 57ba302e5bbaedeaad 1fa81cf734f9579746ffa
Disk Space Warning Threshold (MB) 200
Ignore Mail Server Certificate Revocation Issues
Back. ” Next | Cancel
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9. Click Next.

Ready to install Glasswall Inbound SMTP Analysis Agent __%:

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

10. Click Install.

Completed the Glasswall Inbound SMTP
Analysis Agent Setup Wizard

FILE

Click the Finish button to exit the Setup Wizard.

T EVERY

m

=
14
=

GLASSWALL

Cancel

11. Click Finish.

2.7.2.6  Distribute the Glasswall License File

1. Copy the Glasswall License file to the following locations, assuming Glasswall was installed to
C:/Program Files/Glasswall.
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File Home Share View

v c,.| [ Seerch NisT

© = 4 [L» ThisPC » Desktop » gw » NIST

FS

j Downloads A Name
(E Recent places

Date modified Type Size

| ] Glasswallic
5] GlasswallLicenceValidation

T/20/2018 409 PM  LICFile 2KB
1/26/2018 304 PM Security Certificate 4KB

18 This PC
Lﬂ Desktop
.E Documents
j Downloads %
,_D Music
.ﬁ Pictures
| B Videos
£, Local Disk (C)
[l DVD Drive (D:) 5¢

?' MNetwork

w

2items  1item selected 1.60 KB

2. First copy it to C:/Program Files/Glasswall/ManagementService/bin.

3. Then copy it to C:/Program Files/Glasswall/InboundSmtpAnalysisAgent.

niEn-
File Home Share View v 0
@ - 1 |h <« Program Files » Glasswall » ManagementService » v C-| | Search ManagementService Pr |
s-_\r Favorites A Name - Date modified Type Size
B Desktop L bin T/24/2018 833 PM File folder
j Downloads . Licenses 7/24/2018 &33 PM File folder
5l Recent places D Global 6/28/2018 7:03 PM  ASP.NET Server A... 1KB
MLog 6/28/2018T:03 PM XML Configuratio... 3KB
1M This PC Web V2472018634 PM XML Configuratio.. TKE
LE Desktop = [%
,_E Documents
j Downloads
._D Music
Lﬁ Pictures
| B Videos
., Local Disk (C:)
Eall DVD Drive (D SC
Al
5 items g =l
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Share Wi
3 ]
+ 1 [l « Program Files » Glasswall » InboundSmipAnalysisAgent » v & | [ Search InboundsmtpAnalysis... 0 |

. - . ~
¢ Favorites Mame Date modified Type Size

B Desktop 1 Licenses 7/25/2018 :04 PM  File folder
& Downloads =5 AppSettings 7/25/2018 3:05PM XML Configuratio... 2KB
% Recent places %) ARSoft.Tools.Net.dll 9/30/2017 %27 PM  Application extens... 283 KB
%] BouncyCastle.Crypto.dll 4/8/2018 8:30 PM Application extens... 2316 KB
1% This PC %] CommandLine.dll 1/10/2018 11:05 PM  Application extens... 182 KB
b Desktop = %] DiscUtils.dll 6/14/2013 3:28 PM Application extens... BkKB
| Documents %/ EntityFramework.dll 10/23/2017 1:15 PM Application extens... 5103 KB
& Downloads %] glasswall.classic.dll 7/5/2018 1:19 PM Application extens... H.777TKE
W Music %) Glasswall.Commen.dll 7/6/2018 £04 PM Application extens... 147KB
] Pictures || Glasswall.lic 7/20/2018 4:09PM  LICFile 2KB
H Videos %) Glasswall. SecuritySolution. Analysisfgent...  7/6/2012 4:05 P Application extens... 91 KB
& Local Disk (C) | || Glasswall.SecuritySolution.DataTransferO...  7/6/2018 £:04 P Application extens... 20 KB
m DVD Drive (D:) 5C |2| Glasswall.5ecuritySolution. Domain.dll 7/6/2018 4:05 PM Application extens... 624 KB

h 4 Glasswall.SecuritvSolution FileAnalvsisCo...  7/6/2012 405 PM Apolication 46 KB
51itemns  1item selected 1.60 KB

4. Lastly copy it to C:;/Program Files/Glasswall/AdministratorConsole/bin.

e 5| 5 3 V’Lmt ki
':(:-) = | |, <« ProgramFiles » Glasswall » AdministratorConsole » bin v O ‘ | Search bin P

i Favorites L~ Name - Date modified Type Size -
B Desktop (%) System.Net.Http.Formatting.dll 5/10/2018 10:38 PM  Application extens... 181 KB
1§ Downloads (@) System.Web.Cors.dll 5/10/2018 10:37 PM  Application extens... 34 KB
5] Recent places (@) System.Web.Helpers.dll 5/10/201810:42 PM  Application extens... 141 KB
% System.Web,Http.Cors.dll 5/10/2018 10:39 PM  Application extens... 45 KB
18 This pC % System.Web.Http.dll 5/10/2012 10:39 PM  Application extens... 4352 KB
& Desktop = % System.Web.Mvc.dil 5/10/201810:38 PM  Application extens... 543 KB
E| Documents (% System.Web.Optimization.dll 2/11/2014 2:26 PM Application extens... TOKBE
1§ Downloads () System.Web Razor.dIl 5/10/2018 10:38 PM  Application extens... 265 KB
I Music (%) System.Web WebPages.Deployment.dll 5/10/2018 10:42 PM  Application extens... 45 KB
£ Pictures (%) System.Web.WebPages.dI| 5/10/2018 10:42 PM  Application extens... 209 KB
8 Videos (@) System.Web.WebPages.Razor.dll 5/10/2018 10:42 PM  Application extens... 4TKB
&, Local Disk (C) | | (% TAMVCExtensions.dll 5/15/2018 T:04 PM  Application extens... ITKB

[&d DVD Drive (D) SC % WebActivatorEx.dll 10/5/2016 :11PM  Application extens... 12 KB%

v % WebGrease.dIl 1/23/2014125TPM  Application extens... 1,243 KB

61items  1item selected 1.60 KB

2.7.3 Configure Glasswall FileTrust

Please see https://docs.glasswallsolutions.com/cloud/Content/Configuring/Office365-Integration.htm
for an example configuration that routes email with attachments from Office365 to Glasswall FileTrust.
Glasswall then forwards email back to Office365, after processing. Note that this linked configuration
does not work with on-premise Exchange setups.

Instead, to achieve the goal of routing email through Glasswall, we redirect local mail exchange (MX)
records to Glasswall FileTrust. We implemented it this way because of limitations of the lab
environment, but organizations should consult with the vendor for the best solution to route email
through the email sanitization component, as other options may be available depending on the
enterprise.
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2.7.3.1

1.
2.

Create a New Administrator Account

Open Task Manager.

In the Services tab, start the InboundSmtpAnalysisAgent service.
e Task Manager == -
Options  View
| Proces;esl Performance | Users | Details‘ Services |

Mame PID Description Status Group * ~

i - InboundSmtpAnalysisAgent Glasswall Inbound SMTP Analysi..  Starting :

SwmiApSry WMI Performance Adaq%ar Stopped =
L5 V5SS Volume Shadow Copy Stopped

Savmvss VMware Snapshot Provider Stopped

S5 VMTools 1416 VMware Tools Running

L VGAuthService 1388 Vhtware Alias Manager and Tick..  Running

S vds Virtual Disk Stopped

i VaultSve Credential Manager Stopped

SaUlDDetect Interactive Services Detection Stopped

£ TrustedInstaller Windows Modules Installer Stopped

Lo TieringEngineService Storage Tiers Management Stopped

£ SOLWriter 1272 SOL Server VS5 Writer Running

£ SOLSERVERAGENT SQL Server Agent (MSSQLSERVER)  Stopped

L5 SOLBrowser SOL Server Browser Stopped

S sppsvc Software Protection Stopped

o Spooler 1044 Print Spooler Running

5 SNMPTRAP SNMP Trap Stopped

S 5amSs 528 Security Accounts Manager Running

£ RSoPProv Resultant Set of Policy Provider Stopped

% Rpclocator Remote Procedure Call (RPC) Lo..  Stopped

. PerfHost Performance Counter DLL Host Stopped

S MetTepPortSharing MNet.Tep Port Sharing Service Stopped

L Netlogon 528 Metlogon Running hd
@ Fewer details = . Open Services

Close Task Manager.

Open a browser and navigate to the Glasswall Administration Console (for example,

http://glasswall.di.ipdr/AdministratorConsole).
If this is the first time logging in, the default account will be admin@glasswallsolutions.com,
and the password is Welcomel? .
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GLASSWALL

TRLST EVERY FILE

Iy
6. Login using these credentials.
D= B © Wiy s ghisimsd il
Supported File Types
Files Santised | Remadated
(] 0
Cutbound Emails
Total Emails Total Files
o Q
Supported File Types
Files Santised | Hemedated
(] 0
Inbound SMTP Agent Status
Actve Iruschive:
1 [}
Outhound Cueues Feparting Cueves
0 o
Outbound SMTP Agent Status
At Treaciive
(1] (]
Cuttonind Gueses Reporting Queuss
o 0

7. On the left sidebar, click Accounts.

GLASSWALL

Ermail Password
atminZgasswalsaltiang eam F—
Other File Types
Fias
1]
Other File Types
Fies
(]
Irbound Queues. Scan Queves.
0 L}
Fasod Cueves Unprocessabie Gueues
0 o
ibourd Cukues Scan Quees.
(1] 0
Fasled Cusues Unprocessable Cueues
(1] 0

Irspechion Cueues

0

Irspaction Cuies

o
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Accounts

Hame Email

Admirestrator admingglasswalisolutions com

@ A

Security Groups

HName

m Acd

8. Under Accounts, click Add.

9. Enter the name and email address of an administrator account from the email server.

10. Select Principal Administrator for Security Group.

Create Account

ﬁ o
Name

. Transaction Log reven

Emad
Admristatongo i
Security Group

Priecel Asminrater v

@

11. Click the checkmark button when finished.

Security Group

Principal Administrater

Security Roles

Account Locked

(= Lo
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ﬁ Adunistrat sole Accouits

B TrasactionLog
Narme Email Security Group Account Locked

Security Groups

Name Security Robkes

Principal Admanistratos

Inbox v Your account has been created A

Adminis!

Mik Un

GLASSWALL

Mik Un
- Account Created

Mik Un

Mik Un TRUST EvE e

Mik Un

v ke 10 store your passwerd for echange!  hore i s ok for the ste |

13. Check the email inbox of the specified email address for a confirmation email, and click the link
in the email.
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™ Ao p-acly I

Reset Password

GLASSWALL

K
naul
ﬁ Ackmirs ol Ems

' Transaction Log Password

Corifitm password

14. Enter the email address as well as a password for this account.

15. Log in as this user, and then go to Accounts.
16. Select the old (default) Administrator account.

B - | MR« Ao - Dutosk | = Glavima| e

Accounts

HNamae Email

@ noa A Edi

Security Groups

Name

Principal Admmnisirator

Standard User

17. Click Delete.

Uk pelete

Security Roles

View Inbound Polic

Edit Inbound P

Appron sh of inbound Py

View Outbound

Aceount Locked
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| & hurpci g Rl Tl | e —— ] ok O

: ‘orsole | Accounts .

GLASSWALL =
= Liser acimin@gtasswallsol sions cor iy
Accounts
Name Email Security Group Account Locked
Adeministrator Adminisiratonfd ipdr Principal Adminisiraior
aund SMTH Pobcy
@ ana

Cutbound Pl Security Groups
Reporting Name Security Roles

njgauration

sh o Inbiund Pobicy Gataiogue
Duthound Policy Catalogue

Princpal Administratar priddrtioe

Export Retained File
Diedetes Fetained Fike
Agprove File Redease Request

View Systern Configuration
Edit Systemn Configuration
Create Rapons

Standard User

18. This should remove the old administrator account (note: failure to remove this can result in a
significant vulnerability for this server).

2.7.3.2  Configure Notifications and Policies

1. Click Configuration on the left sidebar.
2. Click the Notifications tab.

~eahigu 0 = @ C || Ml < Admisistrsbes « flciook | (2 Glasswall | Confrgurstien ko

The hostname 1o be used in hyperlinks withn notificatan emails Subject Line

Thee %1 o thee email use

[ r——— IdrnistratorConsake
ﬁ Adrini

Vousr Ba has baan ralansed by Glisswal
Quarantined Flle Alert o an ral L
u Transackon Log

The contents of the quarantined file attachmert. Email Body

File
[{5!) L o The attached fie{s) were quarantined in acesedance with Corparats Pabicy The content of the email used to release a fle @

Floase comact IT support for more information.
@ inbound SMTF Pobey have been checked and released in accordance with

hound eDetails®
Mail Footer Text Flaase comact IT suppart fae more informatice.
porting
Thes et inserted al the botiom of processed emails File Release Denied Notification
urahos
oyt This mail has Bsen pratactad by Glasswal Subject Line

The subject of the email used to nobty user of a file release denal. [}

Yoot e ruae tequest has been densed

Email Body
The contert of the email used ko deny a e release @

Thir foliowing Sie(s) hawe been denied for release in accordance with
erganisatan pelicy.

% Ralnasalatins

Flaase contact I support for more informatiea

3. On this page, enter the web domain in the first input box (for example, glasswall.di.ipdr).
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4. The various input boxes on this page allow you to specify the messages sent when files are
guarantined, released, or prevented from being released.

5. Click the Inbound Agents tab.

6. Select Analysis and Protect for Processing Mode. (This analyzes and quarantines/reconstructs
files based on policy.)

7. Select Active for File Preview Mode. (This provides clients with a preview of their received files
if they were quarantined, so they can determine whether they should request the file be
released.)

8. Enter the domain for Allowed Domains (for example, di.ipdr).

Processing Mode

Configure Glasswall Inbound SMTP Ageril Processing Made
Anatysis and Frotec W)

File Release Service Hostname

The Hostname i be used for F

Pittps:if | glasswat & oo

File Preview Mode

File Preview Timeout

Masamiim File Preview peocessing Bme in seconds

10

Allowed Domains

Dormains that the inbound SMTP Agent i aflowed 10 relay mal 1o (separate with semicolon)

e

o et AutoC oemglete 1e remember wek ferm emries!  Laiem sheut Ao : es Ne

9. Click Save.

2.7.3.3  Configure Inbound SMTP Policy

This section discusses Simple Mail Transfer Protocol (SMTP) policy under Glasswall FileTrust. There are
several layers of granularity for configuring Email policy. Because policy is dependent on the
organization’s needs, we will not prescribe a policy but will showcase how a policy is formed.

Policy in Glasswall FileTrust consists of Sender Groups, Receiver Groups, Content Management
Policies, and ThreatCensor Policy Sets. Receiver groups allow for the specification of users who receive
email. Sender groups allow for the specification of emails received from specific senders. Content
Management Policies refer to the default policy on various filetypes. Lastly, ThreatCensor Policy Sets
allow for the specification of policy on specific error codes; through this it is possible to place policies on
encrypted email, for example, depending on the organization’s needs.
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Create a Receiver Group

1. On the left sidebar, click Inbound SMTP Policy.

2. Click Draft Policy Catalogue.

- |o =l
o-aclE . L s e
Intxound SMTP Policy
Inbound SMTP Policy Catalogues
Published Published By
TASR08 13350 AM A
k Updated Upddated By
Tr2572018 1:33.50 AM Aiman
iy 7isn
B Reporting
i o i Aaster et b sermemnier ek e et e o
3. Under Receiver Groups, click Add.
- |o =l
o-aclm . L
4 Sancen ~ A3 Rpcehery - Cwganesation Content Management Poby |
TheeatCensor Policy Set
Crganisation ThnaiCensor Pobcy St Add
Sender Groups @ Add
h 0 Serder Group: this 2,
Receiver Groups @ fadd
h o Ry ver Group: Aalog:
Content Management Policies @ Add
Name
Cpanisation Conterd Management Polcy
ThreatCensor Policy Sets @ fudd

4. Under User Defined Mailboxes, click Edit.

Name

Organssabon ThreatCermor Pobicy Sel
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O - @ 2 Mal - Aderenatiatee s Outtech | [ Glaatwsll | Rezenves Greupn

Rcenver Group Detads
New Receiver Group 2

ﬁ Admnistrator Console

B e . LDAP Synchronisation Settings

@ Ird SMTF Pobcy
E] Outbound SMTP Policy
Peparting

tion Password

User Defined Mailboxes

5. Enter the email address(es) of users who should be in this receiver group.

O - @2 Ml - Aderiratiatee s Outtech | [ Glaatwsl | Aezenver Greup

New Receiver Group 2 Mailboxes
Add User-Defined Mailbox

E-Mail Address

User Defined Mailboxes It

These are curently no user-defined maslboxes Sor this reosiver group

6. Click Add.
7. When finished, return to the Policy Catalogue page.

e

S Eat
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G-LA-SSWALL ThreatCensor Policy Set

Crgarisaton ThepatConsce oy St v Add

Sender Groups @) Add

There ane no Sender G

s in thés Pobicy Gatalogue:

e
e
R

o]

S]

&
F-]
&

Receiver Groups @ Add
Hame
G A Undo
B pote
Content Management Policies [ @ Add
i Chrgamsation Cortent Mansgement Pocy
ThreatCensor Policy Sets @ A
Hame
2.7.3.5 Create a ThreatCensor Policy Set
1. Under ThreatCensor Policy Sets, click Add.
= | o S
Y e
New ThreatCensor Policy Set 1 e
ﬁ A Explicit ThreatCensor Paolicies ,/' Hdn
' Transaction Log Theare are no Explicit ThesstCansor Policies in the Pok s
Default ThreatCensor Policies o Edt
File Type Action
Disaliow
Disafiow
Desstiow

2. Under Explicit ThreatCensor Policies, click Edit.
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e | 2 htips ol diipete &

O~ @ O || Mail « Adinishator - Gutiek | (2 Glasswall | Edit Eeplicit Thre..

2 | ThreatCensor Set Pokcy Details | Edit Exphcit ThreatCensor Policies
Edit Explicit ThreatCensor Policies
Add Explicit ThreatCensor Policy
File Type Action lase
PO bt Ak b :n;u..:nm Q\ @ Add
Issue Id Description
OBZ50696 Digital signatures present in fe

Explicit ThreatCensor Policies

Thene are ne Explicit ThreatCenscr Palioes in the Poicy Satalogue

3. Select the File Type and Action for the rule.
4. Under Issue, click the magnifying glass to search for an error code.
5. Return to the Policy Catalogue page when finished.

2.7.3.6  Create a Processing Rule

Threat Level

Medium

1. Under Processing Rules, select the appropriate Sender Group, Receiver Group, Content

Management Policy, and ThreatCensor Policy Set.

b diipd 4

B £ - | 3 Outtook. | 3 G 5 ox

SWALL Sender Group Receiver Group
FiLe

A Senders w Al Biecemers &4 kst k4 Add

Mail Defivery Action

ﬁ Administratar Gonsole

s Traresaction Log

D.‘_"J File Rede: o
E] Irbound SMTP Policy

@ Oults oy

Reporting Sander Group Recaner Group

Processing Rules

Sender Group Receiver Group c Palicy Policy Set

Oirganisation Content
Management Pobcy Policy Set

Organisation TheeatCensor
All Senders Al Recoivers ¢

[+

a Configuration A1 Senders W abowed 1o recens encypion W | Crgansanen Content Managomant Poley |

ThreatCensor Pobicy Set

Pierw ThiealCensce Puliy Se 1 v Huded

Sender Groups
There are n Sender Graups in this Policy Catalogue

Receiver Groups

- | & [

@ A

@ naa
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2. Click Add.
3. This allows for granular policy for email inspection, quarantine, and reconstruction.

2.7.4 Configure Intelligence Sharing

1. Run DataCollectorinstaller.msi.

i) Glasswall Data Collector Setup \;‘i-

Welcome to the Glasswall Data Collector
Setup Wizard

The Setup Wizard will install Glasswall Data Collector on your
computer. Click Mext to continue or Cancel to exit the Setup

Wizard, %

TRUST EVERY FILE

-~
g
3
n
0
<
-
O

= o

Back [ pext | Cancel
2. Click Next.
3. Check the box next to | accept the terms in the License Agreement.
1! Glasswall Data Collector Setup

- | O -
End-User License Agreement ‘_é |

Flease read the following license agreement carefully

END USER LICENCE AGREEMENT {EULA} ~

This licence agreement is between Glasswall Solutions Limited (company
number 05573793) whose registered address is 18A St James's Place,
London, SW1A 1MNH ("Company™) and you (as an individual installing the
software and also, where applicable, the organisation on whose behalfthe
individual is acting) (*You" “Your® “Customer~).

IMPORTANT: BY ELECTING TO INSTALL THE SOFTWARE OR BY HAVING
THE SOFTWARE INSTALLED ON YOUR COMPUTER SYSTEM BY
COMPAMY OR A THIRD PARTY (WHICH WILL BE DEEMED TO ACT AS
YOUR AGENT WITH YOUR EXPRESS CONSENT), YOU AGREE TO BE
BOUMD BY THE TERMS OF THIS LICEMCE. HOWEVER, IF YOU HAVE .

[W11 accept the terme in the License Agreement:

Print | | Back || Mext | | Cancel

4. Click Next.
5. Select Hashed for Collection Mode (especially if your data is sensitive; this will prevent the
release of any identifying information).
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6. For Integration Service Url replace localhost with the name of the computer running the
Integration Service.
7. Enter the username and password.

Data Collector Installation Settings
Spedify the Installation Setting for the Glasswall Data Collector

Clcon e

License File Path IC:‘Program Files\Glasswall\AdministratorConsole EI

Integration Service Url Ihttps:Hglasswall.di.ipdrfGIasswaIIIntegraﬁonSen
Integration Service Username |administrator

Integration Service Password sesssssnssnny

Ignore Integration Service Certificate False v

Use Proxy?

Web Proxy Endpoint
Web Proxy Port

Web Proxy Username
Web Proxy User Domain

Web Proxy Password

Logging Directory IC:‘qLogging

Logging Level |Debug (and abave)

8. Click Next.

Ready to install Glasswall Data Collector —_%z

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

9. Click Install.
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Glasswall Data Collector Setup \;‘i-

Completed the Glasswall Data Collector
Setup Wizard

FILE

Click the Finish button to exit the Setup Wizard.

TRUST EVERY

-
g
3
n
v
<
-
O

&7

Cancel

10. Click Finish.

2.8 Micro Focus ArcSight Enterprise Security Manager

Micro Focus ArcSight Enterprise Security Manager (ESM) is primarily a log collection/analysis tool with
features for sorting, filtering, correlating, and reporting information from logs. It is adaptable to logs
generated by various systems, applications, and security solutions.

This installation guide assumes a pre-configured CentOS 7 machine with ESM already installed and
licensed. This section covers the installation and configuration process used to set up ArcSight agents on
various machines, as well as some analysis and reporting capabilities.

Installation instructions are included for both Windows and UNIX machines, as well as for collecting
from multiple machines. Furthermore, integrations with other products in the build are included in later
sections.

2.8.1 Install the ArcSight Console
1. Run ArcSight-7.0.0.2436.1-Console-Win.exe.
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<L ArcSight Facrd
= Introduction

@ License Agreement
® Special Notice

@ Choose Shortcut Folder
@ Pre-Installation Summary
@ Installing...

@ Install Complete

InstallAmywhere

Cancel

ArcSight ESM Console == -

Intreduction

@ Choose ArcSight installati...

The ArcSight Console Installer will guide you through the installation
of ArcSight ESM Console . Itis strongly recommended that you quit all
programs before continuing with this installation.

Mote: Please he sure to download and read the separate installation
and upgrade documentation available with this software.

Click the '™ext' hutton to proceed to the next screen. Ifyou want to
change something on a previous screen, click the Previous' button.

You may cancel this installation at any time by clicking the 'Cancel’
button.

Previous | [ et |
43

2. Click Next.

3. Check the box next to | accept the License Agreement.
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< ArcSight FaErs
" Introduction

=¥ License Agreement
@ Special Notice

@ Choose Shortcut Folder
@ Pre-Installation Summary
@ Installing...

@& Install Complete

InstallAmqwhers

Cancel

ArcSight ESM Console il B -

License Agreement

@ Choose ArcSight installati,..

Installation and Use of ArcSight ESM Console Requires
Acceptance of the Following License Agreement:

this URL apply: ~
hitps:/lsoftware microfocus.com/about/s oftware-licensing.

17. Russian Consumers. If you are based in the Russian
Federation and the rights to use the software are provided to you
under a separate license and/or sublicense agreement
concluded between you and a duly authorized Micro Focus
partner, then this Agreement shall not be applicable.

5200-0849v1.0, 2017
(C) Copyright 2015-2018 EntlT Software LLC

i accept the terms of the License Agreemeni

Previous | | I‘J%;t |

4. Click Next.
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< ArcSight L
« Introduction

« License Agreement
= Special Notice

@ Choose Shortcut Folder
@ Pre-Installation Summary
@ Installing...

@ Install Complete

InstallAmpwhere

Cancel

ArcSight ESM Console == -

Special Notice

@ Choose ArcSight installati...

Only applicable for US Government Entities:
Limited Rights Motice (June 1987)

(a) This data is submitted with limited rights under Government
Caontract. This data may be reproduced and used by the
Government with the express limitation that they will not, without
written permission of the Contractor, be used for purposes of
manufacture nor disclosed outside the Government; except that
the Government may disclose these data outside the Government
for the following purposes, if any, provided that the Government
makes such disclosure subject to prohibition against further use
and disclosure:

(b) This Motice shall be marked on any reproduction of this data,
inwhaole orin par.

Restricted Rights Motice (June 1987) %

| Previous | | MNext

5. Click Next.
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< ArcSight Fherg Choose ArcSight installation directory

+ |ntroduction Choose a directory to install ArcSight Console:

¥ License Agreement CharcsightiConsole |
+ Special Motice
= Choose ArcSight installati,..
@ Choose Shortcut Folder
@ Pre-Installation Summary

Restore Default Folder | | Choose.. |

@ Installing...
@ Install Complete

InstallAmywhere

6. Click Next.
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< ArcSight Ehehg

+ Introduction
+ License Agreement
+ Special Motice

+ Choose Arc3ight installati...

-* Choose Shortcut Folder
@ Pre-Installation Summary
@ Installing...

@ Install Complete

InstallAmywhere

7. Click Next.

Choose Shortcut Folder

Where would you like to create product icons?

® In a new Program Group: |ArcSight ESM 7.0.0.1 Console

) Inthe Start Menu
() Onthe Desktop

() Inthe Quick Launch Bar

) Other: | h || Choose...

) Don't create icons

[+] Create lcons for All Users
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<L Arcsight
Introduction

License Agreement

Choose Arc3ight installati...
Choose Shortcut Folder
=* Pre-Installation Summary

v
W
+ Special Motice
v
w

@ Installing...
@ Install Complete

InstallAmywhers

Cancel

ArcSight ESM Console il B -

Pre-nstallation Summary

Please review the following information before continuing:

Product Name:
ArcSight ESM Console

Install Folder:
CharcsightiConsole

Shortcut Folder:
CAProgramDataiMicrosoftWindows\Start Menu\Programs\ArcSight E

Disk Space Information ({for Installation Target):
Required: 578,978,682 Bytes
Available: 42,580, 230,144 Bytes

Previous H Install

8. Click Install.

9. Select No, | do not want to transfer the settings.
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[« | ArcSight Console Configuration Wizard |;|i-

.i ArcSig ht Do you want to transfer configuration settings from a previous ArcSight Console
installation? If you installed ArcSight Console before, choosing this option will transfer
settings from your previous ArcSight Console configuration to the new versian.

Configure

() ¥es, I want to transfer the settings

(® Mo, I do not want to transfer the settings

10. Click Next.
11. Select Run console in default mode. (This can be changed later according to your organization’s
compliance requirements.)

B ArcSight Console Configuration Wizard -8 X

%: ArcSight Select the mode for console to run in: -
WARNING 1: Do not instzll in FIPS 140-2, FIFS with Suite B 128 bits and FIPS with Suite
. B 192 bits mode unless
CDF‘IfIg Lre @ you are a federal agency required to comphy with the FIPS 140-2, FIPS with
Suite B 128 bits and FIFS with Suite B 192 bits standard, AND
@ you have reviewed the setup and configuration steps reguired for enabling
FIPS 140-2, FIPS with Suita B 128 bits and FIPS with Suite B 192 bits mode -

m~ P s — 1

() Run console in default mode

(® Run console in FIPS mode
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12. Click Next.

Information -

Are you sure you want to switch to FIPS mode? You cannot revert to default mode once you select FIPS mode.

| ‘f’lgs | | Mo
13. Click Yes.
14. Select FIPS 140-2.
[ | ArcSight Console Configuration Wizard =
& ArcSig ht Select the cipher suite options:
Before you proceed, be sure to make the necessary configuration changes to the
Cunfig e system, Refer to the ArcSight ESM Installation and Configuration Guide for details.

(®) FIPS 140-2
() FIPS with Suite B 128 bits

() FIPS with Suite B 192 bits

| < Previous H Nexti} |

15. Click Next.
16. Enter the hostname of the ESM server for Manager Host Name.
17. Enter the port that ESM is running on for Manager Port (default: 8443).
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18.
19.

20.

B ArcSight Console Configuration Wizard I;Ii-

.{ ArcSig ht Please complete the following ArcSioht Manager information.

) MOTE: Only IPv4 is available as a Preferred IP Protocal.
Configure

3

Manager Host Mame  |arcsight-esm

Manager Port 8443

< Previous | | Mexk = |

Click Next.
Select Use direct connection.

x| ArcSight Conscole Configuration Wizard I;Ii-

.i ArcSig hi ArcSight Console can connect to ArcSight Manager using a HTTP proxy server,
Please choose whether you would like to configure ArcSight Console for a proxy
] connection,
Configure

(#) Use direct connection,

() Use proxy server.

= Previous | | Mexk =

Click Next.
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21.
22.

23.

-%: ArcSight

Configure

ArcSight Console Configuration Wizard I;Ii-

Flease choose the authentication configuration to match the settings on ArcSight
Manager. If unsure, select the first option.

(®) Password Based Authentication
() Password Based and 551 Client Based Authentication
() Password Based or 551 Client Based Authentication

() 55L Client Only Authentication

< Previous | | Mexk = |

Click Next.

Select your preferred browser.

ArcSight Console Configuration Wizard I;Ii-

.g: AKSig ht Browser information: Please enter the path to your prefered web browser, This will be
uzed by the console when opening any web-based application in an external browser.
Configure
Browser Executable |-ome‘\Application\chrome, exe |Z| %
< Prewvious | | Mext =
Click Next.
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[« | ArcSight Console Configuration Wizard I;li-

.§: ArcSig ht The ArcSight Console can be installed for use by single 0OS user on this machine who has

write access to the installation directory or for multiple Q5 users without write access, A
zingle installation can also be shared by multiple OS users az long as they all have write
access to the installation directory. Mote: When switching from one mode to the other
your user preferences will not be preserved.

Configure

(®) This is a single user installation. (Recommended)

() Multiple users will use this installation.

< Prewvious | | Mext = |

24. Click Next.
25. Click Finish.
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< ArcSight Ehehg

Introduction

License Agreement
Special Motice

Choose ArcSight installati...
Choose Shortcut Folder
Pre-Installation Summary
Installing...

v
v
v
v
v
v
v
-

Install Complete

InstallAmywhere

Cancel

26. Click Done.

Install Complete

Congratulations!
ArcSight ESM Console has been successfully installed to:

CharcsightiConsole\current

Click "Done” to quit the installer.

Previous || Done

27. Run ArcSight Console from the start menu.
28. Enter the username and password.
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-%( ArcSight

ArcSight Console 7.0.0.2436.1 [- [ o ]

User ID m

Password

Manager arcsight-ssm -

| Login || Cancel

29. Click Login. (If you are unable to connect, ensure that the hostname of the ESM server is

present in your DNS server.)
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Do you want to trust the certificate of server's signer?

BUCFKSdk HaSdth W1 XIRZdL tmEeEvnyM+CLFnDELLADA LgqVDwAFrAt Tk AevErgdghT2ajfkg
2eQ0=TQr3EvmbKFumM3BRUSBLZIYcntiSVQObIn dzjBel Y vnowiddgoOVSzS  bedeXUY0EZcD
xl+N+jiTvEKwcdosScin YBKILfn TMZ2 AESID+HP7CZI5+ Wi AOTY 7w bilxFe-+IPniEKymEk NaeweM
Clzz7EdNABDWsclepmYM2PSETUIESQOTWIV2ErykavtExhjocg/ 111gUY rHLpiEeA kag NIorky SW
CafdaqujLXréix3rg7dFjrHhDelaslmMk fwlA==

Issued To
CH=arcsight-esm, OU=ESM,O=Arcsight, L=95014, 5T=CA,C=US

Issued By
CM=arcsight-esm,OU=ESM,O=~Arcsight, L =95014, 5T=CA,C=US

Issued On
Sunday, August 15, 2018 8:16:31 AM PDT

Expires On
Maondsy, August 21, 2023 8:16:31 AM POT

30. Click OK.

2.8.2

Install Individual ArcSight Windows Connectors

1. Run ArcSight-7.9.0.8084.0-Connector-Win64.exe.
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H ArcSight SmartConnector
<C AreSight  IFAETE

=% Introduction

@ Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

@ Upgrade

® System Restart

® Install Complete

Cancel

2. Click Next.
3. Enter C:\Program Files\ArcSightSmartConnectors\Windows.

— =

Introduction

The ArcSight Installer will guide you through the installation
ofthe ArcSight SmartConnectar,

The first step installs the core ArcSight SmarntConnector
components; then you select the ArcSight SmantConnector
you wish to configure.

ArcSight recommends trmyou quit all other programs
hefore continuing with this installation.

Click the ™ext' button to proceed to the next window.

If you wantto change something on a previous window,
click the 'Previous'button. To cancel this installation at
any time, click the 'Cancel’ button.
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H ArcSight SmartConnector
< ArcSight  CIFLERE

+ Introduction

=* Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Falder
@ Pre-Install Summary
@ Installing...

® Upgrade

@ System Restart

® Install Complete

Cancel

4. Click Next.

— >
Choose Install Folder

Pleasze choose the installation folder. It is recommended that you
choose the folder name according to the device that you want to
connect to, for example /ciscoids or /checkpointng. If you are
upgrading from a previous version, please select the folder where the
ArcSight SmartConnector is currently installed.

Where Would You Like to Install?
CAProgram Files\arcSightSmanConnectorsiWindows

Restore Default Folder Choose. .

Previous Mext
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n ArcSight SmartConnector
<C ArcSight  [IFAERE

+ Introduction

+ Choose Install Folder
+ Choose Install Set

—* Pick Shortcut Folder

@ Pre-Install Summary
@ Installing...

@ Upgrade

@ System Restart

® Install Complete

Cancel

5. Click Next.

— X
Pick Shortcut Folder

Where would you like to create product icons?

(® In a new Program Group: | ArcSight SmanConnectors

(7 In the Start Menu

() On the Desktop

(") In the Quick Launch Bar

(T Other; Choose...

(C) Don't create icons

] Create lcons for All Users [}

Previous
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n ArcSight SmartConnector
<C ArcSight  [IFAETE

+ Introduction

+ Choose Install Folder
+ Choose Install Set
+ Pick Shortcut Folder
= Pre-Install Summary
@ Installing...

® Upgrade

@ System Restart

® Install Complete

Cancel

6. Click Install.
7. Select Add a Connector.

— et

Pre-Install Summary

Please Review the Following Information Before Continuing:

Product Name:
ArcSight SmarnConnector

Install Folder:
C:AProgram Files\ArcSightSmantConnectorsiWindows

Shortcut Folder:
Cilzers\ddministratornAppData\Roaming\Micros oftWindows\Start 1

N

Previous Install
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B connector Setup I} - O
. What would you like to do?
<[ ArcSight
Configure
(@) Add a Connector
() Set Global Parameters
< Previous Cancel
8. Click Next.

9. Select Microsoft Windows Event Log — Native.
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H Connector Setup

<X ArcSight

Configure

Select the connector to configure

Type |Micosoft Windows Event Log - Native

s

< Previous

Cancel

10. Click Next.
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B Connector Setup — O

Configure Parameters

<X ArcSight

Configure Security log
System log

Select logs for event collection from local host

Application log
[ ForwardedEvents log
% [J custom logs

Source hosts for all forwarded events

[ Do not use any source for Windows OS version
[ Use Active Directory for OS version
[ Use file for OS version

Parameters to add hosts for event collection

[ Use common domain credentials
[J Use Active Directory

[J Enter manually

< Previous Cancel

11. Click Next.
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H Connector Setup

<X ArcSight

Configure

For the host the following options were selected:

Security, System, Application

< Previous

Cancel

12. Click Next.

13. Select ArcSight Manager (encrypted).
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B connector Setup - O

Enter the type of destination

<X ArcSight

Configure

(®) ArcSight Manager (encrypted)

() ArcSight Logger SmartMessage (encrypted)

() ArcSight Logger SmartMessage Pool (encrypted)
(C) CEF File

() Event Broker

() CEF Syslog

() CEF Encrypted Syslog (UDF)

() CSV File

(C) Raw Syslog

< Previous Cancel

14. Click Next.
15. Enter the hostname, port, username, and password for the ArcSight ESM server.
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B connector Setup - O

Enter the destination parameters

<X ArcSight

Configure

Manager Hostname arcsight-esm

Manager Port 8443

User administrator

Password sesssses

AUP Master Destination | false -
Fiiter Out All Events false ~
Enable Demo CA false -

s

< Previous Cancel

16. Click Next.
17. Enter identifying details about the system (only Name is required).
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H Connector Setup

<X ArcSight

Configure

— O
Enter the connector details
Name Windows10-1
Location
DeviceLocation
Comment Windows10-1 Client
< Previous Cancel

18. Click Next.

19. Select Import the certificate to connector from destination.
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B Connector Setup — O

. Following certificate will be imported into connector trust store:
{ ArcSi g ht Host/port: arcsight-esm_8443
Details: CN=arcsight-esm, OU=ESM, O=Arcsight, L=05014, ST=CA, C=US
Configure

(®) Import the certificate to connector from destination

(O) Do not impart the certificate to connector from destination

< Previous Cancel

20. Click Next.
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B connector Setup - O

. Add connector Summary
é: Al’(SIghT Following are the added connector details:
Connector Name [Windows10-1], Connector Type [winc]
Configure

< Previous Cancel

21. Click Next.
22. Select Install as a service.
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B connector Setup - O

The Smart Connector is currently installed as a standalone application

<X ArcSight

Configure

(®) Install as a service

() Leave as a standalone application

< Previous Cancel

23. Click Next.
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B connector Setup - O

Specify the service parameters

<X ArcSight

Configure

Service Internal Name winc
Service Display Name Microsoft Windows Event Log - Native
Start the service automatically Yes w

< Previous Cancel

24. Click Next.
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B Connector Setup — O

Install Service Summary

<X ArcSight

Configure

The ArcSight SmartConnector is now configured to run as a service.
You can now start the SmartConnector by:
Going to the services application and starting the service:

ArcSight Microsoft Windows Event Log - Native

< Previous Cancel

25. Click Next.
26. Select Exit.
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B connector Setup - O

Would vou like to continue or exit?

<X ArcSight

Configure

(") Continue

® bxit

< Previous Cancel

27. Click Next.
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ﬂ ArcSight SmartConnector

X Arcsight | CIMLEEE

<

Introduction

Choose Install Folder
Choose Install Set
Pick Shortcut Folder
Pre-Install Summary
Installing...

Upgrade

System Restant

L N S L Y T N

Install Complete

Cancel

28. Click Done.

— x

Install Complete

Congratulations! ArcSight SmartConnector has been successfully
installed to:

CAProgram Filesl\ArcSightSmanConnectorsiWindows

Press "Done” to quit the installer.

Previous Done

2.8.3 Install Individual ArcSight Ubuntu Connectors

1. From the command line, run:

> sudo ./ArcSight-7.9.0.8084.0-Connector-Linux64.bin
2. Enter the password if prompted.
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B ArcSight SmartConnector

<X ArcSight | CIFLEEE Introduction

= Introduction The ArcSight Installer will guide you through the
installation

® Choose Install Folder of the ArcSight SmartConnector.

@ Choose Install Set

® Pick Shortcut Folder The first step installs the core ArcSight SmartConnector

components; then you select the ArcSight SmartConnector
@ Prednstall Summary

® Installing... you wish to configure.

B Upgpads ArcSight recommends that you quit all other programs

@ System Restart before continuing with this installation.
® Install Complete

Click the 'Next' button to proceed to the next window.
If you want to change something on a previous window,
click the 'Previous' button. To cancel this installation at
any time, click the 'Cancel' button.

3. Click Next.
4. Enter /root/ArcSightSmartConnectors/Ubuntu.

5. Click Next.

B ArcSight SmartConnector

< ArcSight | COFSETE Choose Link Folder

+ Introduction Where would you like to create links?
+ Choose Install Folder
+ Choose Install Set

@ In your home folder

= Pick Shortcut Folder ) Other:
@ Pre-nstall Summa
) & i Don't create links
@ Installing...
@ Upgrade

@ System Restart
@ Install Complete

Previous | ‘ MNext
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6. Click Next.

. ArcSight SmartConnector

<X ArcSight | CIFAETE

+ Introduction

+ Choose Install Folder
+ Choose Install Set

+ Pick Shortcut Folder
= Pre-Install Summary

@ Installing...

@ Upgrade

@ System Restart

@ Install Complete

Cancel

7. Click Install.
8. Select Add a Connector.

Pre-Install Summary

Please Review the Following Information Before
Continuing:

Product Name:
ArcSight SmartConnector

Install Folder:
frootfArcSightSmartConnectors/Ubuntu

Link Folder:
froot

Previous | ‘ Install
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B Connector Setup

What would you like to do?
§ ArcSight
Configure
@ Add a Connector
! Set Global Parameters
= Previous || MNext = || Cancel
9. Click Next.

10. Select Syslog File.
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What would you like to do?
<; ArcSight

Configure

® Add a Connector

) Set Global Parameters

| < Previous || Next = || Cancel

11. Click Next.
12. Enter /var/log/syslog for the File Absolute Path Name.
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B Connector Setup

~§ ArcSight

Configure

Enter the parameter details

File Absolute Path Name [varilog/syslog]| [
Reading Events Real Time or Batch |realtime |v|
Action Upon Reaching EOF |None |v|
File Extension If Rename Action |processed |

i I [+]

| < Previous || Next = || Cancel |

13. Click Next.
14. Select ArcSight Manager (encrypted).
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o Connector Setup

<; ArcSight

Configure

Enter the type of destination

® ArcSight Manager (encrypted)

2 ArcSight Logger SmartMessage (encrypted)

2 ArcSight Logger SmartMessage Pool (encrypted)
) CEF File

i) Event Broker

i) CEF Syslog

) CEF Encrypted Syslog (UDP)

) CSV File

i) Raw Syslog

| < Previous || Next = || Cancel

15. Click Next.
16. Enter the hostname, port, username, and password for ArcSight ESM.
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D Connector Setup

<; ArcSight

Configure

Enter the destination parameters

Manager Hostname |arcsight-esm |
Manager Port [g443 |
User [administrator |
Password [ranaanss | |
AUP Master Destination |fa|se |v|
Filter Out All Events |fa|se |v|
Enable Demo CA |fa|se |v|
| < Previous || Next = | | Cancel

17. Click Next.
18. Enter identifying details about the system (only Name is required).
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é‘[ ArcSight

Configure

Enter the connector details

Name Ubuntu Client

Location
DeviceLocation

Comment

< Previous | [ Next = Cancel

19. Click Next.

20. Select Import the certificate to connector from destination.
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B Conneckor Setup

5\‘[ ArcSight

Configure

Following certificate will be imported into connector trust store:
Host/port: arcsight-esm_ 8443
Details: CN=arcsight-esm, OU=ESM, O=Arcsight, L=95014, ST=CA, C=U5

® Import the certificate to connector From destination

() Do notimport the certificate to connector from destination

< Previous MNext = . Cancel

21. Click Next.
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. Connector Setup

. Add connector Summary
q ArcSight Following are the added connector details:
Connector Name [Ubuntu Client], Connector Type [syslog Ffile]

Configure

< Previous [ Next > Cancel

22. Click Next.
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. Connector Setup

. To modify service configuration, you must be running as root
q AI‘CSIg ht To manually configure, log on as root and execute the Following script:

Jhome/dizfArcSightSmartConnectors/Ubuntuz/current/bin/arcsight

Configure agentsvc - -u user

To manually remove the service, log on as root
and execute the Following script:

Jhome/dizfArcSightSmartConnectors/Ubuntuz/current/bin/arcsight
agentsve -r

< Previous [ Next = Cancel

23. Click Next.
24. Select Exit.
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& Connecktor Setup

. Would you like to continue or exit?
{ ArcSight

Configure

System Restart

) Continue
@ [Exit
<Previous | | hlext > Cancel
25. Click Next.
B ArcSight SmartConnector
<X ArcSight | CIFAEEE Install Complete
+ Introduction Congratulations! ArcSight SmartConnector has been
+ Choose Install Folder successfully installed to:
¥ Choose Install Set (homefdi2/ArcSightSmartConnectorsf/Ubuntu2
+ Pick Shortcut Folder _ )
v Prednstall Summary Press "Done" to quit the installer.
+ Installing...
+ Upgrade
4
_)

Install Complete

InstallAmywhere

:-"- = | Qone
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26. Click Done.

2.84 Install a Connector Server for ESM on Windows 2012 R2
1. Run ArcSight-7.9.0.8084.0-Connector-Win64.exe.

<C ArcSight | IFRER

mo

=% Introduction

@ Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

@ Upgrade

@ System Restart

@ Install Complete

ArcSight SmartConnector = = -

Introduction

The ArcSight Installer will guide you through the installation
ofthe ArcSight SmarConnector.

The first step installs the core ArcSight SmartConnectar
compaonents; then you select the ArcSight SmanConnector
you wish to configure.

ArcSight recommends that you quit all other programs
hefore continuing with this installatio

Click the 'Mext' button to proceed to the next window.
[fyouwantto change something on a previous window,
click the 'Previous' button. To cancel this installation at
any time, click the 'Cancel’ button.

Previous

2. Click Next.

3. Enter C:\Program Files\ArcSightSmartConnectors\Windows.
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<CArcSight  [IFAERE

+ Introduction

=» Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary

@ Installing...

® Upgrade

@ System Restart
@ Install Complete

ArcSight SmartConnector == -

Choose Install Folder

Please choose the installation folder. Itis recommended that you
choose the folder name according to the device that you want to
connect to, for example /ciscoids or fcheckpointng. Ifyou are
upgrading from a previous version, please select the folder where the
Arc3ight SmantConnector is currently installed.

Where Would You Like to Install?
C\Program FiIechSightSmartConneu:Tors‘.‘.".findows|

Restore Default Folder || Choose...

| Previous || Mext |

Click Next.

<C ArcSight = [IFLERE

+ Introduction

+ Choose Install Folder
+ Choose Install Set

=» Pick Shortcut Folder

@ Pre-Install Summary

@ Installing...

@ Upgrade

® System Restart

@ Install Complete

ArcSight SmartConnector == -

Pick Shortcut Folder

Where would you like to create product icons?

® In a new Program Group: | ArcSight SmartConnectors

) Inthe Start Menu

() On the Desktop

) In the Quick Launch Bar

) Other: Choose ..

() Don't create icons

[] Create Izons for All Users

Previous | [ Mext

5. Click Next.
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H ArcSight SmartConnector [ [o =]

<C ArcSight | [FLETE Pre-Install Summary

« |ntroduction Please Review the Following Information Before Continuing:
+ Choose Install Folder
+ Choose Install Set

« Pick Shortcut Folder

= Pre-Install Summary Install Folder:
C\Program Files\ArcSightSmartConnectorsWindows

Product Name:
Arcsight SmartConnector

@ Installing...
@ Upgrade Shortcut Folder:
@ System Restart CUsers\Administrator. DAppData\Roaming\MicrosoftWindows\Ste

@ Install Complete

< ] > %

Previous || Install |

6. Click Install.
7. Select Add a Connector.

5 | Connector Setup = | = -

What would you like to do?

<X ArcSight

Configure

(® Add a Connector

() Set Global Parameters

| Mext > | | Cancel
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8. Click Next.
9. Select Microsoft Windows Event Log — Native.

B Connector Setup = | = -

Select the connector to configure

<X ArcSight

Configure

Type Microsoft Windows Event Log - Native Pw

b

< Previous | | Next = | | Cancel

10. Click Next.
11. Check the box next to Use Active Directory.
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x| Connector Setup = = -

. Configure Parameters
r
q A CS ! g ht Select logs for event collection from local host ~
Configure Security log

System log
Application log

[] ForwardedEvents log
[] custom logs

Source hosts for all forwarded events

[[] Do not use any source for Windows OS version
[l Use Active Directory for OS version
[[] Use file for QS version

Parameters to add hests for event collection

[] Use common domain credentials

] Enter manually

| < Previous | | Mext = | | Cancel |

I3

12. Click Next.

13. Enter information about your Active Directory server (it is recommended to create a new
administrator account for ArcSight to use).

14. Set Use Active Directory host results for to Replace Hosts.
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<X ArcSight

Configure

Connector Setup

Enter the parameter details

Domain Name

Domain User Name

Domain User Password

Active Directory Domain

Active Directory User Name

Active Directory User Password

Active Directory Server

Active Directory Filter

DI

arcsight_admin
SEEBBBEENERERS
DI.IFDR
arcsight_admin
SRR RENENERS

ad-dns.di.ipdr

{&(n=%)(operatingsystem=")(whencreated="))

Active Directory Protocol non_ss| w
Use Active Directory host results for Replace Hosts w
< Previous | | MNext = | | Cancel

15. Click Next.

16. Check the boxes under any event types that should be forwarded to this connector, for each

individual host. For example: Security, System, Application.

i

B Connector Setup == -
Enter the device details
é: ArcSight

Host Name Do... Use. Pas... Win... Is... Sec.. Sys... Appl.. For... Cus... Fiter Locale Enc...

. %] [EXCHANGE.DL IPUR L wind.. | v ) ) L - en_Us |UIFS |
Conflgure REMOTEDESKTOP3.DL.... === wind... | [] O = en US |UTF-8
WINDOWS 10-1,0L.IPDR. ===, Wind... | [] O - en_Us |UTF-3
WINDOWS 10-2.D1.IPDR. === Wind... | [] O = en US |UTF-8
HYPERY.DLIPOR . Wind... | [J O = en_UUS |UTF-8
MSSQL.DLIPDR o wind... | [ O = en_US |UTF-3
WINDOWS 10-3.D1IPDR. === Wind... | [] O = en US |UTF-3
UC-TEST-SERVER.CLIP.., o Wind.. | [ O = en_US |UTF-8
DESKTOP-7REQ7K0.DL.... ===, Wind... | [] O = en_US |UTF-8
[TRIPWIRE-E.DLIPOR. === wind... | [] O = en Us |UTF-3

WIN-OLIQ7SMBHS 2. DL ===, wind... | [ O = en Us [UTF8 | _
WIN-KBI2PSESOKB.DLL... === Wind... | [] O = en_US |UTF-8
WIN-JHAL7J215VT.DLL.. === wind... | [] O = en US |UTF-8
AD-DNS03.DLIPDR w Wind... | [ O - en_Us |UTF-3

BACKUP-STORAGE.DLL... | | | |

BACKUPSERV.DLIPDR . Wind... | [J O = en_UUS |UTF-8
GLASSWALL DLIPDR o wind... | [ O = en_US |UTF-3

SEMPERIS-DSP.DLIPDR === Wind... | [] O = en US (UTF3 |

‘ Add || Import H Export |

| < Previous | | Next > | | Cancel
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17.

18.
19.

20.
21.

Click Next.
B Connector Setup el B -

{ A ICS i g ht Will use Active Directory at: ad-dns di ipdr

Microsoft Windows Event Collection connector is configured to collect events from 22 hosts.

Configure

Click Next.
Select ArcSight Manager (encrypted).

[« | Connector Setup -18 -

Enter the type of destination

<X ArcSight
Configure

(@ ArcSight Manager (encrypted)

() ArcSight Logger SmartMessage (encrypted)

() ArcSight Logger SmartMessage Pool (encrypted)
() CEF File

(0 Event Broker

() CEF Syslog

() CEF Encrypted Syslog (UDP)

O €svFile

() Raw Syslog

< Previous | [ Next> ‘ Cancel |

Click Next.
Enter the hostname, port, username, and password for the ArcSight ESM server.
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B Connector Setup == -

Enter the destination parameters

< ArcSight
Configure

Manager Hostname arcsight-esm

Manager Port 8443

User administrator

Password sesenenvel

AUP Master Destination |false v
Filter Out All Events false "
Enable Demo CA false v

< Previous | | Next > | | Cancel |

22. Click Next.

23. Enter identifying details about the system (only Name is required).
[« | Connector Setup - I:'-

) Enter the connector details
< ArcSight

Configure

Hame Windows Connector Server
Location
Devicelocation

Comment

<Previous | [ Next> || cancel |

24. Click Next.
25. Select Import the certificate to connector from destination.
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26

B Connector Setup

\ Following certificate will be imported into connector trust store:
{ AICSIghf Host/port: arcsight-esm_§443

Details: CN=arcsight-esm, OU=ESM, O=Arcsight, L=05014, ST=CA, C=US
Configure

) Import the certificate to connector from destination

) Do not import the certificate to connector from destination

< Previous | [ Next>

i ‘ Cancel |

Click Next.

B Connector Setup

) Add connector Summary
{ ArcSIghf Following are the added connector details:

Comnector Name [Windows Connector Server], Connector Type [winc]

Configure

27. Click Next.
28. Select Install as a service.
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29

B8 Connector Setup

The Smart Connector i1s currently installed as a standalone application

< ArcSight

Configure

®) Install as a service

) Leave as a standalone application

Y

<previous | [ Next= | [ cCancel |
Click Next.
B Connector Setup == -
. Specify the service parameters
< ArcSight
Configure
Service Internal Name winc
Service Display Name Microsoft Windows Event Log - Native
Start the service automatically | Yes “
I,
12
[ <previos | [TTHexts | [ cancel |

30. Click Next.
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31.
32.

a Connector Setup -0 -
., Install Service Summary
<X ArcSight
The ArcSight SmartConnector is now configured to run as a service.
0] re
C ﬂf\g v You can now start the SmartConnector by
Going to the services application and starting the service:
ArcSight Microsoft Windows Event Log - Native
:
Click Next.
Select Exit.
x| Connector Setup - [o[=]
., Would vou like to continue or exit?
<X ArcSight
Configure

< Previous ‘ | Mext >

Cancel

33. Click Next.
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B ArcSight SmartConnector \;‘i-

<CArcSight | CIFASERE Install Complete

<

Introduction Congratulations! ArcSight SmartConnector has been successfully
Choose Install Folder installed to:

Choose Install Set
Pick Shortcut Folder
Pre-Install Summary Press "Done” to quit the installer.

C:\Program Files\arcSightSmanConnectorsiWindows

Installing...
Upgrade
System Restart

L 2 W L L W S S

Install Complete

InstallAmawhere
Cancel Previous

34. Click Done.
35. Note: Ensure that all machines selected do not block traffic from this device through their
firewalls.

2.8.5 Install Pre-Configured Filters for ArcSight

2.8.5.1 [Install Activate Base

1. Go to the ArcSight Content Brain web app (https://arcsightcontentbrain.com/app/) and log in.
This page allows you to keep track of packages to be installed—which packages should be in-
stalled is dependent on the needs of the organization, but the “activate base” is required for all
products.

: o - System Threat
el Physical Perimeter Network Application Entity i
e i etz s A ks Health | Intelligence
Situalionat Awsrenass Situational i Situational § Situational Situational Situational A :
Situational § Situational
System Threat
Level 1 physical | Perimeter | Netwark Entity e i Malware
warring Health Intelligence

wniad

Security Products & Connectors

2. Click the Download link for the activate base. (Note: This package should be installed on the
Arcsight Console, not on the ESM.)

3. Copy the contents of the zip file to ARCSIGHT _HOME. The default for this is C:\arcsight\Con-
sole\current, assuming a Windows Server.
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4. In PowerShell, navigate to the ARCSIGHT HOMIE directory (C:\arcsight\Console\current), and

run:

> _\ActivateBaselnstal IAndUpdate2540.bat

ATTENTION

ATTENTION

ATTENTION:

e\current>

Activate Base 2.5.4.0 requires ArcSight ESM v6.8c or greater!

Administrator: Windows PowerShell

ZActivateBaseInstal lAnc

esm. mycompany . i
{ ., & r [

Update2s40. bat

5. Enter the hostname of the ArcSight machine, the port (default: 8443), and the username and
password used to connect to the ESM.

6. Delete Activate_Base_Updated_2.5.4.0.arb from the ARCSIGHT_HOME directory.

7. Login to ArcSight Console.
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ArcSight Comsole 7.0.0.2436.1 [arcsight-esmeadministrator.ast] Trial license. Customer: ARST-Farner, Expiration date: 2019/02/01

8. Under Packages > Shared > All Packages > ArcSight Activate, right-click Activate Base Update
2.5.4.0, and select Delete Package.

2.8.5.2  Install Packages

Once the Activate Base is installed, packages can be installed to monitor for specific types of events. As
an example, find below instructions for the Malware Monitoring package.

1. Navigate to the ArcSight Content Brain web app.
2. Select the Level 1 box labeled Malware.

Level 1 : : et - System Threat
o . HHH RIS

Security Products & Connectors

Track Execution Devices - @

@ Business Challenges s @ Associated Packages . @ Status = ® Arack Vector Solutions Expand All @

Mabware Monitaring L1 - Mahware Monitoring - indicators and Warnings e

3. Inthe Track Execution section, under Associated Packages, you can see the list of packages
used to address the challenge of “Malware Monitoring.” In this case, there is just one package,
“L1 — Malware Monitoring — Indicators and Warnings.” Click the link to be taken to a download
page for the package, and download it. (Note: This package should be installed on the Arcsight
Console, not on the ESM.)
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4. Copy the contents of the zip file to ARCSIGHT _HOME. The default for this is C:\arcsight\Con-

sole\current, assuming a Windows Server.

5. In PowerShell, navigate to the ARCSIGHT_HOME directory (C:\arcsight\Console\current), and

run:
> _\L1-Malware_Monitoring_1.1.0.1_bat

] Administrator: Windows PowerShell [= =[]

ehcurrent
current\jre

171-b11, mixed m
efaults. properti 0 ole.properties

ight-esm’ with username "administrator’...done.

: From your ESh
: Please delete

: From your ESM consol
: Please delete Activate |

6. Enter the hostname of the ArcSight machine, the port (default: 8443), and the username and

password used to connect to the ESM.

2.8.6 Apply Filters to a Channel

In the ArcSight Console, click File > New > Active Channel.

Enter a name for the channel.

Select a time frame.

For Filter, select one the filters that was imported from the packages you installed.

pwnNPRE
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H New Active Channel

Channel Name: esolved malware
Start Time: SNow - 30m End Time: SNow
Use as Timestamp: | = End Time

Filter Define...

Fields:

Examples *

5. Click OK. All events that match the filter can be displayed in the newly created channel. Filters
from imported packages can be found under Filters > Shared > All Filters > ArcSight Activate >
Solutions.

2.8.7 Configure Email Alerts in ArcSight

2.8.7.1  Configure a New Destination

1. In ArcSight Console, click File > New > Destination.

2. Enter a name for the Destination.

3. For Destination Type, select Email Address.

4. For Email Address, enter the email that should be associated with this destination.
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2.8.7

1.
2.

% File Edit

B =FCE

Navigator

Rules Cirl+altH W
shortcuts =]

-1l Rules
.
= I Shared
--flF allRules
- ArcSight

User fGroup

=l Common

(Hame)
on)

he 121 fields in the selec

B ArcSight Console 7.0.0.2436.1 [arcsight-esm:administrator.ast] Trial license. Customer: ARST-Partner, Expiration date: 2019/02/01

dministrator

B

Click OK.
Select a place to save the new Destination.
Click OK.

.2 Configure a New Rule

Click File > New > Rule > Standard Rule.
Enter a name for the rule.
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. ArcSight Console 7.0.0.2436.1 [arcsight-esm:administrator.ast] Trial license. Customer: ARST-Partner, Expiration date: 2019/02/01
i File  Edit
L

Navigator

Cri+Alt  »

Shortcuts

= I Rules
[
= [ Shared
- [ allRules
i

Notification Groups

External ID
Ei

B

3. Click the Conditions tab.

H ArcSight Cansale 7.0.0.2436.1 [arcsight-esm:administrator.ast] Trial license. Customer: ARST-Partner, Expiration date: 2019/02/01

Vew Windon T

TICLNTETY

Navigator

Ctrl+Alt+L
Shortcuts

= JiF Rules

_dadrinistrator's Rules
=l Shared
= [ Al Rules

Editor

Condition

Count

Event Count

121 fields in th eld set n fiel ickds that cai

4. Either create a custom condition for the rule or click the Filters button to select a pre-
configured Filter. (Ensure you check the box next to desired filters if you choose to select a pre-

configured filter.)
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B Filter Selector

—|- ¥ administrator's Filters
B B Hotlist
—|- i Shared
-4 All Filters
- B ArcSight Activate
W Core
] oprient
I Solutions
-5 Malware Monitoring
—- @ Indicators and Warn

=4Il Malware Eve

rantined [

5. If you selected afilter, click OK.
6. Click the Actions tab.
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[« | ArcSight Console 7.0.0.2436.1 [arcsight-esm:administrator.ast] Trial license. Customer: ARST-Partner, Expiration date: 2019/02/01 I;li-

Crl+AltH  w

Shortcuts

=l Rules

_Jadministrator's Rules

= [ Shared

le Chain Is Off

in the selected fisld et 7 i or not supported fields that c

7. Select the trigger for the notification, and click Add > Send Notification.
8. Select the Destination Group in which the desired destinations reside.

| Add "Send Notification” Action -

When: On First Event

9. Click OK.

2.9 Tripwire Enterprise

Notes:

This installation requires MSSQL to be installed on a remote server and configured according to the
instructions in the Tripwire Enterprise 8.6.2 Installation and Maintenance Guide.
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2.9.1 Install Tripwire Enterprise

1. Ensure that you have a current version of Oracle Java. You must install both the Java Runtime

Environment (JRE) and the Java Cryptography Extension (JCE).
2. Download and run the JRE installer.

CRACLE

Welcome to Java

Java provides access to a world of amazing content. From business solutions to helpful utilities and
entertainment, Java makes your Internet experience come to life.

MNote: Mo persanal information is gathered as part of our install process. Click here for more information on
what we do collect.

Click Install to accept the license agreement and install Java now.

[ change destination folder Cancel | [ Install> |

3. Click Install.
4. Download the JCE, and extract the files.

Name Date modified Type Size

| ] local_policy 12/20/2013 1:54 PM  JAR File 3KB
| README 12/20/2013 1:54 PM  Text Document BEB
|j US_export_policy 12/20/2013 1:54 PM  JAR File IKBE

5. Copy the local_policy.jar and US_export_policy.jar files to /lib/security/Unlimited/ and
/lib/security/Limited in the Java installation directory.

6. Run install-server-windows-amdé64.

7. Select the Java runtime that was just installed.

te

Please select the Javaitm) Runtime to use

Oracle/Sun 1.8.0 84-bit C:/Program Files/Java/jrel.8.0_181/bin/java.e w

Ok || Cancel

8. Click OK.
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TR

ﬂ' Welcome to the Tripwire Enterprise Console installation wizard.
.E TEHPR.SE This wizard will install and configure Tripwire Enterprise Console.

8 7 Before continuing, please review the installation doecumentation to
= ensure that you are in compliance with all installation requirements.
Failure to meet all requirements may cause the installation to fail.

I < Back H Mext = H Cancel

9. Click Next.
10. Select | accept the agreement.

: i [AKE
License Agreement CONTROL.

Please read the following License Agreement. You must accept the terms of this agreement

before continuing with the installation.

IMBORTANT IMFOEMATION

TRIPWIERE SOFTWRERE IS LICENSED, NOT SOLD. USE OF THIS S50FTWARE IS
SUBJECT TO LICENSE RESTRICTIONS. CRAREFULLY READ THIS LICENSE
REREEMENT BEFCRE USING THE SOFTWARE. USE OF SOFITWARRE INDICATES
COMPLETE AND UNCCHNDITICONAL ACCEFTANCE OF THE TERMS BND CONDITICHNS
SET FORTH IN THIS AGREEMENT. ANY ADDITIONAL OR DIFFERENT PURCHASE
ORDER TERMS AND CONDITIONS SHALL NOT RAPELY.

|

im

(®) {| accept the agreement:
(0) | do not accept the agreement

Do you accept this license?

InstallBuilder

<Back || Net> || Cancel

11. Click Next.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events



'92-008'['dS'_LS|N/SZOQ'0'[/3J0'!0p//2$d11l.{ ‘wouy BSJEL{D JO 994} a|qe|leAe s| uoueauqnd SIYyL

. . o TAKE
Installation Directory mtmﬁm_

Please specify the directory where all Tripwire Enterprise components will be installed.

Installation Directory IZ::"-.F'r-::u:||'ar'r'| Files\ Tripwire\TE | Re

InstallBuilder

<Back || Ned> || Cancel

12. Click Next.
13. The installer should automatically detect the hostname of the system on which Tripwire
Enterprise (TE) is being installed. If it does not, enter the hostname here.

Tripwire Enterprise Console Configuration Part 1 of 4 m&fmnl_

Please provide the hostname of the system where Tripwire Enterprise Console will be
installed.

TE Server Hostname

InstallBuilder

<Back || Ned> || Cancel
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14. Click Next.

15. Enter the port numbers to use for each of the HTTPS Web Services port, HTTP EMS Integration
Port, and Tripwire Enterprise RMI port. The Remote Method Invocation (RMI) port is used for
inbound communication from Tripwire agents to the server, so ensure that it is allowed through
the firewall.

Tripwire Enterprise Console Configuration Part 2 of 4 /mﬁﬁm_

Specify the ports that Tripwire Enterprise Conscle uses to communicate.

This port is used for user-initiated Web console sessions.

HTTP5 Web Services port |m |

This port is used for external integrations (such as plugins).

HTTP EMS Integration Port ~ |2080 |

This port is used for Console/Agent Java communications,

Tripwire Enterprize RMI| Port |9393 |

InstallBuilder

<Back || Net> || Cencel

16. Click Next.
17. Enter a passphrase to use.
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Tripwire Enterprise Console Configuration Part 3 of 4 mﬂdﬁmm"

The services passphrase is used to secure Tripwire Enterprise communications.

This password must be between 19 and 84 characters, and cannot contain single-quote ('),
double-quote ("), less-than (<), greater-than (=), or backslash {\) characters, most other
characters are allowed. See the Installation and Maintenance Guide for more details.

Services Passphrase

Confirm Passphrase

InstallBuilder

<Back || Net> || Cancel

18. Click Next.

Tripwire Enterprise Console Configuration Part 4 of 4 MﬁTﬁDL_

Please review the installation settings for Tripwire Enterprise Console.

The following settings are configured for Tripwire Enterprise Console:

Installation Directony: C:hProgram Files\ Tripwire\ TE
Available Disk Space: 184716 MB

Hostname: TRIPWIRE-E

IP Address(Listening): 0.0.0.0

HTTPS Web Services Port: 443

HTTP EMS Integration Port: 3080

TE Services (RMI) Port: 9852

TEConsolelnstaller: Java Version detected: 1.8.0_181 64

InstallBuilder

<Back || Ned> || Cancel

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events 234



'92-008'['dS'_LS|N/gzog'0'[/8J0'!0p//2$d11l.{ ‘wouy BBJEqD JO 994} 9|qe|leAe s| uop,eouqnd SIYyL

19. Click Next.
20. Check the box next to Install Real-time Monitoring.
21. Enter 1169 for Real-time Port.

g i 3 s |l TAKE
Tripwire Enterprise Agent Configuration m&mﬂm_

Tripwire Enterprise Agent software is installed on the Tripwire Enterprise Console system to
enable monitoring of that system. Do you want to install Real-time Menitering functionality
for this local Agent? The Real-time Monitoring feature can also be installed later.

[#] Install Real-time Maonitaring
Please specify the local port to be used by the Real-time subsystem.

Real-time Port | |

InstallBuilder

<Back || Net> || Cancel

22. Click Next.
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« i TAKE
aabl tripwire 2l

The installer is ready to begin installing Tripwire Enterprise Console.

Click Mext to begin installing Tripwire Enterprise,
Click Back to make any changes before you begin the installation.

InstallBuilder

<Back || Net> || Cancel

23. Click Next.

24. Check the box next to Open a browser after clicking Finish to continue configuring Tripwire

Enterprise.
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.::iE ) Tripwire Enterprise Console Installer Lllﬂ-

@ ENTERPRISE

8 7 [v] Open a browser after clicking Finish to continue configuring
o

The installation is complete,

Tripwire Enterprise,

Te finish configuration later, use a browser to access
https//TRIPWIRE-E

< Back

Cancel

25. Click Finish.
26. Once at the web address, enter the Services passphrase chosen earlier.

Tripwire Enterprise Post-install Gonfiguration

Tripwire Enterprise needs additional configuration.

To finish installing, please enter your Services Passphrase for authentication. The Services Passphrase was created when you installed Tripwire Enterprise

Services Pass?hrase'

Login

27. Click Login.

Tripwire Enterprise Post-install Configuration

Database Configuration Settings

These settings control how the TE Console connects to a remote database that stores data for all TE operations. You can check the current configuration here, and make
any necessary changes in the fields below.

Remote Database Type

Microsoft SQL Server
Qracle

Qracle RAC

M‘[SOL - . . . - - - . . . . . . .
28. Select Microsoft SQL Server for Remote Database Type.

29. Select SQL Server for Authentication Type.

30. Enter login details for the account created during the MSSQL setup.

31. Enter the hostname or IP of the database server.

Remote Database Type: The type of remote database used by TE
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32. Enter the port on which the database is operating.
33. Enter the name of the database to be used for TE.
34. Select the appropriate setting for SSL according to your organization’s needs.

Authentication Type:

SQL Server A Authentication Type: Specifies whether the database login should authenticate using a Windows account (typically of
the format domain‘user), or an SQL Server account (an account defined only in SQL Server). With the Windows
authentication type, NTLMv2 should be used, as itis cryptographically superior to the first version of NTLM. However, as
NTLMv2 is configured in the operating system, not in the database or application, TE can be used with NTLM to ensure

compatibility
Login Name:
twadmin Login Name: The login name that TE will use to authenticate with the database
Password:
sesssnsanranea, Password: The password that TE will use to authenticate with the database
Database Host
192.168.78.125 Database Host: The fully qualified domain name, hostname or IP address of the system where the database is installed.

Port (default 1433)

1433 Port: The TCP port that the database is listening on. If an Instance Name is specified here, then the database connection
will use UDP 1434 to connect to the SQL Server Browser Service, and this Port field will be disabled. The SQL Sarver
Browser service listens for incoming connections to a named instance and provides the client the TCP port number that
comresponds to that named instance

Database Mame:
TE DB Database Name: The name of the database that TE should use when connecting to the remote database. Note that the
= login name in SQL Server should have this database set as the default, and the login name should be mapped to this
database.

Instance Name (Optional):
Instance Name (Optional): The location/name of the database instance on the server. Ask your DBA if a non-default
instance should be used for TE

SEH
Off v SSL (Secure Sockets Layer): Specifies whether the database connection should request, require or authenticate SSL

Request - S5L will be used if available

Require - SSL will always be used, and an error will occur if SSL is not available for the database

Authenticate - SSL will always be used, and an error will occur if SSL is not available for the database. In addition,
the certificate chain of the database server's public key will be authenticated using TE's trust store. If the certificate
chain does not originate from a trusted source, an errer will occur.

Off - SSL will never be used. This setting is not recommended

Test Database Login |

35. Click Test Database Login to ensure the connection is functional.
Test Database Login |+

Test Results:

Connection Succeeded.

ripwire Enterprise 8.7.0.b8.7.0.r20180606173604-e215728 b40 Save Configuration and Restart Console I Logout

36. Click Save Configuration and Restart Console.
37. After the reboot, enter a new administrator password.
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Tripwire Enterprise Post-Install Configuration

Configuration Steps Needed:

Tripwire administrator account password needs to be changed from the default

(2]

reate Administrator Password

Passwaord:

Passwords must s e e |
Be between 8 and 128 characters in length L
Contain at least 1 numeric character
Con at least 1 uppercase character Confirm Password
Contain at least 1 non-alphanumeric character ‘ ............... ‘

Supported characters: “~I@#5%"&()-_=+{T\;"<.>.J?
Confirm and Continue

Support Information

For faster assistance from Support, please generate a support bundle to collect
information about your system and this installation. Attach the support bundle file to your
web ticket or email. What is a Support Bundle?

Generate Support Bundle

Still having problems with your installation?

Contact Tripwire Support:
https-/isecure tripwire com/customers/contact-support cfm

Or open a Support ticket: https://secure tripwire com/customers/

pwire Enterprise 8.7.0 b8, 80606173604-e. 28 b40

38. Click Confirm and Continue.

Tripwire Enterprise Fast Track

Welcome to Tripwire Enterprise Fast Track!

TRIPWIRE®

S ENTERPRISE
Fast Track

Fast Track will help you to configure Tripwire Enterprise for Change Auditing, Policy Management, or an integrated Security Configuration
Management (SCM) selution. It only takes a few minutes to complete the setup questionnaire. After you do, Fast Track will use your
answers to install the components that you need

Step 1: Add your license file and describe your envirenment. This includes the platforms you want Tripwire Enterprise to monitor, the
policies you want to enforce, and the schedule that Tripwire Enterprise should use

Step 2: Review the items that will be configured and save the manifest for your records.
Step 3: Apply the configuration and let Fast Track do the rest.

Mote: After Fast Track configures Tripwire Enterprise, you can ahways make changes to your configuration later from the Tripwire
Enterprise user interface

39. Click Configure Tripwire Enterprise.
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Step 1: Add your Tripwire Enterprise license (*.cert)

|VCihouse File | No file chosen

40. Click Choose File, and select the TE license file, which should be a .cert file.
41. Check the box next to Change Auditing and Policy Management.

Step 2: Configure Ch Auditing and/or Policy Management

Maonitoring Solutions ¥ Change Auditing

#| Policy Management
Available Policies Ceis

¥ Pl

I DISA

I NIST 800-53 (FISMA)

42. Select any available policies desired.
Step 3: Specify the platforms to monitor

Note: You are licensed for the Highlighted platforms

Available Platforms Selected Platforms:

Operating System xMicrosoft Windows Server 2008 R2
x Microsoft Windows Server 2012 R2

1#] Microsoft Windows Server 2008 R2 4 Oracle Solaris 10

¥l Microsoft Windows Server 2012 R2 x Oracle Solaris 11

7 . x Red Hat Enterprise Linux 6

Qs Sotansil) x Red Hat Enterprise Linux 7

¥ Oracle Solaris 11 x WMware ESXi 5.5 Server

¥ Red Hat Enterprise Linux 6
¥ Red Hat Enterprise Linux 7
Virtual Infrastructure

I« VMware ESXi 5.5 Server

43. Select all the operating systems that you wish to monitor with TE.
Step 4: Set up a schedule for running checks and reports

Change Audit Scheduling
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Checks

How frequently would you like to run checks on
your assets?

Dally v

Run the checks at | 1 00 '_ _'AEH i

Policy Scheduling
Checks

How frequently would you like to run checks on
your assefs?

!Veakly_ '_ on Suniayi v

Run the checks at | 100 v | AM '

| Enable Checks and Reporis (Optional)

Reports

How frequently would you like to run reports on
your assets?

[ Daily v

Run the reports at 400 v| [AM v

Reports

How frequently would you like to run reports on
your assets?

[Weekly ~ v| on [Sundays ]

Run the reports at

Note: Tripwire does not recommend enabling checks
and reports until after you have installed Tripwire Agent
software on the systems that you want to monitor.

44. Set up a schedule for running checks and reports according to your organization’s needs. Leave

the box next to Enable Checks and Reports unchecked for now.
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Step 5: Configure an email server for sending reports and alerts

) Set up the email server now

'® Set up the email server at another time

Before Tripwire Enterprise can deliver alerts or reports, an
email server must be created. You can set up the server
now, or you can wait and do it later using the Tripwire
Enterprise Console.

45. Select Set up the email server at another time.

Step 6: Create an administrator account for Tripwire Enterprise Console access
Passwords must: User Name:

Be between 8 and 128 characters in length

Contain at least 1 numeric character [ Admin

Contain atleast 1 uppercase character Passwor

Contain at least 1 non-alphanumeric character ...,
Supported characters: “~1@#5%&™()-_=+{]W;:"<.>.1? L

Confirm Password:

Email Address

46. Enter a username and password for a new administrator account for TE Console.

Preview Configuration' (e \GantelC

47. Click Preview Configuration.

P UNLY AT TV INIVEGES L ol T VS

These tasks will be applied to your configuration
Critical Change Audit Check - RHEL &

Critical Change Audit Check - RHEL 7

Critical Change Audit Check - Solaris 10

Critical Change Audit Check - Solaris 11

Critical Change Audit Check - Windows

Palicy Check - RHEL 6

Policy Check - RHEL 7

Palicy Check - Solaris 10

Policy Check - Solaris 11

Policy Check - ViMware ESX

Policy Check - Windows

Report Task - Daily File System Changes by Node
Report Task - Daily File System Changes by Rule

Report Task - Test Result Summary - Red Hat - PCI v3.1
Report Task - Test Result Summary - Solaris - PCl v3.1
Report Task - Test Result Summary - VMware ESX - PCI v3.1
Report Task - Test Result Summary - Windows - PCI v3.1
Report Task - Test Results by Node - Red Hat - PCl v3.1
Report Task - Test Results by Node - Solaris - PCIv3A1
Report Task - Test Results by Node - VMware ESX - PCl v3.1
Report Task - Test Results by Node - Windows - PCI v3.1
Report Task - Top 5 Nodes with Daily Changes

Report Task - Waivers - Red Hat - PCl v3.1

Report Task - Waivers - Solaris - PCl v3.1

Report Task - Waivers - VMware ESX - PCl v3.1

Report Task - Waivers - Windows - PCI v3.1

These home pages will be applied to your configuration
Change Audit

Customer Center Home Page

PCI Overview - Red Hat

BCI Overview - Solaris

PCI Overview - VMware ESX

PCI Overview - Windows

Tripwire Enterprise Administrator

48. Click Apply Configuration.
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Con 1g Tripwire Enterprise

Tripwire Enterprise Best Practice for the selected platforms _

PCI for Microsoft Windows Server 2008 R2 ZI Configuring 120 Rules
Change Audit for Microsoft Windows Server 2008 R2 |:I
PCl for Microsoft Windows Server 2012 R2 I:I
Change Audit for Microsoft Windows Server 2012 R2 |:|
PCI for Oracle Solaris 10 [——
Change Audit for Oracle Solaris 10 |:|
PCl for Oracle Solaris 11 I:I
Change Audit for Oracle Solaris 11 I:I
PCI for Red Hat Enterprise Linux 6 I:I
Change Audit for Red Hat Enterprise Linux 6 I:I
PCI for Red Hat Enterprise Linux 7 I:I
Change Audit for Red Hat Enterprise Linux 7 I:I
PCI for VMware ESXi 5.5 Server I:I

Finalize Policy Management configuration for the selected platforms I:I
Finalize Change Auditing configuration for the selected platforms |:I

49. Click Continue to Tripwire Enterprise when the installation finishes.

2.9.2

1.
2.

Install the Axon Bridge

Ensure that TCP traffic on port 5670 is allowed through the firewall.
Navigate to the TE Console installation directory, to the /server/data/config folder. Copy
bridge_sample.properties to bridge.properties.

In the bridge.properties file, find the line that says:
#tw._cap.bridge.registrationPreSharedKey=

Remove the # character. After the = character, enter a password. The password has some
restrictions, so ensure that it meets the requirements if the connection fails later.

Restart the TE console by running the following command from an administrator command
prompt, where <te_root> is the TE installation directory:

> <te_root>/server/bin/twserver restart

Install the Axon Agent (Windows)

Download the Axon Agent .zip file from the Tripwire customer website
(https://tripwireinc.force.com/customers), under the Product Downloads tab.

Unzip the file.

To begin the installation, double-click the .msi file in the extracted folder. Note: No installation
wizard will appear; the installation happens automatically.

After the Axon Agent is installed, navigate to C:\ProgramData\Tripwire\agent\config, and copy
twagent_sample.conf to twagent.conf.
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HOST based agent configuration:
Instead of using a DNS SRV record, the agent may be configured
to talk to a specific host, or list of hosts. Lists use a comma separator and
can optionally specify a port. The default of port 5678 will be used if a port
is not specified.

Example: hostl, host2:590@, 10.123.8.15, [feac:baB@:6fff:93fe]:7582

The agent may be configuked to connect to hosts in a randomized or textual order
(default: true)

d# o B K B O R H R

bridge.host=192.168.1.136
#bridge.port=5678
#bridge.randomize.hosts=true
#

5. Open twagent.conf, and find the line that says bridge.host. Remove the # character, and
enter the hostname or IP address of the Axon Bridge server.

6. In afile called registration_pre_shared_key, enter the value of the pre-shared key that was set
in the Axon Bridge.

7. Restart the Axon Agent Service by opening a command prompt and running the following

commands:
> net stop TripwireAxonAgent
> net start TripwireAxonAgent

&l Administrator: Command Prompt - u] X

2.9.4 Install the Axon Agent (Linux)

1. Download the Axon Agent .tgz file from the Tripwire customer website
(https://tripwireinc.force.com/customers), under the Product Downloads tab.

2. Toinstall the software, run the following commands:
Red Hat Enterprise Linux (RHEL) or CentOS: > rpm -ivh <installer_file>
Debian or Ubuntu: > dpkg -i <installer_file>

3. Navigate to /etc/tripwire/ and copy twagent_sample.conf to twagent.conf.

4. Open twagent.conf, and find the line that says bridge.host. Remove the # character, and enter
the hostname or IP address of the Axon Bridge server.
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5. Inafile called registration_pre_shared_key.txt, enter the value of the pre-shared key that was
set in the Axon Bridge.

6. Restart the Axon Agent Service by opening a command prompt and running the following
commands:

RHEL or CentOS:
> /sbin/service tripwire-axon-agent stop
> /sbin/service tripwire-axon-agent start

Debian or Ubuntu:
> /usr/sbin/service tripwire-axon-agent stop
> /usr/sbin/service tripwire-axon-agent start

2.9.5 Configure Tripwire Enterprise

2.9.5.1  Terminology

Node: A monitored system, such as a file system, directory, network device, database, or virtual
infrastructure component.

Element: A monitored object, which is a component or property of a node being audited by TE.

Element Version: A record of an element’s state at specific points in time. Multiple element versions
create a historical archive of changes made to the element.

Rule: A rule identifies one or more elements to the TE Console.

Action: An object that initiates a response to either changes detected by TE or by failures generated
from policy tests.

Task: A TE operation that runs on a scheduled or manual basis.
TE Policy: A measurement of the degree to which elements comply with a policy.
Policy Test: A determination of whether elements comply with the requirements of a policy.

Baseline: The act of creating an element that reflects the current state of a monitored object (also
called the current baseline. When a node’s baseline is promoted, TE saves the former baseline as a
historic baseline.

Version Check: A check on monitored objects/elements. It is a comparison of the current state of the
element against its already recorded baseline for changes.
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295.2 Tags

In TE, tags can be used to label and target specific nodes. Tags are not required but allow for targeting
nodes more granularly than by the operating system. This section will describe how to create and assign
tags.

1. Navigate to the TE Console in your browser.
2. Click Asset View.
@ Tripwire Web Console X | @ FicfoxSurvey K.]+

< c @ @ & https:/tripwire-e/cons

1= | = ]

- 4 n @ =

& Refrash [ Help B Logout

i R R p a—

(LR janage Tagging Al | None So0 ABCR
[ Fie a 192.168.78.126
‘ 192.168.78 126 =
Slear all § filter
, ad-dns.di.ipdr
192.168.1.12 =5
EXCHANGE
" 192.168.1.134 =5
¥ System Tag Sets | HYPERV.DLIPDR
A =5

Database Server 192.168.78.105

3. Click the Manage Tagging tab.
4. Enter the name of a tag set or use one of the four existing ones (Location, Owner, Platform
Family, Primary Function). Click Add if adding your own tag set.

@PENTERPRISE HOME | NODES | RULES | ACTIONS | TASKS | POLICIES | LOG | REPORTS | SETTINGS

fodes  AssetView  NodeSsarch  ElementSesrch  Verson Sesrch ® Refrash [ Halp Bl Logout

¥ EENEN Manage Tagging

Tag Sets

Create and Edit Tag Sets

Tutorial Add ag Sets
Tagging Profiles
R Cncon Tags and Tag Sets are limi 0 characters in length and may
= not contain the following charac \
Saved Filters
[rdd a new ta
s many tags to 2
or delete the tags a
» w Ownor
elated tags
cd a e [ Id include the tag
% DITesting k These tags would be

cation: Chicago, and Loc

5. Under the tag set you wish to add a tag to, enter the name of thé tag.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events

245



'9Z-008T"dS 1SIN/8209 0T /840" 10p//:sd1Yy :woly 984U JO 23.) 3|e|IeAe s| uonealjgnd siy L

Create and Edit Tag Sets

it~ il

i |

A -
¥ Location {idd tags)
1
|Ac|r:| a new tag | .ﬂ\cidl r
1
® w Owner {1tag) g
Y
|Adu:l a new tag | Add ) 3
» Dl Testing F
F
% w Platform Family (4 1ags) :
|Adu:l a new tag | Acldl 1
«x Red Hat = I
x Solaris
x WMware ESX 1
x Windows g
1
»* w Primary Function (1tag)
[
|Ad|:| a new tag | Add | I
x Domain Controller
b4 Tutorial {Add tags)
ITutoriaI tag | Add]
W
6. Click Add.
7. Navigate to Nodes > Asset View > Filter Assets.
8. Check the boxes next to the nodes to which you wish to add this tag.
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e
@PENTERPRISE +HoMe | NODES | RULES | ACTIONS | TASKS | POLICIES | LOG | REPORTS | SETTINGS

Asset View
Tagging || Al | None Saf8 ABC @ Selected: 3 | Clear
192.168.78.126
Filter assets by keyword Edit Tags J|_Health Check ¥
econrd || [0 e e | oo
F WROOWTIO IR
(wiiges i g || ¥ WNDOWSTOZDUPDR
2 X WINDOWS10-3 DI IPDR
[ EXCHANGE
192 168.1.134 -
o || o wweervoLIPDR
Database Server 192 168.78.105 -
Directory Server
Network Device o :‘;S:::H“ -
» Operating System o
» Status TRIPWIRE-£.DLIPDR
Virtual Infrastructure 192 1681136 -
WINDOWS10-1.01IPDR
» Locatien ™ 192 168.1138 - ‘
» Owner
» Platform Famity WINDOWS10-2.DLIPDR -
» Primary Function 192 168.78.118
£ Teis! @ WINDOWS103.DLIFOR
192 168.78.11 -
Windaws 2008 R2 Domain Controllers
Windaws 2012 R2 Domain Controllers
» Health
Activate Windows

9. Click Edit Tags.
10. Check the boxes next to any tags you wish to add to these nodes.

m HOME | NODES | RULES | ACTIONS | TASKS | POLICIES | LOG | REFORTS | SETTINGS

Edit Tags

Far: 3 Assets

11. Click Close.
2.9.5.3 Rules
This section will describe how to create a rule.

1. Click Rules.

m«ummmmmmmm SETTINGS

2. Select or create a rule group in which to put the new rule.
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@PENTERPRISE HOME NODES | RULES ACTIONS | TASKS | POLICIES | LOG REFORTS | SETTINGS

Rutes | Rl Semch
_i,_}j*__-,mamun|ﬁnﬂm|_@_xrﬂwn_¢_’m rt |12 Duslicate | X Detste | %o ik | 55 Unlnic | Mav
=@ Trewie Rules.

= (553 Root Rue Group.

&Lyt osRuecreu [N &Name TSIy

| Solaris OS Ruie Group

) Ware. w
& (L] Windows OS Rule Groug
2 [ Crilcal Change Audt

3. Click New Rule.

&g nuesnat

4. Select the type of rule. For monitoring Windows filesystems, we choose Windows File System

Rule.

G). ﬁ; https://tripwire-e/console/app.showEditc o ﬁ =

Select the rule type to create:
=¥ Types
[ [ Database Server
[ [ Directory Server
5 [_] File Server
% Command Output Capture Rule
[ i5/0S File System Rule
[y i5/0S System Value Rule
Log Transfer Rule
% UNIX File System Rule
%Winﬂnw& Reqistry Rule
{i5 Windows RSoP Rule
[ [ Network Device
[ [ Tripwire Data Collector
@ [ Virtual Infrastructure

Selected type: g Windows File System Rule

_OK | cancel

5. Click OK.
6. Enter a name and description for the rule.
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| GJ. ﬁ; https://tripwire-efconsole/app.showWizard.cond?wizardMame=siwweb.specifierRul S fr: =

'New Windows File System Rule Wizard

Enter a name and description for the rule.

Name:

Description:

futorial rule

fa rule specifically for tutorial documentation

[¥] Enable Tracking Identifier

7. Click Next.

[ Help

Cancel

| G).ﬁg hitps://tripwire-e/conscle/app.showWizard.cmd?wizardName=si.web.specifierRule **» ﬁ| =

@ewsta:t Pomt|t!¢ew5top Pomt|| 8 /prowse | X Delete

0

Trpn Default Severity Criteria Set Recurse Level Archnle Content

8. Click New Start Point.

9. For Path, enter a directory that represents the scope of the scan. It can be limited to the
documents folder or be wide enough to encompass all the files on a system. Note that the latter
will take much longer to scan.

10. Check the box next to Recurse directory if you also wish to scan all subfolders.
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| 6] ) https://tripwire-e/console/app.showWizard.cmd?wizardName=si.web.startPointV

New Star L‘._ _ﬂl- nt Wizar . .d

Specify the monitored object for the start point, and enter associated settings.

Path:  [Ci\Users\DI2\Desktop\Tutorial docs | L
Default Severity: (0-10,000, 0 = no severity assigned)

[] Archive element content
[ Recurse directory

Limit depthto 0 | (0-100, 0 = no limit)

< Back || Mext> || Finish | Cancel |

11. Click Next.
12. Select Windows Content and Permissions.

| G.’ ﬁ; https://tripwire-e/conscle/app.showWizard.cmd?wizardName=si.web.startPointV MEE ﬂ' ‘

0 Help

lew From Selected |

. e
@ ﬁ Wmdaws Content and Permissions [

O Windows - Content Only

|
@) Windows - Permissions Only

13. Click Finish.

14. Click New Stop Point.

15. Enter the path of any folders or files that should not be included in the scan, and indicate
whether they should end the recursion.
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| a7 f. https://tripwire-e/consolefapp.showWizard.cmd?v,  *ee ﬂ'| =

New Stop Point Wizard @ Help

Specify the monitored object for the stop peint, and enter associated
settings.

Path: |=:\Users\DI12\Desktop\Tutorial docs\Tutorial3 | Eﬁ?

E Stop recursion

16. Click Finish.
17. Click Next.
18. Click Next.
19. Click Finish.

2954 Tasks

This section will describe how to create a task.

1. Click Tasks.
.m HOME | NODES | RULES nal:us@mu\:(ss LOG | REPORTS | SETTINGS
2. Select a folder for a new task or create one.

taske | TeskSeash
lflﬂ,:, |Manage 4| | New Group ENEW Taskl@ tmport | [g] Expart | 72 Duplicate | X Delets | 2, tink | 35 Unlink |- Move [Gantral 4| &y un || siine | @@ Stop | 6y Disable | Gy Enable |
& @ Tripwire Taiks
5[4 Rout Task Group
[ Cheok Tasks — i " Type Status LastStart Last Duration Timeout NextStart Description
= @ Report Tasks
23 Change Audt Report

) sa:umy ‘Canfiguratio

() Testing Tasks
B UrnEs

3. Click New Task.
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4. Select Baseline Rule Task or Check Rule Task (Note: Both are needed: baseline creates the
initial state of the monitored object, and check updates the state and reports any changes).

| () #h https://tripwire-e/conscle  ses 'ﬂ' =

Select the type of task to create:
(® &5 Baseline Rule Task
()& Check Rule Task

()& Report Task

5. Click OK.
6. Enter a name and description for the task.
- ;

| 6] £ https://tripwire-e/console/app.showWizard.cmd?wizardName=wizard.newBaselin: = =*» ﬁ': =

New Baseline Rule Task Wizard [ Help

Enter the task name and description.

Name: [Tutorial Task

Description: [Task for tutorial documentation

Run as user: |admin

¥ Use ti
’7 0 ] hour(s) minute(s)

< Back Next > Finish Cancel

7. Click Next.
8. Select whether you want all baselines to be updated or to only create new baselines.
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(GF https://tripwire-e/console/app.showWizard.cmd?wizardMName=wizard.newBaseline = *** ﬁ| =

Select the scope of the baseline operation.
(®)New baselines only
(1Al baselines

<Back | Next> | riisii| Cancel |

9. Click Next.
10. Select the systems to be included in the task. You can use tags or select by operating system (or
other defaults).

| a7 . https://tripwire-e/console/app.showWizard cmd?wizardName=wizard.newBaselin: ﬁ| é)

E. w RUUL INUUE DI UUp
= @ Smart Node Groups
[ Q Operational Tag Sets
=] Q Saved Fitters
= @ System Tag Sets
= Q Tag Sets
= Q Owner
e Q Dl Testing
@ @ Platform Famity
& Q Primary Function
i ) Tutorial
e oo oo
WINDOWS10-1.01IPDR
£ E.WIPDOWS1O—2.DJ.PDR
EHIWNJOW51D-3.DI.IHJR

Selection: ) Tutorial tag

< Back Next > Finish

11. Click Next.
12. Select the rule created earlier.
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Cl).ﬁ'; https://tripwire-e/console/app.showWizard.cmd?wizardMame=wizard.newBaselin === ﬁ': é)

New Baseline Rule Task Wizard B Help

Perform baseline on
O Selected nodes with currently associated rules
® Selected nodes with rule or rule group:

= Root Rule Group
] [:l Linux 05 Rule Group

] DSolaris 05 Rule Group
= DTL!tnriaI

E/* Tutorial rule

& DVMware Virtual Infrastructure Rule Group
= DWindnws 05 Rule Group
=] [:lv:r'rtical Change Audit Rules

Rule: [y Tutorial rule

13. Click Next.
14. Set the schedule of this task according to your organization’s needs.

=%

. G 8 https:/Aripwire-e/conscle/app.showWizard.cmd?wizardName=wizard.newBaselin

Specify when you want this task to run.
Interval: |[Manually ~
Hourly

Daily

Weeakly

Maonthby

Monthly by Day

Once

The task w

Interval
Periodic

15. Click Finish.
2.10 Tripwire Log Center

2.10.1 Install Tripwire Log Center Manager

See the Tripwire Log Center 7.3.1 Installation Guide that should accompany the installation media for

instructions on how to install Tripwire Log Center. Use the Tripwire Log Center Manager installer.
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Notes:

2.10.2

1.

It is recommended that you install Tripwire Log Center on a separate system from Tripwire
Enterprise.

You will need to install JRE8 and the Crypto library. Instructions are also in the Tripwire Log
Center 7.3.1 Installation Guide.

.NET Framework 3.5 is required for this installation; install this from the Server Manager.

You may need to unblock port 9898 on your firewall for the TE agents.

Do not install PostgreSQL if you wish to use a database on another system; this guide will use a
local PostgreSQL database, however.

When it finishes installing, there should be a configuration wizard (see below for configuration
steps).

Configure Tripwire Log Center Manager

The configuration wizard should start after the installation is complete.

> Configura[:g)n Wizard -

Welcome to the
Tripwire Log Center Manager
Configuration Wizard

To begin the configuration process, click Start.

Far further guidance, see the Tripwire Log Center
Installation Guide.

Start }

Click Start.
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Configuration Type

@ Configure Tripwire Log Center Manager as
your Primary Manager

New Install

R

@ Configure Tripwire Log Center Manager as a
Secondary Manager

U Existing Uipgrade Tripwire Log Center Manager
Installation

3. Click New Install.

4. Enter the registration details for your Tripwire Log Center license.

Register Tripwire Log Center
To continue you must register your copy of Tripwire Log Center.

5. Click Register.
6. Enter details about the database that Tripwire Log Center should use.
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Default Event Database

An optional component of your Tripwire Log Center environment. an Event-Management
Database stores Events. Following installation, you may add other databases to manage your
Tripwire Log Center data.

Connectivity Security

Database software | M5 SQL [v] Encrypt data with SSL O
Host IP address 152.168.1.141

This option uses the Windows credentials
assigned to the Tripwire Log Center Manager
Service to connect to an MS SOL instance.

.

Password

7. Click Next.
8. Select a directory to store log messages in, such as C:\Program Files\Tripwire\Tripwire Log
Center Manager\Logs\AUDIT.

Audit Logger Settings

The Audit Logger is the log-management tool in Tripwire Log Center. Collected log messages
are stored in the Audit Logger File Store.

Rooct directory for the Audit Logger File Store
| C:\Program Files\Tripwire\Tripwire Log Center M |E||

[€ Bock | tew D] | B et |

9. Click Next.
10. Enter a password and an email.
11. Change the IP to a hostname, if preferred.
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Primary Manager Settings
Enter a name of your choosing for the Primary Manager, as well as the Manager's |P address.
Additionally, enter and confirm a password for the default Administrator user account. You will
need this password to log in to Tripwire Log Center.

Primary Manager

Manager name | Primary Manager

Manager |P/hestname | arcsight-cons di.ipdr
¥ Enable Auto-Discovery o

Administrator Settings

|

Administrator password

Administrator password (confirm) |

Email address | administrator@di ipdr|

[€ Bk | New 3] | Ext |

12. Click Next.

Manager Service Credentials
Specify the user account with which Tripwire Log Center will authenticate with other hosts.

Authenticate with:
' The local Windows System user account

™ Demain user account

Username: |

Password: |

Password (confirm); |

E Apply Settings

[€ eack

13. Click Next.

14. Select any log sources that you expect to collect with Tripwire Log Center. Examples: Tripwire
Enterprise, Microsoft Windows 10, Tripwire IP360 VnE, Linux Debian, Ubuntu Linux, Microsoft
Exchange, Microsoft SQL Server.
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Log Source Types

Select the types of Log Sources from which Tripwire Log Center will collect log messages.
Following installation, you may add other types of Log Sources to your Tripwire Log Center
environment.

["] Sophos Enterprise Console [] TopLayer [] Verifone Co
["] Sophos SG Series UTM [] Transition Networks Indura [] Verifone Say
[ Sourcefire [] Trend Micro [] Veritas Bacl
[ Sourcefire Clam Antivirus [] Trend Micro OSSEC [] Veritas Sys
[[] Sourcefire Snort [T] Trend Micro Third Brigade [[] Vhware ES]
(] Squid Cache [] Trend Micre TippingPaint [] Whtware ES]

[] SSH Tectia Server [] Tripp Lite BOS6 Series ] VMware Paq
[ Symantec [ Tripwire CCM [ Whtware wC4
(] Symantec AntiVirus [w] Tripwire Enterprize [] vsFTPD
[ Symantec EPC [] Tripwire for Servers [ watchGuar
] Symantec EPM [ Tripwire IP360 VnE [ ‘wave Data
[] TACACS+ [ Trustwave Secure \Web Gateway [ \Websense 1
[] Tofine Configurator [#] Ubuntu Linusx [ wELF

[] Tofine Xenon SA [[] Vasco IDENTIKEY Server [ westell

<] [ENE
€ Beck | Next 3] B &t |

15. Click Next.

Perform Configuration

[€ Beck [B sun | @ et |

16. Click Start.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events 259



'9Z-008T"dS 1SIN/8209 0T /840" 10p//:sd1Yy :woly 984U JO 23.) 3|e|IeAe s| uonealjgnd siy L

17.

> Configuration Wizard - Tripwire Log Center -
Configuration Complete
Importing Tags... ~
Tags Import... Completed
Fules : Adding
Importing Rule : Linux Debian
Importing Rule : Microsoft Exchange Server
Importing Rule : Microsoft SQL Server
Importing Rule : Microsoft Windows 10
Importing Rule : Tripwire Erterprise
Importing Rule : Tripwire IP360 VnE
Importing Rule : Ubuntu Linwe
Comelation Lists : Adding
Tasks : Adding
Importing Tasks for Event Databases tasks to database..
Tasks for Event Databases Import... Completed
Importing Audit Logger Queries and Reports tasks to .|
Audit Logger Queries and Reports Import... Completed
Alerts : Adding
Comelation Rules  : Adding =
Adding Comelation Rules.
Corfiguration Files: Generating
Validating Monitored Assets
Configuration Wizard Complete -
Next & | |[B Finish
Click Next.
> Configuration Wizard - Tripwire Log Center -

Assign Normalization Rules to Monitored Assets

ITo classify log messages with TLC Classfication Tags, at least one Mormalization Rule should be
assigned to each of your Monitored Assets. If a Monitored Asset lacks Momalization Rules, then the
Asset Group containing the Monitored Asset should have at least one Nomalization Rule.

To assign Momalization Rules to a Monitored Asset or Asset Group, open the Rules tab in the
object's properties dialog in the Corfiguration Manager of your TLC Console. For further details, see
the Tripwire Log Center User Guide or Online Help.

Start Tripwire Log Center Manager on Finish

18. Click Finish.

2.10.3

Install Tripwire Log Center Console

Chapter 4 of the Tripwire Log Center 7.3.1 Installation Guide details the installation of the Tripwire Log
Center Console. Use the Tripwire Log Center Console installer.

You can install this on the same machine as the Tripwire Log Center Manager, if desired.
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2.11 Cisco ldentity Services Engine

This section will detail the installation and some configurations for the Cisco Identity Services Engine
(ISE). It assumes the use of the ISE virtual machine.

2.11.1 Initial Setup

1. When prompted to log in for the first time, enter setup. (You can use the command reset-
config to change these values later.)

2. Enter the desired hostname for the machine.

3. Enter the desired IP address for the machine. (Ensure that the specified hostname is associated
with this IP address in your DNS.)

4. Enter the netmask for the machine.

5. Enter the default gateway.

6. Enter the default DNS domain (the name of your domain).

7. Enter the primary nameserver (the IP address of your DNS).

8. Enter a second nameserver if desired.

9. Enter an NTP time server.

10. Enter the timezone.

11. Enter Y for SSH service.

12. Enter an administrator username for the machine.

13. Enter a password twice.

2.11.2 Inventory: Configure SNMP on Routers/Network Devices

See the corresponding vendor documentation for the correct way to enable SNMP on your network
device. Ensure that the community string you choose is considered sensitive, like a password.

2.11.3 Inventory: Configure Device Detection

1. Login to the web client by visiting https://hostname/admin, but replace hostname with the
hostname of the ISE machine.
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]
Cisco

ldentity Services
Engine

Username | admin

Password  ssesessessens

Problem logging in?

-~

© 2018 Cisco Systems Inc. Cisco. Cisco Systerms and Cisco Systems iogo are registe

iher countries. Cisco ISE uliizes 0pen SOurce SoMware fron Vanous

2. On the top right, use the small play button to select Visibility Setup.

PassivelD Setup
Visibility Setup
Wireless Setup (BETA)

lizard

3. Click Next.

afaln

cisco  Identity Services Engine Home * Gontext Visibility » Operaticns »PFolicy  » Admmistration > Work Centers License Waming 4k

A Welcome 1 Endpomts 2 Metwork Devices 3 Actwe Direclory 4 Poslure o Summary

Get to know the devices and users' details of your network. Gain visibility and context with this setup wizard.

Domain DC Host 1P Address Group Name
Cisco.com DC1.Cisco.com 10.56.50.76 Cace.camNetwork Configuration Operators
Cisca.com DC2.Cisco.com 10565377 Csco.comPeriomance Moniior Users
Cisco.com DC3 Cisco.com 10565378 Cisco.comPerormance Log Use's
e DCA Cisca.com 10585379 Cisco.comDisibuted COM Users
Cisco.com DCS Cisco.com ‘““Tm Coen.conCyplographic Operniors

OB Cisco.com Ear Caco comEvent Log Readers
Cisco.com

if you already have configured some of these setings in ISE, continue using this wizard will sverwrite prior configurations,

4. Enter the range of IP addresses to add to ISE’s inventory.
5. Ensure that Active Scanning is checked.
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Ml \gantity Servicss Engina Homa b Contert Visbity b Operstions  # Pobcy & Administration

Endpoints Discavery

We ate going 15 discover the endncinks usng the 1P raspels) beko.

H o

Click Next.

Click the Add Device Manually link.
Enter a name.

. Enter the IP address of the network device you configured for SNMP.
10. Select 1 for SNMP version.

11. Enter the community string you created.

© 0N o

Add Network Device

SNMF Version *

RO Community *

12. Click OK.
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thatlh identity Services Engine

ISE VISIBILITY SETUP WIZARD

A Welcome 1 Endpoints 2 Metwork Devices 3 Actwe Dieciory 4 Postuie o Summary
et e

MNetwork Devios Discovery
Total Added (1) Failed (0}

Q Scan 4 Add B Remove @ Add Location
Name IP Address Device Type Location Description

GATEWAYROUT 15216811

13. Click Next.

14. Enter a display name.

15. Enter the domain name.

16. Enter the hostname of Cisco ISE.

17. Enter a username and password.

18. Click Test Connection to ensure that this works.

Visbhlity b Operatons  » Polcy  » Adminstrabion

Action

O» Exit Werand
¥ Fiker=
CHCD

W Sever Resporee
Network Devices oested sucoesshally

License Warming 4

19. Click Next.

20. Enter a username and password.

21. Check the box next to Enable Endpoint Logging.
22. Check the box next to Include Range.
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bl

tisco  Idenitity Services Engine oma c fisbiy b Operatons b Polcy [

ISE VISIBILITY SETUP WIZARD

Exit Wizan
# Walcoms 1 Endpoints 2 Network Davices 3 Active Directory 4 Posturs o Summary O Ext Wizard
Posture Discovery
Discaver posture n endponts using common admrstrative account and same P range(s) from step 1
Username * Administrator
Password ®  sessssiasieeeee
Enable Endpomnt Logging @ @
P Addess Range * | 1921680 018
nclude Range # O
&

23. Click Next.

cisco  Identity Services Engine C sty Operations. ¥ Pioic » Administration  » Work Cenlers.

Active Scanning [

Netwark Device Discovery GEd

ces Aded

Active Directory Information GEdn

Posture Discovery G Eat

oo Y oo Y
24. Verify the settings, and click Done. (This should begin importing endpoints connected to the

network device, and they will be visible on the ISE dashboard.)

2.11.4  Policy Enforcement: Configure Active Directory Integration

1. Navigate to Administration > Identity Management > External Identity Sources > Active
Directory.
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 Administration

» System = ldentity ] » Network » Device Portal Management  puGrid Services  » Feed Service  » Theeat Con

Click here to do wireless setup and visibility setup Do nat =

b ldentities  Groups  External ldentity Sources  ldentity Source Sequences ¢ Selfings
—_—

Active Directory
Edt oo Add Delete  [NodeView g Advanced Tooks =  Scope Mode

External Tdentity Sources
- e

» [ Cenifcate Authenlication Profie

) Active D"K‘% No data available

& Loar

3 coec

| RADILIS Token

[ RSA SecuriD

8 SAML |d Providers

[E5 Social Login

] Join Point Mame A Active Directory Domain

2. Click Add.
3. Enter a name.
4. Enter the domain.

= Administration

» System  +(dentity " » Metwark » Device Portal Management  pxGnd Services  » Feed Service  » Threat Cen

Cck here 10 do wirckess selup and visibility setup Do

¥ Identities  Groups  Extemal b

ity Sowrces  Identity Source Sequences ¥ Settings

External Identity Sources
SvEe .
+ [ Cenfficale Auihentication Frofie

[ Active Directory * Active Directory Domain | di.ipdr | L
@ oae I
& opBc

[ RALILIS Token —
= E

[ FsA sscsid [ sabrot IS
[ SAML id Providers

[ Sl Login

* Juin Point Name | AD-DNS |

5. Click Submit.
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o Wioudd you like to Join al ISE Nodies to this Active Directary Domain?

6. Click Yes.
7. Enter a username and password to join ISE to the domain.

Join Domain
Please specify the credentials requined to Join ISE nade{s) to the Active Directory Domain
* 4D Uses tiame | DT\Adminstratoe
L T P ——

| Specify Organizational Unit
) Store Credentials

8. Click OK.
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Join Operation Status
Status Summary: Successhul
15E Node &  MNode Status

CisCo-ise diipdr @ Completed

9. Click Close when the join is finished.

2.11.5 Policy Enforcement: Enable Passive Identity with AD

This configuration allows users to use Active Directory usernames/passwords as authentication for the
portal. The web portal will allow clients to download profiling software to ensure that clients have up to
date software and can be trusted on the network.

1. Navigate to Administration > System > Deployment.
2. Check the box next to ISE.

=Sysem | b identity Management  » Network Resources  » Device Portal Management  paGrid Services  » Feed Sendce  » Theest Centric NAC

Deployment  Licensng  » Cencates b Logging  » Mainienance  Upgrade & Backup & Restore  # Admin Access b Setings

DBeployment Deployment Nodes

AxiEr e Salacted 1 | Total 1 0 5
+ 5 Deployment 7 r - -
o PAN Faover S e B Regster | D sman  [fperegees Show | All 18

[ Hosinama | Parscras. Rale(s) Sanices. Node Status
%
3. Click Edit.

4. Check the box next to Enable Passive Identity Service.
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stlln | dantity Services Engine Horme 3 ity + Oposations SO -~ Administration

=System | ¥ Identty Management  » Network Resowrces  # Device Portal Management  poGrid Serdces  # Feed Service  » Thieat Centric NAG
Deployment  Licenssyg  » Cenficates b Logging & Marenance  Upgrade & Backup & Restore b Admin Access  + Setfings
Role STANDALONE
< Administration
4w Manitonng
Fiie PRIMARY
Other Manitoring Hode
4w Poacy Senvice
w Enable Session Servces |
Include Node n Node Group | Mone
Enabie Profiing Service
[0 Enabée Trveat Centnc NAC Serice
[0 » Enable $XP Senice
a Enatide Devace Admn Senace i
@  Enabds Passive identity Senvce f

O putGndsi

5. Click Save.

6. Navigate to Administration > Identity Management > External Identity Sources > Active

Directory.
7. Click the name of the Active Directory machine.
8. Check the box next to the join point you just created

wtleth dentity Services Engine Home

s > Administration = License: Waming 4

¥ System | widendty Management | ¥ Network Resowrces  # Device Portal Management.  pxGid Sendices ¢ Feed Service  » Thieat Gentric NAG

b iderties  Groups  Extemal lertfy Sources  Kdenty Source Sequences b Settings

External Identity Sources Active Directory
) ,‘;54 oAkl M Delme  Onedevew g advanced Tools = Scope Mode
e in
+ [ Cenncae Autherncaton Prafis ]| Join Port Name: » | Active Dienctoey Domain
[ Active Directory b ADONS B IPDR

3 ADDNS

[0 SAML b Froviders
[ SocmiLogn

9. Click Edit.
10. Click the PassivelD tab.
11. Click Add DCs if there are no domain controllers listed.
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Add Domain Controllers

DC Host
ad-grs-supp i ipde
AD-DNS DI IPDR Detauit.Firsi-Sae.Name

ad-cnsdf o ipdr

12. Select the Active Directory domain controller.

13. Click OK.

14. Check the box next to the selected domain controller.
15. Click Edit.

16. Enter credentials for an administrator account.

Edit Item

Edit Domain Controller

17. Click Save.
18. Click Config WM.
19. Click OK.
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‘,”_.. Config WMI in process...

Configuration of WM has begun and will take some time.
Status will be shown on completion. Run in background?

20. Click OK when this configuration finishes.
21. Navigate to Administration > System > Settings > Client Provisioning.
22. Set Enable Automatic Download to Enable.

il
e1sen

Identity Servic

o ¥ Cond sy Operabons » Poicy [ETEURISISEN ) Work Contors
*Systemn b ideridy Managernerd  » Network Resources  » Device Portal Mamagemen!  pxGrid Servces  » Feed Service  » Theeat Centric NAC
Deployment  Licensing  » Gertificales  » Loggng  # Mamndenance  Upgrade  » Backup & Restore » Aomin Access = Settings.

]

Chent Provisioning
Client Provisioning
FIPS Mode
Socunty Settings * Enadie Provssioning.  Enable =
Alarm Satings * Enabie Automatic Download: | Enatile = i

* Posture

* Update Feed URL. | hitgs. updi | i

Protiing * Native Supghcant Provesioring Policy Unavadadle. | Appy Defined Autharizatien Poliey =

23. Click Save.

24. Navigate to Administration > Identity Management > External Identity Sources > Active
Directory.

25. Click the Groups tab.

26. Click Add > Select Groups from Directory.

27. Click Retrieve Groups. (This should populate the window with the groups from Active
Directory.)

28. Select them all.
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Select Directory Groups
This chalog 15 used to select groups from the Declory.

Domair| di.ipdr
Hame Fiter * | sio Fimed =
Refrieve Groups. | 68 Groups Retneved

Name - Group SID Group Type

i ceess Control Operators di pdriS-1-5-32-5T8 BUILTIN, DOMAIN LOCAL
DLIPDR/Bultin/Account Operators i ipdr/5-1-5-32-548 BUILTIN, DOMAIN LOCAL
DLIPDR/Bultin/adminisirators di.ipdriS-1-5-32-544 BUILTIN, DOMAIN LOCAL
DI IPDRBuitinBackup Operators di.ipdriS-1-5-32-651 BUILTIN, DOMAIN LOCAL :

DILIFDR/BulinGertificale Servce DCOM Access dpdriS-1.5-32.574 BUILTIN, DOMAIN LOGAI
DI IPDR/Bullin/Cryptographic Operators dipde/S1.5-32.569 BUILTIN, DOMAIN LOCAL

DILIFDRBuiltin Distributed COM Users di.ipdr'5-1-5-32.562 BUILTIN, DOMAIN LOCAI
diipdr5-1.5-32.673 BUILTIN, DOMAIN LOCAL
diipdri5-1.5-32.545 BUILTIN, DOMAIN LOCAl
DI IPDR/Basitin/Hyper-\ Administrators diipdiiS-1-5-32.678 BUILTIN, DOMAIN LOCAL
DLIPDR/BuRinS_IUSRS di.ipdri5-1.5-32.568 BUILTIN, DOMAIN LOCAL
DILIPDR/Builtinfincoming Forest Trust Builders i ipdriS-1-5-32-667 BUILTIN, DOMAIN LOCAL
DLIPDR/Builtin/Network Configuration Operaiors di jpdr/S-1.5-32.555 BUILTIN, DOMAIN LOCAL
DILIPDR/Busitin/Performance Log Users diipdr/S-1.5-32-865 BUILTIN, DOMAIN LOCAL

I

SMMEEEEEEEEEEEEREER

29. Click OK. (If you add more groups to Active Directory, they can be imported in the same way in
the future.)

30. Click the Attributes tab.

31. Click Add > Select Attributes from Directory.

32. Enter a username.

33. Click Retrieve Attributes. (This will populate the window with Active Directory’s available
attributes, so they can be used for policy in Cisco ISE.)

34. Click OK.

35. Select any desired attributes.

Directory Attributes
DOndy attribules selecled below will be avalable for use as pohicy condibons in polcy nies
* Sample User or Machine Account | escoiseadmin K
Retrieve Attributes.
Name - Typt Exarmphe Vahe
IoganHaurs UCTEI_SIHING (Binary Value)
mDBUseDefaulls STRING TRUE
memberCf STRING CH=Organization Management, OU=Microsoft Exchange Security Gruq:
msExchDumpsterduota STRING 31487280
msExchDumpstesWarninglucta STRING 20071520
msExchHomeServerName STRING {Nan-Displayable or XSS data)
msExchiserdccouniControl STRING o
name STRING crscoseadmin
cbjectCategory STRING CN=Person CN=Schema CN=Configuration DC=DI DC=IFDR
objectClass STRING top
onectGUID S5TRING HATZ2ANDGBE062 46B5AADACIBABEADCT
objectSid STRING 5-1-5-21-2863005080-3846584143-24 107 385381268
primany GreuplD STRING 513
protocoiSetings OCTET_STRING (Binary Valus)
povdlasiSel STRING 131BAG4 36405004672
sAMAccountName STRING ciscaiseadmin
<AMArcpant Tuna STRING ANAARRA

i
m]
a
o
|
o
o
o
m]
o
=}
o
o
o
o
a
A

36. Click OK.
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37. Click Save.

2.11.6

W o N ;A

Policy Enforcement: Developing Policy Conditions

Navigate to Policy > Policy Elements > Conditions > Posture.

Expand the Posture section. This will reveal a list of categories for conditions. (Note: these
conditions allow you to select or define requirements that endpoints should meet. In typical
enterprises these conditions can be used as requirements to gain network access; however, this
strongly depends on the capabilities of your network device. Furthermore, the network device
As an example, we will require that Cisco AMP be installed on all Windows devices. If you are
using a different anti-malware software, locate that instead. Click Anti-Malware Condition.

— ﬂ-
@ Identity Senvices Engme x e
« C A Notsecure | hitps/tisco-ise diipdr/admin/#policy/policy_elements/policy elements canditions/pasture/posture_am_conditior & O

"t Identity Services Engine Mome b Context Visiblity  » Operations  [EETCSUSN o Agminstration  » Work Centers @ LomseWamng 4 [

Policy Sets  Profiing  Posture  Chent Provisioning = Policy €

Clitk here to do wirehtss setup and visibility setur
Dictionaries  »Conditions  » Results
°-
Library Gonditions Anti-Malware Conditions
Semart Conditions.
fedit odeadd Oy " jerind =
Time and Date rAdd Ly Duy X Dete Show |
Namie Description

Profiing

+ Posture

1430

Anti-Malware Condition

Anti-Spyware Condtion

(mi

Anti-Virus Condition
Appication Condeion
Compound Condition

Disk Encryption Condition
File Conditian

Firewall Condition

Patch Management Condition
Registry Condition

Service Condition

USE Candition

Hardware Attnbutes Condibon

Click Add.

Enter a name.

Enter a description if desired.

Select Windows All for Operating System.
Select Cisco Systems, Inc. for Vendor.
Under Products for Selected Vendor, check the box next to Cisco Advanced Malware
Protection, with the version number you have installed.
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& Izentity Senvices En x 4
€« C a cure | hitps://dsco-ise diipdr/admin/#palicy/policy_elements/policy_elaments_conditions/posture/posture_sm_conditior & O
il - ; ; a
Sl identity Services Engine Home  » ConlextVishiity  » Operations ¥ Work Centers @  Lcense Waming 4

Policy Sets  Profiling  Posture  Chent Provisioning | = Palicy Elements

Click here to G0 wireless setup and visibiity setuf
Dictionarnies w Conditions » Results
-

Ant-Malware Condibons List = New Anti-Malware Condition
Library Condiions : & :

Anti-Malware Condition
Smart Conditions. -
" Name | CrcodMP
Tirne and Date
2 Description | Cheek for cisco AMP
Profiling |
Comphance Module 4 x or later §
= Posture
* Dperaing System | Windows ARl
Anti-Malware Condition =

Vendar |

Anti-Spyware Condition

Anti-Vines Condition Check Type (% Installation () Definition
Agplication Condition
Compound Condrtion * Products for Selected Vendor
Disk Encryption Canddion Product Name a  Version Remediation Support  Definition Check Latest Definition Date Latest Dedindtion
File C O any ANY WA YES
File Candition e
[J Cisco Advanced Mabware Protec..  6x NO YES 02182018 T 79603
e [ Cisco Advanced Makwars Protec. . 6x NO YES 021182019 7.79603
Patch Management Condibon
Regatry Condition
Service C
b
mributes Condition

10. Click Submit.

2.11.7 Policy Enforcement: Developing Policy Results

1. Navigate to Policy > Policy Elements > Results > Posture > Requirements.

Click one of the black arrows next to the Edit link, and select Insert New Requirement.

Enter a name.

Select Windows All for Operating Systems.

Select 4.x or later for Compliance Module.

Select Temporal Agent for Posture.

Select User Defined Conditions > Anti-Malware Condition > Cisco AMP (substitute “Cisco AMP”

with the name of the condition you just created).

8. Select Message Text Only for the Remediation Action. (Other remediation actions can be
defined by going to Policy > Policy Elements > Results > Posture > Remediation Actions, but
there is no option for Cisco AMP to be installed, so we leave the default for now.)

9. Enter a Message to show to the user to inform them that they must install Cisco AMP.

NoubkhwnN
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B eatty Servoes Eaghoe: % _

* O

& < C A Notsecure | hitpsy/dsco-tse.diipdr/admin/#policy/policy elements/policy.elements_permissions/posture_permissions/posture_requirements. policy
"ieh’ Identity Services Engine Home b Confext Visibslity ¥ Admnstration
Policy Sets  Profil Fosture  Cent Provisioning ~  Policy Element
=i L Chcic hare 10 do wireless sefup and visibiity setup [0 not show
Dictinanes  # Conditions = FResults
o ANY _arv_win_inst it Messags Text Only
b Authentication Any_AV_Definition_Win Windaws Al Ixof earfier AmyConnect
ANY_av_win_dal 1 AnyANDeRemediation\Vi
b Authorization =
Any_AS_Instaltation_Win Windaws Al 3x of earlier AnyGonnect
¥ Profiling ANY_as_win_ing! 1 Message Text Only
Any_AS_Detintion_Win for Windowes A1 s 3w o eaior | AnyCannect
v Postre ANY_as_win_def o AnyASDefRemedationVih
n
i Fmch ot Actcha & | ae_coecx ] e [WidowsAn % | using (2 or tarer +] g [Temporal Agert -1
P [ csconrr & [THA| Message & |
Any_AV_installation_ac Mac DSX 3xof earher AmyConnect
» Clien Provistoning ANY_ay_mac_ingl Message Test Only
Any_A_Definition_Mac Mac 05X 3% of earhier AnyConnect
ANY_av_mac_oef AnyRYDefRemediatoniia
3
Any_AS_Instatation_Mas Mac 05X 3 or eartier AnyConnect
ANY_as_mac_inst Message Text Onty
Any_AS_Defndion_Mac Mae OSX 3x or earher AnyConnect
ANY_as_rmac_def i AnyASDefemedsslionhda
c
Any_AM_instaliation_Wir Windaws A3 4 of ke AnyConnect
ANY_am_win_inst Message Text Only
Any_AM_Drefinition_Win Windaws Al 4 or tater AnyConnect
ANY am win def AnyADedRemediationyVi

met it

10. Click Save.

2.11.8 Policy Enforcement: Enforcing a Requirement in Policy

1. Navigate to Policy > Posture.

Enter a name.

No s N

Select Windows All for Operating Systems.
Select 4.x or later for Compliance Module.
Select Temporal Agent for Posture Type.

Select Cisco AMP (substitute “Cisco AMP” with the name of the requirement you just created).

Click one of the black arrows next to the Edit link and select Insert New Policy.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events

275



'92-008T°dS LSIN/8Z09°0T/840°10p//:sdny w0y 981D JO 9344 3|qe|iene s| uoiedlignd siyL

@ Idenby Seraces Engane o

Policy Sets  Profiing = Posture | Clent Provisioning . » Policy Elements

and Mac OSX vl 4% of later s Temporal Agent and g s ot _tre
aC_lermpor

and 4 of Lt aed AnyCennact and P Any AN Installaten W
n

e Cisco AMP

e Default_AppVis_Reduit
ement_Mac

e Detault_Appvis_Reguir
ement_Mac_temporal

Default_Apglis_Recuir
emert_Win

---- o Default_ApgVis_Recuir
ement_VWin_temporal

R EIR R K HEBE

8. Click Done.

€ <+ C A Notsecure | hitpsy/cisco-tse.diipdr/admin/#policy/policy_posture *

Chck here 10 do wireless sefup and visibiity setup Do not show

=

9. Ensure that the green checkboxes next to the rules you wish to apply are the only checkboxes

enabled, as anything enabled will be enforced.

2.11.9 Policy Enforcement: Configuring a Web Portal

1. Navigate to Administration > Device Portal Management > Client Provisioning.
2. Select the Client Provisioning Portal (default).

* Administrabon Wark Cen
* System b identity L - [ Py puGrd Services  » Foed Service  » Theeat Centric NAG
Blackint  BYOD ifi wg  Cliert i ng  Mobile Device My Devices  Custom Fortal Files  » Semings

Client Provisioning Portals

i can edit d customize the difaull Chert F and create additions

3. Click Edit.
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4. Under Portal Settings, go to Configure authorized groups, and select the groups that should
require a Cisco ISE client.
5. Enter a domaln name for FQDN, and add it to your DNS.

License Wamng &

Mnﬂmuaum 5‘ml|!| Certificates >
System Certificate:

Aumhertication methed: *  Certificate_Request_Sequence *

.ﬂumdm:uuon mnuu Mlnaﬂoﬂmu
Identity Source Sequances

Avatatie

# Choose all

Fully quaiied doman name (FODN)

6. Click Save.

2.11.10 Configuring RADIUS with your Network Device

Cisco ISE requires a Remote Authentication Dial-In User Service (RADIUS) session for posture to
function. Posture refers to ISE’s ability to check that a machine complies with a specified policy, which
may be based on the OS and may contain requirements such as the installation of certain security
applications or the presence of configuration files. Machines that are not in compliance can be kept
separated from the network. The process for setting this up varies widely between machines, but the
overall requirements have commonalities between systems.

1. The Network Device (i.e. the router or switch) must support RADIUS functions, specifically
Authentication, Authorization, and Accounting. Furthermore, it must also support CoA, which
is Change of Authorization.

a. To configure this, you must configure your network device to use Cisco ISE as a Radius
Server. What this means is that your network device will forward authentication
requests to Cisco ISE, and Cisco ISE will respond with an “accept” or “reject.”

2. The Network Device must support some form of 802.1x. Note that this is not supported on
certain routers, even if RADIUS is supported. 802.1x is a mechanism for authenticating the end
workstation to the network device, potentially over wireless or through ethernet.

a. This can take various forms, such as a captive web portal, Media Access Control (MAC)
address authentication, or user authentication. A captive web portal, if the device
supports it, may be ideal for configuration without the correct hardware.
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b. There are also many switches that provide direct 802.1x username/password
authentication. Note that if you choose to use this mechanism, a client is still required,
and it will not be in the web browser. Windows has a built-in 802.1x client that can be
configured on Network adapters under the Authentication tab. To enable it, you must
first start the service Wired AutoConfig, and then the Authentication tab will become
available for configuration.

¢.  Whichever form of 802.1x is chosen, the request for authentication must be forwarded
to Cisco ISE. Cisco ISE will process the request for authentication.

3. The two steps above detail the authentication phase. Once authenticated, the network device
must redirect the user to the client provisioning portal (or to a guest portal), depending on the
setup. The URL for this can be acquired from the active Authorization Profile in ISE.

4. The user will then authenticate to the Guest Portal or Client Provisioning Portal (depending on
your setup). The portal will prompt the user to download an executable, which will run posture.

5. The executable will first check for the existence of a RADIUS session in Cisco ISE for the user
who downloaded the executable. It will primarily check the MAC address that visited the ISE
web portal against the MAC addresses of existing sessions. If and only if a session exists, it will
run posture based on the policy you set up. You can verify that a session exists by navigating to
Operations > RADIUS > Live Sessions.

2.11.11 Configuring an Authentication Policy

1. Navigate to Policy > Policy Elements > Results > Authentication > Allowed Protocols.

2. Select the Default Network Access protocol, or create your own.

3. Ensure any protocols that need to be supported for your network setup are allowed. In
particular, if using 802.1x, you should likely check the box next to Allow MS-CHAPv2.
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No vk

B Idanifty Sanvions Sngio * ﬁ

L 3 A Motsecure | bpsscsco-ise.diipdr/ad olicyfpolicy_elements/policy_elomants_permissions/policy_el Wts_permissions_authentication/polic.. ¥ @&
‘then Identity Services Engine Home: » Conlext Visitlity b Operations ¥ Administration ¥ Work Centers . License Warming dk
Policy Sets  Profiling  Posture  Client Provisioning | = Policy Elements
Chick here 16 8o wireless $etup and visibilty setup Do not show |
Dicionaries  » Condiions  ~Resulis I
L]
Adlowed Protocols Senices List > Defaalt Network Acoess
» Authe
e Allowed Protocols
» Autnorization Mame | pefaul fetwark Access
Deserption | Defaui Allowed Protocol Service
* Profiling
* Posturs
w Allowed Protocols
¥ Client Provisioni
= Authentcation Bypass
O Process Host Loskup i
Authentication Frotocols
Allow PAPASCI
Allow CHAP
Allow MS-CHAPVY k
=] Allow MS-CHAPVZ
] Allow EAP-MDS
v @ awesrmis
O mtow Authenscasan of expirad cemficates 1o allaw certifcats renawal in Authorization Feley |
] Enable Stateless Session Resume -
‘ »

Click Save.

Navigate to Policy > Policy Sets.

Select the default policy.

Ensure that the Allowed Protocol selection matches the allowed protocol you just
created/edited.

Expand the Authentication Policy section, and select the ID stores from which to authenticate

users. For example, if you set up an Active Directory integration, it may be desirable to
authenticate users from there.
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9.

» Work Centers @  Lcensewamng 4

Clicik hare to do wirskess sefup and visbiity setup

Policy Sets = Default m

Status  Policy Set Name Description Conditions Allowed Profocols / Server Seque:

Default Detaut pabey set Dietaust Network Access

¥ Authentication Policy (1)

+ Status  Rule Name Conditions Use Hits

¥ Opticns

¥ Authorization Pelicy - Local Exceptions
¥ Authorization Poiicy - Global Exceptions

P& dnarivatinn Dalie (71 [6

Click Save.

2.11.12 Configuring an Authorization Policy

1.

ok w

The Authorization Profile is likely dependent on your network device, but it is possible that the
Cisco_Temporal_Onboard profile will work even for non-Cisco devices. You can edit the
authorization policy by navigating to Policy > Policy Elements > Results > Authorization >
Authorization Profiles.

The temporal onboard profile will attempt to redirect the user to a client provisioning portal—
this redirection will most likely only happen automatically on compatible Cisco network devices.
If another device is used, the device may need to manually redirect the user to the client
provisioning portal after authentication. (We accomplished this in PFSense for our build using a
“Post-authentication redirection” feature in the Captive Portal.)

Once you are finished configuring the Authorization Profile, navigate to Policy > Policy Sets.
Select the default policy.

Expand the Authorization Policy section.

Note that you can configure this for as many groups and conditions as desired, potentially
specifying different authorization profiles for various user groups or levels of authentication,
including unauthenticated access. Under Results > Profiles, you can select the authorization
profiles you configured.
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bl \dentity Services Engine

+ Context Visbility * Operaticns

Policy Sets | Prafling  Posture:  Chent Provisioning  # Fualicy Ekements

Click hee to do wirekess setup and visibility setup Do nol show

¥ Authentication Palicy (1)
¥ Authorization Policy - Local Exceptions
¥ Authorization Plicy - Global Exceptions

W Authorization Folicy (2)

Results

Status  Rule Name Conditions Profiles Security Groups it
Basc_Authenbcated_Access B machineuserauh ~ Giemcn_Temporal_Cnboard + Guests « v 0
@  Defast < Gisco_Temporal_Onboard * Unknown 'Ry
7. Click Save.

2.12 Cisco Advanced Malware Protection

This section assumes the use of the Cisco Advanced Malware Protection (AMP) Console, a cloud-based
server that connects to clients on individual machines. There is some configuration to be done on this
cloud-based server, which may impact the installation. Cisco provides best practices guides online for
AMP configuration. Here is a link to one such guide:
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/213681-best-practices-for-
amp-for-endpoint-excl.html.

2.12.1 Dashboard Configuration

1. From the Cisco AMP dashboard, located at https://console.amp.cisco.com/dashboard, click Set
Up Windows Connector.

2. The configuration of this will be different for each enterprise, so consult your Cisco
representative for the proper way to set this up. For the purposes of this build, we accepted the
default values.

2.12.2 Installing the Connector on a Windows Server

1. On the Cisco AMP dashboard, navigate to Management > Download Connector.
2. Select the AMP group in which to put the machine. For example, when installing on an Active
Directory machine, we chose Domain Controller.
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3. Find the correct OS version of the installer, and click Download.
4. Run the downloaded executable (for example, Domain_Controller_FireAMPSetup.exe).

Choose Install Location
Choose the folder in which to install Cisco AMP for Endpoints Connector. ?"’

Setup will install Cisco AMP for Endpoints Connector in the following folder. To install in a
different folder, dick Browse and select another folder, Click Install to start the installation.

C:'\Program Files\Cisco\AMP Browse... |

Space required: 105 MB
Space available: 64 GB

"Dest’nat’on Folder

By dlicking 'Install' below, vou verify that you have read and %cept the Subscription Agreement

5. Click Install.

Installation Complete N i
Setup was completed successfully. ?j

Cizco AMP for Endpoints Connector has completed

|
Show details |

Cancel |

6. Click Next.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events

282



'9Z-008T"dS 1SIN/8209 0T /840" 10p//:sd1Yy :woly 984U JO 23.) 3|e|IeAe s| uonealjgnd siy L

7.

2.12.3
1.

2.
3.
4

Installation Completed

Please choose final installation options below

[~ Create Desktop Shortcut

< Back | Close I Cancel

Click Close.

Installing the Connector on a Windows 10 Machine

On the Cisco AMP dashboard, navigate to Management > Download Connector.

Select the AMP group in which to put the machine. For this installation we chose Protect.

Find the correct OS version of the installer, and click Download.
Run the downloaded executable (for example, Protect_FireAMPSetup.exe).

@ Cisco AMP for Endpoints Connector Setup — *
i

Choose Install Location
Choose the folder in which to install Cisco AMP for Endpoints Connector.

Setup will install Cisco AMP for Endpeints Connector in the following folder. To installin a
different folder, dick Browse and select another folder. Click Install to start the installation.

Destination Folder
’7| C:\Program Files\Cisco\AMP Browse... |

Space required: 105 ME
Space available: 3 GB

By dlicking "Install' below, you verify that you have read and accept the Subscription Agreement

Cancel
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5. Click Install.
=:’ Cisco AMP for Endpoints Connector Setup —

Installation Complete
Setup was completed successfully.
Cisco AMP for Endpoints Connector has completed

|
Show details |

< Back Cancel
6. Click Next.
::’ Cisco AMP for Endpoints Connector Setup —
Installation Completed
Please choose final installation options below
[~ Create Desktop Shortcut
% Back Cancel

7. Click Close.

2.12.4  Scanning using AMP

1. If the AMP software does not run automatically, open it from the start menu.
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! r

[LIX]
N

|~

Cisco AMP for Endpoints

Scan Now

History

Settings

Status:  Connected

/ Scanned: 5/8/2019 10:47:44 AM

Policy:  Domain Controller

afra]n,
cisco [’}o,

Click Scan Now.

Scan Now

Flash Scan

Quick scan of running processes.
Custom Scan
Scan of User Defined locations.
Full Scan
Scan of enftire computer.

Rootkit Scan
Scan system for running rootkits.

3. Click Full Scan.
4. A scan should begin.

2.12.5
1.

Configure AMP Policy

On the web console, navigate to Management > Policies.
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2. Select a policy to edit; for this example, we choose Domain Controllers. (To edit which policies
map to which groups, select Management > Groups, and click Edit on the group for which you
wish to select a policy. You can select a policy for each Operating System (OS) in that group.)

Policies © View All Changes
Q
All Products Windows Android Mac Linux i0s bl Enlicie 8 B
B = Audit ;1 Do
EE Audit Mode Policy-This is for monitoring and visibility only. NO BLOCKING = Ho
@ =8 Blocking Policy. All detections are set to BLOCK. = Lo
B E& Domain Controller 8 1 L2
Modes and Engines Exclusions Proxy Groups
Audit Altiris by Symantec & C =g Domain Controller =2
Disabled
te... Disabled Avira
tection Protect » Diebold Warsaw -
Outbreak Control
Custom Detections - Simple Custom Detections - Advanced Application Control Network
File Blacklist ution Blacklist
Nhitelist
@ View Changes 2019-05-20 14:56:48 UTC 54 < Download XML €8 Duplicate (& Edit
® =R Protect S the 3 ) Jints C 3 na 3 0 @' Lo
=8 Server s a light a it candis Sthakret : : 3 @1 Qo
1-8 of 8 total records 25 ~ | [ page - 1 of 1

3. Click Edit.
4. Inthe Modes and Engines tab, “Conviction Modes” refers to the response taken to various
detected suspicious activity or files.

e Audit is a detection/logging approach that does not take any action other than logging
the activity.

e Quarantine involves the move of the offending file to its own folder, where it is
monitored and deleted after a certain amount of time. Quarantining can also be applied
to processes, in which the process is monitored and prevented from affecting system
operations.

e Block involves the deletion of the file or the stopping of the process or network traffic.

5. “Detection Engines” refer to the actual detection of the suspicious activity.

e TETRA s intended to be an anti-malware engine and recommends that it not be used
when other antimalware software is in use.

e Exploit Prevention refers to an engine that defends endpoints against memory injection
attacks.
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Name = Domain Controller

Description | This is a lightweight policy for use on Active Directory Domain Controllers.

Modes and Engines s e
Conviction Modes Recommended Settings

Exclusions These settings control how AMP for Endpoints responds to suspicious Workstation
O ekelision seEs files and network activity. Files: Quarantine
;i Network: Block
Files
Proxy 1 i Malicious Activity Protection: Quarantine
Sl Aldic System Process Protection: Protect
Network Server
Qutbreak Control ——— Filas: i
Block Audit Disabled Lol

Product Updates Network: Disabled

Malicious Activity Protection Malicious Activity Protection: Disabled

Advanced Settings System Process Protection: Disabled

Quarantine Block Audit Disabled

System Process Protection

Protect Audit Disabled

Detection Engines
¥ TETRA @

® Exploit Prevention €

Cancel Save

6. Click Save.

2.13 Cisco Stealthwatch

This section will describe the setup and configuration of Cisco Stealthwatch, a network monitoring
solution. This guide assumes the use of the Stealthwatch virtual machines.

2.13.1  Configure Stealthwatch Flow Collector, Stealthwatch Management
Console, Stealthwatch UDP Director and Stealthwatch Flow Sensor

1. Login to the console of Stealthwatch Flow UDP Director.
2. Navigate the menu to highlight Management and Select.
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System Configuration
Select one:

hange the Management Port Network

Password Change the passuord for the current user
Trusteddosts Change the Trusted Hosts
Advanced Advanced Dperations

< Exit >

3. Press Enter.
4. Enter an IP Address for this machine.
5. Highlight OK.

System Configuration
Enter the FlowReplicator Administrative IP Address

1152.163.1.55

{Cancel>

6. Press Enter.
7. Enter a network mask for the IP Address.
8. Highlight OK.
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System Confiquration
Enter the FlowReplicator Administrative IP Netmask

1255.255.255.8

<{Cancel>

9. Press Enter.
10. Enter the network gateway.
11. Highlight OK.

System Configuration
Enter the FlowReplicator Administrative IP Gateway Address

llSZ-l&B.l.l_

{Cancel>
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12. Press Enter.
13. Enter the network broadcast address.
14. Highlight OK.

System Configuration
Enter the FlowReplicator Administrative IP Broa

1192.163.1.255_

<Cancel>

15. Press Enter.
16. Highlight Yes.
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System Configuration

IP Address=192.168.1.55
NetMask=255.255.255.0
Broadcast=192.168.1.255
Gateway=192.168.1.1

fire these the correct settings?

17. Press Enter.
18. Highlight OK.

System Configuration
Primary netuwork parameters have been modified. Please note that
modifying the settings for the primary network interface may disable
network access to this system which will require console access to
repair. This system will now be restarted to implement these changes.

19. Press Enter.
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20. Repeat steps 1-19 for each of the Stealthwatch Management Console, Stealthwatch UDP
Director, Stealthwatch Flow Sensor, and Stealthwatch Flow Collector.

2.13.2 Change Default Stealthwatch Console Passwords

1. In the System Configuration menu, highlight Password and Select.

System Configuration
Select ome:

Management Change the Management Port Network
@ hange the passuord for the current user

TrustedHosts  Change the Trusted Hosts
Advanced fAdvanced Operations

<Select> < Exit >

2. Press Enter.
3. Enter the original password.
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System Configuration
Select one:

Hanagement Change the Management Port Network
TrustedHosts Change the Trusted Hosts
Advanced Advanced Operations

< Exit >

At the prompt type in your current p *d. Then type your new password at the mext two prompts.

4. Press Enter.
5. Enter the new password, and confirm it.
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System Configuration
Select one:

Hanagement Change the Management Port Netuwork
Passvord
TrustedHosts Change the Trusted Hosts

Aduvanced Advanced Operations

< Exit >

At the prompt type in your current password. Then type your new password at the next two prompts.

sadmin.

Retype new password:

Press Enter.

In the System Configuration menu, highlight Advanced and Select.
Press Enter.

Highlight RootShell and Select.

O 0N

tem Configuration

Hestore System to its Factory Defaults
shimage Refresh the System Inage

terf, e as Change Hanagement Port Interface Settings
UirtualHode lHefvesh Refresh Hodel Based on Allocated Hemory
Remouvel ilcense i ic
RootShell Open a Root Shell
Renouvefipp l lance Remoue Appliance from Central Hanagement
ConfighesctPassword Disable Reset Password on Boot Feature

10. Press Enter.
11. Log in using the original root shell password.
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Type the root y at the prompt to o)

12. Enter the command root.
13. Type the new password, and confirm it.

Type the root password at the prompt to open a root shell.

I ord :
smc-01:"1 pa
New pe |
Retype

Wi
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14. Press Enter.
15. Repeat steps 1-14 for each console.

2.13.3 Configure the Stealthwatch Management Console Web Interface

1. Change the default password by filling in the fields for Current Password, New Password, and

Confirm New Password.

% StealthWatch Management Console VE

p Change Default Passwords

Note: You must change the password for all the users before continuing.

© ADMIN

Current Password

New Password:

Confirm New Password:

2. Click Next.
3. Fillin the fields for IP Address, Subnet Mask, Default Gateway and Broadcast Address
according to your network topology.
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% StealthWatch Management Console VE

Management Network Interface

mmunication between this appliance and the neb
changing any of th attings, confe

1P Add
Subnet Mask:
Default Gateway:

Broadcast Address:

Click Next.

Enter a host name.

. Enter the network domain that Stealthwatch is in for Network Domain.

Enter the network domain that Stealthwatch will be monitoring for Stealthwatch Domain.

N o v s

% StealthWatch Management Console VE

lia

Host Name and Domains
Enter identifying information for this appliance and the netw

Host Name:

Network Domain: diipdr

ofganization’s domain and the IP

Stealthwatch Domain:

IP Address Ranges:
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8. Click Next.
9. Enter a DNS Server.

% StealthWatch Management Console VE

10. Click Next.
11. Configure the Network Time Protocol (NTP) server according to your network topology.

% Stealthwatch Management Console VE

or name(s) of your network time proto
at feed information to the Steaitt
click the + button. To

Delete  NTP Server
Domains

12. Click Next.
13. Select Restart.
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1 StealthWatch Management Console VE

Review Your Settings

Management Network Interface - B Host Name and Domains

15. After the restart, click Next.

2.13.4  Configure the Stealthwatch UDP Director, Stealthwatch Flow Collector
and Stealthwatch Flow Sensor Web Interfaces

1. Repeat steps 1-12 from Configure the Stealthwatch Management Console Web Interface.
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Add SMC

2. When prompted to manage this device from an SMC, click Yes.
3. Enter the IP Address of the Stealthwatch Management Console.

% UDP Director VE

Central Management Settings

4. Click Save.
5. Verify the certificate.
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Add Trust Certificate

found an Trust

SHA-256 Fingerprint=D0:FE:04:CB:95:4E:E8:
89:B9:0B:A6:F0:48:78:E5:CF;3E:DB:AA:B1:8
2:BB:AT:9F:0C:ED:69:DC:E0:E8:9A:88

6. Click Yes.
7. Enter the User ID and Password for the Stealthwatch Management Console.

Please enter your administration
credentials below.

8. Click Next.

9. Repeat steps 1-8 for the Flow Collector first and then for the Flow Sensor. The Flow Sensor
cannot be added to the Management Console until after the Flow Collector is successfully
added.
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2.14 Symantec Analytics

This section details the installation and configuration of Symantec Analytics, a network analysis tool.
This guide assumes that Symantec Analytics is connected via serial to a terminal.

2.14.1 Initial Setup

1. Loginto the Symantec Analytics command line.
2. Enter the following command to configure the IP for the interface:

sudo cfg_bond_interface.py -i eth0 -n 192.168.1.42/255.255.255.0 -g 192.168.1.1
&P COM2 - PuTTY - [e[5]
3. Navigate to the IP you assigned in a browser.
NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events 302



sdny :wouy 981eyd Jo aaJy 3|ge|ieAe s| uoiedlgnd siyL

'97-008T°dS LSIN/8209°0T/310'10p//

¥ User Login X +

€« C A Notsec tps://192.168.1.42/1

Symantec.

Security Analytics

lUsername

Password

The appliance time does not match the browser's time

Appliance Time: Wed Dec 19 2018 17:21:34 GMT-0500 (Eastem
Standard Time)
Browser Time: Wed Dec 19 2018 10:21:33 GMT-0500 (Eastern

Standard Time)

Please check your computer's date/time settings and the

appliance’s date/time settings.

Enter the username and password to log in. The default is (Admin/Solera).

Check the box next to | have read and agreed to the terms of the End User License Agreement

on behalf of the end user.

BE |

Vi End-User License Agreement x +

<« C A Notsecure | hitps//192.168.1.42/m

@

Security Analytics

K

Stopping all reports and extractions. Drive / is 100% full. Metric=bytes, Threshold=90

SYMANTEC SOFTWARE END USER LICENSE AGREEMENT

SYMANTEC CORPORATION (IF YOU ARE LOCATED IN THE AMERICAS OR THAILAND) OR SYMANTEC LIMITED (IF YOU ARE LOCATED IN ANY OTHER COUNTRY) ("SYMANTEC”) IS WILLING TO LICENSE THE
SOFTWARE TO YOU AS THE INDIVIDUAL, THE COMPANY, OR THE LEGAL ENTITY THAT WILL BE USING THE SOFTWARE (REFERRED TO AS "YOU" OR “YOUR") ONLY ON THE CONDITION THAT YOU ACCEPT
ALL OF THE TERMS AND CONDITIONS OF THIS SYMANTEC SOFTWARE LICENSE AGREEMENT AND THE PRODUCT USE RIGHTS SUPPLEMENT (AS DEFINED BELOW) (COLLECTIVELY, THE “LICENSE
AGREEMENT"). READ THE LICENSE AGREEMENT CAREFULLY BEFORE USING THE SOFTWARE. THIS IS A LEGAL AND ENFORCEABLE CONTRACT BETWEEN YOU AND SYMANTEC. BY DOWNLOADING,
INSTALLING, COPYING, CLICKING THE “I AGREE" OR "YES® BUTTON, OR OTHERWISE INDICATING ASSENT ELECTRONICALLY, OR USING THE SOFTWARE, YOU AGREE TO THE TERMS AND CONDITIONS OF
THE LICENSE AGREEMENT. IF YOU DO NOT AGREE TO THE LICENSE AGREEMENT, CLICK THE “I DO NOT AGREE" OR "NO” BUTTON OR OTHERWISE INDICATE REFUSAL AND CEASE ANY AND ALL USE OF
THE SOFTWARE.

1. DEFINITIONS. Unless otherwise defined in this Licnse Agresment, capitalized terms will have the mezning given below.

vhich the Software

“Collected Data® means certain information which Symantec ma: isclose and use in connection with Your use of the Software, or Your devices or systems with

operates, and may include, but is not limited to, Personal Data

llect, retain, process,

which may be provided from time to time, used by certain Software 1o maintain the efficacy of the product, including but not limited to: updated anti-spyware definitions for
amti-spyware products; updated anti-spam rules for anti-spam products; updated virus definitions for anti-virus and crim: e products; updated URL lists for content fikering and anti-phishing products;
updated firewall rule: firewall products; updated intrusion detection data for intrusion detection products; updated lists of authenticated web pages for website authentication products; updated policy
compliance rules for policy compliance products; and updated iy signatures for vulnerabili products. Content Updates may include content produced by the Software based on Your
use of the Software.

“Content Updates” means content,

“Documentation” means the user documentation, user manual, and release notes provided for the Software. Documentation may be delivered in 2 text file, printed form, or published on a product Web page
*Maintenance” means Product Updates/Upgrades and Content Updates to the Software, and may be offered with technical support ("Maintenance/Support”).

*Order Confirmation” means a receint confirming the Software title, Use Level, and Mainenance/Support you have acquired 23 issusd by Symantec, or a Symantec affliate.

“Personal Data” means the personal data as defined by applicable privacy or data protection legislation and in particular the EU Data Protection Legislation, contained in the Collected Data or otherwise
provided by or collected from You, in connection with Your purchase and use of the Software and Maintenance. The term “EU Data Protection Legislation” means the: (i) Directive 95/46/EC of the European
Parliament and of the Council of 24 Octaber 1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data and, as of 25 May 2018, the then
applicable General Data Protection Regulation (EU) 2016/679 of the Eurapean Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the pracessing of persanal
data and on the free movement of such data, and repealing Directive 95/46/EC ("GDPR’); and (i to the extent applicable 10 the Software and Maintenance, any other EU or EU Member State data protection
|aws with respect 1o the processing of Personal Data under this License Agreement.

“Product Updates/Upgrades” or “Update” means any generally available update 1o the Software, including, but not limited 10, an enhancement, fix or patch, Version Upgrades, and Coment Updates delivered as

English v I have read and agree to the terms of the End User License Agreement on behalf of the end user

ith, the Sof

Symanize 50 accompanied bt < Agreement, including ai
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6. Click Next.

7. Enter the license key.

8. If you do not have internet connectivity, follow the instructions under Upload License File.
Otherwise, click Send Request.

& System Message

€ > C A Notsecure | https//192.168.1.42/messages/control_center#LicenseDialog

License Details

Retrieve License

This i licensed. Pl i itbelow.

Use this section if your appliance has access to the Intemet. Type your license key in the space provided and

click Update. After the license is retrieved, the appliance will be rebooted sutomatically.
License Key Send Request

Upload License File

Use this section if your appliance does not have access 1o the Interner. Click Download DS Seed and save

dsseed|tgz 1o your workstation. Go 1o licen: follow the ions. Retum 1o this

page, click Browse 10 retrieve license tgz, and then click Update. After the license is uploaded, the appliance will

be rebooted automatically.

Download DS Seed
License File

9. Click Update. The device will reboot.
10. Log in to the web page again.
11. Click the silhouette in the top right corner and click Account Settings.

"

€ 3 O & Netwews | Gistaicap "
= (@) security Analytics ooo0_o Pe
ARTDOGR  Sywbers Lblime: 27 dayn 7348 howrn Rk and Vinikaity Repcrt
LY + LI Encoder/ Decoder Taol
Lag Out
; ‘ i
;
.
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12. Click Chang

|

e Password.

"

» O A Netietuw

14. The screen should reflect that the password has been changed. Close out of both windows and
return to the main web console.
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15. In the top left corner of the web console, click the menu button. (It shows as three horizontal

bars).
W o Alerts b3
€& > C A Notsecure | hitps//192.168.1.42

- AnUITETTS o

@) Capture

ﬂ Statistics

* Settings

* Authentication

« Central Management
* Communication

+ Data Enrichment

- Date/Time

- Geolocation

* Metadata

* Network

* Security

- System

- Upgrade

« Users and Groups

16. Navigate to Settings > Data Enrichment.
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' 4 Data Enrichment

€ - C A Notsecure | hitps//192.168.1.42/integration_providers/index % 6 0

Security Analytics QO00O_0 P e

|
;

Select the amount of indexing, analysis, and data enrichment 1o enable and then click ‘Save’

Profile | Full Data Envi {No Anomaly Detection) * |
‘Symantec Analysis Providers

Name Data Enrichment Fitters Actions
ICAP Default filters oW}
Malware Analysis Appliance Archives, Debian Packages, Office Documents, Programs and Libraries, Adobe PDF oW i}
‘Symantec On-Demand Providers

Name Data Enrichment Fitters Actions
ATP -na oW i}
DeepSight -na oY i ]

‘ = =

[ Stopping all reports and extractions. Drive / is 100% full. Metric=bytes, Threshold=90 ]
Data Enrichment =
‘Symantec Intelligence Services
Name Licensed Data Enrichment Fiiters Actions
gi;rr\:;:crxec Web Reputation es . O+0
Symantec File Reputation Service Yes Archives, Binaries, Debian Packages, Office Documents, Programs and Libraries, JAR Archives, Adobe PDF q} + 0

b

17. Click the red upside-down power symbols next to Symantec Web Reputation Service and

Symantec File Reputation Service to turn them on.

' 4 Data Enrichment x

€ - C A Notsecure | hitps//192.168.1.42/integration_providers/index

CO; Security Analytics 0O 00 _

|
i

Select the amount of indexing, analysis, and data enrichment 1o enable and then click ‘Save’

Profile | Full Data Enri with Anomaly Delection * |
‘Symantec Analysis Providers

Name Data Enrichment Fitters Actions
ICAP Default filters oW}
Malware Analysis Appliance Archives, Debian Packages, Office Documents, Programs and Libraries, Adobe PDF oW i}
‘Symantec On-Demand Providers

Name Data Enrichment Fitters Actions
ATP -na oW i}
DeepSight -na oY i ]

‘ = =

[ Stopping all reports and extractions. Drive / is 100% full. Metric=bytes, Threshold=90 ]
Data Enrichment =
‘Symantec Intelligence Services
Name Licensed Data Enrichment Fiiters Actions
Symartes et Reauiaion s ot L+ 0
Symantec File Reputation Service Yes Archives, Binaries, Debian Packages, Office Documents, Programs and Libraries, JAR Archives, Adobe PDF (3. + 0

b

18. Select Full Data Enrichment (with Anomaly Protection) for the profile under Data Enrichment

Profiles.
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' S eamra x _

€ > C A Notsecure | bitps//192.168.1.42/integration_providers/index #* 6 0
= Security Analytics ooo_o Poe
[ Stopping all reports and extractions. Drive / is 100% full. Metric=bytes, Threshold=90
@ Office Documents [# Programs and Libraries

3

Login Comrelation Service

Download Version 1.1.2 of the Login Correlation Servics Installation File

Web Reputation Service Version ‘Web Reputation Service has never been updated.
Initiate Web Reputation Service Update Update
Update Interval in Seconds 300

Enable Custom Update Location B

YARA File Manager
Download the current YARA file

Upload a local YARA file Upload

Restore the YARA file to its default

Save

o

19. Click Save.

2.14.2  Capturing Data

1. Navigate to Capture > Summary in the menu.

' & Capture x |

€ > C A Notsecure | bitps//192.168.1.42/captures/index

a Analyze
@ Capture

* Summary

* Import PCAP

ﬂ Statistics

* Settings
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2. Begin capturing data on any desired interfaces by clicking Start Capture.

' @ Capture * _

< C A Notsecure | hitps//192.168.1.42/captures/index ¥ e [+]
= Security Analytics o0o0_o Po
[ Stopping all reports and extractions. Drive / is 100% full. Metric=bytes, Threshold=90
. Ak
14 Dec Dec-14 12:00 15. Dec Dec-15 12:00 16. Dec Dec-16 12:00 17. Dec Dec-17 12:00 18. Dec Dec-18 12:00 19. Dec

Current Current
Not Connected Not Connected
Max s Ob/s Max =

Total 08

Start Playback P7aI Start Capture Start Playback o Y Start Capture

Interfaces Not Capturing Start Capture on All

Captured Filtered Captured Filtered

Current Current
Not Connected Not Connected
Max s Ob/s Max s

Total 0B 0B Total 0B

Start Playback | % Y | Start Capture Start Playback o | v | Start Capture

Captured Filtered Captured Filtered

op de Cuckore in Canteal Danal éa -
SR N

*

2.15 Symantec Information Centric Analytics

This section describes the installation and configuration of Symantec Information Centric Analytics

(ICA).

2.15.1 Installing MS SQL 2017
1. Launch the SQL Setup Wizard.
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Microsoft SQL Server 2017

Hardware and Software Requirements m
View the hardware and software requirements.

Security Documentation
View the security documentation.

[Clay Onfine Release Notes
View the |stest information about the relesse.

_?‘\ System Configuration Checker
Launch a tool to check for conditions that prevent a successful SOL Server installation, |®

I-T Download Data Migration Assistant (DMA)
Data Migration Assistant (DMA) analyzes SOL Server components that are installed
and identifies issues to fix either before or after you upgrade to SOL Server 2017.
= Online Installation Help
Launch the online installation decumentation.

I How to Get Started with SOL Server 2017 Fadlover Clustering
Read instructions on how to get started with SOL Server 2017 failover clustering.

Upgrade Documentation

View the document about how to upgrade to S0L Server 2017 from a previous version
of SQL Server.

Download SOL Server Migration Assistant (SSMA)

SOL Server Migration Assistant (SSMA] can migrate Oracle, SAP ASE, MySQL, DB2, and
Access databases to SOL Server, Microsoft Azure SCL Database, md Nﬁ(mﬂi{ Amrt

SOL Data Warehouse. SSMA all aspects of migration i g

#ssessment anslysis, schema and SOL ion, data migrati and -

Click Installation.

u.
Planning
Installation
Maintenance
Tooks

Microsoft SQL Server 2017

SQL Server Installation Center =B X

-alene installation or add features to an exsting installation

Launch a wizard to wistall SOL Server 2017 in & non-clustered environment or to add
features to an existing SOL Server 2017 instance.

== Install SCL Server Reporting Services

Lsunch s download page that provides 3 link to install SOL Server Reporting Services.
An internet connection is required to install S5R5.

73 Install SOL Server Management Tools

"'}é Launch a download page that provides a link to install SOL Server Managemen 2
Studio, SOL Server command-line utilities (SOLCMD and BCP), SOL Server Powuihdl
provider, SQL Server Profiler and Database Tuning Advisor, An interet connection is
required to install these tools.

l E ; Ingtall SCIL Server Data Tocls
Launch a download page that provides a link to install SOL Server Data Teals (SSDT).
5507 provides Visual Studic integration including project system support for Azure
SOL Database, the SOL Server Database Engine, Reporting Services, Analysis Senvices
and Integration Services. An internet connection is required to install SSDT. —

-@ New SQL Server failover chuster installstion
Launch a wizard to install a single-node SCL Server 2017 failover cluster,

Add node to a SOL Server failover cluster

&
¢ Launch a wizard to add a node to an exsting SOL Server 2017 falover cluster.

E’ Upgrade from & previous version of SOL Server
Launch a wizard te upgrade a previous version of SQL Server to SQL Server 2017,

New Machine Learning Server (Standalone) installation

Launch a wizard to install Machine Leaming Server (Standalone) on a Windows
rmachine. This is typically used by data scientists a5 a standalone analysic server orasa ™|

3. Click New SQL Server stand-alone installation or add features to an existing installation.

4. Enter a product key.
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Specify the edition of SQL Server 2017 to install.
ke
Product Key Validate this instance of SOL Server 2017 by entering the 25-character key from the Microsoft certificate
s of authenticity or product packaging. You can also spacify 8 free edition of SQL Server: Developer,
Evaluation, or Express. Evaluation has the largest set of SQL Server features, as documented in SQL Server
Global Rutes mmwummnlmqe.ﬁmwmmmm“apm
Microsoft Update has the same set of features found in Evaluation, but is licensed for d I
Praduct Updates development only. TowmhmmmWﬁbmbmoMthMtbgﬂdeWm
Install Setup Files
tntal Rk () Specify » free edition:
Fastuna Selection Evaluation
Featiwe Rufes ® Entar the product key:
Feature Configuration Rules [
Ready to Install
Installation Progress
Complete
T
5. Click Next.

6. Check the box next to | accept the license terms.

License Terms
Toinstall SOL Server 2017, you the Microsoft Software License Terms.
b MICROSOFT SOFTWARE LICENSE TERMS -
License Terms j
Global Rules MICROSOFT SQL SERVER 2017 ENTERPRISE
Microsoft Update
Product Updates These license terms are an ag: k Mi ft Corporation (or based on where
Install Setup Files you live, one of its affiliates) and you. Please read them. They apply to the software named
el above, which indudes the media on which you received it. if any. The terms also apply to
tngialt tany Microsoft
Feature Selection
Feature Rules » updates,
Feature Configuration Rules
Ready to Install Suppleiments
Installation Progress » Internet-based services. and v
Complete
a 9
Sopy  Print
Els:qthllkq}nm
SOL Server 2017 transmits i abaut your 3z well 83 other usage and
p-'ﬂotm-:lmtolhcmwﬂwhdpunprmthpmdwlﬁ:hrnMMSG.S-WZII!T;MII
processing and privacy controls, please see the Privacy Statement.
| <msek || pea> || cancel
7. Click Next.
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Praduct Key Microsoft Update offers security and other important updates for Windeows and othes Microseft

License Terms software, including SQL Server 2017, Updates are delivered using Automatic Updates, or you can visit

Global Rules the Microsoft Update website.

Microsoft Update [ Use Microscft Update to check for up 4)

Product Updates :

Microzoft Update FAQ

Instal Setup Files

Instal Rules Microsoft Update Privacy Statement

Feature Selection

Feature Rules

Festure Canfiguration Rules

Ready to Install

Installation Progress.

Complete

ki
[ <psk [ Mes |[ coce |
8. Click Next.
Setup rules identify potential problems that might oceur while running Setup, Failures must be comected before Setup

Product Key Operation completed. Passec: 3. Faied 0. Warming 1. Skipped 0.

i _—

Global Rules

Micrescft Update Hide detaily <<

Product Updates View detaled report

Instal Setup Files

Install Rules Rule Status

Feature Selection & | Fusion Active Template Library (ATL) | Pazzad

Feature Rules & | Consistency validation for SQL Server registry keys | Passed

Feature Canfiguration Rules @ | Computer domain contraller | Pagzed

Ready to instal i | Windows Firewall | viaming

Installation Progress.

Complete

b [ [

9. Click Next.
10. Ensure that box next to R and the box next to Analysis Services is checked.
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Product Key
2 O Looking for Reparting Services?
Global Rules Eeatures: Feature description:
= | The configuration and operation of each -
Product Updates [+ Database Engine Services instance feature of a SO Server instance is
Install Setup Files [] 5GL Server Replication s v
Install Rules ¥ Machine Learning Services (In-Database) | | Prevequisites for selected festures:
[wir
Feature Selection ] Py Mﬂw ! -
Feature Rules [ Full-Test and Semantic Etractions for Sez || W’;‘;""""ﬂf" =
Instance Configuration [ Data Cuality Services ) S
Sove Contigimasion [ PolyBase Cuery Service for Extemal Data | | 2 Space Requirements
Databasa Engine Config A Andbyii Sanvias | [Drive € 2820 M8 required, 183834 M8 -
Analysis Services C i <1 = | e 2
Consent to install Ma ftR .. z
Feature Configs Rules I Sedect &) ” dex_ t"'I
Ready to Install Instance oot directory: [c:Program FlesiMicrosoft SC. Sever, =]
':“mp“”"‘ Shared festure dirsetory: [Ca\Pragram Files\Microsoft SQL Server =]
Shared feature directory (863 | C:\Program Fies ft SO Server! ]EI
[ <poek |[ Mewt> || concet |

11. Click Next.
12. Select Named instance.
13. Specify a name for the instance.

e insta Jf SQL Server, Instance 1D b

Product Key O Default instance

part of the path,

@ Mamed instance: [ica

Product Uipdates Gt fica

Install Setup Files

Feature Rules hysis ices directory:  Ci\Progr

Feature Selection SOL Server directory: C\Program Files\Microsoft SOL Server\MSSQL14.ICA

fsaL IcA

Instance Configuration .
et : Instafled instances:

Database Engine Configuration Instance Name Instance ID Features Edition Version

Analysis Services Configuration
Consent to install Microsoft R ..
Feature Configuration Rules
Ready to Install

Installation Progress
Complete

e

14. Click Next.
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Product Key [Senvice Accourts [Coatan]
License Terms
Global Rules Microsoft recommends that you use a separate account for each SOL Server service.
Microsoft Update  Survice ; Password Startup Type |
Product Updates SOL Server Agent N \SQLAgentSICA Manual v
Install Setup Files SOL Server Database Engine | NT Senvice\MSSQLSICA Automatic |+
Install Rules SOL Server Analysis Services NT Service\MSOLAPSICA Automatic | ¥
Feate Selettion SQL Server Launchpad |NT Senvice\ MSS0LLaun.. Automatic
Faature Risles 5L Server Browser |NT AUTHORITYLOGAL [automatic | v
Instance Configuration
Server Configuration [7] Grant Perform Volume Maintenance Task privilege to SOL Server Databate Engine Service
Database Engine Configuration This privilege enables instant file initialization by avoiding zeroing of data pages. This may lead
s 1o information disclosure by allowing deleted content to be accessed.
Consent to install Microsoft R .. sk here for denai;
Feature Configuration Rules
Ready to Install
Installation Progress
Complete &

[ <o [[ met> [ comce

15. Click Next.
16. Select Mixed Mode (SQL Server authentication and Windows authentication).
17. Enter a password.

18. Add any users who should be administrators of the SQL database.

Database Engine Configuration

‘Specity Database Engine suthentication security mode, admink data directories and TempDS settings.
Product Key | Server Configuration | Data Directories | TempDB | FILESTREAM |
Glsbal ke Specify the authentication made and administrators for the Database Engine,
Micrazoft Update ication Mode
Emsiuct Upcutes ) Windows authentication mede
Install Setup Files e T
Install Rules
Feature Selection Specify the password for the SCL Server system administrator (53) account
Feature Rules

Enter password: [nunnun-n ]

Instance Configuration

Server Configuration
Database Engine Configuration
‘Analysis Services Configuration B [ S Server acministrators
Consent to install Microsoft R .. have unrestricted access
Feature Configuration Rules to the Database Engine.
Ready to Install
Installation Progress

< Back ﬁ; | Cancel |

19. Click Next.
20. Select Multidimensional and Data Mining Mode.
21. Add any users who should be administrators of the Analysis Services.
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Globai Rules
Microsoft Update
Product Updates
Install Setup Files
Install Rules
Installation Type
Product Key
License Terms
Feature Selection
Feature Rules

Consent to install Microsoft R _.
Ready to Install

Installation Progress
Complete

Server Configurstion | Data Directories |

Server Mode:
@ Multidimensional and Data Mining Mode

) Tabular Mede

O Powerfivot Mode

Specify which i issions for Analysis Services.

rministrator? (Admin2) administrators have

Raogtue] [[aox ] [mams |

|<M |§t> |Cln=d

22. Click Next.

Microsoft R Open is an ent d ion of R made svailable by Mi ft under the GNU General
Pulblic License v2.

Ris © the R Feundation for Statistical Co ing. For i i R-related products and services,
Ivisit httpe//r-project.ong.

&m'ﬂuﬁ'mmmww Microsoft R Open and install it on your machine, snd

g to your SQL Server update preferences.

=SS - |[FSSST

23. Click Accept.
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24

= SQL Servar 2017 Setup
Consent to install Microsoft R Open
load i Y pre-requisite,
s . Open is ar of R made 1y under the GNU General
License Terms Public License v2.
Global Rules
Microsoft Update
Product Updates Ris © the R Foundation for Statistical Computing. For more i i Rerelated products and
Install Setup Files P oS
Install Rules
e By clicking “Accept” you are choosing to L it on your machine, and
Feature Rules mwnmmwmmnmwmuummwmrnmwm
Instance Configuration
Server Configuration
Database Engine Configuration
Analysis Services Configuration
Consent to install Micrasoft R .
Feature Configuration Rules
Ready 10 Install
Installation Progress
Complete
[ <psek || ez ][ conce |
Click Next.
Verify the SQL Server 2017 features to be installed.
Product Key Ready to install SQL Server 2017:
License Terms P e—— e
Global Rules Edition: Enterprise
Microsoft Update Action: Install (Product Update) .
Product Updates = Prerequisites
S & Already installed: -
Windows PowerShell 3.0 or higher
el Rudes ~Microsoft NET Framework 45
Feature Selection = To be installed from media:
Feature Rules Microsaft Visual C++ 2015 Redistributable
Confi 2 Microsoft MPI w7
N N = General Configuration
Server Configuration & Features
Database Engine Configuration Database Engine Services
Analysis Services Configuration Machine Leaming Senices (In-Database)
Consent ta install Micrasaft R k
“l\ll]'ﬂ‘hu‘(.‘
Festure Configuration Rules Machine Learing Server (Standalone) |
Ready to lnstall i - :
Instaliation Progress < m | »
Eoicts Configuration file path:
[ciProgram SQL Server\ 140\Setup B " . DG0BANC |

25. Click Install.
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Your SQL Server 2017 with product updates.
Product Key Informaticn about the Setup cperation or possible next steps:
License Terms —
e Feature Status B
Microsoft Update 1 Machine Leamning Services (in-Database} Succeeded ']
Product Updates 19 Database Engine Services Succeeded
Install Setup Files 9 Analysis Services Succeeded
Install Rules 1 SOL Browser Succeeded
IR £ 50 Writer Succeeded hd
Festure Rules
Instance Configuration Details: &
Senifer Coeficyatation: Install successful. |
Database Engine Configuration
Analysis Services Configuration
Censent to install Microsoft R ..
Feature Configuration Rules
Ready to Install
Installation Progress Summary log file has been saved to the following location:
Complete C\Program Files\Microsoft SOL Server\ 140NSetup B Logh20190806 060849\5 i

ca 20190806 0606495t

26. Click Close.

2.15.2 Install Windows Services

1. pen Server Manager.

&

d WELCOME TO SERVER MANAGER
§ Local Server
B@ Al Servers

SR T, 0Configur'ethis local server
e an rage 1Ces

2 Add roles and f{%ata.res

3 Add other servers to manage

= =2z w |
—_— 4  Create a server group

5 Connect this server to cloud services

Hide

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups: 1 | Servers total: 1

File and Storage
Services

2. Click Add Roles and Features.

1
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. DESTINATION SERVER
Before you begin symantec kaOLFOR
_ This wizaret helps you install roles, role services, or features. You determing which roles, role senvces, o
features to install based on the ing needs of your organization, such as sharing documents, or
Installation Type hosting & webisite.
Server Selection

To remave roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the fellowing tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skp this page by default

[ <o | [(ESR] [ e | [Gma]

3. Click Next.
: : DESTINATION SERVER
Select installation type symantec ca 1P
Before You Begin Selm: the installation ty'pe._ You can mdl roles and features on & running physical computer or virtual
machine, or on an offline virtual hard disk (VHD),
Q Bole-b d or b o
B -
e Salecion Configure a single server by adding roles, role senaces, and features.
) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.
Iy
[ ] (TS | o | [ |
4. Click Next.
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. . DESTIMATION SERVER
Select destination server aymantac-ca DUPDR
Before You Begin Select a server or a virtwal hard disk on which to install reles and features.
Instsliation Type @) Select a server from the server pool
0 Select a virtual hard disk
Server Reles Server Pool
Features
Filter: |
Mame IP Address Operating System
1 Computer(s) found
This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shawn.
(o> ] [ s |
5. Click Next.
B - (B X
DESTIMATION SERVER
Select server roles aymantac-ca DUPDR
Bafors You Bagin Select one or more robes o install on the selected server,
Instaliztion Type Rades Description
Server Selection - ~|  Web Server (IiS) provides a reliable,
] Application Server manageable, and scalable Web
[] DMCP Server application infrastructure.
Features
] ONS Server
[C] Fax Server =
b [W] File and Storage Services (1 of 12 installed)
(] Hyper-v
[] Metwork Policy and Access Services
[C] Print and Document Services
[7] Remote Access .
[] Remate Desktop Services
] Volume Activation Services
[] Windows Server Essentials Experience
[[] Windows Server Update Senvices o
[ ins |

6. Select Web Server (lIS).
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Add features that are required for Web Server (lIS)?

The following tooks are required 1o manage this feature, but do not
have to be installed on the same sérver,

.4 Web Server (II5)
4 Management Tools
[Tools] IS Management Consale

¥ Include management tools (if applicable)

postones]

7. Click Add Features.

Select server roles

DESTINATION STRVER
SyTantEc-icADLIPDR

Before You Begin Sefect one ar more roles 1o install on the selected server.

Installation Type Reles Description

Server Selection = " [~]  Web Server (15) provides 2 refiable.
[] Application Server manageable, and scalable Web

= ] DHCP Server application infrastructure,

R i ] DNS Server
Web Server Role (I5) [ Fax Server | ]
Rale Services & [B] Fite and Storage Services (1 of 12 installed)

Confirmation [_] Hyper-v
[ Metwork Policy and Access Servces
[] Print and Document Services
[ Remcte Access .
] Remote Deskiop Services
] Volume Activation Services
[Ealveb Server (15)
[ Windows Deployment Services
[ Windaws Server Essentials Experience
[] Windows Server Update Services ™

(=N T
8. Click Next.

9. Select all services under .NET Framework 3.5 Features.
10. Select all services under .NET Framework 4.5 Features.
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K Add Roles and Features Wizard =g x

—_ DESTINATION SCRVER
Select features Symantec caDUPOR

Sedect one or moee features 1o install on the selecled server.
Features Description

- TCP Activation Supports process
] activation via TCP. Applications that
4 [W] NET Framework 4.5 Features (2 of 7 installed) | | yee TCP Activation can start and
[ stop dynamically in response to
work items that arrive over the
network via TCP.

[w] NET Framework 1.5 Features

¥ NET Framework 4
v] ASP.NET 4.5
a [B] WCF Services (1 of 5 nstalled)
(W] HTTP Activation
[w] Message Queuing (MSMOD Activation
[¥] Named Pipe Activation

[] Background Intelligent Transfer Service (BITS)
[ BitLocker Drive Encryption

[ Bitlocker Network Unlack

[ ] BranchCache

™1 e b s ~

<[ " B

[ <previous | [ > | istatl | [ Cancel |

élick Next.

K Add Roles and Features Wizard =g x

11

D
Web Server Role (IIS) ey

Web servers are computers that let you share information over the internet, of through intranets and
extranets, The Web Server role inciedes Internet Information Services (115) 8.5 with enhanced security,
diagnestic and administration, a unified Web platform that integrates IS 8.5, ASP.NET, and Windows
Communication Foundation.

Things to note:

* Using Windows System Resource Manager (WSRM) can help ensure equitable serviang of Web
server traffic, especially when there are multipe roles on this computer.

*® The default installation for the Web Server (115) role includes the installation of role senices that
enable you 1o serve Static content, make mingr customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure stalic content compression,

More information about Web Server 115

oo | [

12. Click Next.
13. Ensure that the following Role Services are selected:
a. Common HTTP Features
i. Default Document
ii. Directory Browsing
iii. HTTP Redirection
b. Health and Diagnostics
i. HTTP Logging
c. Performance
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Static Content Compression

d. Security

Windows Authentication

e. Application Development

i
ii.
iii.
iv.

.NET Extensibility 4.5
ASP.NET 4.5

ISAPI Extensions
ISAPI Filters

K

“Add Roles and Features Wizard

Select role services

Select thee role services (o install for Web Seaver (IS)

Role services

4 [v] Web Server
4 [v Comman HTTP Features L
[¥] Detault Document '
[w] Directory Browsing
[w] HTTP Errors
[ Static Content
[w] HTTP Redirection
] WebDAY Publishing
4 [ Health and Disgnosties
[ HTTP Logging
_| Custom Logging
7] Logging Tools
[] ODAC Logging
|| Request Monitor

< m >

: < Previous I Hext =

=E |

DESTINATION SERVER
Symantec-ica DLIPDR

Description

Application Development provides
infrastructure for developing and
hosting Web applications. Use these
features to create Web content or
extend the functionality of 5. These
technologies typically provide a way
to perform dynamic operations that
result in the creation of HTML
output, which 115 then sends to fulfill
cliant requests,

:C.smel

14. Click Next.

15. If necessary, specify a path to /Sources/SxS, which is found in the Windows Installation Media.

16. Check the box next to Restart the destination server automatically if required.
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17

Confirm installation selections

DESTINATION SERVER
SyTantic-ica DLIPDR

| A Do you need to specify an alternate source path? One or mare installation selections are missing source files on the destinati.. X

JMET Framework 4.5 Features

ASPNET 4.5
WCF Senices
HTTP Actrvation
Message Queuing (MSMC Activation
Named Pipe Activation
TCP Activation

Export configuration sattings
Specify an alternate source path

Before You Begin Ta install the following roles, robe services, or features on selected server, chick Install.
Installation Type I} Restart the server sutomatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you da not want to install these optional features, click Previous to clear
Sexver, fojes their check benes.
Features
Web Server Rcle (IIS) MET Framewerk 3.5 Faatures 4
NET Framework 3.5 (includes NET 2.0 and 3.0)
Role Senvices Lol

Mext =

[ ][ comer |

Click Install.

Installation progress

View instaflation progress

0 Feature installation

DESTINATION SERVER
Symnantec-ica.CLIPDR

Instaflation succeaded on symantec-ica. DLIPDR.

NET Framework 3.5 Features
NET Framework 3.5 {includes NET 2.0 and 3.0)
NET Framework 4.5 Features
ASPNET 45
WCF Services
HTTP Activation
Message Queuing (MSMQ) Activation
Mamed Pipe Activation
TCP Activation

Message Queuing
Maszgane Ousiinn Servires

You can close this wizard without interrupting running tasks. View task progress of open this
B page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous

Dot =

EMW] | Cancel

e

18. Click Close when the installation finishes.
19. Open Internet Information Services Manager.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events

323



'gz-oogt'ds'lgN/gzog'o]:/ﬂJO'gop//:sdnq ‘wouy BSJBL{D JO 994} a|qe|leAe s| uoueauqnd SIYyL

[ I

>

Ready

C; SYMANTEC-ICA Home

Filter: v W Go - (FShow All | Groupby: Area
ASP.NET
2 € @ &

NET NET NET Error
Authorizat.. Compilation  Pages

R & F

Providers  Session State SMTP E-mail

Glabalization  Levels

s

d 4 o B @

Authentic.. Compression Default  Directory  Error Pages
Document  Browsing

O 0 » HA

ISAPIFilters  Logging  MIMETypes  Modules  Output
Caching

(NET Trust  Application

Settings

&)

Handler
Mappings
=
o=

Request
Filtering

2 Restant
- 5~ e
= P Star
PPS
™ & Swcp
LT;!" * =5 View Application Pools
Connection Machine Key Pages and View Sites
= otk Change NET Framework
Version
o Get New Web Platform
=~ Components
@ nelp
~
: S L
N = A
HTTP HTTP  ISAPland
Redirect Respon..  CGlRestri...
I:_,»F v
Server Worker
Certificates  Processes

=7 Features View |~ Content View

20. Navigate to SERVER-NAME > Sites.
21. Right-click the Default Web Site, and select Bindings.
22. Change the port for http to 8080.

Type  Host Name
net.tcp
net.m...

net.pi...
hitp

Port IP Address Binding Informa...
808+
localhost
localhost
*
2080 *
&

Remove
Browse

23. Click Close.
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&l » SYMANTEC-ICA » Sites »

e-d|2 8 @ sites ‘ O st raigle: |
W StantPage Fier | bindi
4 95 SYMANTEC-ICA (DNAdmini T
‘a #pp‘(ilvml Pools Name 2] Status kEmdlng ilm
g [@peaviessie 1 Unknown (. 808" (netcplfocahost (ntms..  %ystembiveinetpubwwnront || @ Az Website..
Set Website Defaults...
Edit Site
Bindings...
& Basic Settings...
B Bpiore
Edit Permiissions... .
X Remove
Rename

- % Go - ghShewAll | Group by: No Grouping -

View Applications
View Virtual Directories

2 Restart

P Stat [h3

8 - B B Stop

S S ——r T W oo

Ready

24. Click Restart under Manage Website.

2.15.3 Installing Symantec ICA

1. InTask Manager, verify that the SQL Server Agent service is running.
2. Copy the installation media SymanteclCASoftware_65.zip onto the server.
3. Extract the installation media.

{F] § wiew v @

(¥ —
Tt v ThisPC b+ Downloads b SymanteciCASoftware 65 w Gl Search SymanteclCASaftware_ 2
& Favorites Name Date modified Type Size
B Desktop 2 ADConnectormsi TS0 1224 M Windows Installer 2010 K8
b Dowmloads 1. BayDynamics RiskFabricintegrationfack..  6/29/2016 650 AM  Compressad (zipp_. 4KE
%5 Recent places i BayDynamics RiskFabricintegrationPack_. 11732017 920 A Compressed (zipp_ BKE
1. BayDynamics RiskFabricintegrationPack.  10/24/2016 926 A Compressed (zipp. THE
B This PC ¥ SymanteciCAlnstaller.exe T2TTNE 1025 A Application 270,048 KE
& Network

5 iterns .-.
4. Run SymanteclCAlnstaller.exe.
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Risk Fabric

Dynamics

Welcome to the Risk Fabric Installer. This utility will guide you through the process of installing or upgrading
the Risk Fabric Database and Website. Please select an option below to get started.

Powered by Predictive Security Intelligence (PSI™) Engine

Full Install Database Utllities

Select this ta install Risk Fabric. You will also have the Selact this If Risk Fabric s already installed and you

option to install the database utilities, need to install the database utilities to the SQL Server.
If you are not installing this on the server hosting SQL

[% Server, ensure you have access to a shared drive on

the server.

License Activation Uninstall

Select this to install a license generated offline. Select this to uninstall Risk Fabric.

5. Under Full Install, click Start.
6. Scroll down and check the box next to | have read, understood, and agree with the terms of
the license agreement.

Risk Fabric’
Bay Dynamics:
Terms and Conditions
Prerequisites
Website
Motifications
Data Sources
Database Utilities
Integration Warnings
License Activation

Powered by Predictive Security Intelligence (PSI™) Engine

8.2 Disclosure and Use. For so long as Cwnar's C remains C the Recipient =
will {i} not disclose such Confidential Infarmaticn; (i) not use any of the Confidential Information other than in

with its 3 (i) protect the secrecy of the Confidential Information, using the same
measures that Recipient takes to protect its own Confidential Information; and (iv) notify Owner immediately if
Recipient discovers any unauthorized f such Ce
83 on on of the each party will discontinue its use of
the other party's C then in its and return or destrey, on the Owner's request, all
originals and copies of the other party's ¢ and certify that
9 Sacurity Data.
2.1 Bay Dynamics will take steps to protect the Security Data from unauthorized disclosane.
9.2 Aggregated Data. Bay Dynamics may use, store and distribute the results of its analysis of the Security Data in an

form for , Meti lysis, and purpose, for example to identify new cyber-attack
wectors. Bay Dynamics will nat disclose any aggregated Security Data that could identify Client.
10 Geneval.
10.1 Gowerning Law. These TEC are governed by the liws of the State of New York without regard to its choice-of laws
pravisions or t plication of the Uniform Computer Information
for the International Sale of Goods. The parties consent to personal jurisdiction in the state of New York and the
exclusive jurisdiction and venue of the federal or state courts serving New York County, New York with respect to any
disputes arising out of or related to these TR, any Subscription, and/or any Professional Services.
10.2 Assignment. A party may not assign or otherwise transfer its nghts or obligations under a Subscription without the
prior written consent of the other party, except that Bay Dynamics may assign Subseriptions in connection with a
transter of all or substantially all of Bay Dynamics’ assets.,
103 All notices must be in writing to the other party at its designated address via hand
delivery, couner, express delivery, or facsimile and deemed given the next business day after actual delivery, No waiver
of any right ar remedy on one occasion will be deemed a waiver of that right or remedy on any other occasion. If a
provision of these TEC hereunder is declared or found to be unenforceable or vaid, that provision will be void but all
others will remain in force. Al other amendments must be in writing and signed by both parnes.

sactions Act or the UN Convention on Contracts

[+ 1 have read, understood, and agree with the terms of the license agreement. Print

7. Click Next.
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[ eskrbicmsaltonwiad (=[O
Risk Fabric’

BayDynamics Powered by Predictive Security Intelligence (PSI™) Engine

Terms and Conditions  System Prerequisites The following features are required for the installation of Risk Fabric

Prerequisites 1Is Auto Install
NET Framework Extensibility base and v4.5 enabled for Application uto Inst

Website Development Features

Notifications s

L N _ N Auto Install

HTTP Activation enabled for Windows Communication Foundation

Data Sources
(WCF)

Datab: Utiliti

atabase Utilities Microsoft

Integration Warnings Microsoft NET Framework 4.7.1 Already Installed

License Activation Runtime
Visual C++ Redistributable Packages for Visual Studio 2013 (x64)

Install https://www.microsoft.com/en-us/download/details.aspx? Already Installed
id=40784. Will require restarting the installer after this has been
installed.

Authorization

User is Local Admin Already Installed

s
ASP.NET v45 Already Installed
o Already Installed
ISAPI Extensions enabled for Application Development Features
s

Already Installed

ISAPI Filters enabled for Application Development Features

. - |

8. Click Next.
9. Enter a username and password with privileges on the domain.

[ mkRbicnsaltonwzd  [=[o
Risk Fabric’

BayDynamics Powered by Predictive Security Intelligence (PSI™) Engine
upgrade. -
Terms and Conditions . . .
Website Name RiskFabric -
Prerequisites
i Port 80 Check Port
Notifications Website URL http://symantec-ica.DI.IPDR:80/RiskFabric

Data 5 g g o .
ata sources Installation Directory Select a base directory for the Risk Fabric server on the local machine. A sub

Database Utilities folder 'RiskFabric’ will be automatically created in the base directory. It is the physical path to the

content of the Risk Fabric Server application in I1S.
Integration Warnings

. o Path C:\Program Files\Bay Dynamics\Risk Fabric Server Web Browse
License Activation

install Service Account Enter a service account that will be used as the identity of the Risk Fabric server
application pool in 11S. The account will be granted sysadmin server role on the Risk Fabric SQL Server
automatically. The account will also require elevated permissions to other systems such as
administrator access to an Analysis Server.

Domain\Username  DI\Administrator

Administrator Account Enter a Windows Domain User name that will be granted administrator rights
on the Risk Fabric Portal.

Domain\Username =~ DI\Administrator

10. Click Next.
11. Configure any alert settings desired; these can be changed later.
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12.
13.

14.
15.

16.

Risk Fabric Installation Wizard [=[o N
Risk Fabric

Ry Do Powered by Predictive Security Intelligence (PSI™) Engine

Terms and Conditions  Notifications

Emall Aadress

Fracaguesites [] Enable Emalls

Website

SMTP Server
Notifications
SMTP Part 0
Dala Sources
Database Utilities From Email Address
Integration Warnings
License Activation Send Test Email To Send Test Email

Install

will be sent from this emall address

Override From Email Address

Owverride From Email Address

Global False Positives =/oba

Cwerride From Email Addre:

Click Next.

Enter the name of the SQL Server you created in the format <SERVER-DOMAIN-NAME>\<SQL-
SERVER-NAME>.

Click Connect, and verify that there are no connection issues.

Enter the name of the SQL Analysis Services server you created in the format <SERVER-
DOMAIN-NAME>\<SQL-SERVER-NAME>. (It may be the same as the SQL Server).

Click Connect, and verify that there are no connection issues.
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Risk Fabric’

BayDynamics Powered by Predictive Security Intelligence (PSI™) Engine

Terms and Conditions ;| SQL Server Configuration

Prerequisites Server SYMANTEC-ICAVICA Connect

Website Database RiskFabric -

Notifications
Analysis Services Configuration

Server SYMANTEC-ICAVICA Connect

Data Sources

Database Utilities
. . Databa: i i

Integration Warnings = =€ RiskFabric N
License Activation - . . . ’ Y . q
Default Domain Domain to be used in case an integration provides an account name without a demain.

fo=tall Domain DI

C ]

17. Click Next.

[ wsabrcmsalatonwima =[O
Risk Fabric’
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Bay Dynamics

Powered by Predictive Security Intelligence (PSI™) Engine

Terms and Conditions
Prerequisites

Website

Notifications

Data Sources
Database Utilities
Integration Warnings
License Activation

Install

Database Files Please select a directory for the database utility files. Please note, this directory must be
on the same server as the Risk Fabric SQL Server. If you do not have access, please contact your system
administrater and restart this installer.

Install Database Utilities Now?

\W\SYMANTEC-ICA\ c:\Program Files\Bay Dynamics\Database Utilities\ Browse

|

18. Click Next.
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[ wsabrcmsalatonwima =[O
Risk Fabric’

BayDynamics Powered by Predictive Security Intelligence (PSI™) Engine

Terms and Conditions . X ) . . . . ; ) .
This section shows integration warnings that might require actions outside the installer. These

Prerequisites integration warnings will be saved to the log file if you click the save button at the end of the

. installer process.
Website

Copy Warnings

Notifications
Integration Warnings
No Warnings No Warnings

Data Sources
Database Utilities
Integration Warnings
License Activation

Install

e

19. Click Next.
20. Check the box next to Activate Offline.

e R e L1 |
Risk Fabric’

BayDynamics Powered by Predictive Security Intelligence (PSI™) Engine

Terms and Conditions © . . o activation
Prerequisites
Website
Activate Offline
Notifications

Data Sources
Database Utilities
Integration Warnings

License Activation

Install

|

21. Click Next.
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22

Risk Fabric’

Bay Dynamics

Terms and Conditions
Prerequisites
Website

Notifications

Data Sources
Database Utilities
Integration Warnings
License Activation

Install

Powered by Predictive Security Intelligence (PSI™) Engine

A new website will be created using the setting below.
RiskFabric

http://localhost:80

Service Account: DNAdministrator

Portal Admin: DINAdministrator
This user will be added to portal users at completion of the install.

SQL Database

A new SQL Database will be created using the setting below.
Server: SYMANTEC-ICA\ICA

Database: RiskFabric

Analysis Service

A new Analysis Services database will be created using the setting below.
Server: SYMANTEC-ICA\CA
Database: RiskFabric

Access the Analysis Service database will be configured for the service account above.

-

Click Install.

Risk Fabric’

Bay Dynamics

Terms and Conditions
Prerequisites
Website

Notifications

Data Sources
Database Utilities
Integration Warnings
License Activation

Install

Powered by Predictive Security Intelligence (PSI™) Engine

has

Output Log File

Simple
Errors and Warning Only

Verbose

Post Installation Options

Launch Site

Close I

23. Click Close.
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2.15.4  Configuring Symantec ICA for Analysis

This section will contain instructions for navigating some aspects of the ICA admin console and
dashboards, though this largely depends on the specific data your organization has identified and is
trying to analyze.

2.15.4.1 Installing Integration Packs

1. Download the relevant integration packs to someone on the local system. These are typically
provided by Symantec, in a zip file. The zip file should be titled in the format of
BayDynamics.RiskFabric.IntegrationPack.<productName>.

2. Login to the Risk Fabric web interface.

3. Navigate to Admin > Integration.

Infegrafi

& Reir

Integratian Pack Crested Dute

Risk Fabrc Symantac Data 4 Rast Inagraton Pack azene =

4. Click Import.
5. Find the zip file for the integration pack that you downloaded earlier.
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6. Select the file and click Open.

Open

- 1 . ¢ ThisPC » Downloads » SymanteclCASoftware 85 »

W C;‘ | Search SymanteclCASoftware., B |

Organize *  MNew folder

W Favorites
B Desktop
& Downloads

= Recent places

18 This PC
¥ C on MM246942-PC
i Desktop
| Documents
& Downloads
o Music
= Pictures
Videos
i Local Disk (T:)

&‘ﬂ MNetwork

File name: | BayDynamics.RiskFabric.IntegrationPack.SymantecDatalossPrevention

Risk Fabric

& Refresh

Name

ﬁ’ ADConnector

1} BayDynamics.RiskFabric.IntegrationPack.MicrosoftActiveDirectory
11 BayDynamics.RiskFabric.IntegrationPack. SymantecDataL ossPrevention

1, BayDynamics.RiskFabric.IntegrationPack.SymantecEndpointProtection

v SymantecICAlnstaller

Date medified
4
6/29/2016
117204201
10/24/201

/2018 10:26 AM

2018 12:24 PM

=~ 0 @

Windows Installer ...
Compressed (zipp...
Compressed (zipp...
Compressed (zipp...

Application

ntegration Packs Dela Sources. Data Infegrafions

Lmport & Move Up

Intagration Pack

Risk Fabric Symantac Data &1 Rast Inteqration Pack

Data In Mation Risk Fabric Symantar Data Loss Pravantian ntagestion Pack

Pty

~

Vidiarakly Msnage.

Nolffcatiors
[—

O

Priagas

iegratin

2.15.4.2 Create a View

1.

Navigate to Analyzer > New View.

EX—— . -

>
v [AnFites v|
‘ Open | | Cancel ‘
Otsdminisin (&) (8 Oraf (o)
Created Dot
v )
11202017 )
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Risk Fabric am otk (@) 12 k)

Vewsw  Flw S Demw  Cwm v 5 Feldlist

Adtbemase foem the Feld L
otew 251 o S cube

View Gonfiguration

2. Inthe field list on the right, manually select or search for the data fields desired.

3. The fields can be added either by dragging the field onto the screen or by right-clicking on the
field and selecting where it should be added. Ultimately, which views to select depends on the
needs and preferences of your organization.

4. When finished, click Save.

5. Enter a name for the View Name.

6. Select the type of View for Type.

7. Check the box next to This view is accessible by all Users (Public) only if you wish for this view
to be visible by anyone logged in.

Save View "
® Create new View QO Overwrite existing View
View Name: Testing
Type: Analyzer View o
@ This view is accessible by all Users (Public)
[ save ] Cancel |
8. Click Save.

2.15.4.3 Open an Existing View

1. Navigate to Analyzer > Open View.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events 334



'9Z-008T"dS 1SIN/8209 0T /840" 10p//:sd1Yy :woly 984U JO 23.) 3|e|IeAe s| uonealjgnd siy L

M Views Manager

View Name Type Accossibil... Dats Created Modified By Dats Maddified
Insddes Throats | Dat ‘Widget Dofiniian Publc k. 05062019 055 (RiskF abric System) 906/2015 055
Endpoint Protection Metric Definition Public (RiskF abric System) 09062019055, (RiskF abric System) 0E2015 055
Faded Authentication Risk Vecicr Definition ~ Public (RiskFabric Syssem) OEUE2015 055 (RiskF abric Sysbem) CRUE2015 055
Low Severity Cloud | Matric Dafinition Public (RiskF abric Systom) 050672019 055 (RiskF abric System) 06/2019 055
Unmitigated EF Eve. Metric Definition Public (RighF abric System) 09062019 05.5. (RiskFabric System) 09062015 055
New High Severity In Event Scenario Set Publc (RiskMabric System) 09062013 05:5. (RiskFabric System) 09062015 055,
Remediation | Data | Widgat Dwfinition Fublic (RiskF abric System) 090620159055 (RiskFabwic System) 09062019055
Medium Severity Teg Metric Definition Public (RiskF abric System) 09062019055, (RiskF abric System) 0E2015 055
EP Events 1o Comgr Risk Vector Definition  Public (RiskF abric System) 09062019 05:5. (RiskFabric System) OG0E2015 055
Users with SEP Eve. Matric Definition Fublic (RiskF abric System) 09062019055 (RiskFabric System) 0%06/2019 055

Page 12 » ; Disglaying 1 - 26 of 285

2. Begin to search for the view you want by typing a search term into Search Cube Views. (Note: if
you created a view, it will also be present in this list).

3. Click the Search icon.

4. Select aview.

@ Views Manager

= e L |
Dar ube View Type

Accessibility Owner Daote Created

Private 082

5. Click Open.
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2.15.4.4  Viewing Detailed Analyzer Data

1. The desired field data can be exported to either a .csv or Microsoft Excel format, by clicking on the Export
button in the details tab.
= Risk Fabric’

Bt Dutain (1]

View Cenfiguration” DAR Incident Details tnahyzer View)

2. Charts can be added or removed using the Charts dropdown menu near the top of the analyzer.

3. Any data in the Field List on the right side can be added to or removed from the view and will
be automatically incorporated into its relevant rows or columns.

4. The entire view format can be exported as a .json file from the Open View option.

2.16 Integration: Cisco Identity Services Engine and Cisco Stealthwatch

This section will detail an integration between Cisco Identity Services Engine (ISE) and Cisco
Stealthwatch, allowing Stealthwatch to apply certain policies to hosts in ISE. Stealthwatch acts as a
network monitoring solution and can be integrated with ISE to enable mitigation capabilities in
response to events. Please see Deploying Cisco Stealthwatch 7.0 with Cisco ISE 2.4 using pxGrid for
details and other potential uses of the integration.

2.16.1 Configuring Certificates for pxGrid

1. Login to the Cisco ISE web console in a browser.
2. Navigate to Administration > System > Deployment.
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& ldentity Services Engine

€ 5 € A Notsocurs | Wipsfcisco-isediipdr/odmin/badministration/administration, syster/adminisration syster, depl * @

v * Device Portal Management  paeGnid Senices ¥ Feed Service  » Theeal Gen
Chick here (o do wirehess sehip and visiiy setup Do rat sh
Degioyment  Licensing  » Cenficates b Logging  » Mamienance  Upgrade  » Backup A Restore  § Admin Access b Settings

Deployment Deployment Nodes
N “, Saboctnd [ | T/
+ 3% Deployment S et B reoster | $ o [ Deeogtster Show | All
e D [ Hosname ~ | Personas Role{s) Services MNode S
m] ccopse Administration, Moritoring, Policy Service STANDALONE  IDENTITY MAPPING SESSION.PROFILER [

+ 3
Click the hostname of the Cisco ISE machine.
Check the box next to pxGrid.

& ldentity Services Engine =

&«

» € A Notsocure | Wips:/cisco-isedhipdr/odminy/tadiminisration/edimi eystemjadministrtion. sysiem, depl % 2

Idantity Sarvices Engina Home » Cont Visihaity » Operation » Pokcy

ket pesan ~ Administraton 3
~Eyvem ERICHRN L B e e e e iy s ek ARy S o o
Depioyment  Licensing  » Cenmficates b Logging  » Mamtenance  Upgrade  » Backup & Restore  » Admin Access b Seitings
] = nm——

Rile PRIMARY :'

Othver Monioring Node

¥ v Policy Service

4w Enable Session Senvces |
Inchode Node in Node Group  None

4 Enable Profiling Senvice |
(] Enable Threwt Certric NAC Service i
1 » Enable SXP Service i
[0 Enatie Device Admin Service i
=]

Enable Passn [dentty Senace

Click Save.
Navigate to Administration > pxGrid Services.
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» Context Vistilty » Operations » Pobcy = Administraton * Work Cantors @

¢ System  # kentity Management  » Network Resources  » Device Portal Management | pxGnd Services  » Feed Service » Theeat Cen
Ciick here Io do wirekess setup and visibility setup

ANChents  WebChents  Capabdiies  Laelog  Sefiings  Cemifigries  Pemmissions
i)
@umte @A @G0 WDocine oske v G Refesh  Total Pending Approvallt) +
1 Chent Name Chenit Description Capabilitses Status Cheng Group(s) Auth Method

No data available

Hao connectivity b prGrid node (cient status uneeliable)

7. Click Certificates.

8. Select Download Root Certificate Chain for | want to.

9. Select the hostname of the Cisco ISE server for Host Names.

10. Select Certificate in Privacy Enhanced Electronic Mail (PEM) format, key in PLCS8 PEM format
(including certificate chain) for Certificate Download Format.

b Context Vishisty  » Operations. » Policy  ERTEUSTRISUEEEE  » Work Centers @

¢ System  # kentity Management  » Network Resources  » Device Portal Management | pxGnd Services  » Feed Service » Theeat Cen
Ciick here Io do wirekess setup and visibility setup

ANl Cherils  Web Chents  Capabiities  Laelog Seftings  Certficate Pemissions

Generate pxGrid Certificates

Iwant to * Download Root Certificate Cham
Fost Names * clsco-se
Certificate Downioad Format * | Certficate in Privacy Enhanced Electronic M sap 5 o

11. Click Create. This will download a zip file containing the certificate.
12. Extract the zip file—it may contain several files—the one we are interested in is the Root CA.
13. Log in to the Stealthwatch Management Console through the browser.
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_ 15, Svory i toed S X

& 5 C A Notsecure | Mips/192.168.1.52 /- landing-page/sme himi#/dashboard * @

alane Stealthwatch @ee RN M

s Dashboards Manitar Analyze Jobs Configure Deploy Global Settngs
— Coniral Managegpgnt
Security Insight Dashboard | Inside Hosts Packet Anstyzer Confgura..
UDP Director Contguration

Alarming Hosts @

Extirmal Lookup Configura,.,

Concem lndex  Target Indax Recon caC Exploitstion  DDoS Sowrce  DDoS Target  DataHoarding  Exfiiation  Po User Managemant
8] L) 0 (9] )] N 0 0 0 ol Sl -
Top Alarming Hosts il Alarms by Type ot Today's Alarms el &
Mo data 1o display

14. In the top right corner of the console, hover over the gear icon and select Central Management
from the submenu.

_ & Yaepion | oot Mmaernl 5

* O & Notsecure | Mips//192.168.1.52/contral-mgmt/#E firventory/

cseo otealthwatch Central Management Appliance Manager Upiata Manager App Manager @

—
4 Appliances found

Q Filter Appliance Inventory Table

APPLIANCE STATUS - LICENSE STATUS < HOST NAME ~ TYPE “ IP ADDRESS © ACTIONS

up B0 Days of Less smc-01 SMC 192.168.1.52
SMCVE-VMware-
AZ3208d0e 10350 14 -
eB10621042811570 (8

Up 90 Days or Less fenf-01 Flow Caoliector 192.168.1.54

FONFVE - Whhwarg -

423000416200 o0 4

1107 ocbb4cag 1660 &)
Up 90 Days or Less fr-01 LDP Director 192.168.1.55

UOVE-ViMware-
4232cla? 308303 -
4725702890 a4d0a 8]

Up 90 Days or Less feaa-01 Flow Sensor 192.168.1.53
LS

15. In the table, find the row with the Stealthwatch Management Console (likely labeled as SMC).
Click the ellipses button in the Actions column.
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'@ reemon [ Cenmalansaemen ¢

& = € A Notsecure | hetps://192.168.1.52/central-mgmt/#!/inventory/

dudl Stealthwatch Central Management Appliance Manager Update Maneger  App Manager
4 Appliances found
Q, Filter Appliance Inventory Table Edit Appliance
Configuration &
APPLIANCE STATUS ~ LICENSE STATUS ~ HOST NAME ~ TYPE - . _ \CTIONS
View Appliance Statistics
Up 60 Days or Less smec-01 SMC
SMCVE-VMuare- Manage Licenses
4232d8dbe1b32e14-
810021742811570
Sl Support ©
Up 90 Days or Less fenf-01 Flow Collector Reboot Appliance
FONFVE-ViMware-
4232dbf162c01ead- .
Flbledb6adz1660 Shut Down. Appllance 3]
Remove This Appliance
Up 90 Days or Less fr-01 UDP Director
UDVE-Viware-
4232cfa730b93cb3-
4725702897 addea ©
Up 90 Days or Less fsae-01 Flow Sensor 192.168.1.53
C

16. This will open a submenu. Select Edit Appliance Configurations.

17. Click the General tab.

18. Scroll down to the Trust Store section.

Inventary | Applance Confgueason

Appliance Network Services.

Trust Store

FRIENDLY NA... ISSUED TO
otaOndfiywi2m2e  smc-01.dlipdr
wizihmatkrotdmze
mzmimSnirknza.,.
ta2ywmazdc Ingu
Smicznjadymeznji
wodvmndhhyw==-

cert

fr-01.di.ipdr 1r-01.di.ipdr

asco otedlthwatch Central Management

Appliance Manager

Appliance Configuration - SMC

smc-01 (192.168.1.52) [ Last Updated: 06/27/2019 8:34 AM by admin

General
—_—
ISSUED BY WVALID FROM
smc-01.diipdr 2015-06-25
07:50:35
fr-01.di.ipdr 2019-06-18
05:51:57

VALID TO

2024-06-25
07:50:35

2024-06-18
05:51:57

_ {57 Aowtance Confpurtion | Cymirm X _

€ = C A Notseoure | hits//192.168.1.52/central-mgmt/#/configuration/4b036830-8386-44b1-83bd-ae23dedbe(60 r

.
-
Update Manager App Manager
Canfiguration Manu ¥
M%Naw
SERIAL NUMB... KEY LENGTH ACTIONS
64c2d2753702e5 8192 bits =
53Be855930131
s L ]
633aa308a37cba2 8192 bits
3e511c486d1f2c9
8h6e1b83bd | =

(<]

19. Click Add New.
20. Enter a name.
21. Click Choose File.

22. Select the Cisco ISE Root certificate from the files downloaded earlier.
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e Fr

€ < C & Notsecure | htips//192.168.1.52/contral-mgmt/#l/confi 30-8386-44b1-83hd-ae2 w @ i

atfuanfie

dsco Stealthwatch Central Management Appliance Manager Update Manager App Manager (o]
e ———
Iweriory | Appliance Configuration

Appliance Configuration - SMC
smc-01 (192.168.1.52) / Last Updated: 06/27/2019 B:34 AM by admin

[ configuration Meru v |
Appliance Network Services General :

Trust Store Acict Neiw

Add Certification Authority Certificate

FRIENDLY NAME = CERTIFICATE FILE »
Ciscolsg cisca-tze. il ipeke_ciscr-tse. g l
FRIENDLYNA..  ISSUEDTO 1SSUED BY VALDFROM  VALDTO SERIALNUMB.. KEYLENGTH  ACTIONS
1 < Lorr DY e i o 001l iemele e, & hall
23. Click Add Certificate.
€ 5 C A Notsorure | hitps//192.168.1.52/contral- mami/#Y/confi 30-8386-44b1-83bd-202 % @1
il Stealthwatch Central Management Appliance Manager Update Manager App Manager (o]

R ————————
Irwertory | Appliance Configuration

Appliance Configuration - SMC w

smc-01 (192.168.1.52) / Last Updated: 06/27/2019 8:34 AM by admin
| configuration Menu v |

Appliance Network Services General
—_—
Trust Store T
FRIENDLY NA... ISSUED TO ISSUED BY VALID FROM VALID TO SERIAL NUMB...  KEY LENGTH ACTIONS
aSIBrnEEY Delete =
fsae-01.diipdr fsae-01.di.ipdr fsae-01.diipdr 2019-06-26 2024-06-26 201a1158dd248d 8192 bits
13:02:18 13:02:19 abdbfalcOdicea2
74403d0ca66 ’__De:||a| = II
CiscoiSE cisco-ise.diipdr  cisco-isediipdr  2019-04-0% 2021-04-08 Scacf13c0000000 2048 bits
12:23:40 12:23:40 0df37c2085¢187c
%

24. Click Apply Settings.
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5 Anpllince Confiumtion Cesina 4 —

€ 5 C A Notsecure | hips//192.168.1.52/central-momt/8l/configuration/4b036830-8386-4db1-83bd-ae23de0be060 ' @

Apply Configuration Changes to Appliance X

While the system applies changes, you cannot make any additional modifications. If a reboot Is
required, the appilance will go offfine untll the process has finished.

The followi " S Fane

General:

» Trust Store

e

Cancel Apply Changes

25. Click Apply Changes if prompted to confirm the changes.

26. When that finishes, navigate back to the Appliance Configurations section.

27. In the table, find the row with the Stealthwatch Management Console (likely labeled as SMC).
Click the ellipses button in the Actions column.

28. This will open a submenu. Select Edit Appliance Configurations.

5 Anpllince Confiumtion Cesina 4 —

€ & C A Notsecure | bitps//192.168.1.52/central-mgmt/#l/configuration/4b036830-8386-44b1-83bd-ae23deSbe06l T &
’;'l's'él;‘ Stealthwatch Central Management Appliance Manager Update Manager App Manager @

imventory | Appliance Configuration

Appliance Configuration - SMC
sme-01 (192.168.1.52) / Last Updated: 06/27/2019 9:36 AM by admin
| Conhguration Menu ¥

Appliance Network Services General
Additional SSL/TLS Client [dentities @ Auﬁ.'aw
'y ifying your Certi «can break your Stealthwatch System.
FRIENDLY NA... ISSUED TO ISSUED BY VALID FROM VALID TO SERIAL NUMB...  KEY LENGTH ACTIONS

There is no data to display

29. Click Add New under Additional SSL/TLS Client Identities.
30. Select 2048 for RSA Key Length.
31. Enter your organization’s information.
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— £ Applhn Cuibquratin] Cani _

C A Notsecure | sw-smc/central-mgmt/@!fconfiguration/ba915de2-2979-45fc-b90T-a2de19caTibe

el Stealthwatch Central Management — Appisnce Manager  Update Manager  App Manager (@]

Inventory | Appliance Confguration

Appliance Configuration - SMC
sw-sme (192.168.1.150) / Last Updated: DB/08/2019 6:55 AM by admin
| Configuration Manu ¥

Appliance Network Services General

Generate a CSR

RSA KEY LENGTH * COMMON NAME

(© 2048 bits () 4096 bits () 8192 bits Sw-smc.di.ipdr

ORGANIZATION ORGANIZATIONAL UNIT
ol IPDR

LOCALITY OR CITY STATE OR PROVINCE
Rockville MD

COUNTRY CODE EMAIL ADDRESS
us administrator@di.ipdr

32. Click Generate CSR.

_ 457 Applnce Gashpetion | Cent X _

C & Notsecure | sw-smc/central-mgmt/#i/configuration/b4915de2-2979-45fc-bo07-42dc19calbh

el Stealthwatch Central Management — Apoisnce Manager  Update Manager  App Manager (@]
Inventory | Applisnce Configuration
Appliance Configuration - SMC
sw-smc (192.168.1.150) / Last Updated: DB/08/2019 6:31 AM by admin
| Configuration Menu ¥ |
Appliance MNetwork Services General

Add SSLITLS Client ldentity W

FRIENDLY MAME = CERTIFICATE FILE *
[ Croose Fie |

Cancel

A\ Your certificates are eritical for your system's security. Improperly modifying your centificates can break your Stealthwateh system. Follow the
instructions in Stealthwatch Help to update the Additional SSLITLS Client Identities.

FRIENDLY N... ISSUED TO ISSUED BY VALID FROM VALID TO SERIAL NUM... KEY LENGTH ACTIONS

There is no data to display

33. When this finishes, click Download CSR.

34. Open the Certificate Signing Request (CSR) in a text file, and copy all the contents.

35. On the ISE web console, navigate to Administration > pxGrid Services > Certificates > Generate
pxGrid Certificates.
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36. Select Generate a single certificate (with certificate signing request) for | want to.

37. Paste the copied text into the Certificate Signing Request Details.

38. Enter a description such as SMC for the Description.

39. Select IP Address for Subject Alternative Name (SAN).

40. Enter the IP Address of the Stealthwatch Management Console.

41. Select PKCS12 format (including certificate chain; one file for both the certificate chain and
key) for Certificate Download Format.

42. Enter a password, and confirm the password.

®  ww Cisco® ISE Configuration | Stesl % | aw Security Insight Dashboard | Ste: % | +

e | cisco-ise.diipdr/admin/vadministration/administration_messagesasvice ey

» Conlext Visibilty » Operaions » Policy

b Systsm b |dentity Management ¢ Network Resources  » Device Ponal Management  pwGnd Services » Fead Service  » Threat Can
Cilick here 10 do wireless setup and visiblity sat

Al Cherts  Web Chenls  Capabsites  Livelop  Seltmgs  Cerbificab

Generate pxGrid Gertificates

lwantio* | Ge

Certficate Signing Request Details *

Drescription

Cenificate Template  FxGrid Cerificate Temptate @

Subject Alternative Name {SAN)

Certificate Download Format * | PR

43. Click Create.

44. This will download a zip file. Unzip the file.

45. On the Stealthwatch Management Console (SMC) web console, under Additional SSL/TLS Client
Identities (where you downloaded the CSR), click Choose File.

46. Upload the certificate file from the zip file that has the hostname of the SMC in it; the file
extension should be .p12.

47. Enter a name for Friendly Name.

48. Enter the password used in ISE when generating the certificate.
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_ 5 Applance Soofigumarion| Cen: X _

& <+ C A& Notsecure | 192.168.1.150/central-mamt/#/configuration/b4915dc2-2979-45c-bA07-42dc 19ceTOBG Tt e i

e Srealthwatch Central Management Appliance Manager Update Manager  App Manager (@)

B

Invantery | Appliance Configuration

Appliance Configuration - SMC
sw-smc (192.168.1.150) / Last Updated: 08/08/2019 7:34 AM by admin

Appliance Network Senvices General

Add SSLITLS Client Identity

FRIENDLY NAME * CERTIFICATE FILE *
SMC_PKCS12 sw-sme.diipdr_192.168.1.150.p12 Choose File
BUNDLE PASSWORD * CONFIRM PASSWORD *
‘our certificates are critical for your system's security. ¥ ying your can break your Stealthwatch system. Fol -]
'S ¥ ific: itical fo § i ifyi i break Stealth: h Follow thy

instructions in Stealthwatch Help to update the Additional SSLITLS Client Identities.

EBlENDIYN ISSIENTO JSSUEN BY.

49. Click Add Client Identity.

_ G Aphnce CopigUrtion Camr: _

& > C A& Notsecure | sw-sme/central-mamt/#!/configuration/bad5de2-2979-45fc-b907-42dc 19ceT0bG Tt e i

ACTIONS

e Srealthwatch Central Management Appliance Manager Update Manager  App Manager (@)

B

Invantery | Appliance Configuration

Appliance Configuration - SMC
sw-smc (192.168.1.150) / Last Updated: 08/08/2019 6:55 AM by admin

Apply Setting
)

Configuration Menu ¥
Appliance Network Senvices General

Additional SSLTLS Client Identities 0 @D Add New

A\ 'mproperly modifying your Certificates can break your Stealthwatch System. ‘

FRIENDLY N... ISSUED TO ISSUED BY VALID FROM VALID TO SERIAL NUM... KEY LENGTH ACTIONS
SMC_PKCS12 o Certificate 2019-08-07 2021-08-07 S5eBafbc?7484 2048 bits Dealate
Services 07:02:34 07:02:34 06{9d07c4 29641
Endpoint Sub CA a5b05
- cisco-ise

Revert

50. Click Apply Settings.
51. Navigate back to the SMC web console home screen.
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_ L5 Secuy it Oaiploend [Siem %

€ - C A Notsecure | sw-smeflc-landing-page/sme htmid/dashboard Tt @

L i 000

Dashboards Monitor Analyze Jebs Configure Depw

Cisco" ISE Configuration

Security Insight Dashboard | Inside Hosts

Active Directory

Alarming Hosts @ Stealthwatch Cloud o
Cancem Indes:  Target Indax Rseon cac Expiostion  DDoS Source  DDoS Targst  Diata Hosrding  Extitration  Policy Vislation  Anomaly

0 0 0 0 0 0 0 0 0 0 0
Top Alarming Hosts -— Alarms by Type - Today's Alarms - &

Mo data to display

52. Navigate to Deploy > Cisco ISE Configuration.

&5 Clacal® I Conliguratin | Staal 3 _

€ = C A Notsecure | sw-sme/flc-landing-page/sme html#/settings/pxorid Tt @

I m Stealthwatch e @ a Desktop Client

Cisco
Dashboards Manitor Analyze Jobs Configure Deploy

Cisco® ISE Configuration

Cisco ISE Configuration @ =

.l‘-.-:"'-ﬂ new configuration

No Cisco ISE configurations. Click Add new configuration to begin.

53. Click Add New Configuration.

54. Enter a Cisco ISE cluster name.

55. Select the certificate you just uploaded for Certificate.

56. Enter the IP Address of Cisco ISE for Primary pxGrid Node.
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57. Enter a username for the SMC to use.

1.

_ £, Qo Be Colbguration | SN

Cisco ISE Configuration @

CLUSTER NAME:
cisCco-ise
CERTIFICATE: @
SMC_PKCS12
PRIMARY PXGRID NODE: *
192.168.1.61
USER NAME: @+
sSMC
Integration options @
Adaptive Network Control @
Static SGT Classifications @

User sessions @

€ - C & Netsecure | sw-sme/lc-landing-page/

Cisco ISE Configuration Setup @

SECONDARY PXGRID NODE!

ex. 10.10.10.10

Canceal

58. Click Save.

59. On the Cisco ISE web portal, navigate to Administration > pxGrid Services > All Clients.

& [dentity Senices Engine ®

€& - C & Notsecure | cisco-i

skl |dantity
ety Identity =

AllClients  Web Clients  Capabilities
—

Chent Name K
s ot -cisco-se
Is2-adman-cisco-ise

e pubsub-cisco-se
IsE-mt-Cisto-ise

£me.

EOO0ooog
y v v rrw

Gonnected o prGeid cisco-ise diipdr

60. If the SMC client you just created says Pending, check the box next to it and click Approve.

diipdr/admi

b System  » Idenlity Management  » Network Resources

Livelog  Sedtings
bk @isbe Qoo @ Gop WDeioe Qoo B
: | Chent Descrition

Cerlificates  Pemissans

Refresh | Total Pending Approval(o) =
‘Capablites

Capalalities{ Pub, 0 Sub)
Capabilities(4 Pub, 2 Subi)
Capatilities( Pub, 0 Sub)
Capalafities( Pub, 4 Sub)
Capabilities(2 Pub, 1 Sub)
Capalilities{0 Pub, 0 Sub)

» Device Portal Management | pxGrid Services | » Feed Service

| Status

Online (OPR)
Online (XMPP)
Online {XMPF}
Online (PP}
Online (PP}

Online: (XMPP)

» Threat Cen
Click here o do wreless setup and nsibidy set

1selecteditern  1-60/8
Chent Groupl(s)
Internal
Intermal
Internal
Tniternal
Intemal

Show | 25 v
| Auth

4

Cerr
Cary
Cert
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61. The SMC Cisco ISE Configuration page will have a green status icon if it can successfully

2.16.2
1.

2.
3.

_ F kR RS gwaton] Betsd _

& S C A Notsecure | 192.168.1:150/lc-landing-pagefsme htmi#fsettings/prgrid -

ahape Stealthwatch eee Do Gl 5

Cisco
Dashboards Manitar Analyze Jabs Configure Deplay

Cisco® ISE Configuration

Cisco ISE Configuration @ K

Add new configuration

<+ Cluster Name - Primary pxGrid Node < Secondary pxGrid Node + User Name Status Actions

cisco-ise 192.168.1.61 &) SMC 8 o

authenticate to ISE.

Configuring Stealthwatch to Quarantine through ISE

Navigate to Operations > Adaptive Network Control > Policy List.

@ identy Servces Eng %

«

* & A Notsecure | cisco-isediipdriadmin/#montior/anc/anc_policies lisipage

4 = Thare ¥ Corex] Yisitslity = Cpetations : At
PRADIUS  Thweat-Centnc MAC Live Logs  » TACACS  » Troubleshoot  Adapive MNetwork Contral | Reports
Pobcy List  Endpoint Assignment

List

D Refresn *+ {5 B Tashe O oEm o

= Policy Name ANG Actions
b dlata found

Click Add.
Enter a name for a quarantine action.
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@ identity Services Enc X
A Not secure | disco-ise.diipdr/admin/#manitor/anc/anc_policies listpage

gine

P RADIIS  Threat-Centric NAC Live Logs  # TACACS  » Trousleshoot
Policy List  Endpont Assignment

List = New
Irput ks, marked wih an astetisk (*) are requred

rame | CUARANTINE

Select QUARANTINE for the Action.

@ identity Services Enc X

A Not secure | disco-ise.diipdr/admin/#manitor/anc/anc_policies listpage

» RADIIS  Theat-Centic NAC Live Logs
Policy List  Endpont Assignment

+TACACS  » Trowdeshoo!

Click here tep and visilty show this agan

List > Hew
It relos. marked weh an astetisk () are requred
rame | ANG_OUARANTINE

Cancel Submit

Click Submit.
Navigate to Policy > Policy Sets.
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g Crcoldmey Smac % | G Cm Service % | ww imventory | Central b % | e £ ; x| m : ]

& C A Notsecure | dscoisedilpde/admin/#palicy/palicy_ grou w -

» Admristraion  » Work Cenfers license Waming 4L

PobcySets ~ Profing  Poste

Ciick hare 10 do wireless setup and visitlty setup ©

“olicy Sets
+ Status PC“C}‘ Set Name Deacription Conditions Allowed Protocols | Server Sequence Hits Actions View
+
[/ @  Defaur Default pobcy set Dedaut Metwork Atcess . i o h,
7. Click the > arrow next to the default policy set.
8. Expand the Authorization Policy - Global Exceptions section.
9. Click the + plus sign to add a new policy.
10. Click the + plus sign under Conditions.
11. Select the field Session — ANCPolicy.
12. Select the quarantine action you just created for the Attribute value.
@ o x PG ® | & Sondce % | W Inventony | Central b % | we * | 23 ptsen ~ x| 4+ B
& o | cisco-ise.diipdr/admin/@palicy I r

Conditions Studio

Library Editor

Sasslon ANCPolcy

E Equals . ANC_OUARANTINE -
Satto 'l net’ Duplicaie @
Hgm Catalys: Switch Local ¥
= ion ) : ) Mew AND OR
1B complance_Uninown_Devices
1B complant_Devicas
B oomain Admins

13. Click Use.
14. Select the Deny Access profile; the profile selected here will be applied to the machine when

the machine is added to the quarantine group.

15. Select Quarantined_Systems for Security Groups.
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€ & © & Notsecure | cisco-ise.dhipdr/admin/®policy/polcy_grouping new

16. Click Save.
17. In the SMC web console, click Monitor > Users.

m

€ & ©C A Notsecure | 192.168.1.150/Ic-landing-pagedsme hamb fuserdistviow e @ i

dal Stealth h —
'clxsc!'} a8 Watc e @ e Daszktop Cliant

Dashboards Monitor Analyze Jobs Configurea Deploy

Users (1)
Current Filters Users

Insicke Hosts Sorted by overall severity @

S :userName  Sessins SO ST SRC  tcac  Sep Sps  SoT oM %

Filter Results By:
Aumini%latw 1/34
LOCATIONS w

RFC 1918 (1)
Select Muliiple

18. Select a user to quarantine.
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19

% pdministrator | Stea %

€ - C A Notsecure | 192.168.1.150/Ic-landing-pagedsme himbe fuserentity/Adminkstrator ot @ ¢

Tdeys o -
24 hrs
Al

Command &
Control

7 days. Devices & Sessions
24 hra

MAC Address: 00:50:56:02:8c:ad MAC Vendor: Device Type: Microsoft-Warkstation
Host Name Group Location Count Stan End
|w8.5.102 o - + Catch Al &£ RFC 1918 34 E/B/199:25 aM % Curant

Exploitation

Tdays
24 hrs.

DDoS Source

7 days.
24 hrs..

DDoS Target

Tdays — -
24 hrs

Click a host to quarantine.

€ & C & Notsecure | 19276811500 landding-page/sme himbé host/192. 1688102 " @ :
HostGrowps:  Catch Al 1921888102 B
Location: RFC 1918
Last Seen:
Policies: Inside

MAC Address: 00:50:56:62:8c:ad (Viware, Inc.)
ISEANC Policy: -~ E&:

Top Security Events for 192.168,8,102 Source {0) Target {0}

Mo events were found, If you are sure this result is incorrect, contact your Stealthwatch administrator,

Users & Sessions Application Traffic Intarmal Extaenal
MAC Address: MAC Vendor: Device Typa:
O0:50:56:02:B0:a0 VMware, Inc, Micrasof- Application  Totsl % Sent Ratlo Received 7-day Trend 24~-hour Trend
Waorkstation
There are no appiication traffic detals to display
User Start End

Administrator  B/8/19 %25 AM 4 Current -

20. Click Edit next to ISE ANC Policy.
21. From the drop down, select the quarantine action you created earlier.
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&% Host Report | Stealtr

€ =+ C A Notsecure | 192.168.1.150/c-landing-page/sme him|#/host/192.166.8.102
Applying ANC policy =
Select the ANC Policy to apply to ISE cluster for this host: 192.168.8.102

ISE Usemame MAC ANC Policy

cisco-ise Administrator  00:S0:56B2:BC:AC | ANC_QUARAN...

22. Click Save.
23. This will apply the quarantine action to the machine.

2.17 Integration: Tripwire Log Center and Tripwire Enterprise

1. Create a user account in Tripwire Log Center by logging into Tripwire Log Center Console.

File View Options Help

i.!ﬁhii@.!i'é}@@iig@inmeﬁner 24 Hours -

Administration Manager

r .'!' Uger:Ad ministrato

2. Click the Administration Manager button.
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3. Click User Accounts.

File View Options Help

‘@FQ%N L1 59@9 WYHPOY: F Q@ Timefilter 24Hous ~

&8 &4(B

[y AdminView- 1 Users
DY  Name ¥ Full Name ¥ Description ¥ LastLogin
» 1 administrator sdministrator Default Global Administrator Account 09106 12:35:56

T .'l' User:Ad ministrato

4. Click the Add button.
5. Enter the details of the user.

6. Click Add.
7. Double-click the user account.
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Audit Logger Permissions
General |ﬂ User Groups |o Information |g Permissions E_ Database Permissions

Full name

Description

[v]
[v]

Authentication

validIPs | |

Auth method | Tripwire Log Center [ v]

External User |

Account is Disabled [

= =

8. Click the Permissions tab.

a User Name | tweuser |

i Manager Permissions ! Audit Logger Permissions
(General Lﬂ User Groups |a Information éJ Permissions Database Permissions

2|9 &

MName Description

9. Click Edit list of permissions.
10. Select Databases.
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MName Description
iew System Databas  Allows the user to view the System Database dat

—[f] Discovered Assets

11. Check the box next to View System Database.
12. Select API.

MName Description
Allow REST APl Logon  Allows the user to connect using the REST API.

s

—[¥] Discovered Assets

13. Check the box next to Allow REST API Logon.
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14.
15.
16.
17.

18.

a User Name | tweuser

[ Manager Permissi | Audit Logger Permi
General Lﬂ User Groups |o Infe i éJ Permissi Diatab
FEES

Mame Description
p View System Database  Allows the user to view the System Database data.
Allow REST APl Logon  Allows the user to connect using the REST API.

Click OK.

Click OK.

Log in to the Tripwire Enterprise web console.
Click Settings.

ripwire Web Conscle X

< (¢} |A Not secure | btpsy/tripwire-e/console/app.showApp.cmd ‘ﬁ|
T
@PENTERPRISE HOME | NODES | RULES | ACTIONS | TASKS | POLICIES | LOG | REPORTS | SETTINGS
Settings 4% Refresh [ Help (I Logout
s
=
;’::'e"m Table page size: (1-500)
<7 Difierences
8 [:,em Refresh rate: (5-3,600 seconds, 0 to disable)
GoPrraces Hax version display: (i)
Log Management Max element name display width: [0 | (characters, 0 to disable)
M Database Max description display width: 0 display for ion columns, 0 to view first line)
g Severity Ranges B
g Clobal Varisties (¥ Always login to Home Page
FiS Approval Templates (| Display exact table count
3 E-mail Servers Display elements
¢ RO IR ) ) Only within node property editors
5] Import Seftings
E;Dnsmn; 1 Only within the Node Manager
1 Supmort Data (® In both locations
=[] Administration T
() Post-Remediation Se (] Animation
fifp Users [ Disable Multi-Expand N
User Grou
%Hume P@: (] Enable Tree Filter Field
]
G Roles
[h Login Method |# Detailed node view
RpLicenses (¥ Open property editors to the last sheet visited
=[] Custom Properties |# Display remediation disclaimer in popup
[I% Version Properties |# Display automated remediation disclaimer in popup

[ Element Properties

&5 Node Properies Apply

= (L) Monitering

el

[ Criteria Sets
[A% File Systems -
« 3
e R
Settings Manager Last Axon Agent config: 16 hours ago (Sep 6, 2018 12:00:11 AM) | Vel aiisisrator

GO 1o System in Control Panel
— —

Go to System > Log Management.
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19. Check the box next to Forward TE log messages to syslog.

20. Enter the hostname and port of the Tripwire Log Center server. The default port is 1468.

21. Check the box next to Allow TE to use information from Tripwire Log Center.

22. Enter the service address like this: https://arcsight-cons.di.ipdr:8091/tlc, replacing the
hostname with the hostname of your Tripwire Log Center server.

23. Enter the account information of the account just created for Tripwire Log Center.

24. You can use Test Connection to verify that the connection is working.
== |:|-

@ Tripwire Web Consale % \\

& C' | A Not secure | https://tripwire-e/conscle/app.showApp.cmd ¥
e
‘EmRBE HOME | NODES | RULES | ACTIONS | TASKS | POLICIES | LOG =REPORTS | SETTINGS
Settings % Refresh [ Help (I Logout
o 4 Tripwire Log Management Preferences
5[0 User
55 Pref
(i EEEED ¥ Forward TE log messages to syslog
[ Differences
o System Transport protocol: [TCP ¥
y Preferences Host: aresight-cons.di.ipdr
B Log Management Port: 1463

&g Severity Ranges
g7 Global Variables
£ Approval Templates # Allow TE to use information from Tripwire Log Center
5 E-mail Servers Service address: |https://arcsight-cons.di.ipdr:8081/tic
{225 Configure TE Consl
[ imvort Setngs User name: b
[i3) Export Setings Password:
[ support Data Confirm: B
2 [ Aaminsstration Test Connection]
(& Post-Remediation Se
{7 Users
2B User Groups Apply
£3r]Home Pages
L3 Login Method
P Licenses

5[] Custom Properties
[ Version Properties:
E{Z] Element Properties
&7 Node Properties

= [ Monitoring
(=] Gustom Node Types
[ Criteria Sets
L File Systems -

v

Settings Manager Last Axon Agent config: 16 hours ago (Sep 6, 2018 12:00:11 M} - | User: ‘administrator

25. Click Apply when finished.
26. Go back to the Tripwire Log Center Console.
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File View Options Help

& & ©  TimeFiter 24Hours ~

27. Click Configuration Manager.

28. Click Resources > Tripwire Enterprise Servers.

file View Options Help

‘@FQ%N A0@9 MDD @O L O TmeFiter 24Hours ~

Resource View - 0 Tripwire Enterprise Server

Drag a column header here to group by that column.

Name

i

W URL V¥ User Name ¥ Enabled for Asset View 7

Bl Configuration |

29. Click Add.
30. Enter a name for the server.
31. Enter the URL of the TE server.
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32. Enter the name of a user account on the TE server. The account must have the following
permissions: create, delete, link, load, update, view.

» Tripwire Enterprise -

Mame Tripwire

Base URL | hitps:tripwire-e.di.ipdr
Username | tlcadmin

Passphrase

Use this server for Asset View [
Crptographic Protocols
I ssL3 [ TLs10 T TLS11 T TLS 1.2

Qf Tripwire Enterprise Server connection successful. L\\\’

Save || Cancel ‘

33. Click Save.

2.18 Integration: Symantec ICA and ArcSight ESM

This section describes the integration of Symantec ICA and ArcSight ESM, to import data from ArcSight
into ICA for analysis. For the purposes of this build, we did not use ArcSight Logger, a tool which
provides a web Application Programming Interface (API) for other applications. Because of this, the
standard integration between ICA and ESM was unavailable. However, it is still possible to import
Comma-Separated Values (CSV) files exported from ArcSight into ICA, and we will detail the process
below. There are a few things to note when doing this import:

e On the version of Symantec ICA we are using, it is required to replace empty fields in the CSV
with NULL. This may be unnecessary in future updates.

e The CSV file should be in a location accessible to the ICA server. You can replace this file with a
new CSV file on a daily basis, and Symantec ICA has the capability to import the new data.

e The following integration details how to do it for a subset of fields on Active Directory logging
events, but the process can be expanded for your organization’s needs.

2.18.1 Export the CSV File from ArcSight Console

1. In ArcSight Console, find a connector which you wish to import events from. Right-click it, and
select Create Channel with Filter.
2. Inthe channel, apply any filters desired.
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Tolsl Evenls: 528

Veritied fules: Very Lo

Radar

3. When finished, right-click any of the events in the channel, and select Export > Events in
Channel....

4. Enter a name for the CSV file for File name:.

Select All in Channel for Rows:.

6. For Columns: either select a custom field-set to determine the output columns or leave the
default selected.

[« | Export Events -

b

-minimal

7. Click OK.
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8. Move the file to the desired location for ICA to collect. (Ensure that if required for your version
of Symantec ICA, all empty fields are replaced with "NULL") For the purposes of this
demonstration, we moved it to C:\Temp\unprocessed on the Symantec ICA server.

2.18.2 Import the CSV File to Symantec ICA

1. On the Symantec ICA web console, navigate to Gear Icon > Integration.
2. Click the Data Sources tab.

=E |
@ Glesswall | Login 3| i) Cisco Web Sectrity ViRl A 36| 3 sk Fabic X | NewTab x| +
<« C @ Notsecure | symantec-ica/#adi tegrat T 6
Risk Fabric CENE + » o @ 00wo
L]
ntegration Packs Data Sources Data Integrations Job Status
=
© Choose Data Source  User Defined
© Create Data Source & & Edit Z Refresh
4
0
Name TypeiS... Host Refreshed
L 4
=1
9
- S
(7]

Select User Defined for Choose Data Source.

Click Create Data Source.

Select File System IW for the Data Source Type.

Enter a name for the data source for Data Source Label.

Enter the hostname of the Symantec ICA server for Server Name.

Select Windows/Active Directory for the Authentication Mode.

Enter the location for the downloaded CSV file for Download Directory (relative to the
Symantec ICA server).

10. Enter the location for the CSV file to be downloaded from for Source Folder (relative to the
Symantec ICA server).

© 0N U AW
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3 RiskFal x [

symantec-ica

o . -

Dhadministrator (@) )

9 Draft (0)

L.

" Integration Packs Data Sources Data Integrations Job Status

© se Data Source ~ User Defined
i ea ur
o Data Source Type:  File System IW

L Data Source Label:  ArcSight Import

o Server Name:  symantec-ica.di.ipdr
2 Authentication Mode:  Windows / Active Directory

i Download Directory:  C.\Temp'processed
° Source Folder:  C:\Tempiunprocessed
ks
(D Cancel
652
11. Click Save.
[~

3 Risk Fal x

€« C AN symantec-ica v O

Risk Fabric:

o . -

L2
ntegratios Data Sources Data Integrations Job Status
w ]
Data Source  User Defined
o
© Create Data Source & # Edit < Refresh
i
= Data S Label
Name Type!/S... Host Refreshed ata Source Labe
- Server Name
5 Arcsight Import File Syst symantec- Authentication Mode
B Edit Data Source & Usemame
Password
2 © ""'«‘M' Download Directory
&
L]
652

DhAdministrator (&) )

ArcSight Import
symantecca di ipdr

Windows

C \Temp\processed

49 Draft (0)

12. Right-click the newly created data source and select Create Query.
13. Enter a Query Name and Query Description.
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+

intec-ica ir

I . -

Data Sources Data Integrations Job Status

Watermarking / Scheduling
ArcSight CSV Import

Importing AD events from ArcSight exported CSV

3 R x
< C A Notsecure | syma
Integration Packs
e
Choose Data Source  User Defined
©
] Sight CSV Img
it
Query Details
U
Query Name:
=
Query Description
a
Table Name
2
© Days to Retain
o
© Minutes Before
-] Restarting Hanging Jobs:
g Hanging
© Delimiter
Custom Options
Timeout (sec) 30
652

DiAdministrator (@) ™ Draft (0)

14. If you specified the Source Folder correctly, you will see the CSV file listed.
15. Check the box next to any CSVs to import.

k Fal x

Risk Fabric:

Integration Packs

e R

EB
u
7

4
Query Details

LV
) © Minutes Before

Restarting Hanging Jobs:
- € Delimiter.
2 Custom Options:
-]
2]

Timeout (secy 30

652

+

\ 2 C A Notsecure | symantec-ica

Em— . -

Data Sources Data Integrations lob Status

Data Source  User Defined

Watermarking / Scheduling

Select which files to import into the table

@ Path

& C\Templunprocessadiexport_withnulls.csv

S

Note: The destination table will be completely replaced with the latest spreadsheet data

e
* O

DiAdministrator (&) 4 Draft (0)

Modified Date

10/28/2019 8:27 AM

16. Click Save.
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x [

symantec-ica inte

Status

attacker address, target address, priority, device vendor, device product

0 The following columns have been detected: end time, generator name, name

17. Click OK.

18. If desired, set a schedule for this import.

Scheduling: Initial Run Date

¥ Risk
<« C A Notsecure
Integration Packs
"
© Choose Data Source
o) Sight CSV Img
4
Query Details
L
Query
-
o f
5 Scheduling
o
@
Timeout (sec) 30
652

x|+

symantec-ica/# integratior

DMdministrator (@

Data Sources Data Integrations Job Status

User Defined

Watermarking / Scheduling

o

Note: Scheduling not honored if this query depends on other queries. Queries will run after dependent queries complate

Initial Run Time

Occurs Every Hours Minutes

Intra Day 0 0

CED £ O

4 Draft (0)

19. Click Save.
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20.

21.

2.18.3
1.

3 Rick Fabric x [
« C A Notsecure | symaritec-ica/#adm

Run Staging Table Creation?

the query or suspect there is different data that will be returned from your query,
running the staging table creation will allow for the new columns to be available in
Import Rule Mappings as well as choosing watermarks, but this can take some time

g There is already an existing staging table. but if you've made significant changes to

If you'd like to skip the staging table creation, choose No below:

|

Click Yes.

x [+

ure | symantec-ica intes

Status

6 The following columns have been detected: end time, generator name, name

attacker address, target address, priority, device vendor, device product

Click OK.

Create a Mapping between ArcSight events and Symantec ICA

Navigate to the Data Integrations tab.
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= -
x .
< C (@ Notsecure | symantec-ica r & 0
Risk Fabric: DMdministator (@) 4 Draft (0)

-

" ntegration Packs Data Sources Data Integrations Job Status

© Create Integration Pack > # Edit

© g Ll

Name Entity Create/Augment

£

0

w

a

2

o

()

652

2. Click Create Integration Pack.
3. Enter a Name and Description.

= -
x [N
< C A Notsecure | symantec-ica gr * 6
R'Sk Fabrlc DhAdministrator (@) (4 Draft (0)
“
w Integration Packs Data Sources Data Integrations Job Status
© "
G ration P
Name ArcSight CSV Integration
i e
Description Arcsight CSV Impoart|
0
L
o
2
o
(*]
652

4. Click Save.
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¥ Risk Fabric x
< C A Notsecure | symantec-ica
Risk Fabric

]

o ntegration Packs Data Sources
© © Create Integration Pack & @ Edit
Name

i = ArcSight CSV Integration

LV

w

=1

2

-

]

652

Data Integrations Job Status

Entity

Edit Integration Pack &

© Cipale import Rule &

DMAdministrator (&) 4 Drat (0)

Create/Augment

5. Right-click the newly created Integration Pack, and select Create Import Rule.

6. Enter a Name and Description.

Risk Fabric:

“

Integration Packs Data Sources
W g
L7

eale t Rule

Name ArcSight AD Event Import Rule
4 :

Description For importing AD login events|
0
L
=1
]
o
@

e
e n
€ 5 @ A Notsecur | symanecica/sac -

I . -

Data Integrations Job Status

DiAdministrator () 4 Draft (0)

s || aieci |

7. Click Save.

8. Right-click the newly created Import Rule and select Create Import Rule Mapping.

9. Enter a Name for the mapping.
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10. Enter a Description.

11. Select the Data Source created earlier.

12. Select the Query created earlier.

13. Select EP Events for the Entity Type (or explore other Entity Types that may better match the
events you are importing).

[=[E )]
¥ Risk Fab x [
< C A Notsscure | symantec-ica/#ad! egratio o & O
Risk Fabric tp o @ oo

#

L Integration Packs Data Sources Data Integrations Job Status

=) Rule Mapping: ArcSight A vent Import Rule Mapping

Mapping Name: | ArcSight AD Event Import Rule Mapping

i Description:  AD events

U Data Source:  ArcSight Import

w Query:  ArcSight CSV Import

o Risk Fabric Processing Watermark. 528

ks

o) Run Intra-Day:  No

o Run Order: 0

) Entity Type: EP Events

© Update Pre-Process Table:  Yes

© Create Entities.  Yes

[ sove | canca ]

14. Below, the Entity Column refers to the target field in ICA to which a field is being mapped. Map
event fields from the CSV to fields in the Entity Column.

15. For example, EventDate in ICA corresponds directly to the End Time in ArcSight, so we select
that value directly as a Source Column for the mapping.
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< C A Notsecure | symantec-ica/#admin/int o % 8
R|Sk Fab ric’ DhAdminisuator (@) 4 Drah (0)
Integration Packs Data Sources Data Integrations Job Status
[
© E Rul ng: Arc rt Ru apping
2
Required Fields
i &
(] Entity Column Type Value Default Value
L gt b Source Column End Time
datetime
=1
SourceEventiD r
) nv:ma”;o_ Formula Convert unique £
o
Optional Fields
2]
Search
Entity Column Type Value Default Value
652
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16. Formulas can be used to transform columns in the CSV to something more specific in ICA.
Because we did not export an event ID to our CSV file, we use a formula to create a hash of the
End Time and use that as the ID.

17. All Required Fields must be mapped, and you will likely also want to map some optional fields
to make useful data.

e -
x WS
&« C A Notsecure | symantec-ica i & 6
Risk Faboric CON + » e @ 00w
Integration Packs Data Sources Data Integrations Job Status
-
© t 1Ru [
EventObjectTypeN.:
£ ventObjectTypeName B Source Column
nvarchar(254)
4
v Create and Associate Event Activity Type
- Entity Column Type Value Default Value
=1 ity Ty
EventActivity TypeName I Source Column
nvarchar(254)
2
@ Create and Associate Event Rule
]
Entity Column ﬁepe Value Default Value
ventRuleN.
Eventuletieme [ Source Column
nvarchar(1000)
652
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18. Click Save when finished.

19. Navigate to the Job Status tab.

Data Integrations Job Status

]
w Integration Packs Data Sources
©
i & N.. Enabled Status Last Run Outcome
) ™ R yes Notrunning  © Failed
] & R. yes Notrunning @ Succeeded
=1 & R. yes Notrunning @ Succeeded
2
-
a

Page 1 of 1 5l
65

Last Run

10/28/2019 7:57:00 AM

10/29/2019 7:57:00 AM

10/28/2019 7:57:00 AM

Last Run Duration

00:00-01

00:10:44

00:00:05

DMdministrator ‘

Next Run

4 Draft (D)

10/29/2019 11.00:00 AM

10/30/2019 12:15:00 AM

Displaying records 1 -

Jof3

20. Select all the jobs and click Start. This is to force a refresh of the ICA processing, allowing the
data from the CSV to be imported immediately.

2.18.4  View ArcSight Events in the Analyzer

1. Once the processing jobs are finished, navigate to the Analyzer.
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x [
€ C A Notsecure | symantec-ica [
) Views v  Fiter v  Sot v  Delais v  Chards w
EP Event Date Range | EP Event Count
A -7 Days Ago 258
o B B8 Details
i EP Event Date Ra... Action Taken
LY 2-7 Days Ago Alogon was attemp.
w 2-T Days Ago An account failed to
j=1
Page 1 of 1
) 9
-]
) Detatis
View Configuration: arcsight (Analyzer View)
Measures Rows Columns
EP Event Count EF Event Date Range
652

L IS
Export =
EP Event Date EP Event Count
2018-10-25 10
2019-10-25 2
o Records: 1 - 15 | Total: 15

Fillers

DMAdministrator ()

> Field List

4 Draft (0)

T) Measures

Details

Action Taken

EP Event Dale

AD Group
AD Group First Detected
AD Group Last Detected
AD Organizational Unit
AD Organizational Unit F
AD Organizational Unit L
n Plan
n Plan Assigned To
n Plan Closed By P(
n Plan Closed Date
n Plan Commitied C
n Plan Due Date
n Plan Expecled Co
n Plan Requested C

2. Drag mapped columns (from the import rule mapping you created) from the list on the right to
view them in the analyzer.

2.19

Integration: Micro Focus ArcSight and Tripwire

This section will detail the forwarding of logs from Tripwire Log Center to Micro Focus ArcSight. This

will forward Tripwire IP360 and Tripwire Enterprise logs to ArcSight, assuming those logs are being

collected by Tripwire Log Center.

2.19.1
1.

Install Micro

Run ArcSight-7.9.0.8084.0-Connector-Win64.exe on any server except the one running

Focus ArcSight

Tripwire Log Center.
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3.

<L Aresight | IFLER

ma

—# Introduction

@ Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

@ Upgrade

@ System Restart

@ Install Complete

=Tl

Introduction

ArcSight SmartConnector

The ArcSight Installer will guide you through the installation
ofthe ArcSight SmartConnector.

The first step installs the care ArcSight SmanConnector
components; then you selectthe ArcSight SmartConnectar
you wish to configure.

ArcSight recommends that you quit all othey programs
before continuing with this installation. Et%

Click the 'Mext' button to proceed to the nextwindow.

If you want to change something on a previous window,
click the 'Previous' button. To cancel this installation at
anytime, clickthe 'Cancel' button.

Previous

Click Next.

<CArcSight | CIFLET

mo

+ Introduction

=» Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

@ Upgrade

@ System Restart

@ Install Complete

(== |

Choose Install Folder

ArcSight SmartConnector

Please choose the installation folder. It is recommended that you
choose the folder name according to the device that you want to
connect to, for example fciscoids or /checkpointng. If you are
upgrading from a previous version, please select the folder where the
ArcSight SmanConnector is currently installed.

Where Would You Like to Install?
C:\Program Files\ArcSightSmartConnectors Tripwire]

Restore Default Folder || Choose...

| Previous | | Mext

Enter C:\Program Files\ArcSightSmartConnectors\Tripwire.
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+ Introduction

+ Choose Install Folder
+ Choose Install Set

—* Pick Shortcut Folder

@ Pre-Install Summary

@ Installing...

@ Upgrade

@ System Restart
@ Install Complete

<CArcSight | CIHFLERE

BE |

Pick Shortcut Folder

ArcSight SmartConnector

VWhere would you like to create product icons?

® In a new Program Group: | ArcSight SmartConnectors

) In the Start Menu

() On the Desktop

) In the Quick Launch Bar

O Other: Choose...

) Don't create icons

[[] Create Icons for All Users

Previous | E o Mext

4. Click Next.

+ Introduction

+ Choose Install Folder
+~ Choose Install Set
+ Pick Shortcut Folder
= Pre-Install Summary

@ Installing...

@ Upagrade

@ System Restart
@ Install Complete

<CArcSight | CIHAERE

[= [ |

Pre-Install Summary

ArcSight SmartConnector

Please Review the Following Information Before Continuing:

Product Name:
ArcSight SmartConnector

Install Folder:
C\Program Files\ArcSightSmantConnectors\Tripwire

Shortcut Folder:
CiUsers\Administrator DIVAppData\Roaming\MicrosoftiWvindows\Ste

R

Previous || Install |

5. Click Install.

6. Select Add a Connector.
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B Connector Setup == -

What would vou like to do?

<X ArcSight

Configure

(®) Add a Connector

() Set Global Parameters

revious Mext > | | Cancel

7. Click Next.
8. Select Syslog Daemon.

B Connector Setup = | = -

Select the connector to configure

<X ArcSight

Configure

< Previous | | MNext = | | Cancel

9. Click Next.
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10. Enter a port for the daemon to run on.
11. Select Raw TCP for Protocol.

<X ArcSight

Configure

Connector Setup

Enter the parameter details

Network Port 514
IP Address (ALL)

Protocol Raw TCP

Forwarder false

< Previous | |

MNext =

Cancel

12. Click Next.
13. Select ArcSight Manager (encrypted).
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14.
15.

<X ArcSight

Configure

Connector Setup

Enter the type of destination

(® ArcSight Manager {encrypted)

() ArcSight Logger SmartMessage (encrypted)

() ArcSight Logger SmartMessage Pool (encrypted)

() CEF File

() Event Broker

() CEF Syslog

(") CEF Encrypted Syslog (UDP)
(O CSV File

() Raw Syslog

< Previous | [

Mext =

Cancel

Click Next.

Enter the hosthame, port, username, and password for the ArcSight ESM server.

<X ArcSight

Configure

Connector Setup

Enter the destination parameters

Manager Hostname arcsight-esm
Manager Port 3443

User administrator
Password LTTTTITTY

AUP Master Destination | false
Filter Out All Events false
Enable Demo CA false

= o

< (ﬁ

< Previous | |

MNext =

Cancel
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16. Click Next.
17. Enter identifying details about the system (only Name is required).

B Connector Setup = | = -

Enter the connector details

<X ArcSight

Configure

Name Tripwire Log Cenher|
Location
DeviceLocation

Comment

< Previous | | Mext = | | Cancel

18. Click Next.
19. Select Import the certificate to connector from destination.
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. Following certificate will be imported into connector trust store:
{ A rcS|g ht Host/port: arcsight-esm_8443
Details: CN=arcsight-esm, OU=ESM, O=Arcsight, L=05014, ST=CA, C=US

B Connector Setup = | = -

Configure
(®) Import the certificate to connector from destination
() Do not import the certificate to connector from destination
< Previous | [ hMext> | Cancel
20. Click Next.

. Add connector Summary
{ A'C5|ghf Following are the added connector details:
Connector Name [Tripwire Log Center], Connector Type [syslog]

Configure

B Connector Setup == -

21. Click Next.
22. Select Install as a service.
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23.

24.

| Connector Setup = || E] -
. The Smart Connector is currently installed as a standalone application
< ArcSight
Configure
(® Install as a service
() Leave as a standalone application
< Previous | [ Mext> | Cancel
Click Next.
| Connector Setup = || E] -
. Specify the service parameters
< ArcSight
Configure
Service Internal Name syslog
Service Display Name Syslog Daemon
Start the service automatically |Yes W
< Previous | [ Mext> | Cancel
Click Next.
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B Connector Setup == -

Install Service Summary

< ArcSight

Configure

The ArcSight SmartConnector is now configured to run as a service.
You can now start the SmartConnector by:
Going to the services application and starting the service:

ArcSight Syslog Daemon

25. Click Next.
26. Select Exit.

B Connector Setup == -

Would you like to continue or exit?

<X ArcSight

Configure

() Continue

< Previous | | MNext = | | Cancel

27. Click Next.
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<C ArcSight ' Install Complete

Introduction Congratulations! ArcSight SmantConnector has been successfully
Choose Install Folder installed to:

Choose Install Set
Pick Shortcut Folder
Pre-Install Summary Press "Done” to quitthe installer.

CAProgram Files\AreSightSmanConnectors\Tripwire

Installing...
Upgrade
System Restart
=» Install Complete

L4
L4
L
L4
L4
L
L4
L4

Previous

28. Click Done.
29. Open the Tripwire Log Center Console.
30. Go to the Configuration Manager.

File View Options Help

‘'QFQ% A0 @8 MY @ O Q D Timefiter 2dHours v

Drag a column header here to group by that column

'R 4 v P T Status ¥ Description
» 1 Printy Manager arcsight-cons.diipdr Current Primary Manager
4 Tripvire Enterprise Servers
" §& Active Directory
%L | Normalization
Correlation
Classification

31. Select Resources > Managers.
32. Double-click the Primary Manager.
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33. Click the Advanced Settings tab.

File View Options Help

‘RATQ%m AP0 @? MY @D QD Timefiter 24Hours v

7
Configuration
| Primary Manager
Description | Primary Manager
@8 Proxy |8 Network Callector [ File Callector |l Advanced Windaws |
Permissions ) Asset-Configuration Rules
Value
[N Configuration | [ Manager - Pr._.| g Manager - Pr_.. |5 Manager - Pr | Manager Status: Current Eﬁmﬂaﬁemﬁﬁl]ﬁ

34. Click the Add button.

35. In the Advanced Option box select Log Message Forwarding — Destinations.

36. In the Value box next to it, type <ip_address>:<port>:tcp with the IP address and port of the
syslog daemon just created.

Successfully forwarded test log message to destination
192.168.1.121:314

37. Click OK.
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-

File View Options Help

‘@f@% o @Y WMHYDS B I D Tmefiter MHous -

Views L]
M e Configuration [=[a]x]
o [0
L =
= Hame
Dashbo
El Description | Frimary Manager |
- [7] Settings | & Installed Modules Email Logging Authentication |8 Proxy | &Y Network Collecter |[] File Collector |g Advanced Windows Collector
Viewe G} Audit Logger Advanced Settings =} Permissions ] Asset-Co tion Rules
5 aflde 3¢
.. i ﬁ Advanced Option. Value
- Database Server - Query Timeout

» Log Message Forwarding - Destinations

AuditLog

Discovered

Boply |

Manager Saved

[EN Configuration | Manager - Pr._] /4, Manager Status: Not Current User: Administrator| -

38. Click OK.
39. Restart the Tripwire Log Center Manager.

2.20 Integration: Micro Focus ArcSight and Cisco AMP

This section will detail the collection of logs from Cisco AMP’s REST APIs using Micro Focus ArcSight.

2.20.1 Create API Credentials for ArcSight to access AMP

1. Onthe Cisco AMP web console, log in and navigate to Accounts > API Credentials.

Dashboard  Analysis~  Qutbreak Conwol~  Management > ACcounts ~ Search Q
API Credentials @ View AP Documentation
@ | # paiete + New APl Credential | B &

B B+ Arcsight Last wsed: 2019-06-17 15:17:04 UTC

0 @ + ArcSight Resd/Write

0 Bscar

2. Click New API Credential.
3. Enter a name for the credential.
4. Select Read-only.
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New API Credential

Application name | ArcSight Connector{

Scope '® Read-only
Read & Write

5. Click Create.

6. This will direct you to a page with an ID and API Key. Keep track of these, as you will need them
in the setup for the ArcSight Connector, and Cisco AMP may not let you view them again.

2.20.2 Install Micro Focus ArcSight
1. Run ArcSight-7.9.0.8084.0-Connector-Win64.exe on any server.

B ArcSight SmartConnector \;li-

<CArcSight | [IFLERE Introduction
= Introduction The ArcSight Installer will guide you through the installation
@ Choose Install Folder ofthe ArcSight SmartConnector.

@ Cnoose Install Set The first step installs the core ArcSight SmanCGonnector

@ Pick Shorteut Folder components; then you selectthe AreSight SmartConnector
@ Pre-Install Summary you wish to configure.
@ Installing...

ArcSight recommends that you quit all othes programs
@ Upgrade before continuing with this installation. Et%

@ System Restart

@ Install Complete Click the Mext' button to proceed to the nextwind ow.

If you want to change something on a pravious window,
click the 'Previous' button. To cancel this installation at
anytime, click the 'Cancel' button.

InstallAnywhers
Previous

2. Click Next.
3. Enter C:\Program Files\ArcSightSmartConnectors\CiscoAMP.
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< arcsight | CIPHERE
+ Introduction

~* Choose Install Folder
@ Choose Install Set

@ Pick Shortcut Folder

@ Pre-Install Summary

@ Installing...

@ Upgrade

@ System Restart

@ Install Complete

ArcSight SmartConnector \;‘5-

Choose Install Folder

Please choose the installation folder. It is recommended that you ~
choose the folder name according to the device that you want to

connect to, for example /ciscoids or /checkpointng. f you are upgrading | =
from a previous version, please select the folder where the ArcSight
SmartConnector is currently installed. A

Where Would You Like to Install?
C:\Program Files\Arc SightSmartConnectors\CiscoAMP

Restore Default Folder | | Choose...

| Previous ‘ ‘ MNext., |

Click Next.

< ArcSight | IFAEEE

+ Introduction

+ Choose Install Folder
+ Choose Install Set
—* Pick Shortcut Folder
@ Pre-install Summary
@ Installing...

® Upgrade

® System Restart

® Install Complete

ArcSight SmartConnector = | = -

Pick Shortcut Folder

Where would you like to create product icons?

® Ina new Program Group: | ArcSight SmarConnectors

O Inthe Start Menu

) Onthe Desktop

) Inthe Quick Launch Bar

O Other: Choose...

O Don't create icons

[] Create Icons for All Users

Previous | E o Next %J

5. Click Next.
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[ | ArcSight SmartConnector \L‘E-

< ArcSight | [CIFLETE Pre-Install Summary

+ Introduction Please Review the Following Information Before Continuing:
v Choose Install Folder
+ Choose Install Set

+ Pick Shortcut Folder

Product Name:
ArcSight SmartConnector

= Pre-Install Summary Install Folder:

® Installing... C\Program Files\ArcSightSmartConnectors'\CiscoAMP

® Upgrade Shortcut Folder:

@ System Restart G \Users\Administrator DIVAppDataiRoaming\Microsoft'Windows\Start Me

® Install Complete

Previous ‘ | Instfﬂg |

6. Click Install.
7. Select Add a Connector.

B Connector Setup = -

What would vou like to do?

<X ArcSight

Configure

(® Add a Connector

() Set Global Parameters

)
m
@

g

8. Click Next.
9. Select ArcSight FlexConnector REST.
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a Connector Setup el -

Select the connector to configure

<X ArcSight

Configure

< Previous | | NextT | Cancel

10. Click Next.
11. Enter Cisco_AMP for the Configuration File.

12. Enter https://api.amp.cisco.com/vl/events?start_date=SSTART_AT_TIME for the Events URL.

(Note: You can see the Cisco AMP REST API documentation for more information on how to
formulate this URL for things other than events.)

13. Enter the username and password from the credential generated on Cisco AMP in Section
2.20.1.
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14.
15.

16.
17. Enter the hostname, port, username, and password for the ArcSight ESM server.

a Connector Setup
" Enter the parameter details
<X ArcSight
Configure
Proxy Host
Proxy Port

Proxy User Name

Proxy Password

Configuration File Cisco_AMP
Events URL https: /fapi.amp. dsco. comfv 1jevents?start_date=85TART
Authentication Type Basic v

Password
OAuth2 Client Properties File II‘
Refresh Token
< Previous | | Mext > | | Cancel
Click Next.
Select ArcSight Manager (encrypted).
B Connector Setup = = -
. Enter the type of destination
< ArcSight
Configure
(®) ArcSight Manager (encrypted)
() ArcSight Logger SmartMessage (encrypted)
() ArcSight Logger SmartMessage Poal (encrypted)
() CEF File
(O) Event Broker
() CEF Syslog
(") CEF Encrypted Syslog (UDP)
() CSV File
() Raw Syslog
< Previous | [ Next= | Cancel
Click Next.
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18.
19.

20.
21.

B Connector Setup == -

Enter the destination parameters

<X ArcSight

Configure

Manager Hostname arcsight-esm

Manager Port 8443

User administrator

Password YT

AUP Master Destination | false v
Filter Out All Events false v
Enable Demo CA false W

< Previous | | MNext > | | Cancel

Click Next.
Enter identifying details about the system (only Name is required).

[« | Connector Setup \;‘E-

Enter the connector details

<X ArcSight
Configure
Hame Cisco AMP|
Location
DeviceLocation
Comment
< Previous | | Next > | | Cancel
Click Next.

Select Import the certificate to connector from destination.
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B Connector Setup =-|0 -

. Following certificate will be imported into connector trust store:
{ Arcsi g ht Host/port: arcsight-esm_8443
Details: CN=arcsight-esm, OU=ESM, O=Arcsight, L=05014, ST=CA, C=US

Configure

(® Import the certificate to connector from destination

() Do not import the certificate to connector from destination

ks

< Previous | [ Next= | Cancel

22. Click Next.
23. Click Next.
24. Select Install as a service.

[ x| Connector Setup =-|0 -

The Smart Connector is currently installed as a standalone application

<X ArcSight

Configure

(®) Install as a service

() Leave as a standalone application

< Previous ‘ [ Next> [}J ‘ Cancel

25. Click Next.
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26. Enter a service name and display name.

| Connector Setup \;‘5-

. Specify the service parameters
§: ArcSight

Configure

Service Internal Name sdkrest
Service Display Name ArcSight FlexConnector REST
Start the service automatically | Yes W

< Previous | | Mext = | | Cancel

27. Click Next.

[+ | Connector Setup \;‘E-

Install Service Summary

<X ArcSight

Configure

The ArcSight SmartConnector is now configured to run as a service.
You can now start the SmartConnector by:
Going to the services application and starfing the service:

ArcSight ArcSight FlexConnector REST

i Cancel

28. Click Next.
29. Select Exit.
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30.

31.

2.20.3

1.

<X ArcSight

Configure

Connector Setup = | = -

Would you like to continue or exit?

() Continue

A

< Previous | | MNext > | | Cancel |

Click Next.

<L ArcSight | CIFEED

mo

<

Introduction

Choose Install Folder
Choose Install Set
Pick Shortcut Folder
Pre-Install Summary
Installing...

Upgrade

System Restart

L N U O N T

Install Complete

InstallAmwhere
Car

ArcSight SmartConnector = || = -

Install Complete

Congratulations! ArcSight SmantConnector has been successfully
installed to:

CA\Program Files\ArcSightSmanConnectors'WindowsUDP

Press "Done” to quit the installer.

by

Previous

Click Done.

Create a Parser for Cisco AMP REST events

Ensure that the ArcSight connector service is not running.
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2. Create a text file located at
<ARCSIGHT_HOME>/current/user/agent/flexagent/Cisco_ AMP.jsonparser.properties. (Note:
Replace Cisco AMP with the name used for “Configuration File” during setup.)

3. Use the following text to parse some basic information such as the IP, the type of event, and
links to Cisco AMP’s more detailed descriptions of the event.

trigger.node.location=/data
token.count=6

token[0] .-name=id
token[0] -type=String
token[0]. location=id

token[1] -name=timestamp
token[1]-type=String
token[1] - location=date

token[2] .name=event_type
token[2] -type=String
token[2].location=event_type

token[3] .name=hostname
token[3]-type=String
token[3] - location=computer/hostname

token[4] .name=external_ip
token[4] -type=I1PAddress
token[4] . location=computer/external_ip

token[5] -name=links
token[5] - type=String
token[5] - location=links

event.

deviceReceiptTime=__createOptionalTimeStampFromString(timestamp,"y

yyy-MM-dd*T*HH:mm:ssX")

event.
event.
.name=event_type
event.
event.
event.

event

destinationAddress=external_ip
destinationHostName=hostname

message=Iinks
deviceCustomStringl=id
deviceCustomStringlLabel=__stringConstant("'AMP Event ID')

4. This parser will allow for details of Cisco AMP events to be shown in ArcSight. Custom parsers
are a functionality of ArcSight. For more information on the creation of custom parsers, please
see the ArcSight FlexConnector Developer’s Guide as well as the FlexConnector REST Developer’s
Guide. You can start the service for these changes to take effect.

2.21 Integration: Micro Focus ArcSight and Cisco ISE

This integration will briefly detail how to send logs to an ArcSight syslog collector from Cisco ISE. Please
see Section 2.18 (under integrating Tripwire & ArcSight) for instructions for setting up an ArcSight syslog
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collecto

r. If a server is already configured, you do not need to install a new one—use the address of that

server to which to forward logs.

2.21.1
1.

vk wnN

No

Configure Cisco ISE to Forward Logs

In the Cisco ISE web client, navigate to Administration > System > Logging > Remote Logging
Targets.

e Oy o Show [ Al
Hame o [P Address Port Ty Description Stau
5 1 05 <io Target for Log Collector BEn
RADIUS Probe BEn
B
& v

Massage Catalog

Configuration

Collection Fillers

Click Add.

Enter a name for Name.

Enter the hostname of the ArcSight syslog collector server for Host/IP Address.
Select TCP SysLog for Target Type. (Ensure that your syslog collector server is configured to use
TCP).

Enter 514 or the port used on the syslog server.

Enter 8192 or a custom message size limit for Maximum Length.

Ensure that Status is set to Enabled.
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9.

10.

2.21.2
1.

& Identity Services Engmne ®

€ = C A Motsecure | ipsy/eisco-ise.diipdr/ad . oy ion_syst o _system_logging/  log * @

b ldentity Services Engine

~Systern | b Idenly » Network R » Device Portal poclind Serices b Feed Serace ¥ Theeat Cen
Click here fo do wireless setup and visibilty setup Do not show

Deployment  Licensing b Certficates ~logging  » Maindenance  Upgrade  » Backup & Restore  # Admin Access  » Sefiings

e * Remote Loggng Targels List > New Logging Target
Remote Loggng Tarpets Logaea Taiget " ;
e *Name [ arcsohe | montve [Spog -]
S stAcs catbeg Deseripion [ ] Status (@ Enabled
Debug Log Configuration *Host 1P Address | backupsery diipdr ]
Callecton Fiters <ot [514 | (vatia Fange 110 88538}
Face ote
*Masmom Length [B182 | (Vabd Range 20010 8192)

Include Alarms For this Target ]

Bufter Messages When Server Down L
Enabie Server tdensty Check [
Butler Sze (MB) | 100 (Walid Range 10 to 100)
Reconnect Timecut (Sec) [30 | [Vabd Range 3010 120)

 cyor QRSN

Click Submit.

& identity Senaces Engme. ®

€ = C A Motsecure |

You have chosan to ereats an unsacure (TCP/UDF) connection in the sarver, Are you sure you want i procesd?

Click Yes.

Select Logs for Forwarding

Navigate to System > Logging > Logging Categories.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events

396



'gz-oogt'ds'lgN/gzog'o]:/ﬂJO'gop//:sdnq ‘wouy BSJEL{D JO 994} a|qe|leAe s| uoueauqnd SIYyL

& identity Services Engine

€« = C A Notsecure | hitpsi//cisco-ise.diipdr/admin/fadministration/administration_system/administration_system logging. ..

sl Identity Services Engine Co bty O » Pobcy = Adminisiration
TSysiem | ldentity Management  » Network Resources b Device Porial Management  pxGrid Services b Feed Service  » Threat Cen
1 Chok here o do wireless
Deployment  Licensing  » Certificates = logging ¢ Maintenance  Upgrade b Backup & Restore b Admin Access b Settings
e T AkA Audin ABA Ausit L oqCallactor
Local Log Sellings Q Failed Attempls LogCallector, ProfilerRadizsPro
(8] Passed Authentications LogCollector ProfilerRadivsPro
Ramale Logaing Tages O AAA Diagnostics AMA Disgnostics. | ogCallector
Logging Categones 9] A iy and ArcSight
Message Catalog (®) Authentcation Flow Diagnostics
Dabug Log Gonfigiration 0O Identity Stores Diagnastics
Q Palicy Diagnostics
Sorccionipe O RADIUS Dizgnostics LogCollector
Q Guesl LogCollector
Q MyDevices LagCallector
Q AD Connector LogCallector
o] TACACS Diagnostics LogUallector
O Accounting Accourting LogCallector
® ly RADIUS Accounting cryptonite,cryptonite?, LogCall
@ TACACS Accounting LogCollector
O Admmistrative and Operational Audit Admanistratve and Operabonal Audil LogCollector -
I ————— *

2. Select a log file to forward to ArcSight.
3. Click Edit.

@ Identity Sennces Engine

& —» C A Notsecure | hitpsy/cisco-ise.diipdrfadmin/#administration/administration_system/admini 1_system_logging... ¥

aisea  Mdentity Services Engine Home Context Visiblity ¥ Operations Y ~Administration + Wo =
= System | b it nl  » Network Resources ¥ Device Portal xGnd Services  » Feed Service ¥ Threat Gen
vs Identity Manageme Monogement 0 Click here to do wireless
Depioyment  Licensing  » Centificates  ~Logaing  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Seftings
—————
]
Local Log Sefii Logging Categ List > RADTUS Ac
. Logging Category

Remote Logging Targets

Name RADIUS Accounting
Logging Categonies

INFO
Catalog Log Severity Level
( Log bevel can not be changed. }

Debug Log Configuration

Local Logging 4
Caollection Filters

Tergens Available: Selecied:

SecureSyslogCollector . | | = ArcSight 73
. cryplonite
cryptonite?
= LogCollector
ProfilerRadiusFrobe [
|
- « -
_I -
4 »

4. Move the ArcSight logging target you just created to the Selected box.
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5.
6.

2.22

@ Identty Senvices Engine x e
e c A Notsecure | hips://dsco-ise.diipdr/admin/#administration/administration_system/administration_system_logging o
alal. 4 ;. i ;
cisco  Identity Services Engine me ¥ Context Visshility » Operations * Administration

* Syshem ¢ identity Management  » Network Resources ¢ Device Portal Management  prGrid Services » Feed Service:  » Threat Cen

Chck here to do wireless
Deployment  Licensing ¢ Cenificates  =Llogging  » Maintenance  Upgrade  » Backup & Restore ¢ Admin Access ¢ Seftings
LogCollector
o ')

ProfilerRadsusProbse
Local Log Sethings
b
Remote Logging Targets
Logging Categories «

Message Catalog

Debug Log Configuration @ Resel

Collection Filters

Click Save.
Repeat steps 1-5 for any log files you wish to forward to ArcSight.

Integration: Micro Focus ArcSight and Semperis DSP

This integration will briefly detail how to send logs to an ArcSight syslog collector from Semperis DSP.
Please see Section 2.18 (under integrating Tripwire & ArcSight) for instructions for setting up an
ArcSight syslog collector. If a server is already configured, you do not need to install a new one—use the
address of that server to which to forward logs.

Note: This integration requires Semperis DSP version 2.6.

2.22.1
1.

vk wnN

Configure Semperis DSP to Forward Logs

In Semperis DSP, navigate to Settings > SIEM Integration.

Check the box next to Enable SysLog.

Under Syslog Server, enter the hostname for the ArcSight syslog collector, as well as the port.
Select TCP.

Enter a value for Change Event Polling Frequency based on the needs of your organization; this
is how often it will poll for new logs to forward.

Under Change Event Filtering, select AD Changed Items, and Send Operation Log to SysLog.
Ensure that All is selected for Partitions.

You can also select any specific operations, classes, and attributes to be forwarded or leave it
as All.
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SIEM INTEGRATION

@ Enatie Syslog

ﬁ Syssog Server
Primacy Syslog Server:  backupsery i ipdt Primay Sysiog Port: 314 % TEP O UDP
= :
(T) Secondary Syviog Server:  SERVER Secondary Sywog Port 514 & TCR
I e
Change Event Polling Frecuenty: 10 inutes
@ Change Event Filtering i
INCIUGE Thise Svents.
@ Cperations AN 10 IR0 StecTec] B AD Changed ems
Object Classes Pactit
L ]
. "
. Bt L
* B Send Operations Log 10 51409
=
n SETT
8. Click Save.

@ Success

SyslLog configuration has been saved.

9. Click Close.

2.23 Integration: Micro Focus ArcSight and Symantec Analytics

This section will first detail the forwarding of logs from Symantec Analytics to Micro Focus ArcSight.
Please see Section 2.18 (under integrating Tripwire & ArcSight) for instructions for setting up an
ArcSight syslog collector. If a server is already configured, you do not need to install a new one; use the
address of that server to which to forward logs.

The second part of this section will detail a further integration for ArcSight that allows ArcSight to better
analyze network packets received from Symantec Analytics.

2.23.1  Configure Symantec Analytics to Forward Logs

1. Loginto the Symantec Analytics web console.
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= (@ Security Analytics (0] O _0 P (2]
b

Alerts

Dashboard | Summary List

Update

Time Range

From: | 06/27/2018 15:39.18 +
Tor | 67012018 15:39:18

Filter by IP o

There are no alerts to display.

Advanced Fitter
(AND) + B Set Up Rules for Alerts Go to Summary Page

Appiy one or more filters

1o the displayed

for example. indicator~1918 =

Click the menu icon in the top left.

Navigate to Settings > Communication.

Scroll down to the Syslog Settings section.

Select SysLog for Syslog Facility.

Enter the hostname or IP of the ArcSight syslog collector server under Server.
Enter 514 for the port.

Select TCP for the protocol.

= (@ Security Analytics 0O O _0 P 8

Trap Servers

O N Uk wWwN

Server Port Communtty Eriabla Authantication

162 b 4

add a new host

Syslog

Syslog Servers:

Sarver [ Prefessd

backupeery.diipdr 514 TCP v x

#dd & néw hast

=3
9. Click Save.
10. Click the Advanced tab.
11. Select the box under Remote Syslog column for any events that you wish to forward to
ArcSight, for example, System Events, Unclassified Events, Alert Events, Rule Events, Anomaly
Events.

53
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= (@ Security Analytics (0] O _0 P (&)

NS s

12. Click Save.

2.23.2 Install Symantec Analytics Package for ArcSight

1. Navigate to the ArcSight marketplace. Look for the “Blue Coat Security Analytics” package for
ArcSight. It may be available here: https://marketplace.microfocus.com/arcsight/content/blue-
coat-security-analytics-platform but not please contact your ArcSight representative to get the
package. The package should be called Blue_Coat_SA_HP_ArcSight-3.0.arb.

2. Place this package on a system with ArcSight ESM Console installed.

| ArcSight Console 7.0.0.2436.1 [= [ = [

<X ArcSight Please log in

User ID administrator

Login Cancel

3. Login to the ArcSight ESM Console with a user that has the privileges to install packages.
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B ArcSight Console 7.0.0.2436.1 [arcsight-esm:administrator.ast] Trial license. Customer: ARST-Partner, Expiration date: 2019/08/01

Pasmpuun

Shortcuts

=l Field Sets

Viewers

- 4
B
B
5
2
B
5
5
B
5

4. In the Navigator pane, click the Packages tab.

H ArcSight Console 7.0.0.2436.1 [arcsight-esm:administrator.ast] Trial license. Customer: ARST-Partner, Expiration date: 2019/08/01

= [ Shared
= I All Packages

< ight
Viewers

= (=

5. Click Import.
6. Inthe window that it opens, find and select the package you downloaded.
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Documents

A

This PC

D
M rk

Files of type:

at_SA_HP_ArcSight-3.0.arb

ArcSight package bundles

-

¥

7. Click Open.
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| Importing Packages

Importing Packages Completed. Review the summary below for details.

Summary Report

s\Administrator, D SA_HP_ArcSight-3

Security Analytics

8. Click OK when the import finishes.
9. Under the Packages tab in the Navigator pane, navigate to Packages > Shared > All Packages >
Blue Coat Systems > Blue Coat Security Analytics.
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10

[ =] ArcSight Console 7.0.0.2436.1 [arcsight-esm:admini:

n
Blue Coat Systems

ast] Trial license. C

Elue Coat Security Analytics

Yiewer

ARST-Partner, Expiration date: 2019/08/01

iption

Right-click Blue Coat Security Analytics, and select Install Package.

Selected package:

Install Packages

Additional required packages:

The g packa

Il also be install

11. Click OK.
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B Installing Packages

Installing Packages Completed. Review the summary below for details.

Summary Report

Security Analytics

Mumber of Resources updated for Installed Packages: 25

12. Click OK.

13. When this completes, you can verify that the installation was successful by the existence of a

Blue Coat Systems folder when you navigate to Resources > Integration Commands >
Commands > Shared > All Integration Commands.

14. In the Resources tab of the Navigation pane, under Integration Commands, select the Targets

tab.

15. Navigate to Integration Targets > Shared > All Integration Targets > Blue Coat Systems > Blue

Coat Security Analytic > Blue Coat Security Analytics.
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16

= | ArcSight Console 7.0.0.2436.1 [arcsight-esm:administrator.ast] Trial license. Customer: ARST-Partner, Expiration date: 2019/08/01

i Fle Edit

B =

Navigator

Shortcuts

= I Integration Targets
=
= [ Shared
= I All Integration Targets
ArcSight

I Blue Coat Systems
= I Blue Coat Security Analytic

|- Jelue Coat secur Analytics

Ctrl+Alt+0

<<

Viewers

=

Right-click Blue Coat Security Analytics, and click Edit Target.

[ = | ArcSight Console 7.0.0.2436.1 [arcsight-esm:administrator.ast] Trial license. Customer: ARST-Partner, Expiration date: 2019/08/01

B =

Navigator

Shortcuts

= I Integration Targets
B adri
= I Shared
= & All Integration Targets
. A

I Blue Coat System
= I Blue Coat Security Analytic

- JElue Coat Security Analytics

Ctrl+Alt+0

ewer

= Common
= 1D
External ID

Notification Groups
=l Parent Groups

Bl rity Analytics
=l Creation Information

(Name)
(Desripton)

=

17. Click the Integration Parameters tab.

18. Replace the SAHost value with the IP address of Symantec Analytics.
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[ <] ArcSight Console 7.0.0.2436.1 [arcsight-esm:administrator.ast] Trial license. Customer: ARST-Partner, Expiration date: 2019/08/01

Cl+Alt+0

Shortcuts

- [ Integration Targets
-
[ shared
~ [ All Integration Targets
L iaht

ight
& Blue Coat Systems
-l Blue Coat Security Analytic

[ Joie Coo seniiy anotes Viewers

e

19. Click OK.

20. To verify the functionality, right-click an event in any channel, and select Integration

Commands > Blue Coat Security Analytics.

[ <] ArcSight Console 7.0.0.2436.1 [arcsight-esm:administrator.ast] Trial license. Customer: ARST-Partner, Expiration date: 2019/08/01

Cl+hltE ¥ ription

ven

Shortcuts (=]

= I Connectors
=+ [ Shared
= [ All Connectors
-l Arcsight admi

2
%
7
2
2
4
Z
2
%
7
2

Launching URL in a bre

e

333 <134>1 2019-07-08T09: 58: 16-04:00 DS267A httpd 32745 - [meta se..

21. Select Security Analytics Investigation.
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[« | Blue Coat Security Analytics -

ta Download
@ Sccurity Analytics PCAP Download

Select a target:

O EBlue Coat Security Analytics

Cancel Help

22. Click OK. This will open Security Analytics in the browser and perform a packet search based on
the event parameters.

2.24 Integration: Micro Focus ArcSight and Glasswall FileTrust

Glasswall FileTrust for Email stores its logs in C:\Logging, on the server running the Glasswall services.

2.24.1 Install Micro Focus ArcSight

1. Run ArcSight-7.9.0.8084.0-Connector-Win64.exe on the same server as Glasswall FileTrust.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events 409



'97-008T"dS’ LSIN/8Z09°0T/840°10p//:s0d11y :wo.y 984eyd Jo 9344 d|qe|ieAe s| uoedlgnd sty

<CArcSight  CIFLETE

= Introduction

@ Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

® Upgrade

® System Restart

@ Install Complete

BE |

Introduction

ArcSight SmartConnector

The ArcSight Installer will guide you through the installation
of the ArcSight SmarConnector.

The first step installs the core ArcSight SmanConnector
components; then you selectthe ArcSight SmartConnector
you wish to configure.

ArcSight recommends that you quit all other programs
hefore continuing with this installation.

Click the Mext' button to proceed to the next window.,
Ifyouwant to change something on a previous window, %
click the Previous' button. To cancel this installation at

any time, click the 'Cancel button,

Previous

Click Next.

Enter C:\Program Files\ArcSightSmartConnectors\Windows.

<CArcSight | CIFLERE

+ Introduction

=» Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

@ Uparade

@ System Restart

@ Install Complete

[= L= |

Choose Install Folder

ArcSight SmartConnector

Please choose the installation folder. Itis recommended that you
choose the folder name according to the device that you want to
connect to, for example /ciscoids or /checkpointng. If you are
upgrading from a previous version, please select the folder where the
ArcSight SmarConnector is currently installed.

Where Would You Like to Install?
C:AProgram Files\ArcSightSmanConnectorstWindows

Restore Default Folder || Choose...

Previous | | Next

4. Click Next.
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L Arcsight  CIFAERE

+ Introduction

+ Choose Install Folder
+ Choose Install Set

= Pick Shortcut Folder

@ Pre-Install Summary

@ Installing...

® Upgrade

® System Restart

@ Install Complete

ArcSight SmartConnector == -

Pick Shortcut Folder

Where would you like to create product icons?

®) In a new Program Group: | ArcSight SmartConnectors

) Inthe Start Menu

() On the Deskiop

() In the Quick Launch Bar

) Other: Choose...

) Don't create icons

[[] Create Icons for All Users

Previous | | MNet |

5. Click Next.
6. Click Install.
7. Select Add a Connector.
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x| Connector Setup = = -

What would you like to do?

<X ArcSight

Configure

(® Add a Connector

() Set Global Parameters

]
)

m

8. Click Next.
9. Select Syslog File.
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<X ArcSight

Configure

Connector Setup

Select the connector to configure

Type |Syslog File

< Previous | |

Mext =

Cancel

10. Click Next.
11. Enter C:\Logging\gw-inbound-smtp-analysis-agent.current.log for File Absolute Path Name.
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< ArcSight

Configure

Connector Setup

Enter the parameter details

File Absolute Path Name

1g'gw-nbound-smtp-analysis-agent. current.log

Reading Events Real Time or Batch | realtime v
Action Upon Reaching EOF Mone W
File Extension If Rename Action processed

< Previous | | Mext = | | Cancel

12. Click Next.

13. Select ArcSight Manager (encrypted).
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x| Connector Setup = [ = -

Enter the type of destination

< ArcSight

Configure

(® ArcSight Manager (encrypted)

() ArcSight Logger SmartMessage (encrypted)

() ArcSight Logger SmartMessage Pool (encrypted)
() CEF File

() Event Broker

() CEF Syslog

() CEF Encrypted Syslog (UDF)

() C3V File

) Raw Syslog

s

| < Previous | [ Next> | Cancel |

14. Click Next.

15. Enter the hostname, port, username, and password for the ArcSight ESM server.
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| Connector Setup = | & -

Enter the destination parameters

<X ArcSight

Configure

Manager Hostname arcsight-esm

Manager Port 8443

User administrator

Password [TITTTTT

AUP Master Destination | false v

Filter Out All Events false v

Enable Demo CA false v
[

< Previous | | Next > | | Cancel

16. Click Next.
17. Enter identifying details about the system (only Name is required).
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B Connector Setup = [ = -

Enter the connector details

<X ArcSight

Configure

Name Glasswall Inbound SM™P Analysis
Location
DevicelLocation

Comment

| < Previous | | Mext = | | Cancel

18. Click Next.
19. Select Import the certificate to connector from destination.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events

417



'9Z-008T"dS 1SIN/8209 0T /840" 10p//:sd1Yy :woly 984U JO 23.) 3|e|IeAe s| uonealjgnd siy L

B Connector Setup = [ = -

. Following certificate will be imported into connector trust store:
é: ATCSIQ ht Host/port: arcsight-esm_ 8443
Details: CN=arcsight-esm, OU=ESM, O=Arcsight, L=05014, ST=CA, C=US
Configure

(®) Import the certificate to connector from destination

(©) Do notimport the certificate to connector from destination

< Previous | [ Next> | Cancel

20. Click Next.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events

418



'9Z-008T"dS 1SIN/8209 0T /840" 10p//:sd1Yy :woly 984U JO 23.) 3|e|IeAe s| uonealjgnd siy L

< ArcSight

Configure

Connector Setup = [ = -

Add connector Summary
Following are the added connector details:
Connector Name [Glasswall Inbound SMTP Analysis], Connector Type [syslog_ﬁlelj

Next > | | Cancel

21. Click Next.

22. Select Install as a service.
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x| Connector Setup = [ = -

The Smart Connector is currently installed as a standalone application

< ArcSight

Configure

(®) Install as a service

() Leave as a standalone application

5

< Previous | [ Next> | Cancel |

23. Click Next.
24. Change the service parameters to more appropriate names, because multiple connectors need
to be installed on this server.
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B Connector Setup = [ = -

Specify the service parameters

<X ArcSight

Configure

Service Internal Name glasswall_inbound_smip
Service Display Name Glasswal| Inbound SMTP
Start the service automatically |Yes W

< Previous | | Mext = | | Cancel

25. Click Next.
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<X ArcSight

Configure

Connector Setup = = -

Install Service Summary

The ArcSight SmartConnector is now configured to run as a service.
You can now start the SmartConnector by:

Going to the services application and starting the service:

ArcSight Glasswall Inbound SMTP

o
i
g

fious | MNext> | |

Cancel

26. Click Next.
27. Select Exit.
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<X ArcSight

Configure

Connector Setup

Would you like to continue or exit?

() Continue

< Previous | | Next = | | Cancel |

28. Click Next.

<CArcSight | IFLED

mo

Introduction

Choose Install Folder
Choose Install Set
Pick Shortcut Folder
Pre-Install Summary
Installing...

Upgrade

System Restart

S . T Y S

Install Complete

(= L= |

Install Complete

ArcSight SmartConnector

Congratulations! ArcSight SmarConnector has been successfully
installed to:

C:\Program Files\ArcSightSmanConnectorsWindows

Press "Done”to quitthe installer.

% Previous

29. Click Done.
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30. Repeat steps 1 to 29 for the other three “current” log files in C:\Logging, with the following

caveats:
a.

Replace C:\Program Files\ArcSightSmartConnectors\Windows with a different folder
name for each connector.
Replace C:\Logging\gw-inbound-smtp-analysis-agent.current.log with the appropriate
log file.
i. C:\Logging\gw-management-service.current.log

ii. C:\Logging\gw-file-analysis-process-InboundSMTPAgent-0.current.log

iii. C:\Logging\gw-administration-console.current.log
Replace the Name of the connector in its identifying details.
Replace the service parameters with different names so that the services do not
conflict.

2.25 Integration: Micro Focus ArcSight and Cisco Stealthwatch

This section will detail the forwarding of logs from Cisco Stealthwatch to Micro Focus ArcSight.

2.25.1 Install Micro Focus ArcSight

1. Run ArcSight-7.9.0.8084.0-Connector-Win64.exe on any server except the one running Cisco

Stealthwatch.
B ArcSight SmartConnector M
<CArcSight | CIFLERE Introduction
= Introduction The ArcSight Installer will guide you through the installation
@ Choose Install Folder ofthe ArcSight SmartConnector.

@ Choose Install Set

@ Pick Shorteut Folder components; then you selectthe AreSight SmanConnector
@ Pre-Install Summary you wish to configure.
@ Installing...

@ Upaorade before continuing with this installation.
@ System Restart
@ Install Complete

InstallAnvwhere
Plle : IGLIS

The first step installs the core ArcSight SmartConnectar

ArcSight recommends that you quit all Dths[garograms

Click the Mext' button to proceed to the nextwind ow.

If you want to change something on a previous window,
clickthe 'Previous' button. To cancel this installation at
any time, click the ‘Cancel" button.

2. Click Next.
3. Enter C:\Program Files\ArcSightSmartConnectors\WindowsUDP.
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5.

<CArcSight | [IFAERE

+ Introduction

—* Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

@ Uparade

@ System Restart

@ Install Complete

ArcSight SmartConnector = |[ =] -

Choose Install Folder

Please choose the installation folder. It is recommended that you
choose the folder name according to the device that you want to
connect to, for example /ciscoids or /checkpointng. If you are
upgrading from a previous version, please select the folder where the
ArcSight SmarnConnector is currently installed.

Where Would You Like to Install?
C:\Program Files\ArcSightSmanConnectors\WindowsUDP

Restore Default Folder || Choose...

Previous | | Next |

Click Next.

<CArcSight | CIFAERE

+ Introduction

+ Choose Install Folder
+ (Choose Install Set
=» Pick Shortcut Folder
@ Pre-nstall Summary
® Installing...

® Upgrade

® System Restart

® Install Complete

ArcSight SmartConnector = =] -

Pick Shortcut Folder

VWhere would you like to create product icons?

® In a new Program Group: | ArcSight SmartConnectors

) In the Start Menu

(0 Onthe Desktop

() In the Quick Launch Bar

) Other: Choose...

) Don't create icons

[] Create Icons for All Users

Previous | E o Next »\’\gj

Click Next.
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<CArcSight  [CIFLEEE

+ Introduction

+~ Choose Install Folder
+ Choose Install Set

+ Pick Shortcut Folder

=» Pre-Install Summary

® Installing...

® Upgrade

® System Restart

® Install Complete

BE |

Pre-Install Summary

ArcSight SmartConnector

Please Review the Following Information Before Continuing:

Product Name:
ArcSight SmanConnector

Install Folder:
C\Program Files\ArcSightSmanConnectors\WindowsUDP

Shortcut Folder:
CiUsers\Administrator DIVAppData'Roaming\Micros oftiWindows\Stz

Previous || Installkj

6. Click Install.

7. Select Add a Connector.

<X ArcSight

Configure

What would you like to do?

Connector Setup = = -

(®) Add a Connector

() Set Global Parameters

o
g
&
B
57

8. Click Next.

9. Select Syslog Daemon.
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B Connector Setup = [ = -

Select the connector to configure

<X ArcSight

Configure

Type |5ysiog Daemon fw

< Previous | | MNext > | | Cancel

10. Click Next.
11. Enter an unused port for the daemon to run on. (Ensure that this port is allowed through the
firewall.)

12. Select UDP for Protocol.
B Connector Setup |;|i-

Enter the parameter details

<X ArcSight

Configure

Network Port |6514
IP Address (ALL)

Protocol uDP W

Forwarder false iw

< Previous | | Mext = | | Cancel

13. Click Next.
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14. Select ArcSight Manager (encrypted).
[+ | Connector Setup I;Ii-

Enter the type of destination

<X ArcSight

Configure

(®) ArcSight Manager (encrypted)

() ArcSight Logger SmartMessage {encrypted)

() ArcSight Logger SmartMessage Poal (encrypted)
() CEF File

() Event Broker

() CEF Syslog

() CEF Encrypted Syslog (UDF)

() CSV File

() Raw Syslog

k%

< Previous | [ Next> | Cancel

15. Click Next.
16. Enter the hostname, port, username, and password for the ArcSight ESM server.

B Connector Setup = [ = -

Enter the destination parameters

<X ArcSight

Configure

Manager Hostname arcsight-esm

Manager Port 8443

User administrator

Password ssesense

AUP Master Destination | false w
Filter Out All Events false v
Enable Demo CA false v

< Previous | | Mext = | | Cancel

17. Click Next.
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18. Enter identifying details about the system (only Name is required).

H Connector Setup = = -

Enter the connector details

<X ArcSight

Configure

Name Windows UDP Syslog
Location
DeviceLocation

Comment

< Previous ‘ | Next > | ‘ Cancel

19. Click Next.
20. Select Import the certificate to connector from destination.

B Connector Setup =-|0 -

. Following certificate will be imported into connector trust store:
{ ArcSi g ht Host/port: arcsight-esm_8443
Details: CN=arcsight-esm, OU=ESM, O=Arcsight, L=05014, ST=CA, C=US
Configure

(®) Import the certificate to connector from destination

() Do not import the certificate to connector from destination

ks

< Previous | [ Next= | | Cancel

21. Click Next.
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. Add connector Summary
i A’CSIth Following are the added connector details:
Connector Name [Windows UDP Syslog]. Connector Type [syslog]

Configure

B Connector Setup == -

revious MNext = | ‘

Cancel

22. Click Next.
23. Select Install as a service.

The Smart Connector is currently installed as a standalone application

<X ArcSight

Configure

(®) Install as a service

() Leave as a standalone application

B Connector Setup =-|0 -

< Previous ‘ [ Next > %J ‘

Cancel

24. Click Next.
25. Enter a service name and display name.
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26.

27.
28.

<X ArcSight

Configure

Connector Setup

Specify the service parameters

Service Internal Name arc_syslog_udp
Service Display Name Syslog U Daemon
Start the service automatically Yes W
< Previous ‘ | Next > | ‘ Cancel |

Click Next.
H Connector Setup = = -
. Install Service Summary
<X ArcSight
The ArcSight SmartConnector is now configured to run as a service.
Configure
You can now start the SmartConnector by:
Guoing to the services application and starting the service:
ArcSight Syslog UDP Daemon
I3
Previous | [ Next> ‘ Cancel
Click Next.
Select Exit.
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29.

30.

<X ArcSight

Configure

Connector Setup

Would you like to continue or exit?

() Continue

A

< Previous | | MNext > | | Cancel |

Click Next.

<L ArcSight | CIFEED

mo

<

Introduction

Choose Install Folder
Choose Install Set
Pick Shortcut Folder
Pre-Install Summary
Installing...

Upgrade

System Restart

L N U O N T

Install Complete

=E |

Install Complete

ArcSight SmartConnector

Congratulations! ArcSight SmantConnector has been successfully
installed to:

CA\Program Files\ArcSightSmanConnectors'WindowsUDP

Press "Done” to quit the installer.

by

Previous

Click Done.
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2.25.2  Configure Cisco Stealthwatch

1. Login to the Cisco Stealthwatch Management Console desktop interface. (This can be
downloaded from the web interface and run using javaws.exe. You may need to add the site to
your Java exceptions in Control Panel > Java.)

Click Configuration > Response Management.

Syslog Formats

3

SMC System Alarms StealthWatch This rule will send
Management an email message to
Console System users populated
Alarm within the "Send
email” action.

To send
additional alarm
types, edit this rule
to add/remove
alarm types.

StealthWatch Host This rule will send
Alarms - Inside
Hosts as the Source
of alarm

N |

3. Click Actions.
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Used by Rules *
4

Actions

e

Syslog Formats

Add H Remove || Duplicate H Edit |
e

4. Click Add.
5. Select ArcSight Common Event Format (CEF).

Click OK.

Enter a name for the Action.

Enter a description.

Enter the IP address of the server with the User Datagram Protocol (UDP) ArcSight Connector
that you just created.

10. Enter the port used in the UDP ArcSight Connector that you just created.

11. (Optional) Click Test to send a test message to ArcSight, and verify that ArcSight receives the
message.

L XN
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Enabled:
Destination

P Adts:

12. Click OK.
13. Verify that the action was created properly.

Description
Send to
ArcSight.

Send email
Syslog Formats message

Edit to add
recipients within
the "To:™ field

|| Remove || Duplicate H Edit

14. Click Rules.
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Syslog Formats

SMC System Alarms

Stealthw]
Managemeht
Console System
Alarm

This rule will send
an email message to
users populated
within the “Send
email” action.

To send
additional alarm
types, edit this rule
to add/remove

alarm types.

StealthWatch Host
Alarms - Inside
Hosts as the Source
of alarm

This rule will send

15. Click Add.
16. Select Host Alarm.

Flease select a rule type:

‘Add

FlowCollector System Alarm
Exporter or Interface Alarm

Host Group Relationship Alarm

StealthWatch Management Console System Alarm

Host Alarm

17. Click OK.
18. Enter a name.
19. Enter a description.
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Rule

Name: |Jost Alarm to ArcSight

Description: | This rule sends host alarms to ArcSight.

Enabled:
This rule is triggered if
The Domain that originated this alarm is and

Al w | of the following are true

Execute the following actions when the Alarm becomes active
Mame 41[  Type %[ Enabled 2| Description % [UsedbyRules %

[ [ e |
K

Execute the following actions when the Alarm becomes inactive ————————————
Mame 41|  Type %[ Enabled % | Description # [UsedbyRules %

21. Click the Add button for the top section; this adds an action when the alarm becomes active.
22. Select the ArcSight CEF rule you just created.

NIST SP 1800-26C: Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events 437



'92-008'['dS'_LS|N/SZOQ'0'[/3J0'!0p//2$d11l.{ ‘wouy BSJEL{D JO 994} a|qe|leAe s| uoueauqnd SIYyL

ArcSight CEF ArcSight
Comman

Send email Send email
message
Edit to add

redipients within

the "To:" field

Execute the following actions when the Alarm becomes active
Name 4! Type % | Enabled % | Description Used by Rules %

‘ArcSight CEF ArcSight L¥ 4 Send to
‘Comman Event ArcSight.
Format {CEF)

Remove

Execute the following actions when the Alarm becomes inactive
Mame 41| Type & Enabled % | Description % |UsedbyRules &

o ][]

24. Click the Add button for the bottom section; this adds an action when the alarm becomes
inactive.
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25. Select the ArcSight CEF rule you just created.

Send email Send email
message

Edit to add
recipients within
the "To:" field

Execute the following actions when the Alarm becomes active

MName =1 Type 5 Enabled % | Description % |Used by Rules 5
‘ArcSight CEF ArcSight (¥4 Send to
‘Common Event ArcSight.
Format (CEF)

Execute the following actions when the Alarm becomes inactive
Mame  ~1 Type % Description % |Used by Rules %
‘ArcSight CEF ArcSight Send to

‘Common Event ArcSight.
Format (CEF)
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27. Click OK.

Syslog Formats

Send Host Alarm to
ArcSight

Host Alarm

This rule sends host
alarms to ArcSight.

SMC System Alarms.

StealthWatch
Management
Consale System
Alarm

This rule will send

types, edit this rule
to add/remove
alarm types.

StealthWatch Host
Alarms - Inside
Hosts as the Source

Host Alarm

This rule will send
an email message to
users populated

28. Click Close.

Add

H Remove H Duplicate || Edit

Iy
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AD

AMP

API

CEF

CSR

csv

DNS

DSP

ESM

ICA

s

ISAPI

ISE

JCE

JRE

MAC

MMC

MssQL

MX

Active Directory

Advanced Malware Protection
Application Programming Interface
Common Event Format

Certificate Signing Request
Comma-Separated Values

Domain Name System

Directory Services Protector
Enterprise Security Manager
Information Centric Analytics

Internet Information Services

Internet Server Application Programming Interface

Identity Services Engine
Information Technology
Java Cryptography Extension
Java Runtime Environment
Media Access Control

Microsoft Management Console

Microsoft Structured Query Language

Mail Exchange
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NCCoE

NIST

NTP

0os

PEM

RADIUS

RHEL

RMI

SAN

SDK

SMC

SMTP

saL

SSH

TE

UDP

National Cybersecurity Center of Excellence
National Institute of Standards and Technology
Network Time Protocol

Operating System

Privacy Enhanced Mail

Remote Authentication Dial-In User Service
Red Hat Enterprise Linux

Remote Method Invocation

Subject Alternative Name

Software Development Kit

Stealthwatch Management Console

Simple Mail Transfer Protocol

Structured Query Language

Secure Shell

Tripwire Enterprise

User Datagram Protocol
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