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Executive Summary

= Data integrity attacks have compromised corporate information including emails, employee
records, financial records, and customer data.

= Destructive malware, ransomware, malicious insider activity, and even honest mistakes all set
the stage for why organizations need to quickly recover from an event that alters or destroys
data. Businesses must be confident that recovered data is accurate and safe.

= The National Cybersecurity Center of Excellence (NCCoE) at NIST built a laboratory environment
to explore methods to effectively recover from a data corruption event in various Information
Technology (IT) enterprise environments. NCCoE also explored auditing and reporting IT system
use issues to support incident recovery and investigations.

=  This NIST Cybersecurity Practice Guide demonstrates how organizations can develop and
implement appropriate actions following a detected cybersecurity event. The solutions outlined
in this guide encourage monitoring and detecting data corruption in commodity components—
as well as custom applications and data composed of open-source and commercially available
components.

= Thorough quantitative and qualitative data collection is important to organizations of all types
and sizes. It can impact all aspects of a business including decision making, transactions,
research, performance, and profitability, to name a few.

Organizations must be able to quickly recover from a data integrity attack and trust that any recovered
data is accurate, complete, and free of malware. Data integrity attacks caused by unauthorized
insertion, deletion, or modification of data have compromised corporate information including emails,
employee records, financial records, and customer data. Some organizations have experienced systemic
attacks that caused a temporary cessation of operations. One variant of a data integrity attack—
ransomware—encrypts data and holds it hostage while the attacker demands payment for the
decryption keys.

The NCCoE developed and implemented a solution that incorporates appropriate actions in response to
a detected cybersecurity event. If data integrity is jeopardized, multiple systems work in concert to
recover from the event. The solution includes recommendations for commodity components and
explores issues around auditing and reporting to support recovery and investigations.

While the NCCoE used a suite of commercial products to address this cybersecurity challenge, this guide
does not endorse any particular products—nor does it guarantee compliance with any regulatory
initiatives. Your organization's information security experts are responsible for identifying the available
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products that will best integrate with your existing tools and IT system infrastructure. Your organization
can choose to adopt this solution or one that adheres to these suggested guidelines or you can use this
guide as a starting point for tailoring and implementing parts of the solution.

This practice guide can help your organization:

= develop a strategy for recovering from a cybersecurity event

facilitate a smoother recovery from an adverse event, maintain operations, and ensure the

integrity and availability of data critical to supporting business operations and revenue-
generating activities

= manage enterprise risk (consistent with foundations of the NIST Framework for Improving
Critical Infrastructure Cybersecurity)

You can view or download the Practice Guide at
https://nccoe.nist.gov/projects/building blocks/data integrity.

Help the NCCoE make this guide better by sharing your thoughts with us as you read the guide. If you
adopt this solution for your own organization, please share your experience and advice with us. We
recognize that technical solutions alone will not fully enable the benefits of our solution, so we

encourage organizations to share lessons learned and best practices for transforming the processes
associated with implementing this guide.

To provide comments or to learn more by arranging an in-person demonstration of this reference
solution, email the project team at ds-nccoe@nist.gov.

Organizations participating in this project submitted their capabilities in response to an open call in the
Federal Register for all sources of relevant security capabilities from academia and industry (vendors
and integrators). The following respondents with relevant capabilities or product components (identified
as “Technology Partners/Collaborators” herein) signed a Cooperative Research and Development
Agreement to collaborate with NIST in a consortium to build this example solution.

; | r— —_——— = Qi
GreenTec HewlettPackard = = === C VeeAM
www.GreenTec-USA.com Enterprise ] - GOVERNMENT SOLUTIONS

NIST SP 1800-11A: Data Integrity: Recovering from Ransomware and Other Destructive Events 2


https://nccoe.nist.gov/projects/building_blocks/data_integrity
mailto:ds-nccoe@nist.gov?subject=Join%20Community%20of%20Interest

Certain commercial entities, equipment, products, or materials may be identified by name or company
logo or other insignia in order to acknowledge their participation in this collaboration or to describe an
experimental procedure or concept adequately. Such identification is not intended to imply special
status or relationship with NIST or recommendation or endorsement by NIST or NCCoE; neither is it
intended to imply that the entities, equipment, products, or materials are necessarily the best available

for the purpose.

The National Cybersecurity Center of Excellence (NCCoE), a part of the National
Institute of Standards and Technology (NIST), is a collaborative hub where industry
organizations, government agencies, and academic institutions work together to
address businesses’ most pressing cybersecurity challenges. Through this
collaboration, the NCCoE develops modular, adaptable example cybersecurity
solutions demonstrating how to apply standards and best practices using
commercially available technology.

Visit https://nccoe.nist.gov

nccoe@nist.gov
301-975-0200
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Certain commercial entities, equipment, products, or materials may be identified by name or company
logo or other insignia in order to acknowledge their participation in this collaboration or to describe an
experimental procedure or concept adequately. Such identification is not intended to imply special
status or relationship with NIST or recommendation or endorsement by NIST or NCCoE; neither is it

intended to imply that the entities, equipment, products, or materials are necessarily the best available
for the purpose.

National Institute of Standards and Technology Special Publication 1800-11B, Natl. Inst. Stand. Technol.
Spec. Publ. 1800-11B, 54 pages, (September 2020), CODEN: NSPUE2

As a private-public partnership, we are always seeking feedback on our practice guides. We are
particularly interested in seeing how businesses apply NCCoE reference designs in the real world. If you
have implemented the reference design, or have questions about applying it in your environment,
please email us at ds-nccoe@nist.gov.

All comments are subject to release under the Freedom of Information Act (FOIA).

National Cybersecurity Center of Excellence
National Institute of Standards and Technology
100 Bureau Drive
Mailstop 2002
Gaithersburg, MD 20899

Email: nccoe@nist.gov
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The National Cybersecurity Center of Excellence (NCCoE), a part of the National Institute of Standards
and Technology (NIST), is a collaborative hub where industry organizations, government agencies, and
academic institutions work together to address businesses’ most pressing cybersecurity issues. This
public-private partnership enables the creation of practical cybersecurity solutions for specific
industries, as well as for broad, cross-sector technology challenges. Through consortia under
Cooperative Research and Development Agreements (CRADAs), including technology partners—from
Fortune 50 market leaders to smaller companies specializing in information technology security—the
NCCoE applies standards and best practices to develop modular, adaptable example cybersecurity
solutions using commercially available technology. The NCCoE documents these example solutions in
the NIST Special Publication 1800 series, which maps capabilities to the NIST Cybersecurity Framework
and details the steps needed for another entity to re-create the example solution. The NCCoE was
established in 2012 by NIST in partnership with the State of Maryland and Montgomery County,
Maryland.

To learn more about the NCCoE, visit https://nccoe.nist.gov. To learn more about NIST, visit
https://www.nist.gov.

NIST Cybersecurity Practice Guides (Special Publication Series 1800) target specific cybersecurity
challenges in the public and private sectors. They are practical, user-friendly guides that facilitate the
adoption of standards-based approaches to cybersecurity. They show members of the information
security community how to implement example solutions that help them align with relevant standards
and best practices and provide users with the materials lists, configuration files, and other information
they need to implement a similar approach.

The documents in this series describe example implementations of cybersecurity practices that
businesses and other organizations may voluntarily adopt. These documents do not describe regulations
or mandatory practices, nor do they carry statutory authority.

Businesses face a near-constant threat of destructive malware, ransomware, malicious insider activities,
and even honest mistakes that can alter or destroy critical data. These data corruption events could
cause a significant loss to a company’s reputation, business operations, and bottom line.

These types of adverse events, that ultimately impact data integrity, can compromise critical corporate
information including emails, employee records, financial records, and customer data. It is imperative
for organizations to recover quickly from a data integrity attack and trust the accuracy and precision of
the recovered data.
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The National Cybersecurity Center of Excellence (NCCoE) at NIST built a laboratory environment to
explore methods to effectively recover from a data corruption event in various Information Technology
(IT) enterprise environments. NCCoE also implemented auditing and reporting IT system use to support
incident recovery and investigations.

This NIST Cybersecurity Practice Guide demonstrates how organizations can implement technologies to
take immediate action following a data corruption event. The example solution outlined in this guide
encourages effective monitoring and detection of data corruption in standard, enterprise components
as well as custom applications and data composed of open-source and commercially available
components.
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business continuity; data integrity; data recovery; malware; ransomware
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Businesses face a near-constant threat of destructive malware, ransomware, malicious insider activities,
and even honest mistakes that can alter or destroy critical data. These types of adverse events
ultimately impact data integrity (DI). It is imperative for organizations to recover quickly from a DI attack
and trust the accuracy and precision of the recovered data.

The National Cybersecurity Center of Excellence (NCCoE) at the National Institute of Standards and
Technology (NIST) built a laboratory environment to explore methods to recover from a data corruption
event in various information technology (IT) enterprise environments. The example solution outlined in
this guide describes the solution built in the NCCoE lab. It encourages effective monitoring and detection
of data corruption in standard enterprise components as well as custom applications and data
composed of open-source and commercially available components.

The goals of this NIST Cybersecurity Practice Guide are to help organizations confidently:

= restore data to its last known good configuration
= identify the correct backup version (free of malicious code and data for data restoration)
= identify altered data as well as the date and time of alteration
= determine the identity/identities of those who alter data
= identify other events that coincide with data alteration
= determine any impact of the data alteration
For ease of use, here is a short description of the different sections of this volume.

= Section 1: Summary presents the challenge addressed by the NCCoE project, with an in-depth
look at our approach, the architecture, and the security characteristics we used; the solution
demonstrated to address the challenge; benefits of the solution; and the technology partners
that participated in building, demonstrating, and documenting the solution. The Summary also
explains how to provide feedback on this guide.

= Section 2: How to Use This Guide explains how readers—business decision makers, program
managers, and IT professionals (e.g., systems administrators)—might use each volume of the
guide.

= Section 3: Approach offers a detailed treatment of the scope of the project and describes the
assumptions on which the security platform development was based, the risk assessment that
informed platform development, and the technologies and components that industry
collaborators gave us to enable platform development.

NIST SP 1800-11B: Data Integrity: Recovering from Ransomware and Other Destructive Events 1



=  Section 4: Architecture describes the usage scenarios supported by project security platforms,
including Cybersecurity Framework [1] Functions supported by each component contributed by
our collaborators.

= Section 5: Example Implementation provides an in-depth description of the implementation
developed in the NCCoE’s lab environment.

= Section 6: Security Characteristics Analysis provides details about the tools and techniques we
used to perform risk assessments.

= Section 7: Functional Evaluation summarizes the test sequences we employed to demonstrate
security platform services, the Cybersecurity Framework Functions to which each test sequence
is relevant, and the NIST Special Publication (SP) 800-53-4 controls that applied to the Functions
being demonstrated.

=  Section 8: Future Build Considerations is a brief treatment of other DI implementations NIST is
considering consistent with Framework Core Functions: Identify, Protect, Detect and Respond,
System Level Recovery, and Dashboarding.

1.1 Challenge

Thorough collection of quantitative and qualitative data is important to organizations of all types and
sizes. It can impact all aspects of a business, including decision making, transactions, research,
performance, and profitability. When these data collections sustain a DI attack caused by unauthorized
insertion, deletion, or modification of information, it can impact emails, employee records, financial
records, and customer data, rendering it unusable or unreliable. Some organizations have experienced
systemic attacks that caused a temporary cessation of operations. One variant of a DI attack—
ransomware—encrypts data and holds it hostage while the attacker demands payment for the
decryption keys.

When DI events occur, organizations must be able to recover quickly from the events and trust that the
recovered data is accurate, complete, and free of malware.

1.2 Solutions

The NCCoE implemented a solution that incorporates appropriate actions in response to a detected DI
event. The solution is comprised of multiple systems working together to recover from a data corruption
event in standard enterprise components. These components include, but are not limited to, mail
servers, databases, end user machines, virtual infrastructure, and file share servers. Essential to the
recovery is an investigation into auditing and reporting records to understand the depth and breadth of
the event across these systems and inclusive of user activity.

The NCCoE sought existing technologies that provided the following capabilities:
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secure storage
logging

virtual infrastructure
corruption testing

backup capability

While the NCCoE used a suite of commercial products to address this cybersecurity challenge, this guide
does not endorse any particular products—nor does it guarantee compliance with any regulatory
initiatives. Your organization’s information security experts should identify the products that will best
integrate with your existing tools and IT system infrastructure. Your organization can adopt this solution
or one that adheres to these guidelines in whole, or you can use this guide as a starting point for

tailoring and implementing parts of the solution. In developing our solution, we used standards and
guidance from the following, which can also provide your organization relevant standards and best
practices:

NIST Framework for Improving Critical Infrastructure Cybersecurity (commonly known as the
NIST CSF) [1]

NISTIR 8050: Executive Technical Workshop on Improving Cybersecurity and Consumer Privacy
[2]
Special Publication 800-30 Rev. 1: Guide for Conducting Risk Assessments [3]

Special Publication 800-37 Rev. 2: Risk Management Framework for Information Systems and
Organizations: A System Life Cycle Approach for Security and Privacy [4]

Special Publication 800-39: Managing Information Security Risk [5]
Special Publication 800-40 Rev. 3: Guide to Enterprise Patch Management Technologies [6]

Special Publication 800-53 Rev. 4: Security and Privacy Controls for Federal Information Systems
and Organizations [7]

FIPS 140-2: Security Requirements for Cryptographic Modules [8]

Special Publication 800-86: Guide to Integrating Forensic Techniques into Incident Response [9]
Special Publication 800-92: Guide to Computer Security Log Management [10]

Special Publication 800-100: Information Security Handbook: A Guide for Managers [11]

Special Publication 800-34 Rev. 1: Contingency Planning Guide for Federal Information Systems

[12]

Office of Management and Budget, Circular Number A-130: Managing Information as a Strategic
Resource [13]
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1.3

Special Publication 800-61 Rev. 2: Computer Security Incident Handling Guide [14]

Special Publication 800-83 Rev. 1: Guide to Malware Incident Prevention and Handling for
Desktops and Laptops [15]

Special Publication 800-150: Guide to Cyber Threat Information Sharing [16]
Special Publication 800-184: Guide for Cybersecurity Event Recovery [17]

Benefits

The NCCoE’s practice guide can help your organization:

develop an implementation plan for recovering from a cybersecurity event
facilitate a smoother recovery from an adverse event and maintain operations

maintain integrity and availability of data that is critical to supporting business operations and
revenue-generating activities

manage enterprise risk (consistent with the foundations of the NIST CSF)

This NIST Cybersecurity Practice Guide demonstrates a standards-based reference design and provides
users with the information they need to replicate a solution to recover from attacks on DI to a last
known good. This reference design is modular and can be deployed in whole or in part.

This guide contains three volumes:

NIST SP 1800-11a: Executive Summary

NIST SP 1800-11b: Approach, Architecture, and Security Characteristics — what we built and why
(you are here)

NIST SP 1800-11c: How-To Guides — instructions for building the example solution

Depending on your role in your organization, you might use this guide in different ways.

Business decision makers, including chief security and technology officers, will be interested in the
Executive Summary (NIST SP 1800-11a), which describes the:

challenges enterprises face in attacks on DI
example solution built at the NCCoE

benefits of adopting the example solution
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Technology or security program managers who are concerned with how to identify, understand, assess,
and mitigate risk will be interested in this part of the guide, NIST SP 1800-11b, which describes what we
did and why. The following sections will be of particular interest:

= Section 3.4.1, Assessing Risk Posture - describes the risk analysis we performed.

=  Section 3.4.2, Security Control Map - maps the security characteristics of this example solution
to cybersecurity standards and best practices.

You might share the Executive Summary, NIST SP 1800-11a, with your leadership team members to help
them understand the importance of adopting standards-based methods to recover from attacks on DI to
a last known good.

IT professionals who want to implement a similar approach will find the whole practice guide useful.
You can use the “how-to” portion of the guide, NIST SP 1800-11c, to replicate all or parts of the build
created in our lab. The guide provides specific product installation, configuration, and integration
instructions. We do not recreate the product manufacturers’ documentation, which is generally widely
available. Rather, we show how we incorporated the products together in our environment to create an
example solution.

This guide assumes that IT professionals have experience implementing security products within the
enterprise. While we used a suite of commercial products, this guide does not endorse these particular
products. Your organization can adopt this solution or one that adheres to these guidelines in whole, or
you can use this guide as a starting point for tailoring parts of it to recover from attacks on DI. Your
organization’s security experts should identify the products that will best integrate with your existing
tools and IT system infrastructure. We hope you will seek products that are congruent with applicable
standards and best practices. Section 3.5, Technologies, lists the products we used and maps them to
the cybersecurity controls provided by this reference solution.

A NIST Cybersecurity Practice Guide does not describe “the” solution, but a possible solution. This is a
draft guide. We seek feedback on its contents and welcome your input. Comments, suggestions, and
success stories will improve subsequent versions of this guide. Please contribute your thoughts to
ds-nccoe@nist.gov.
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2.1 Typographic Conventions

The following table presents typographic conventions used in this volume.

Typeface/ Symbol Meaning Example

Italics filenames and pathnames For detailed definitions of terms,
references to documents that | see the NCCoE Glossary.

are not hyperlinks, new terms,
and placeholders

Bold names of menus, options, Choose File > Edit.
command buttons and fields

Monospace mkdir

command-line input, on-
screen computer output, sam-
ple code examples, status
codes

Monospace Bold service sshd start

command-line user input con-
trasted with computer output

blue text link to other parts of the doc- | All publications from NIST’s National
ument, a web URL, or an Cybersecurity Center of Excellence
email address are available at

http://nccoe.nist.gov

3  Approach

Based on key points expressed in NIST IR 8050: Executive Technical Workshop on Improving
Cybersecurity and Consumer Privacy (2015) [2], the NCCoE is pursuing a series of DI projects to map the
Core Functions of the NIST Cybersecurity Framework. This initial project is centered on the Core
Function of Recover, which is focused on recovering data to the last known good state. NCCoE engineers
working with a Community of Interest (COI) defined the requirements for the DI project.

Members of the COI, which include participating vendors referenced in this document, contributed to
the development of the architecture and reference design, providing technologies that meet the project
requirements and assisting in the installation and configuration of those technologies. The practice
guide highlights the approach used to develop the NCCoE reference solution. Elements include risk
assessment and analysis, logical design, build development, test and evaluation, and security control
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mapping. This guide is intended to provide practical guidance to any organization interested in
implementing a solution for recovery from a cybersecurity event.

3.1 Audience

This guide is intended for individuals responsible for implementing security solutions in organizations’ IT
support activities. Current IT systems, particularly in the private sector, often lack integrity protection
for domain name services and electronic mail. The platforms demonstrated by this project, and the
implementation information provided in these practice guides, permit integration of products to
implement a data recovery system. The technical components will appeal to system administrators, IT
managers, IT security managers, and others directly involved in the secure and safe operation of the
business IT networks.

3.2 Scope

The guide provides practical, real-world guidance on developing and implementing a DI solution
consistent with the principles in the NIST Framework for Improving Critical Infrastructure Cybersecurity
Volume 1 [1], specifically the Core Function of Recover. Recover emphasizes developing and
implementing the appropriate activities to maintain plans for resilience and to restore any capabilities or
services that were impaired by a cybersecurity event to a last known good state. Examples of outcomes
within this Function include recovery planning, improvements, and communication.

3.3 Assumptions
This project is guided by the following assumptions:

= The solution was developed in a lab environment. The environment is based on a typical
organization’s IT enterprise. It does not reflect the complexity of a production environment.

=  An organization has access to the skill sets and resources required to implement a data recovery
solution.

= A DI event has taken place and been detected. This guide does not address the actual detection
Function.

3.4 Risk Assessment

NIST SP 800-30 Rev. 1: Guide for Conducting Risk Assessments 3] states that the definition of risk is “a
measure of the extent to which an entity is threatened by a potential circumstance or event, and
typically a function of: (i) the adverse impacts that would arise if the circumstance or event occurs; and
(ii) the likelihood of occurrence.” The guide further defines risk assessment as “the process of
identifying, estimating, and prioritizing risks to organizational operations (including mission, functions,
image, reputation), organizational assets, individuals, other organizations, and the Nation, resulting
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from the operation of an information system. Part of risk management incorporates threat and
vulnerability analyses, and considers mitigations provided by security controls planned or in place.”

The NCCoE recommends that any discussion of risk management, particularly at the enterprise level,
begins with a comprehensive review of NIST SP 800-37 Revision 2, Risk Management Framework for
Information Systems and Organizations—material that is available to the public. The Risk Management
Framework (RMF) guidance, as a whole, proved to be invaluable in giving us a baseline to assess risks,
from which we developed the project, the security characteristics of the build, and this guide.

We performed two types of risk assessment:

= Initial analysis of the risk factors that were discussed with financial, retail, and hospitality
institutions. This analysis led to the creation of the DI project and the desired security posture.
See NIST IR 8050 Executive Technical Workshop [2] for additional participant information.

=  Analysis of how to secure the components within the solution and minimize any vulnerabilities
they might introduce. See Section 6, Security Characteristics Analysis.

3.4.1 Assessing Risk Posture

Using the guidance in NIST’s series of publications concerning risk, we worked with financial institutions
and the Financial Sector Information Sharing and Analysis Center to identify the most compelling risk
factors encountered by this business group. We participated in conferences and met with members of
the financial sector to define the main security risks to business operations. These discussions resulted
in the identification of an area of concern—the inability to recover from DI attacks. We then identified
the core operational risks, as various methods exist that all lead to sustaining a DI compromise. These
risks lead to two tactical risk factors:

= systems incapacitated
= Dl impacted

These discussions also gave us an understanding of strategic risks for organizations with respect to DI.
NIST SP 800-39: Managing Information Security Risk [5] focuses particularly on the business aspect of
risk, namely at the enterprise level. This understanding is essential for any further risk analysis, risk
response/mitigation, and risk monitoring activities. The following is a summary of the strategic risk areas
we identified and their mitigations:

= |mpact on system function — ensuring the availability of accurate data or sustaining an
acceptable level of DI reduces the risk of systems’ availability being compromised.

= Cost of implementation —implementing DI once and using it across all systems may reduce both
system restoration and system continuity costs.
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=  Compliance with existing industry standards — contributes to the industry requirement to
maintain a continuity of operations plan.

= Maintenance of reputation and public image — helps reduce level of impact, in turn helping to
maintain image.

= Increased focus on DI — includes not just loss of confidentiality but also harm from unauthorized
alteration of data (per NIST IR 8050 [2]).

We subsequently translated the risk factors identified to security Functions and Subcategories within
the NIST CSF. In Table 3-1 we mapped the categories to NIST’s SP 800-53 Rev. 4 [7] controls and
International Electrotechnical Commission/International Organization for Standardization (IEC/ISO)
controls for additional guidance.

3.4.2 Security Control Map

As explained in Section 3.4.1, we identified the CSF security Functions and Subcategories that we
wanted the reference design to support through a risk analysis process. This was a critical first step in
designing the reference design and example implementation to mitigate the risk factors. Table 3-1 lists
the addressed CSF Functions and Subcategories and maps them to relevant NIST standards, industry
standards, and controls and best practices. The references provide solution validation points in that they
list specific security capabilities that a solution addressing the CSF subcategories would be expected to
exhibit. Organizations can use Table 3-1 to identify the CSF subcategories and NIST 800-53 controls that
they are interested in addressing.

Note: Not all the CSF subcategories guidance can be implemented using technology. Any organization
executing a DI solution would need to adopt processes and organizational policies that support the
reference design. For example, some of the subcategories within the CSF Function “Identify” are
processes and policies that should be developed prior to implementing recommendations.

Table 3-1 Data Integrity Reference Design CSF Core Components Map

Cybersecurity Framework (CSF) v1.1 Standards & Best Practices

Function Category Subcategory SP800-53R4 ISO/IEC 27001:2013

PROTECT (PR) Data Secu- [ PR.DS-1: Data-at-
rity (PR.DS) | rest is protected

NIST SP 1800-11B: Data Integrity: Recovering from Ransomware and Other Destructive Events 9



Cybersecurity Framework (CSF) v1.1

Function

Category

Subcategory

PR.DS-6: Integrity
checking mecha-
nisms are used to
verify software,
firmware, and in-
formation integ-
rity

SP800-53R4
SI-7

Standards & Best Practices

ISO/IEC 27001:2013

A12.2.1,A125.1,A14.1.2,

A14.1.3

Information
Protection
Processes
and Proce-
dures
(PR.IP)

PR.IP-3: Configu-
ration change
control processes
are in place

CM-3, CM-4,
SA-10

A12.1.2,A125.1,A12.6.2,
A.14.2.2,A14.2.3,A.14.2.4,

A.14.2.7

PR.IP-4: Backups
of information
are conducted,
maintained, and
tested periodi-
cally

CP-4, CP-6,
CP-9

A11.1.4,A.12.31,

A17.1.2,A17.1.3,A17.2.1A.

18.1.3

PR.IP-9: Re-
sponse plans (In-
cident Response
and Business
Continuity) and
recovery plans
(Incident Recov-
ery and Disaster
Recovery) are in
place and man-
aged

CP-2, IR-8

A.l6.1.1,A17.1.1,A17.1.2,

Al7.21

Protective
Technology
(PR.PT)

PR.PT-1: Au-
dit/log records
are determined,

AU Family IR-
5, IR-6

A.6.1.3,A.16.1.2,A.12.4.1,
A12.4.2,A12.43,A12.4.4,

Al12.7.1
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Cybersecurity Framework (CSF) v1.1 Standards & Best Practices
SP800-53R4 ISO/IEC 27001:2013

Function Category Subcategory

documented, im-
plemented, and
reviewed in ac-
cordance with

policy

DETECT (DE) Anomalies | DE.AE-4: Impact | CP-2, IR-4, RA- | A.6.1.1,A.17.1.1,

and Events | of events is de- 3,S1-4 A.17.2.1,A.16.1.4, A.16.1.5,
(DE.AE) termined A.16.1.6,A.12.6.1
Security DE.CM-1: The AC-2, AU-12, A.9.2.1,A9.2.2,A9.2.3,

Continuous | network is moni- | CA-7, CM-3, A9.2.5,A9.2.6,A.12.4.1,

Monitoring | tored to detect SC-5,SC-7,SI- | A12.4.3,A.12.1.2,A.14.2.2,
(DE.CM) potential cyber- 4 A.14.2.3,A.14.2.4, A.13.1.1,
security events A.13.1.3,A.13.2.1,A.14.1.3

DE.CM-3: Person- | AC-2, AU-12, A9.2.1,A9.2.2,A9.23,

nel activity is AU-13, CA-7, A.9.2.5,A9.2.6,A.12.4.1,
monitored to de- | CM-10, CM-11 | A.12.4.3, A.18.1.2, A.12.5.1,
tect potential cy- A.12.6.2s

bersecurity

events

3.5 Technologies

Table 3-2 lists all the technologies used in this project and provides a mapping between the generic
application term, the specific product used, and the security control(s) that the product provides. Refer
to Table 3-1 for an explanation of the CSF subcategory codes. This table describes only the product
capabilities used in our example solution. Many of the products have additional security capabilities that
were not used for our purposes.
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Table 3-2 Products and Technologies

Component Specific Product

Function

CSF

Subcategories

Corruption
Testing

ArcSight Enterprise Secu-
rity Manager (ESM) v6.9.1

¢ provides monitoring for changes
to data on a system

¢ provides logs, detection, and re-
porting, in the event of changes to
data on a system

e provides audit capabilities for da-
tabase metadata and content modi-
fications

 provides notifications for changes
to configuration

¢ provides analytic capabilities to
determine the impact of integrity
events

Tripwire Enterprise v8.5

¢ provides file hashing and integrity
testing independent of file type (can
include software files)

¢ provides notifications for changes
to configuration

¢ provides file monitoring for cyber-
security events

¢ provides audit capabilities for da-
tabase metadata

Tripwire Log Center Man-
ager v7.2.4.80

¢ provides logs in the event of
changes to data on a system

PR.DS-6, PR.PT-1,
DE.AE-4

 provides logging of some user ac-
tivity of monitored systems
* provides network information

Secure Storage | Spectrum Protect v8.1.0 ¢ creates encrypted backups PR.DS-1,
WORM(disk v151228 * provides write-once read-many PR.IP-4
file disk storage for secure backups
of integrity information
¢ provides immutability of backups
Logging ArcSight Enterprise Secu- | e provides auditing and logging ca- PR.PT-1,
rity Manager (ESM) v6.9.1 | pabilities configurable to corporate | DE.AE-4, DE.CM-
policy 1, DE.CM-3
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Component Specific Product Function CSF

Subcategories

about certain cybersecurity events
e correlates logs of cybersecurity
events with user information

 provides logs of database activity
and database backup operations

* provides analysis capabilities for
log data

¢ provides analysis capabilities for
finding anomalies in user activity

¢ provides automation for logging
* provides logs of database activity

Tripwire Enterprise v8.5 ¢ detects changes to database
metadata and database backup op-
erations

* provides auditing capabilities con-
figurable to corporate policy

Tripwire Log Center Man- | ¢ provides logs of database

ager v7.2.4.80 metadata changes
Backup Spectrum Protect v8.1.0 ¢ provides backup and restoration PR.DS-1,
Capability capabilities for systems PR.IP-3,

* provides backup and restore capa- | pgr |p-4
bilities for configuration files

PR.IP-9
¢ performs periodic backups of in-
formation
WORM(disk v151228 ¢ provides immutable storage

Virtual Veeam Availability Suite ¢ provides backup and restoration PR.DS-1,

Infrastructure | 9.5 capabilities for virtual systems and PR.IP-4,
virtualized data PR.PT-1
* provides ability to encrypt back-
ups

¢ provides logs for backup and re-
store operations
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4 Architecture

Data integrity involves the recovery of data after a ransomware or other destructive attack with the
validation that the recovered data is the last known good. This section presents a high-level architecture
and reference design for implementing such a solution.

4.1 Architecture Description

4.1.1 High-Level Architecture

The DI solution is designed to address the security Functions and Subcategories described in Table 3-1
and is composed of the capabilities illustrated in Figure 4-1.

Figure 4-1 DI High-Level Capabilities

1. Secure 3. Virtual

2. Loggin
Storage gellls Infrastructure

4. Corruption Testing 5. Backup Capability

1. Secure Storage provides the capability to store data with additional data protection measures,
such as Write Once Read Many (WORM) technologies or data encryption.

2. Logging stores and reports all the log files produced by the components within the enterprise.

3. Virtual Infrastructure provides virtualized capabilities, including backup capabilities for the
virtual infrastructure.

4. Corruption Testing provides capabilities for testing file corruption and provides notification or
logs of violations against specified policies.

5. Backup Capability establishes a capability for components within the enterprise that are not a
part of the virtual infrastructure to produce a backup.

These capabilities work together to provide the recover function for DI. The secure storage is the ability
to store file-such as backups, gold images, or configurations files, in a format that cannot be corrupted,
since files cannot be altered or changed while in storage. The logging capability works in conjunction
with the corruption testing. The corruption testing capability describes the event(s) when the attack
occurs and the damage caused. Since the corruption testing describes when the event occurred, these
details can be used to investigate the logs to correlate all events relative to the attack across all items
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that report log files. After the last known good is determined via the logs and corruption testing, the
backup capability for either the enterprise or the virtual infrastructure is employed. A backup capability
is the ability to restore to the point prior to the DI event. The backup capability is supplemented by built-
in backup and rollback capabilities of the database services.

The following components of the high-level architecture are not addressed in this guide: enterprise
components (e.g., virtual machines, mail servers, active directory, file sharing capabilities), installation
and configurations, file corruption testing policies, and event detection.

4.1.2 Reference Design

The reference design addresses the DI architecture in conjunction with its interactions with a
representation of a basic enterprise.

Figure 4-2 DI Reference Design

Enterprise File Integrity File Integrity

Information Logs
Systems File Integrity Monitoring ] \[ File Integrity Monitoring
- S (Tripwire Enterprise) J ’l (Tripwire Log Center)
Windows Clients

\ J File Integrity
) 1| System System and Logs
Ubuntu Clients Y y A4

Logs Security Logs
> g \[ Logging and Reporting Logging and Reporting
([ ADDNS | ’l (HPE ArcSight Connector) (HPE ArcSight ESM)

Backup Data

MS Exchange

- . | Backup W Copies of

MS Sh i Data § Backups
L S Sharepoint ) | Backup and Restore ] \[ Secure Storage
- ~ “| (IBM Spectrum Protect) J ’L (GreenTec WORM(disk)
\ MS SQL Server IR ~

Backups '
) Virtual Backup
- .y

L Hyper-V Server ) “| (Veeam Backup and Replication)

L8

Solid lines represent the communication of information between components within the enterprise,
from the enterprise to the DI architecture, or between components within the DI architecture. The
capabilities are color coded to correspond with the capability provided by the DI architecture.

The Secure Storage component provides a capability to store the most critical files for an enterprise.
These would include backup data, configuration files, and golden images. Additional measures need to
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be applied to provide increased security to these files so they are not subject to attacks or corruption -
secure storage provides this increased security.

The Corruption Testing component provides the ability to test, understand, and measure the attack that
occurred to files and components within the enterprise. This testing is essential to identify the last
known good for the DI recovery process. For these measures to be applicable to an enterprise,
appropriate triggers need to be defined and developed within the capability that look for specific events.
For example, it may be very normal for end users to have encrypted files they develop during
operational hours. But if every file on the end user’s workstation begins to be encrypted, or an
encryption begins to happen on the end user machine at hours outside of normal operational hours,
these could be identifiable actions noted in the log files indicating a ransomware attack. For an
enterprise, these triggers need to be defined appropriately and thoroughly to have a successful
Corruption Testing capability.

The Backup Capability component supports the ability to back up each component within the enterprise
as well as perform a restore that uses backup data. The configuration of this component needs to align
with the tempo of the enterprise. For example, if an enterprise is performing thousands of transactions
per hour per day, then a backup solution that only performs a backup once a day may not provide
adequate recovery capability for the enterprise. This type of configuration would allow for a potentially
large data loss. If backups occur every morning and a loss of DI happened at the end of the day, then a
full day’s worth of transactions would be lost. The decision on what the correct configuration is
determined by an organization’s risk tolerance. More information pertaining to this decision can be
found in Section 5.1.1.3.

The Virtual Infrastructure component straddles the line between being part of the enterprise and part of
the Dl architecture. It provides virtual capabilities to the enterprise as well as backup and restoration
capabilities to support the DI architecture. The backup and restoration capabilities are for the virtual
infrastructure itself. For data that is produced on individual virtual machines (VMs), either the VM
infrastructure can provide the file-level restoration or the backup component can provide this capability.
If the VM infrastructure cannot provide its own backup and restoration, then the requirements for that
are levied on the backup component.

Logging from each component and sorting the logs together is imperative to understanding the
ramifications of the attack across the enterprise. File, system, and configuration changes and
modifications need to be logged, reported, and stored in one repository where events can be identified
and understood.

Databases are necessary to support everyday operations of the enterprise architecture and to assist in
backup and recovery. The chosen database software should have built-in backup and rollback methods
enabled, although commercial solutions for the backup and recovery of databases exist. These
commercial solutions often help automate and remove the effort required to use the built-in backup
and rollback methods, but the minimum backup capabilities typically exist as part of the database
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infrastructure. These capabilities are tied into the security architecture, as demonstrated in
Section 5.1.6.2. Consult the Backup Capability paragraph above for guidance on the regularity of
backups. The regularity of database backups determines the effectiveness of data recovery efforts.

The example implementation is constructed on the NCCoE lab’s infrastructure, which consists of a
VMware vSphere virtualization operating environment. We used network attached storage and virtual
switches, as well as internet access, to interconnect the solution components. The lab network is not
connected to the NIST enterprise network. Table 5-1 lists (alphabetically) the software and hardware
components we used, as well as the specific function each component addresses.

Table 5-1 Example Implementation Component List

Product Vendor Component Name Function

GreenTec WORMdisk Secure, immutable hardware

Hewlett Packard Enterprise ArcSight ESM Log analysis, correlation, man-

(HPE) agement, and reporting

IBM Spectrum Protect File-level, disk-level, and system-
level backup and recovery

Tripwire Enterprise and Log Center File integrity monitoring and da-
tabase metadata integrity moni-
toring

Veeam Availability Suite Backup and Recovery of virtual-

ized applications and data

The architecture depicted in Figure 4-2 describes a solution built around several typical infrastructure
components: a Microsoft Exchange server, a Microsoft SharePoint server, a Microsoft Structured Query
Language (MS SQL) server, a Microsoft Hyper-V server, and a Microsoft Active Directory server that also
runs Microsoft Domain Name System service, as well as an array of client machines, primarily running
Windows 10 and Ubuntu 16.04.

The solution consists of several products to comprise an enterprise DI solution.

Organizations should have backup capability that can be used to back up files, disks, and systems. Tools
that provide backup capability may also provide capabilities to back up databases or email servers.
These tools should include management capabilities for backups that provide configuration options such
as when and how data should be backed up. IBM Spectrum Protect provides backup capability in this
build. Clients are installed on all machines that need backup and restore capabilities. Furthermore, IBM
Spectrum Protect uses incremental backups; essentially, this means that it stores an initial full backup of
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a user’s system. After this initial backup, additional backups are performed only after changes occur in
data.

Secure storage is important for protecting backups and other forms of data in an enterprise DI solution.
Secure storage involves write-protected or write-controlled devices, which prevent data from being
modified or deleted. By integrating backup infrastructure with these disks, it is possible to permanently
preserve backups and protect them from harmful malware and accidental deletion. GreenTec
WORM(disks are a secure storage solution that protects data on a firmware level. WORMdisks come with
software to lock disks or portions of disks permanently or temporarily. Once WORMdisks are locked,
they are immutable and any data on the disk is read-only. Implementation instructions are included for
backing up directly to GreenTec WORM(disks using IBM Spectrum Protect, as well as instructions for
copying backup data from IBM Spectrum Protect to a WORMdisk. Other files stored on these disks can
be copied over using the operating system’s usual methods. WORM(disks are transparent to the
operating system in terms of use, so they function as regular storage drives until they are locked.

Corruption testing involves periodic or manual testing of files for modifications, deletions, additions, or
other potential DI events. Tools that provide corruption testing may also test other systems, such as
databases or mail servers. Tripwire Enterprise provides corruption testing for this build. By using
individual agents installed on client machines, Tripwire Enterprise generates file integrity information for
a set of specified files and folders. Tripwire Enterprise can also generate file integrity information for
database metadata, allowing administrators to track changes made to database structure. It stores this
metadata in a database. For simplicity, we use the MS SQL server to store the file integrity information,
but this could be done in a separate database for processing efficiency. Tripwire Enterprise forwards
logs that it generates to Tripwire Log Center. Tripwire Log Center allows for filtering and processing of
Tripwire Enterprise logs as well as the ability to integrate with other log collection tools.

Many organizations have virtual infrastructure that allows them to manage the distribution of VMs
across their enterprise. When implementing a DI solution, the virtual infrastructure should include the
ability to granularly backup and restore VMs. Veeam Backup & Replication is a solution that supports
Microsoft Hyper-V and VMware vSphere to jointly comprise the virtual infrastructure of our build.
Veeam Backup & Replication provides granular backup and restore capabilities. It can perform restores
of entire VMs as well as restores on individual files in virtualized environments. Veeam Backup &
Replication runs on various systems across the enterprise.

Logging is another important piece of a DI solution. The collection of logs from various sources is useful
in identifying the root cause of DI events, whether they are caused by accident or by malicious insiders
or software. Furthermore, logs aid in identifying the time of the last known good and inform decisions
regarding restoration. In this build, HPE ArcSight ESM is used to collect logs from various sources.
Included in the architecture is an HPE ArcSight Connector server. Through Active Directory, the
connector server acquires system and security logs from all Windows endpoints in the domain. These
logs are then forwarded to HPE ArcSight ESM. Implementation instructions are included for other, non-
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default sources. HPE ArcSight ESM can log MS SQL queries and collect Hyper-V application logs, Veeam
application logs, and Ubuntu syslogs, and provides instructions for each. In the case of Hyper-V
application logs and Veeam application logs, we provide sample custom parsers for forwarding some
events to HPE ArcSight ESM (see Volume C). Additionally, ESM integrates with Tripwire Log Center to
provide log collection for all file integrity monitoring logs generated by Tripwire Enterprise. HPE ArcSight
ESM can sort, filter, and audit logs from all its sources. The information gathered from these logs should
provide system administrators the context they need to determine how to fully remediate systems
affected by destructive malware.

5.1 Use Cases
The security characteristic analysis has the following limitations:

= |tis neither a comprehensive test of all security components nor a red-team exercise.
= |t cannot identify all weaknesses.

= [t does not include the lab infrastructure. It is assumed that devices are hardened. Testing these
devices would reveal only weaknesses in implementation that would not be relevant to those
adopting this reference architecture.

5.1.1 Ransomware

5.1.1.1 Scenario

A malicious piece of software run by the user encrypts the entire documents folder. This renders files
unusable and pictures unable to be viewed, and users will only be able to see encrypted text should they
attempt to open any of the files in a text editor. Though the software’s scope is limited to the
documents folder, the approach could be more widely applied to encrypt other folders and even system
files, resulting in an attack on the availability of systems and data alike.

5.1.1.2 Resolution

This use case is resolved using a combination of several tools. The corruption testing component
(Tripwire Enterprise) is used to detect changes in the file systems of various selected machines,
specifically when files are modified or overwritten. The corruption testing component provides context
for these events, such as a time stamp, the user responsible, the affected files, and the program that
modified the file (if applicable).

The logging component (HPE ArcSight ESM) collects logs from various sources for analysis and reporting.
Logs are forwarded from the corruption testing component for analysis by a system administrator. The
logging component provides search, filtering, and correlation capabilities for auditing, allowing
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enterprises to manage the quantity of logs generated by the corruption testing component and other
sources.

These two components work together to provide information about the files encrypted by the
ransomware tool: the name of the program that encrypted the files, which files were affected, when
they were affected, and which user ran the program. This information aids in removing the ransomware
from the system and contributes to the identification of the last known good. However, it does not
actually restore the availability of the user’s files. The backup capability component (IBM Spectrum
Protect) is used to restore encrypted files.

5.1.1.3 Other Considerations

In the event of a system failure caused by ransomware, it is important to note that recovery requires the
installation of the IBM Spectrum Protect client (if used as the backup capability). If a system failed due to
ransomware and cannot be rebooted, this client may not be immediately accessible. Restoration would
require the reinstallation of the operating system and then installation of the IBM Spectrum Protect
client. The client could then restore all files, including system files, to their previous state. Products exist
that work with IBM Spectrum Protect to automate and accelerate this process.

Also, there is a trade-off between the frequency of backups and the amount of data loss an enterprise
will experience. More frequent backups require more resources, both in work performed by the client
and space required on the server. More frequent backups, however, provide more granularity in
recovery capabilities. This can be managed by backing up active files more frequently and dormant files
less frequently. An active file will lose more data during recovery because the restoration is to a point in
time and will not reflect recent changes to the file.

Another caveat of more frequent (i.e., automated) backups is that if a backup is taken after a
ransomware attack, the backup infrastructure will retain backups of the encrypted data. Though this is
undesirable, it is still possible to restore to previous versions. This scenario highlights the importance of
file monitoring capabilities, which can guide users to restoring to the correct backup.

5.1.2 File Modification and Deletion

5.1.2.1 Scenario

A malicious piece of software is downloaded from a phishing website and run by the user. The software
recursively modifies files in the directory in which it is running. It removes and replaces pieces of text
files, such as numbers and common English words, sometimes removing entire lines of text. It also
deletes any file it doesn’t recognize as text, such as pictures, videos, and music files. This results in
potentially detrimental data loss. Furthermore, since files are deleted and not just encrypted, recovery is
impossible without a backup infrastructure in place. There is no option to decrypt files that were deleted
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from the system, so compensating the creators of the malicious software for data recovery is not an
option.

5.1.2.2 Resolution

Though this use case is more destructive than ransomware, the same tools are used to recover from it.
The corruption testing component (Tripwire Enterprise) is used to test sensitive files and folders, and
reports information such as the time, user, and the name of the malicious software that deleted and
modified the now corrupted files. Even though files are missing and not just encrypted, their deletion
will still be reported.

The logs generated by the corruption testing component are forwarded to the logging component (HPE
ArcSight ESM) for collection and processing by a system administrator. The administrator can use the
information to determine how to respond to the event—how to remove the malicious software, how to
prevent it from spreading, and which files to restore. The combination of logging in concert with
corruption testing provides the ability to identify the last known good.

The backup capability (IBM Spectrum Protect) is used to restore modified, corrupted, and deleted files.
Even though files are missing from the user’s system, they are still present in the backup capability
component, and the user need only choose which backup version to restore to.

5.1.2.3 Other Considerations

Please see Section 5.1.1.3 for a discussion of tradeoffs between the frequency of backups, resources
required, and restoration granularity, as they are applicable to this use case.

Again, if a backup is taken after malicious software runs but before recovery, the corrupted data will be
retained by the backup infrastructure. However, it will still be possible to restore to an older version of
the data with IBM Spectrum Protect (if used). IBM Spectrum Protect will not back up deleted files,
however, so in the event of file deletion, the last backup taken should be sufficient for recovery, unless
the user has a specific reason to recover from an earlier version.

5.1.3 VM Deletion

5.1.3.1 Scenario

A user accidentally deleted a VM in Hyper-V. In this use case, it is assumed that the user has access to
the VM. Although the deletion may not set off any red flags by detection systems since a privileged user
deleted the machine, it is still undesired. Since VMs can be used for several purposes—such as access to
software unavailable on the host operating system (0S), emulation of infrastructure before deployment,
or simply storing files for use in the user’s preferred OS—the deletion of a VM can cause significant data
loss and disruption in work flow.
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5.1.3.2 Resolution

The VM deletion is resolved using a combination of the logging component (HPE ArcSight ESM) and the
virtual infrastructure (Veeam Backup and Restore, Hyper-V). This use case deals specifically with an
accidental deletion by a benign user. Because of this, logs pertaining to the deletion are likely
unnecessary for recovery. However, other use cases may require logs, especially in the event of a
malicious VM deletion. Therefore, our resolution includes a method for integrating the selected virtual
infrastructure tools and logging component. The integration allows for the collection of logs regarding
the deletion of the VM as well as logs pertaining to the restoration of the VM once complete. The virtual
infrastructure is used to restore the entire deleted VM.

5.1.3.3 Other Considerations

The chosen virtual infrastructure components (Veeam Backup and Restore, Hyper-V) allow for more
granular recovery—files on the guest OS can be recovered, not just the entire VM. This extends the user’s
restoration capabilities in events where data corruption happens within the VM. However, it is unlikely
that file change logs will be forwarded to the logging component (HPE ArcSight ESM), meaning that such
recovery capabilities do not meet all the requirements of this reference design.

5.1.4 Active Directory Permission Change

5.1.4.1 Scenario

A malicious insider creates backdoors into a Microsoft Exchange server. Since the culprit is an insider, he
or she is assumed to be privileged. The backdoor accounts have administrator privileges and can make
changes to various settings in the Exchange infrastructure. This results in potential data leaks, which
could involve forwarding emails from all users to an off-site account.

5.1.4.2 Resolution

This use case is resolved primarily using the logging component (HPE ArcSight ESM) and the built-in
Microsoft Windows server recovery capabilities. Since system and security logs are reported to the
logging component, administrators will be able to find which user created the accounts, the names of all
the accounts created, when they were created, and the account activities. The administrator could
choose to delete the accounts manually, but Windows includes a method for restoring the system state.
Since restoring the system state is more complicated in later Windows server versions, the chosen
backup capability (IBM Spectrum Protect) is not used for the restoration. As stated in the product
documentation, the preferred method for recovering the system state is through the Microsoft
Windows System State restoration process.

This restore is performed on the Active Directory server (as opposed to the Microsoft Exchange server)
since the accounts, though created from the Exchange server, are stored on the Active Directory server.
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5.1.4.3 Other Considerations

It is recommended using the Microsoft Windows System State backup and recovery tool for later
Windows versions.

5.1.5 Database Transactions

5.1.5.1 Scenario

A malicious or careless insider changes database data that is necessary for enterprise operations. The
user is assumed to be privileged. Through the course of interacting with the database, the user executes
a query that inserts, deletes, or modifies data in a way that harms enterprise operations.

5.1.5.2 Resolution

The event is detected with the logging capability (HPE ArcSight ESM). Database integrity is restored
through a system of transactional rollbacks. Since the logging capability includes database query log
collection, administrators will be able to find which users modified the database, and what queries were
run. Given this information, administrators can determine the harmful queries and when the database
was in its desired state. Transactional rollbacks are then used to restore the database to the last known
good state.

5.1.5.3 Other Considerations

Restoration need not be conducted on the database server, depending on the method of rollbacks
employed. The database modification can be conducted on any machine.

Transactional rollbacks require that queries be explicitly executed within “transactions.” During the
restoration process, a transactional ID is specified to restore to. An enterprise can choose to force
gueries to use transactions through the implementation of a proxy between all potential endpoints and
the database. Through this precise processing of queries, granular restoration can be achieved, though
potentially at cost to efficiency. This process records information about the queries that an organization
is specifically interested in rolling back; it does not detect anomalous activity.

5.1.6 Database Metadata Modification

5.1.6.1 Scenario

A malicious or careless insider changes the metadata of the system’s main database. The user is
assumed to be privileged. Through the course of interacting with the database, the user executes a
query that changes the name of a key table. This results in a loss of functionality of the database for any
gueries that wish to use that table.
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5.1.6.2 Resolution

This use case is resolved through database restoration capabilities—in this case, inherent to the
database. Both the corruption testing component (Tripwire Enterprise) and the logging component (HPE
ArcSight ESM) are used to detect the event. Through these components, administrators will be able to
find which users modified the database. It is possible to manually revert the changes, but the built-in
database backup and restoration capabilities can also be used to fix the metadata.

Regardless of where the database modification query was run, recovery occurs on the database server
to the last known good.
5.1.6.3 Other Considerations

Backup scheduling tied to the database is separate from the backup capability (IBM Spectrum Protect). If
tools are used that require separate database backup procedures, security policies and backup
schedules should be designed to accommodate this fact.

Note: The use of backups to restore databases that have had adverse changes to their metadata may
result in the loss of all data since the backup was taken. Reversing the changes manually is more time-
consuming but more precise.

This evaluation focuses on the security of the reference design itself. In addition, it seeks to understand
the security benefits and drawbacks of the example solution.

6.1 Assumptions and Limitations
The security characteristic evaluation has several limitations:

= |tis not a comprehensive test of all security components, nor is it a red team exercise.
= |t cannot identify all weaknesses.

= [t does not include the lab infrastructure. It is assumed that devices are hardened. Testing these
devices would reveal only weaknesses in implementation that would not be relevant to those
adopting this reference architecture.

6.2 Analysis of the Reference Design’s Support for CSF Subcategories

Table 3-2 lists the reference design functions and the security characteristics, along with products that
we used to instantiate each capability. The focus of the security evaluation is not on these specific
products but on the CSF subcategories, because, in theory, any number of commercially available
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products could be substituted to provide the CSF support represented by a given reference design
capability.

This section discusses how the reference design supports each of the CSF subcategories listed in

Table 3-1. Using the CSF subcategories as a basis for organizing our analysis allowed us to systematically
consider how well the reference design supports specific security activities and provides structure to our
security analysis.

6.2.1 PR.IP-3: Configuration Change Control Processes Are in Place

The reference design protects the configuration from change and detects changes in the configuration
using secure hardware and file integrity monitoring. It does not include processes for change control,
however, which the adopting organization should implement.

6.2.2 PR.IP-4: Backups of Information Are Conducted, Maintained, and Tested
Periodically

The reference design includes capabilities for creating backups of information from various sources:

= file systems

= disks

=  virtualized environments
= databases

It also describes scheduling capabilities for each of these backup targets, allowing for periodic backups
as well as manual backups. The design provides the capability to test and maintain backups, but
planning schedules, maintenance, and testing of backups are left to the adopting organization.

By adopting this reference design, organizations gain the capability to conduct, maintain, and test
backups, and in doing so, the organizations will support the technical requirements of CSF subcategory
PR.IP-4.

6.2.3 PR.DS-1: Data-at-Rest Is Protected
The reference design supports the protection of data-at-rest through:
= secure hardware as protection against data corruption
= encryption of backups as protection against unauthorized access

Through these combined capabilities, the reference design can protect data-at-rest from both
unauthorized reads and writes. This protection only applies to data that is stored using the capability of
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the reference design. Utilization of the reference design is necessary for data protection;
implementation alone is not sufficient.

By adopting this reference design, organizations gain the capability to protect data-at-rest, and in doing
so, the organizations will support the technical requirements of CSF subcategory PR.DS-1.

6.2.4 PR.DS-6: Integrity Checking Mechanisms Are Used to Verify Software,
Firmware, and Information Integrity

The reference design supports integrity checking for various types of data, including:

= files stored in file systems
= database metadata

= Jogs

= software

Firmware that is stored on special hardware may be out of the scope of the design. It should be possible
to monitor firmware stored as files; however, this reference design does not include firmware or
software integrity verification against online resources.

By adopting this reference design, organizations gain the capability to monitor file integrity within their
system. This partially supports the technical requirements of CSF subcategory PR.DS-6, but the
verification of integrity for firmware and software against verified sources is out of scope.

6.2.5 PR.PT-1: Audit/Log Records Are Determined, Documented, Implemented,
and Reviewed in Accordance with Policy

The reference design supports auditing, log collection, log analysis, and log correlation. It includes
mechanisms for collecting logs from:

=  Microsoft event logs

=  Windows application logs
= Linux system logs

= file integrity logs

= custom log sources

= database query history

Logs are aggregated into a single interface, which allows for searching, correlating, and analyzing logs
from across an enterprise. Reviewing these logs is left to the individual organization.
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By adopting this reference design, organizations gain the technical capability to aggregate, correlate,
and analyze logs as well as perform audits across an enterprise. In doing so, the organizations will
support the technical requirements of CSF subcategory PR.PT-1.

6.2.6 DE.CM-3: Personnel Activity Is Monitored to Detect Potential Cybersecurity
Events

The reference design supports log collection for various activities across an enterprise, including:

= file creation, deletion, modification, and renaming
= account creation, deletion, and modification
= database queries and other activity

These collected logs, where possible, have users and programs associated with them. The design does
not support active monitoring of user activity or monitoring of network activity. However, logs are
provided for relevant activities, so that informed decisions can be made when an organization decides
how to recover from destructive malware.

By adopting this reference design, organizations will gain the technical capability to review some
personnel activity after a cybersecurity event has occurred, and in doing so, partially support the
technical requirements of CSF subcategory DE.CM-3.

6.2.7 DE.CM-1: The Network Is Monitored to Detect Potential Cybersecurity
Events

The reference design supports the monitoring of some network activity in the enterprise. Network
information is correlated with all logged cybersecurity events to determine:

=  Source Internet Protocol (IP) of event (if applicable)
= Destination IP of event (if applicable)
= Port (if applicable)

Though these collected logs have network information associated with them, network activity is not
directly monitored for anomalies. Since the focus of this project is recovery, the reference design
supports enough network information to recover from a cybersecurity event, but will not attempt to
detect cybersecurity events based on network traffic or packet analysis.

By adopting this reference design, organizations will gain the technical capability to associate DI events
with network information, and in doing so, will partially support the technical requirements of CSF
subcategory DE.CM-1.
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6.2.8 DE.CM-2: The Physical Environment Is Monitored to Detect Potential
Cybersecurity Events

The reference design supports the monitoring of physical machines in the enterprise through the real-
time monitoring of:

= file integrity
= database metadata integrity
= database queries

This reference design does not include monitoring for physical cybersecurity events, such as the
insertion of potentially malicious flash drives.

By adopting this reference design, organizations will only partially gain the technical capability required
to fully monitor the physical environment, and in doing so, partially support the technical requirements
of CSF subcategory DE.CM-2.

6.2.9 PR.IP-9: Response Plans and Recovery Plans Are in Place and Managed

The reference design supports notification after a DI event as well as the infrastructure required for
recovery, including:

= |ogs for analysis and auditing events after they happen
= backup and restore capabilities for successful recovery

The design supports the technical requirements of a recovery plan; however, the details of the plan
should be put in place by the adopting organizations.

By adopting this reference design, organizations will gain the technical capability required to recover
from a DI event, and in doing so, support the technical requirements of CSF subcategory PR.IP-9.

6.2.10 DE.AE-4: Impact of Events Is Determined

The reference design supports an infrastructure to determine the scope of DI events as well as create
plans of action for remediation. This infrastructure includes:

= |ogs that identify impacted files and systems
= auditing to determine responsible parties after an event occurs

The design provides the forensic ability to determine affected systems and responsible parties but does
not act on this information without human intervention. Adopting organizations should create plans to
use this information for remediation.
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By adopting the design, organizations will only partially gain the technical capability required to
determine the impact of events, and in doing so, partially support the technical requirements of CSF
subcategory DE.AE-4.

6.3 Security of the Reference Design

The list of reference design capabilities in Table 3-2 focuses on the capabilities needed to ensure the
integrity of system data. Table 3-2 does not focus on capabilities that are needed to manage and secure
the reference design. However, the reference design itself must be managed and secured. To this end,
this security evaluation focuses on the security of the reference design itself.

Measures implemented to protect the reference design from outside attack include:

= isolating certain capabilities on separate subnetworks protected by firewalls

= |mplementing a management network to isolate log and management traffic from the
production (business operations) networks

=  securing critical user access information and logs to protect them from unauthorized insertion,
modification, or deletion

= |ogging all privileged user access activities

= using encryption and integrity protection of user access information and logs while this
information is in transit between capabilities

Table 6-1, Capabilities for Managing and Securing the DI Reference Design, describes the security
protections each capability provides and lists the corresponding products that were used to instantiate
each capability. The security evaluation focuses on the capabilities rather than the products. The NCCoE
is not assessing or certifying the security of the products included in the example implementation. We
assume that the enterprise already deploys network security capabilities such as firewalls and intrusion
detection devices that are configured per best practices. The focus here is on securing capabilities
introduced by the reference design and minimizing their exposure to threats.

6.3.1 Deployment Recommendations

When deploying the reference design in an operational environment, organizations should follow
security best practices to address potential vulnerabilities and ensure that all solution assumptions are
valid to minimize any risk to the production network. Organizations leveraging the reference design
should adhere to the following list of recommended best practices that are designed to reduce risk.
Note that the laboratory instantiation of the reference design did not implement every security
recommendation. Organizations should not, however, consider this list to be comprehensive; merely
following this list will not guarantee a secure environment. Organizations must also take into
consideration items such as user access controls, continuity of operations planning, and environmental
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elements that are not addressed in this document. Planning for design deployment gives an organization
the opportunity to go back and audit the information in its system and get a more global, correlated,
and disambiguated view of the DI controls that are in effect.

6.3.1.1 Patch, Harden, Scan, and Test [6]

Keep OSs up-to-date by patching, version control, and monitoring indicators of compromise
(e.g., performing virus and malware detection as well as keeping anti-virus signatures up-to-
date).

Harden all capabilities by deploying on securely configured OSs that use long and complex
passwords and are configured per best practices.

Scan OSs for vulnerabilities.

Test individual capabilities to ensure that they provide the expected CSF subcategory support
and that they do not introduce unintended vulnerabilities.

Evaluate reference design implementations before going operational with them.

6.3.1.2 Other Security Best Practices [7]

Install, configure, and use each capability of the reference design per the security guidance
provided by the capability vendor.

Change the default password when installing software.

Identify and understand which predefined administrative and other accounts each capability
comes with by default to eliminate any inadvertent backdoors into these capabilities. Disable all
unnecessary predefined accounts and, even though they are disabled, change the default
passwords in case a future patch enables these accounts.

Segregate reference design capabilities on their own subnetwork, separate from the production
network, either physically or using virtual private networks and port-based authentication or
similar mechanisms.

Protect the various reference design subnetworks from each other and from the production
network using security capabilities such as firewalls and intrusion detection devices that are
configured per best practices.

Configure firewalls to limit connections between the reference design network and the
production network, except for connections needed to support required inter-network
communications to specific IP address and port combinations in certain directions.

Configure and verify firewall configurations to ensure that data transmission to and from
reference design capabilities is limited to interactions that are needed. Restrict all permitted
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communications to specific protocols and IP address and port combinations in specific
directions.

Monitor the firewalls that separate the various reference design subnetworks from one another.

Apply encryption or integrity-checking mechanisms to all information exchanged between
reference design capabilities (i.e., to all user access, policy, and log information exchanged) so
that tampering can be detected. Use only encryption and integrity mechanisms that conform to
most recent industry best practices. Note that in the case of directory reads and writes,
protected mode is defined as the use of Lightweight Directory Access Protocols (Request for
Comments 2830).

Strictly control physical access to both the reference design and the production network.

Deploy a configuration management system to serve as a “monitor of monitors” to ensure that
any changes made to the list of information are logged and reported to the monitoring system
or to the analytics in the monitoring system and notifications are generated. Such a system
could also monitor whether reference design monitoring capabilities, such as log integrity
capabilities or the monitoring system itself, go offline or stop functioning, and generate alerts
when these capabilities become unresponsive.

Deploy a system that audits and analyzes directory content to create a description of who has
access to what resources and validate that these access permissions correctly implement the
enterprise’s intended business process and access policies.

6.3.1.3 Policy Recommendations

Define the access policies to enforce the principles of least privilege and separation of duties.

Equip the monitoring capability with a complete set of rules to take full advantage of the ability
to identify anomalous situations that can signal a cyber event. Define enterprise-level work
flows that include business and security rules to determine each user’s access control
authorizations and ensure that enterprise access control policy is enforced as completely and
accurately as possible.

Develop an attack model to help determine the type of events that should generate alerts.

Grant only a very few users (e.g., human resource administrators) the authority to modify
(initiate, change, or delete) employee access information. Require the approval of more than
one individual to update employee access information. Log all employee access information
modifications. Define work flows to enforce these requirements.

Grant only a very few users (e.g., access rules administrators) the authority to modify (initiate,
change, or delete) access rules. Require the approval of more than one individual to update
access rules. Log all access rule modifications. Define work flows to enforce these requirements.
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= Grant only a very few users (e.g., security analyst) the authority to modify (initiate, change, or
delete) the analytics that are applied to log information by the monitoring capability to
determine what constitutes an anomaly and generates an alert. Any changes made to the
analytics should, by policy, require the approval of more than one individual, and these changes
should themselves be logged, with the logs sent to a monitor-of-monitors system other than the
monitoring system and to all security analysts and other designated individuals. Define work
flows to enforce these requirements.
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Table 6-1 Capabilities for Managing and Securing the DI Reference Design

This table describes only the product capabilities and CSF subcategory support used in the reference architecture. Many of the products have
significant additional security capabilities that are not listed here.

Capability Specific Product Function CSF Subcategories

Subnetting N/A Technique of segmenting the network on PR.DS-1: Data-at-rest is protected.
which the reference design is deployed so PR.PT-4: Communications and control
that capabilities on one subnetwork are iso- networks are protected.

lated from capabilities on other subnetworks.
If an intruder gains access to one segment of
the network, this technique limits the in-
truder’s ability to monitor traffic on other
segments of the network. For example, the
enterprise’s production network, on which
user access information and decisions are
conveyed, is separate from the reference de-
sign’s monitoring and management subnet-

work.
Privileged Ac- Active Directory Manages privileged access to the OSs of all PR.AC-3: Remote access is managed.
cess Manage- physical reference design capabilities. Thisis | PR.AC-4: Access permissions are man-
ment the single portal into which all users with ad- | aged, incorporating the principles of
ministrator privileges must log in; it defines least privilege and separation of duties.

what systems these administrators are au-
thorized to access based on their role and at-
tributes. It also logs every login that is per-
formed by users with administrator privi-
leges, creating an audit trail of privileged user

PR.PT-3: Access to systems and assets
is controlled, incorporating the princi-
ple of least functionality.
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Capability

Specific Product

Function

access to the OSs of the physical systems that
are hosting reference design capabilities.

CSF Subcategories

DE.CM-3: Personnel activity is moni-
tored to detect potential cybersecurity
events.

Virtual Environ-
ment Privi-
leged Access
Management

Hyper-V
VEEAM
Active Directory

Manages privileged access to the virtual envi-
ronment (including machines, switches, and
host hardware) that host reference design ca-
pabilities. Hyper-V defines what VMs users
are authorized to access based on the user’s
role. It logs activity that administrators per-
form on VMs, but it does not log operations
that are performed on the OSs that are in-
stalled on those VMs. These logs create an
audit trail of privileged user access to the vir-
tual environment that is hosting the refer-
ence design capabilities.

PR.AC-3: Remote access is managed.
PR.AC-4: Access permissions are man-
aged, incorporating the principles of
least privilege and separation of duties.
PR.PT-3: Access to systems and assets
is controlled, incorporating the princi-
ple of least functionality.

DE.CM-3: Personnel activity is moni-
tored to detect potential cybersecurity
events.

Log Integrity

Tripwire Enterprise
HPE ArcSight ESM

Forwards log information from each refer-
ence design capability to the monitoring ca-
pability.

If an alternative product were used to instan-
tiate this capability, it could add a time stamp
and hash/integrity seal to each log file,
thereby providing the file with integrity, but
not confidentiality, protections. However, if
the hash/integrity seal were to continue to
be stored with the log file at the monitoring
capability, it would provide a mechanism to

PR.DS-6: Integrity checking mecha-
nisms are used to verify software, firm-
ware, and information integrity.
PR.PT-1: Audit/log records are deter-
mined, documented, implemented, and
reviewed in accordance with policy.
DE.AE-3: Event data is aggregated and
correlated from multiple sources and
sensors.

PR.DS-2: Data-in-transit is protected.

NIST SP 1800-11B: Data Integrity: Recovering from Ransomware and Other Destructive Events

34



Capability Specific Product Function

detect unauthorized modifications made to
the log file while stored there.

CSF Subcategories
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A functional evaluation of the DI example implementation, as constructed in our laboratory, was
conducted to verify that it meets its objective of demonstrating the ability to recover from DI attack. The
evaluation verified that the example implementation could perform the following functions:

= recover from an identified ransomware attack
= recover from a data destruction event
= recover from a data manipulation event

Section 7.2 describes the format and components of the functional test cases. Each functional test case
is designed to assess the capability of the example implementation to perform the functions listed
above and detailed in Section 7.2.1.

7.1 Assumptions and Limitations

The security characteristic analysis has the following limitations:

= |tis neither a comprehensive test of all security components nor a red-team exercise.
= [t cannot identify all weaknesses.

= [t does not include the lab infrastructure. It is assumed that devices are hardened. Testing these
devices would reveal only weaknesses in implementation that would not be relevant to those
adopting this reference architecture.

7.2 Scenarios and Findings

One aspect of our security evaluation involved assessing how well the reference design addresses the
security characteristics it was intended to support. The CSF subcategories were used to provide
structure to the security assessment by consulting the specific sections of each standard that are cited in
reference to that subcategory. The cited sections provide validation points that the example solution is
expected to exhibit. Using the CSF subcategories as a basis for organizing our analysis allowed us to
systematically consider how well the reference design supports the intended security characteristics.

This plan includes the test cases necessary to conduct the functional evaluation of the DI example
implementation, which is currently deployed in a lab at the NCCoE. The implementation tested is
described in Section 5.

Each test case consists of multiple fields that collectively identify the goal of the test, the specifics
required to implement the test, and how to assess the results of the test. Table 7-1 describes each field
in the test case.
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Table 7-1 Test Case Fields

Test Case Field Description

Parent requirement

Identifies the top-level requirement or the series of top-level require-
ments leading to the testable requirement.

Testable requirement

Drives the definition of the remainder of the test case fields. Specifies the
capability to be evaluated.

Associated security con-
trols

Lists the NIST SP 800-53 rev 4 controls addressed by the test case.

Description

Describes the objective of the test case.

Associated test cases

In some instances, a test case may be based on the outcome of another
test case(s). For example, analysis-based test cases produce a result that is
verifiable through various means (e.g., log entries, reports, and alerts).

Preconditions

The starting state of the test case. Preconditions indicate various starting
state items, such as a specific capability configuration required or specific
protocol and content.

Procedure

The step-by-step actions required to implement the test case. A procedure
may consist of a single sequence of steps or multiple sequences of steps
(with delineation) to indicate variations in the test procedure.

Expected results

The expected results for each variation in the test procedure.

Actual results

The observed results.

Overall result

The overall result of the test as pass/fail. In some test case instances, the
determination of the overall result may be more involved, such as deter-
mining pass/fail based on a percentage of errors identified.
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7.2.1 Data Integrity Use Case Requirements

Table 7-2 identifies the DI functional evaluation requirements that are addressed in the test plan and
associated test cases.
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Table 7-2 Data Integrity Functional Requirements

Capability Re-  Parent Requirement Sub-requirement 1 Test Case

quirement (CR)
ID

CR1 The DI example imple-
mentation shall re-
spond/recover from mal-
ware that encrypts files
and displays notice de-
manding payment.

CR1l.a Produce notification | Data Integrity -1
of security event

CR1.b Provide file integrity | Data Integrity -1
monitor

CR1.c Revert to last known | Data Integrity -1
good

CR2 The DI example imple-

mentation shall recover
when malware destroys
data on user’s machine.

CR2.a Provide file integrity | Data Integrity -2
monitor

CR2.b Revert to last known | Data Integrity -2
good

CR3 The DI example imple-

mentation shall recover
when a user modifies a
configuration file in viola-
tion of established base-

lines.
CR3.a Provide file integrity | Data Integrity -3
monitor Data Integrity -6
CR3.b Revert to last known | Data Integrity -3
good Data Integrity -6
CR3.c Provide user activity | Data Integrity -6
auditing
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Capability Re-

quirement (CR)
ID

Parent Requirement

Sub-requirement 1

Test Case

CR4 The DI example imple-
mentation shall recover
when an administrator
modifies a user’s file.
CR4.a Provide file integrity Data Integrity -4
monitor
CR-4.b Provide user activity | Data Integrity -4
auditing
CR4.c Revert to last known | Data Integrity -4
good
CR-5 The DI example imple-
mentation shall recover
when an administrator
and/or script modifies
data in a database.
CR5.a Use database trans- Data Integrity -5
action auditing
CR5.b Roll back to last Data Integrity -5
known good
CR-6 The DI example imple-
mentation shall recover
when a user modifies a
configuration file in viola-
tion of established base-
lines.
CR6.a Provide file integrity | Data Integrity -6
monitor
CR6.b Revert to last known | Data Integrity -6
good
CR6.c Provide user activity | Data Integrity -6
auditing
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7.2.2 Test Case: Data Integrity-1

Table 7-3 Test Case ID: Data Integrity -1

Parent requirement

Testable requirement
Description
Associated test cases

Associated CSF Subcategories
Preconditions

Procedure

Expected Results (pass)

(CR 1) The DI example implementation shall respond/recover from

malware that encrypts files and displays notice demanding

payment.

(CR 1.a) Logging, (CR 1.b) Corruption Testing, (CR 1.c) Backup

Capability

Show that the DI solution can recover from a DI attack that was

initiated via ransomware.

N/A

DE.DP-4, RS.CO-2, DE.EA-5, PR.DS-1, PR.DS-6, PR.PT-1

User downloaded and ran an executable from the internet that is

ransomware. The user’s files are then encrypted by the

ransomware.

1. Open the Tripwire Enterprise interface.

2. Click on the Tasks Section, enable the associated rule box, and
click Run.

3. Open HPE ArcSight ESM.

4. Under Events, select Active Channels, then select Audit Events.

5. Find the Tripwire Enterprise event logs associated with the
event. Select Fields in the Customize dropdown and enable the
following fields:

End Time

Attacker Address

File Name

Device Action

Source User Name

f. Device Custom String6

6. Open IBM Spectrum Protect.

7. Click on Restore.

8. Select missing files and click Restore to original location.

® oo oo

Event identified (CR 1.a)

Details of the event are understood and moment of last known good
is identified.

Provide file Integrity monitor (CR 1.b).
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Modified files are correctly identified.
Recovery complete (CR 1.c).

System was restored to pre-DI event version.

Actual Results Details of the event were understood and the moment of last
known good was identified for the file in question. All the files
affected within that timeframe were correctly identified, and a full
and successful restore was executed.

Overall Result Pass. All metrics of success were met to satisfaction.
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7.2.3 Test Case Data Integrity-2
Table 7-4 Test Case ID: Data Integrity -2

Parent requirement

Testable requirement
Description

Associated test cases
Associated CSF Subcategories

Preconditions
Procedure

Expected Results (pass)

Actual Results

(CR 2) The DI example implementation shall recover when malware
destroys data on user’s machine.
(CR 2.a) Corruption Testing, (CR 2.b) Backup Capability

Show that the DI solution can recover from a DI attack that destroys

data via a malware attack.

N/A

PR.DS-1, PR.IP-4, PR-DS-6, PR.PT1

User downloads a malicious executable that modifies critical data.

1. Open the Tripwire Enterprise interface.

2. Click on the Tasks Section, enable the associated rule box, and
click Run.

3. Open HPE ArcSight ESM.

4. Under Events, select Active Channels, then select Audit Events.

5. Find the Tripwire event logs associated with the event. Select
Fields in the Customize dropdown and enable the following
fields:

End Time

Attacker Address

File Name

Device Action

Source User Name

f. Device Custom String

6. Open IBM Spectrum Protect.

7. Click on Restore.

8. Select missing files and click Restore to original location.

© oo oo

Provide file integrity monitor (CR 2.a).
Modified files are correctly identified.
Recovery complete (CR 2.b).

System was restored to pre-DI event version.

Details of the event were understood and the moment of last
known good was identified for the file in question. All the files
affected within that timeframe were correctly identified, and a full
and successful restore was executed.
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Overall Result

Pass. All metrics of success were met to satisfaction.

7.2.4 Test Case Data Integrity-3
Table 7-5 Test Case ID: Data Integrity -3

Parent requirement

Testable requirement

Description
Associated test cases
Associated CSF Subcategories

Preconditions

Procedure

(CR 3) The DI example implementation shall recover when a user
modifies a configuration file in violation of established baselines.
(CR 3.a) Corruption Testing, (CR 3.b) Backup Capability

Show that the DI solution can recover from a DI event that modifies
system configurations.

N/A

PR.DS-1, PR.DS-6, PR.PT-1, DE.CM-3, DE.AE-1, DE.CM-1

Run a script that would simulate the effects of a configuration
modification event.

1.
2.
3.

© N U

10.

Open HP ArcSight ESM.

Under Events, select Event Search.

Use the search bar to search for the keyword “created” to find
associated event logs for account creation.

After determining the point in time of a malicious event, restart
the Active Directory server, holding down the F2 and F8 keys
while restarting to enter the Advanced Boot Options menu.
Select Directory Services Repair Mode.

Log in as the machine administrator.

Open a command prompt.

View visible backup versions with the following command:
= wbadmin get versions

Restore to a selected backup target with the following
command. Note that the selected date should reflect the last

known good backup:
= wbadmin start systemstaterecovery -
version:<Version Number> -backupTarget:<Backup
Location>

= Replace <Version Number> with the desired version’s
version identifier, and <Backup Location> with the
version’s corresponding backup location.
Provide a username (with domain if applicable) and password
for a privileged user to the backup location.
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11. Acknowledge the remaining prompts and wait for the backup to
complete. The system will automatically restart.

Expected Results (pass) Provide file integrity monitor (CR 3.a).
Modified files are correctly identified.
Recovery complete (CR 3.b).

Modified files are restored to their original state.

Actual Results The fake accounts were successfully identified and deleted. The
remaining accounts were restored to their original states at the time
of the backup.

Overall Result Pass. All metrics of success were met to satisfaction.
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7.2.5 Test Case Data Integrity-4

Table 7-6 Test Case ID: Data Integrity -4
Parent requirement (CR 4) The DI example implementation shall recover when an
administrator modifies a user’s file.
Testable requirement (CR 4.a) Corruption Testing, (CR 4.b) Logging, (CR 4.c) Backup
Capability
Description Show that the DI solution can recover from when an administrator

modifies a user’s file.

Associated test cases N/A

Associated CSF Subcategories DE.AE-1, DE.AE-3, DE.AE-5
Preconditions Two VMs on Microsoft Hyper-V have been backed up. Administrator
accidentally runs a command that deletes a critical VM.

Remove-VM -Name “<VMName>"’ -Force

Procedure 1. Open HP ArcSight ESM.
2. Under Events, select Event Search.
3. Use the search bar to search for the deleted VM’s name and
then find the associated event log.
4. Locate previous logins from that machine by searching for the
VM host machine’s domain and name in the search bar.
Look for logins before the time of the deletion incident,
without an associated logout before the event. User logins
(as opposed to automated ones that occur constantly in the
machine) will have a non-null value for the Source Address
field, typically 127.0.0.1.
5. Open the VEEAM console.
6. Navigate to the Backups menu.
7. Right-click on deleted VM and click Restore, and then Entire
VM.
8. When prompted, search for the deleted VM’s name and select it
for restoration.
9. When prompted, enter reason for VM restoration.
Expected Results (pass) Provide file integrity monitor (CR 4.a).

Missing files are correctly identified.
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Actual Results

Overall Result

Provide user activity auditing (CR 4.b).
User who initiated deletion is correctly identified.
Revert to last known good (CR 4.c).

VM is fully restored to original functionality.

The VEEAM system functioned as expected. Deleted VM is restored
to its original functionality. Any user logged in during the deletion
event was identified.

Pass (partial). The file integrity monitoring and reversion to last
known good requirements were met. User activity was audited, but
it is not possible to determine which user caused the deletion event
if multiple users were logged in to the machine at the time of the
event.
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7.2.6 Test Case Data Integrity-5
Table 7-7 Test Case ID: Data Integrity -5

Parent requirement

Testable requirement
Description

Associated test cases
Associated CSF Subcategories
Preconditions

Procedure

Expected Results (pass)

Actual Results

Overall Result

(CR 5) The DI example implementation shall recover when an
administrator and/or script modifies data in a database.

(CR 5.a) Logging, (CR 5.b) Backup Storage

Show that the DI solution can recover when data in a database has
been altered in error by an administrator or script.

N/A

DE.AE-3, DE.AE-5

Run a script that would simulate the effects of an administrator or
script modification within a database.

1. Open HP ArcSight ESM.

2. Under Events, select Event Search.

3. Use the search bar to search for the affected database and then
find the associated event log.

Use the field cs1 to find the affected table name and cs2 to
find the undesired database transaction query string.
Modify time parameters for the search to narrow the
desired transaction.

4. Use the duser field of the event to find the name of the user
who executed the transaction event.

5. Determine the number of transactions that occurred and then
use a transactional rollback tool to restore the database to the
last known good state.

Use database transaction auditing (CR 5.a).
Bad database transaction is correctly identified.
Roll back to last known good (CR 5.b).

Database is restored to full functionality.

The database data was successfully restored to its last known good
state. The user responsible for the event was identified and the time
of the event was determined.

Pass. All metrics of success were met to satisfaction.
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7.2.7 Test Case Data Integrity-6

Table 7-8 Test Case ID: Data Integrity -6

Parent requirement (CR 6) The DI example implementation shall recover when a user
modifies a configuration file in violation of established baselines.
Testable requirement (CR 6.a) Corruption Testing, (CR 6.b) Backup Capability (CR 6.c).

Provide user activity auditing.

Description Show that the DI solution can recover when the database schema
has been altered in error by an administrator or script.

Associated test cases N/A

Associated CSF Subcategories PR.DS-1, PR.DS-6, PR.PT-1, DE.CM-3, DE.AE-1, DE.CM-1

Preconditions Run a script that would simulate the effects of an administrator or
script modifying the database schema.

Procedure 1. Open the Tripwire Enterprise interface.

2. Click on the Tasks Section, enable the associated rule box, and
click Run.

3. Open HP ArcSight ESM.
4. Under Events, select Active Channels, then select Audit Events.

5. Find the Tripwire event logs associated with the event. Select
Fields in the Customize dropdown and enable the following

fields:
a. EndTime
b. Attacker Address
c. File Name
d. Device Action
e. Source User Name
f. Device Custom String6

6. Open SQL Server Management Studio and locate the affected
database(s).

7. Right-click on the database name and select Tasks > Restore >
Database...

8. Verify that the Restore To: location is a backup from before the
time of the incident.
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Expected Results (pass)

Actual Results

Overall Result

9. Under Options, select Overwrite the existing database (WITH
REPLACE)

10. Click OK and wait for the restoration to complete.

Provide file integrity monitor (CR 6.a).

Modified table is correctly identified.

Revert to last known good (CR 6.b).

Database fully restored to previous functionality.
Provide user activity auditing (CR 6.c).

User who initiated the modification is correctly identified.

The database schema was successfully restored to its last known
good state. The user responsible for the event was identified and
the time of the event was determined.

Pass. All metrics of success were met to satisfaction.
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The NCCoE is considering additional DI projects that map to the Cybersecurity Framework Core
Functions of Identify, Protect, Detect and Respond. This reference design focuses largely on the Recover
aspect of the CSF. The Functions of the CSF lead into each other and act as a cycle. Identifying
vulnerabilities leads to protection against them. Protecting against vulnerabilities allows enterprises to
detect cybersecurity events. Detection of events gives enterprises the information needed to respond
and recover from these events as well as reshape their policy to identify and protect against events in
the future. Though this project deals primarily with an organization’s capabilities to recover from DI
events, future NCCoE projects may look at capabilities for meeting the requirements of the other
Functions in the CSF.

This project does not include instructions for automated full system recovery. If malicious software
manages to affect critical system files, recovery becomes more difficult. The backup software used is
client-based, so the system must be able to run the client to restore, which may not be possible in some
instances. Solutions exist to help automate the process to fully restore a failed system and integrate
with existing backup solutions. A future build might include the use of a product to address these types
of attacks.

This project uses built-in database capabilities to achieve transactional rollbacks as well as database
metadata restoration. The restoration process is granular and uses built-in mechanisms; however,
automating the process is more difficult. Products exist that use the built-in restoration mechanisms and
implement their own database backup functionality. These products add varying degrees of latency to
database transactions, depending on the mechanisms used and the granularity of recovery the
organization desires.
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As a private-public partnership, we are always seeking feedback on our practice guides. We are
particularly interested in seeing how businesses apply NCCoE reference designs in the real world. If you
have implemented the reference design, or have questions about applying it in your environment,
please email us at ds-nccoe@nist.gov.

All comments are subject to release under the Freedom of Information Act (FOIA).

National Cybersecurity Center of Excellence
National Institute of Standards and Technology
100 Bureau Drive
Mailstop 2002
Gaithersburg, MD 20899

Email: nccoe@nist.gov
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The National Cybersecurity Center of Excellence (NCCoE), a part of the National Institute of Standards
and Technology (NIST), is a collaborative hub where industry organizations, government agencies, and
academic institutions work together to address businesses’ most pressing cybersecurity issues. This
public-private partnership enables the creation of practical cybersecurity solutions for specific
industries, as well as for broad, cross-sector technology challenges. Through consortia under
Cooperative Research and Development Agreements (CRADAs), including technology partners—from
Fortune 50 market leaders to smaller companies specializing in information technology security—the
NCCoE applies standards and best practices to develop modular, adaptable example cybersecurity
solutions using commercially available technology. The NCCoE documents these example solutions in
the NIST Special Publication 1800 series, which maps capabilities to the NIST Cybersecurity Framework
and details the steps needed for another entity to re-create the example solution. The NCCoE was
established in 2012 by NIST in partnership with the State of Maryland and Montgomery County,
Maryland.

To learn more about the NCCoE, visit https://nccoe.nist.gov. To learn more about NIST, visit
https://www.nist.gov.

NIST Cybersecurity Practice Guides (Special Publication Series 1800) target specific cybersecurity
challenges in the public and private sectors. They are practical, user-friendly guides that facilitate the
adoption of standards-based approaches to cybersecurity. They show members of the information
security community how to implement example solutions that help them align with relevant standards
and best practices and provide users with the materials lists, configuration files, and other information
they need to implement a similar approach.

The documents in this series describe example implementations of cybersecurity practices that
businesses and other organizations may voluntarily adopt. These documents do not describe regulations
or mandatory practices, nor do they carry statutory authority.

Businesses face a near-constant threat of destructive malware, ransomware, malicious insider activities,
and even honest mistakes that can alter or destroy critical data. These data corruption events could
cause a significant loss to a company’s reputation, business operations, and bottom line.

These types of adverse events, that ultimately impact data integrity, can compromise critical corporate
information including emails, employee records, financial records, and customer data. It is imperative
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for organizations to recover from a data integrity attack and trust the accuracy and precision of the
recovered data.

The National Cybersecurity Center of Excellence (NCCoE) at NIST built a laboratory environment to
explore methods to effectively recover from a data corruption event in various Information Technology
(IT) enterprise environments. NCCoE also implemented auditing and reporting IT system use to support
incident recovery and investigations.

This NIST Cybersecurity Practice Guide demonstrates how organizations can implement technologies to
take immediate action following a data corruption event. The example solution outlined in this guide
encourages effective monitoring and detection of data corruption in standard, enterprise components
as well as custom applications and data composed of open-source and commercially available
components.

KEYWORDS

business continuity; data integrity; data recovery;, malware; ransomware
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The following guides show IT professionals and security engineers how we implemented this data
integrity solution example. We cover all the products employed in this reference design. We do not
recreate the product manufacturers’ documentation, which is presumed to be widely available. Rather,
these guides show how we integrated the products into our environment.

Note: These are not comprehensive tutorials. There are many possible service and security configurations
for these products that are out of scope for this reference design.

1.1 Practice Guide Structure

This NIST Cybersecurity Practice Guide demonstrates a standards-based reference design and provides
users with the information they need to replicate the data integrity solution. This reference design is
modular and can be deployed in whole or in parts.

This guide contains three volumes:
= NIST SP 1800-11A: Executive Summary
= NIST SP 1800-11B: Approach, Architecture, and Security Characteristics — what we built and why

= NIST SP 1800-11C: How-To Guides — instructions for building the example solution (you are
here)

Depending on your role in your organization, you may use this guide in different ways:

Business decision makers, including chief security and technology officers, will be interested in the
Executive Summary (NIST SP 1800-11A), which describes the:

= challenges enterprises face in protecting their data from loss or corruption
= example solution built at the National Cybersecurity Center of Excellence (NCCoE)
= benefits of adopting the example solution

Technology or security program managers who are concerned with how to identify, understand, assess,
and mitigate risk will be interested in this part of the guide, NIST SP 1800-11B, which describes what we
did and why. The following sections will be of particular interest:

= Section 3.4.1, Assessing Risk Posture, provides a description of the risk analysis we performed.

= Section 3.4.2, Security Control Map, maps the security characteristics of the example solution to
cybersecurity standards and best practices.

Consider sharing the Executive Summary (NIST SP 1800-11A) with your leadership team to help them
understand the importance of adopting standards-based data integrity solutions.
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IT professionals who want to implement an approach like this will find the whole practice guide useful.
You can use the How-To portion of the guide (NIST SP 1800-11C) to replicate all or parts of the build
created in our lab. The guide provides specific product installation, configuration, and integration
instructions for implementing the example solution. We do not recreate the product manufacturers’
documentation, which is generally widely available. Rather, we show how we integrated the products in
our environment to create an example solution.

This guide assumes that IT professionals have experience implementing security products within the
enterprise. While we used a suite of commercial products to address this challenge, this guide does not
endorse these particular products. Your organization can adopt this solution or one that adheres to
these guidelines in whole, or you can use this guide as a starting point for tailoring and implementing
parts of the data integrity solution. Your organization’s security experts should identify the products that
will best integrate with your existing tools and IT system infrastructure. We hope you will seek products
that are congruent with applicable standards and best practices.

A NIST cybersecurity practice guide does not describe “the” solution, but a possible solution. This is a
draft guide. We seek feedback on its contents and welcome your input. Comments, suggestions, and
success stories will improve subsequent versions of this guide. Please contribute your thoughts to
ds-nccoe@nist.gov.

1.2 Build Overview

The NCCoE built a hybrid virtual-physical laboratory environment to explore methods to effectively
recover from a data corruption event in various Information Technology (IT) enterprise environments.
NCCoE also explored the issues of auditing and reporting that IT systems use to support incident
recovery and investigations. The servers in the virtual environment were built to the hardware
specifications of their specific software components.

The NCCoE worked with members of the Data Integrity Community of Interest to develop a diverse (but
non-comprehensive) set of use case scenarios against which to test the reference implementation.
These are detailed in Volume B, Section 5.1. For a detailed description of our architecture, see Volume
B, Section 4.
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1.3 Typographical Conventions

The following table presents typographic conventions used in this volume.

Typeface/ Symbol Meaning Example
Italics filenames and pathnames For detailed definitions of terms, see
references to documents the NCCoE Glossary.

that are not hyperlinks, new
terms, and placeholders

Bold names of menus, options' Choose File > Edit.
command buttons and fields

Monospace mkdir

command-line input, on-
screen computer output,
sample code examples, sta-
tus codes

Monospace Bold service sshd start

command-line user input
contrasted with computer

output

blue text link to other parts of the doc- | All publications from NIST’s National
ument, a web URL, or an Cybersecurity Center of Excellence
email address are available at_http://nccoe.nist.gov

2 Product Installation Guides

This section of the practice guide contains detailed instructions for installing, configuring, and
integrating all the products used to build an instance of the example solution.

The products presented in this document have the potential to change both interfaces and functionality.
This document aims to highlight the core configurations an organization could use along with visual
representations of those configurations.
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2.1 Active Directory and Domain Name System (DNS) Server

As part of our enterprise emulation, we included an Active Directory server that doubles as a DNS
server. This section covers the installation and configuration process used to set up Active Directory and
DNS on a Windows Server 2012 R2 machine.

2.1.1 Installing Features

1. Open Server Manager.

= Server Manager -

P enege ook view

§ Local Server

i Als i i
i All Servers o Configure this local server

=

ile and Storage Services b

QUICK START

2 Add roles and features

3 Add other servers to manage

WHAT'S NEW
— 4 Create a server group
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:1 | Servergroups:1 | Servers total: 1
=m File and Storage - =
] 1 Local Server il B All Servers 1
¥ Services i B
@ Manageability @ Manageability @ Manageability
Events Events Events
Performance Services Services
BPA results Performance Performance
BPA results BPA results

2. Click the link Add Roles and Features.
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DESTIMATIOM SERVER

Before you beg in WIN-MRZEOTCRMO1

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Selection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

| < Previous | | Next > | | Install | | Cancel

3. Click Next.
4. Select Role-based or feature-based installation.

- . DESTINATION SERVER
Select installation type WIN-MR2BO7CRMOT
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

O R D p Services i
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

<_Plewuu5|| Next = | | Install H Cancel

5. Click Next.
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DESTINATIOM SERVER

Select destination server RN B 0,

8efora You Begin Select a server or a virtual hard disk on which to install roles and features,

Installation Type

() Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
Name IP Address Operating System

Microsoft Wind;

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

| < Previous | | Next > | | Install | | Cancel

6. Select ADDNS (or the correct Windows Server name) from the list.
7. Click Next.

DESTINATION SERVER
Select server roles WIN-MR2B07CRMO
8efora You Begin Select one or more roles to install on the selected server,
Installation Type Roles Description
Server Selection ive Di i
. Certificate S A Active D!recmry Certificate Services
2 ; T ; {AD CS) is used to create
[ Active Directory Domain Services certification authorities and related
Features [] Active Directory Federation Services role services that allow you to issue
[] Active Directory Lightweight Directory Services anc_l fhikatls ce_ertlﬁcales uzeding
variety of applications.
[ Active Directory Rights Management Services
[ Application Server s
[] DHCP Server
[] DNS Server
[ Fax Server
[ [®] File and Storage Services (1 of 12 installed)
[ Hyper-V
[] Network Policy and Access Services N
[ Print and Document Services
[] Remaote Access
[[] Remaote Desktop Services —
b
< Previous | | Next > | | Install | | Cancel
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8. Check the box next to Active Directory Domain Services.
[ Add Roles and Features Wizard =

DESTINATION SERVER
WIN-MRZBOTCRMO1

x

Select server rof &

Add features that are required for Active Directory

Domain Services? i
irectory Domain Services
stores information about
bn the network and makes
ation available to users
ork administrators, AD DS
ain controllers to give
4 Role Administration Tools users access to permitted

4 AD DS and AD LDS Tools ks anywhere on the network
a single logon process.

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management

4 Remote Server Administration Tools

Active Directory module for Windows PowerShell
4 AD DS Tools
[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

|AddFea'th5|| Cancel |

DESTIMATION SERVER
Select server roles WIN-MRZBOTCRMOT
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
Server Selaction . y ~ Active Directory Domain Services
[ Active Drectur_v Cerllﬁa‘t Services i (AD DS) stores information about
Directory Domain Serv objects on the network and makes
Faatures ] Active Directory Federation Services this information available to users
AD DS ] Active Directory Lightweight Directory Services and "Mrk 2L Tahc .AD 2
2 ; 5 5 uses domain controllers to give
Confirmation [T] Active Directory Rights Management Services network users access to permitted
Application Server resources anywhere on the networl
ppl = h h k
] DHCP Server through a single logon process.
] DNS Server
] Fax Server
b [H File and Storage Services (1 of 12 installed)
[] Hyper-v
] Network Policy and Access Services ]
] Print and Document Services
] Remote Access
[] Remote Desktop Services —
b
< Previous | | Next > | | Install | | Cancel

9. Click Add Features.
10. Click Next.
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Select features

Before You Begin
Installation Type

Server Selection

Server Roles

AD DS

Confirmation

Select one or more features to install on the selected server.

Features

. E>

[ [m] .NET Framewark 4.5 Features (2 of 7 installed)
O Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[ BitLocker Network Unlock

[] BranchCache

[ Client for NFS

[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[] Failover Clustering

Group Policy Management
[] 15 Hostable Web Core

[ Ink and Handwriting Services &
— _ — w

L<] [ |

DESTIMATION SERVER
WIN-MRZBOTCRMO1

Description

.NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

|<Breviuus|| Next = ‘ |

install | [ Cancel |

11. Ensure that Group Policy Management, .NET Framework 4.5, TCP Port Sharing, Remote Server

Administration Tools, and Windows PowerShell are selected.

Select features

Before You Begin
Installation Type

Server Selaction

Server Rolas

AD DS

Confirmation

Select one or more features to install on the selected server,

DESTINATION SERVER
WIN-MRZBOTCRMO1

Features Description
|~ Windows Communication
> [] .NET Framewark 3.5 Features — Foundation (WCE) Activation uses
4 [E] NET Framework 4.5 Features (2 of 7 installed) - Windows Process Activation Service
NET Framewark 4.5 (Installed) to invake applications remately over
L | the network by using protocols such
ASP.INET 4.5 |
a . as HTTP, Message Queuing, TCP,
and named pipes. Consequently,
[] HTTP Activation applications can start and stop
1 Message Queuing (MSMQ) Activation dynamically in rESpD",SE i) |nccn:n|r1g
i iR work items, resulting in application
L] Mamed Pipe Activation hosting that is more robust,
[] TCP Activation manageable, and efficient.
TCP Port Sharing (Installed)
r O Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] BitLocker Network Unlack
[] BranchCache &
—— v
< | 1] | [>]
| < Previous | | Next > | | Install | | Cancel

12. Select any additional features and click Add Features on the popup.

13. Click Next.
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= Add Roles and Features Wizard = | =]

= £ = = DESTINATION SERVER
Active Directory Domain Services WIN-MRECTCRMO!
Before You Begin Active Directory Domain Services (AD DS) stores information about users, computers, and other devices

on the network. AD DS helps administrators securely manage this information and facilitates resource
sharing and collaboration between users. AD D5 is also required for directory-enabled applications
Frunr Galacion such as Microsoft Exchange Server and for other Windows Server technologies such as Group Policy.

Installation Type

Server Roles Things to note:

Features

* To help ensure that users can still log on to the network in the case of a server cutage, install a
minimum of two domain controllers for a domain.

Confirmation * AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine,

* Installing AD DS will also install the DFS Namespaces, DFS Replication, and File Replication services
which are required by AD DS,

| < Previous ‘ ‘ MNext » | ‘ Install || Cancel

14. Click Next.

Confirm installation selections st

WIN-MRZBOTCRMO1

Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type d
Server Selection Optional features (such as administration tools) might be displayed on this page because they have
o been selected automatically. If you do not want to install these optional features, click Previous to clear
Server Roles their check boxes,
Features
AD DS Active Directory Domain Services

Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

<Previous | | Med> | [ install |[ Cancel
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DESTINATION SERVER

Installation progress WIN-MRZ3GTCRMO
View installation progress

o Feature installation
]

Installation started on WIN-MR2BO7CRMO1

Active Directory Domain Services
Group Policy Management
R Server A ation Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory

AD DS Tools
Active Directory Administrative Center

AD D5 Snap-Ins and Command-Line Tools

Pc Chall

dule for Wind

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Install | | Cancel

< Previous | | Mext = |

15. Click Install.

16. Wait for the installation to complete.

DESTINATION SERVER
WIN-MRZBOTCRMO1

Installation progress

View installation progress

o Feature installation
| —

Configuration required. Installation succeeded on WIN-MR2BOTCRMO1,

Active Directory Domain Services
Additional steps are required to make this machine a domain controller,

Promote this server to a domain controller
Group Policy Management
R te Server Ad ation Tools
Role Administration Tools

AD DS and AD LDS Tools
Active Directory module for Windows PowerShell

AD DS Tools
Active Directory Administrative Center

AD D5 Snap-Ins and Command-Line Tools

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

You can close this wizard without interrupting running tasks. View task progress or open this

[<[]

< Previous ‘ ‘ MNext > |

Close | | Cancel

10
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17. Select Post-Deployment Configuration or Promote this server to a domain controller.

. : TARGET SERVER
Deployment Configuration WIN-MRZBOTCRMOT

Select the deployment operation

® Add a domain controller to an existing domain
() Add a new domain to an existing forest

) Add a new forest

Specify the domain inf ion for this i

p

*

Domain: Select...

Supply the credentials to perform this operation

<No credentials provided>

More about deployment configurations

< Previous | | MNext > | | Install | | C‘anq:zl

18. Select Add a new forest.

Deployment Configuration TARGET SERVER

WIN-MR2BOTCRMO1

Select the deployment operation

(0 Add a domain controller to an existing domain
() Add a new domain to an existing forest

Specify the domain information for this operation

: *
Root domain name:

More about deployment configurations

< Previous | | MNext > | | Install | | Cancel
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19. Enter a Root domain name. Example: DI.TEST.

- . TARGET SERVER
Deployment Configuration T
Select the deployment operation
Domain Controller Options
) i (O Add a domain controller to an existing domain
Aadiional Opans (0 Add a new domain to an existing forest
Paths ® Add a new forest
Review Options . o . . .
Specify the domain inf on for this operation
Prerequisites Chack
Root domain name: DI.TES'I1
More about deployment configurations
< Previous | | Next » | | Install | | Cancel
20. Click Next.

. . TARGET SERVER
Domain Controller Options WIN-MR2BOTCRMO!

Deployment Configuration

Select functional level of the new forest and root domain

Forest functional level: [ Windows Server 2012 R2 [-]

Domain functional level: | Windows Server 2012 R2 | "|

Specify domain controller capabilities
Domain Name System (DNS) server
Globat Catalog (GC)

[] Read only domain controller (RODC)

Type the Directory Services Restore Mode (D5RM) password

Password: b

*

Confirm password:

More about domain controller options

[[<previous | [ next> | | mstal | [ concel

21. Select Windows Server 2012 R2 for the Forest Functional Level.
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22. Select Windows Server 2012 R2 for the Domain Functional Level.

23. Check the box next to DNS server and Global Catalog.
24. Do not check the box next to read-only domain controller.

25. Specify a password for DSRM.
= Active Directory Domain Services Configuration Wizard

Domain Controller Options

Deployment Configuration

Select functional level of the new forest and root domain
Diomain Controller Options

TARGET SERVER
WIN-MR2BO7CRMO1

= 3 Forest functional level: | Windows Server 2012 R2 |'|
DN5 Options
Additional Opticns Domain functional level: |W|ndcvws Server 2012 R2 |'|
Paths 5 e
pecify domain controller capabilities
HeiEw: pHons Domain Name System (DNS) server
Prerequisites Check v

Type the Directory Services Restore Mode (DSRM) password

Password: sssssssssssssss

Confirm password:

More about domain controller options

< Previous | | Next >

26. Click Next.

Install Cancel
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; TARGET SERVER
DNS O ptions WIN-MR2BO7CRMO1

Deployment Configuration | - ; :
Specify DNS delegation options
Domain Controller Cptions
| Create DNS delegation

Additional Cptions

Paths

Review Cptions

Prerequisites Check
More about DNS delegation
<Previous | | Net> | | nstal | [ Cancel
27. Click Next.
e - TARGET SERVER
Additional Options WA TR
Verify the NetBIOS name assigned to the domain and change it if necessary
The NetBIOS domain name:
More about additional options
< Previous | ‘ Next > | | Install | | Cancel

28. Verify the NetBIOS name.
29. Click Next.
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Paths

Deployment Configuration

Domain Controller Cptions

TARGET SERVER
WIN-MR2BO7CRMO1

Specify the location of the AD DS database, log files, and SYSVOL

DNS Options Database folder: CAWindows\NTDS E
Additional Options Log files folder: C:AWindows\NTDS E
SYSVOL folder: CAWindows\SYSVOL =]
Review Options
Prareguisites Chack
More about Active Directory paths
| < Previous | | Next > | | Install | | Cancel |
30. Click Next.

Review Options

Deployment Configuration
Domain Controller Options
DNS Options

Additional Cptions
Paths

Prereguisitas Chack

TARGET SERVER
WIN-MR2BO7CRMO1

Review your selections:

Configure this server as the first Active Directory domain controller in a new forest. E
The new domain name is "DLTEST". This is also the name of the new forest.

The NetBIOS name of the domain: DL

Forest Functional Level: Windows Server 2012 R2
Domain Functional Level: Windows Server 2012 R2
Additional Options:

Global catalog: Yes

DNS Server: Yes

Create DNS Delegation: No ™

These settings can be exported to a Windows PowerShell script to
additional installations

View script

More about installation options

<previous | | Next> | | el || Cancel

31. Click Next.
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32.

33.

e TARGET SERVER
Prerequisites Check WIN-MR2BO7CRMO?
| @ All prerequisite checks passed successfully. Click ‘Install' to begin installation. Show more x

Deployment Configuration e : o = 5 g i
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Centroller Cptions | computer

DNS Options
Additional Options
Eaths A View results
Review Options A Windows Server 2012 R2 domain controllers have a default for the security setting E

named "Allow cryptography algorithms compatible with Windows NT 4.0" that prevents
weaker cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (hitp://
go.microsoft.com/fwlink/?Linkld=104751).

. This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties, If both IPv4 and IPv6 are enabled for a network
adapter, both IPv4 and IPv6 static IP addresses should be assigned to both IPv4 and
IPvG Properties of the physical network adapter. Such static IP address(es) assignment
should be done to all the physical network adapters for reliable Domain Name System ?

/b If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

<Previous | | Nect> | [ nstall |[ Cancel

Click Install.

. TARGET SERVER
Installation WIN-MR2BO7CRMO1

Progress
Starting

~ View detailed operation results
A Windows Server 2012 R2 domain controliers have a default for the security setting named

“Allow cryptography algonithms compatible with Wind NT 4.0" that p ts weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (hitp://
go.microsoft.com/fwlink/?Linkld=104751).

More about installation options

< Previous | | Mext > | | Install | | Cancel

The server automatically reboots.
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2.1.2 Creating a Certificate Authority

1. Open Server Manager.

Server Manager

Server Manager » Dashboard

Manage Tools View  Help

WELCOME TO SERVER MANAGER
i Local Server
i Als : s
L o Configure this local server
QUICK START
2 Add roles and features
3 Add other servers to manage
L 4 Create a server group
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 0 | Servergroups: 1 | Servers total: 1
§ Local Server 1 ii All Servers 1
(@® Manageability @ Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results
NIST SP 1800-11C: Data Integrity: Recovering from Ransomware and Other Destructive Events 17



2. Click the link Add Roles and Features.

DESTIMATION SERVER

Before you beg in WIN-MRZEOTCRMO1.DLTEST

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
= features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting 2 website.

Server Selection
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

| < Previous | | Next > | | Install | | Cancel |

3. Click Next.

= 2 DESTINATION SERVER
Select installation Type WIN-MRZBOTCRMOT.DLTEST
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote D p Services i
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment,

| < Previous | ‘ Next > | | Install || Cancel

4. Select Role-based or feature-based installation.
5. Click Next.
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DESTINATION SERVER

Select destination server WIN-MR2807CRMO1.DLTEST

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®); Select a server from the server pool

() Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
MName IP Address Operating System

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

[ <previous | [ Ned> | | nstal || Cancel

6. Select ADDNS (or the correct Windows Server name) from the list.
7. Click Next.

DESTINATION SERVER
Select server roles WIN-MR2507CRMO1.0LTEST
Before You Begin Select one or more roles to install on the selected server,
Installation Type Roles Description
Server selection 0 A Active Directory Certificate Services
(AD C5) is used to create
Active Directory Domain Services (Installed) certification authorities and related
Features ] Active Directory Federation Services role services that allow you to issue
] Active Directory Lightweight Directory Services :::en;a:‘?g:l;:f‘:fs u-eding
[] Active Directory Rights Management Services
] Application Server .
[] DHCP Server
DMS Server (Installed)
] FaxServer
I [H] File and Storage Services (2 of 12 installed)
[] Hyper-v
[] Metwork Policy and Access Services ]
] Print and Dacument Services
] Remote Access
[] Remote Desktop Services 7
| < Previous | | Next » | | Install | ‘ Cancel

8. Check the box next to Active Directory Certificate Services
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Add Roles and Features Wizard = A

WI

DESTIMATION SERVER
WIN-MR2BOTCRMO1.DLTEST

Select server rolfe8

x
Add features that are required for Active Directory
Certificate Services? ion
The following tools are required to manage this feature, but do not irectory Certificate Services

is used to create

ion authorities and related
4 Remote Server Administration Tools ices that allow you to issue
age certificates used ina

f applications.

have to be installed on the same server.

4 Role Administration Tools
4 Active Directory Certificate Services Tools
[Tools] Certification Authority Management Tools

Include management tools (if applicable)

|Add Fea'h.lrs| | Cancel

| < Previous | | Next » | | Install | | Cancel |

9. Click Add Features.

DESTINATION SERVER
Select server roles WIN-MR2E0TCRMO1.DLTEST
Before You Begin Select one or more roles to install on the selected server.
Installation Typs Roles Description
Server Selection i i i i
AR T A Active D!recbory Certificate Services
e ____ (AD CS) is used to create
Active Directory Domain Services (Installed) certification autharitiss and related
Features [] Active Directory Federation Services role services that allow you to issue
AD C5 [] Active Directory Lightweight Directory Services anc_l Wit ct_:rtlﬁcales ussdina
variety of applications.
Role Services [ Active Directory Rights Management Services
Confirmation [ Application Server =
[] DHCP Server
DNS Server (Installed)
[] Fax Server
> [H] File and Storage Services (2 of 12 installed)
O Hyperv
letwork Policy an cess Services i
O N rk Policy and Ac Se
[] Print and Dacument Services
[] Remote Access
[[] Remaote Desktop Services —
w
< Previous | | Next = | | Install | | Cancel

10. Click Next.
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DESTINATION SERVER
Select features WIN-MR250TCRMO1.DLTEST
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description
Server Selection ~ NET Framework 3.5 combines the
1 e N . power of the .NET Framework 2.0
Sen/erRoles I [m] .NET Framework 4.5 Features (2 of 7 installed) APls with new technologies for
b [] Background Intelligent Transfer Service (BITS) i building applications that offer
AD CS [ BitLocker Drive Encryption appealing user interfaces, protect
— your customers' personal identity
Role Services [ BitLocker Network Unlock information, enable seamless and
Confirmation [[] BranchCache secure communication, and provide
[ Client for NFS the ability to model a range of
5573 business processes.
[] Data Center Bridging
[] Direct Play
[] Enhanced Storage
[ Failover Clustering
Group Policy Management (Installed)
[] 1S Hostable Web Core
[] Ink and Handwriting Services ||
— . w
<] in HEN
| < Previous | | Next > | | Install | | Cancel |

11. Click Next.

DESTINATION SERVER

Active Directory Certificate Services WIN-VR2ZOTCRMO1 DITEST

Active Directory Certificate Services (AD CS) provides the certificate infrastructure to enable scenarios
such as secure wireless networks, virtual private networks, Internet Protocol Security (IPSec), Network
Installation Type Access Protection (NAP), encrypting file system (EFS) and smart card log on.

Server Selection

Before You Begin

Things to note:
Server Roles

* The name and domain settings of this computer cannot be changed after a certification authority
(CA) has been installed. If you want to change the computer name, join a domain, or promote this
server to a domain controller, complete these changes before installing the CA. For mare
information, see certification authority naming.

Features

Role Services

Confirmation

<Previous | [ Next> | | nstal || Cancel

12. Click Next.
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Select role services

Before You Begin
Installation Type
Server Selection

Server Roles

Features
ADCS

Confirmation

Select the role services to install for Active Directory Certificate Services

Role services

Certification Authority

[] Certificate Enrollment Policy Web Service
[] Certificate Enrallment Web Service

[ Certification Authority Web Enroliment
[] Network Device Enrollment Service

[] Online Responder

DESTINATION SERVER
WIN-MR2BOTCRMO1.DLTEST

Description

Certification Authority (CA) is used
to issue and manage certificates.
Multiple CAs can be linked to form a
public key infrastructure.

[ <previous | [ Next> |

install | [ Cancel

13. Select Certification Authority on the Role Services list.

14. Click Next.

Before You Begin
Installation Type
Server Selection
Server Roles
Features

ADCS

Role Services

Confirm installation selections

To install the following roles, role services, or features on selected server, click Install.

DESTINATION SERVER
WIN-MR2ZEOTCRMO1.DLTEST

server autol

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

their check boxes.

Active Directory Certificate Services
Certification Autharity

Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

Export configuration settings
Specify an alternate source path

<Previous | | med> | [ nstall | [ Cancel
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DESTIMATIOMN SERVER

Installation progress WIN-MR250TCRMO1.DLTEST

View installation progress

o Feature installation
L |
Configuration required. Installation succeeded on WIN-MR2BOTCRMO1.DI.TEST.

Active Directory Certificate Services
Additional steps are required to configure Active Directory Certificate Services on the destination
server
Configure Active Directory Certificate Services on the destination server
Certification Authority
Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

You can clese this wizard without interrupting running tasks. View task progress or open this
' page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

| < Previous ‘ ‘ Next > | | Close | | Cancel ‘

15. Click Install.
16. Select Configure Active Directory Certificate Services on the destination server.

DESTINATION SERVER

Credentials WIN-MR2BO7CRMOL.DLTEST

Specify credentials to configure role services

Role Services

To install the following role services you must belong to the local Administrators group:

* Standalone certification authority
* Certification Authority Web Enrollment
* Online Responder
To install the following role services you must belong to the Enterprise Admins group:
* Enterprise certification authority
* Certificate Enroliment Policy Web Service
* Certificate Enrollment Web Service
* Network Device Enrollment Service

Credentials: DL\Administrator

More about AD CS Server Roles

< Previous || Next » | | Lonfigure | ‘ Cancel

17. Click Next.
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18. Select Certification Authority.

Role Services

Credentials

DESTINATION SERVER
WIN-MR2BO7TCRMO1.DLTEST

Select Role Services to configure

Certification Authority

Setup Type
A Tios [[] Certification Authority Web Enroliment
A [] Online Responder
Frivate Key [[] Network Device Enroliment Service
Cryptography [] Certificate Enrollment Web Service
CA Name [[] Certificate Enrollment Policy Web Service
validity Peried
Certificate Database
Confirmation
More about AD CS Server Roles
[ <previous | [ Mest> | | configure || cancel |
19. Click Next.

Setup Type

Cradantials

Role Services

CA Type

Private Key
Cryptography
CA Name
Validity Period

Certificate Database

Confirmation

DESTINATION SERVER
WIN-MR2BO7CRMO1.DLTEST

Specify the setup type of the CA

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
certificates.

Enterprise CAs must be domain members and are typically online to issue certificates or
certificate policies.

(O Standalone CA
Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
DS and can be used without a network connection {offline).

More about Setup Type

< Previous || Next » | | LConfigure | | Cancel

20. Select Enterprise CA.
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21. Click Next.

& AD CS Configuration == =
DESTINATION SERVER
CA Ty pe WIN-MR2BOTCRMO1.DITEST
Credentials Specify the type of the CA
Fole Services
Setup Type When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
CA Type own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
Private Key hierarchy.
Cryptography ® Root CA
CA Name Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

validity Period
A0 O Subordinate CA

Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Confirmation the CA above them in the hierarchy.

Certificate Database

More about CA Type

< Previous | | Next = Configure

22. Select Root CA.
23. Click Next.
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24. Select Create a new private key.

DESTINATION SERVER

Private Key WIN-MR2BO7CRMO1.DLTEST
Credentizls Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
CA Type (®) Create a new private key

Use this option if you do not have a private key or want to create a new private key.

Cryptograph
YRR () Use existing private key
CA Name Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Validity Peried () Select a certificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to
) import a certificate and use its associated private key.
Confirmation

() Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

More about Private Key

| < Previous || Next > | | Lonfigure || Cancel

25. Click Next.
26. Select RSA#Microsoft Software Key Storage Provider.
27. Enter 2048 in the box.
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28. Select SHA256 from the list.

DESTINATION SERVER

G ryptog rap hy for CA WIN-MR2BO7CRMO1.DITEST
Credentials Specify the cryptographic options
Role Services
Setup Type Select a cryptographic provider: Key length:
CAType [ RsA#Microsoft Software Key Storage Provider [~][2048 [-]
RIEIERey, Select the hash algorithm for signing certificates issued by this CA:
|isHAZ56 |~
CA Name SHA3S4 =
Validity Pericd SHA512
Certificate Database SHA1 —
M5 =l
Confirmation
[] Allow administrator interaction when the private key is accessed by the CA.
More about Cryptography
‘ < Previous ‘ | MNext » | | LConfigure | | Cancel |
29. Click Next.

DESTINATION SERVER

CA Name WIN-MR2BO7CRMO1.DLTEST
Credentials Specify the name of the CA
Role Services
Setup Type Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
CaType be modified.
Private Key
i h Common name for this CA:
ryptogra
L DI-WIN-MRZBOTCRMO1-CA
( e
Validity Pericd Distinguished name suffix:
Certificate Database DC=DI,DC=TEST
Confirmation

Preview of distinguished name:
CN=DI-WIN-MR2BOTCRMO1-CA,DC=DI,DC=TEST

More about CA Name

< Previous || MNext = | | LConfigure || Cancel

30. Click Next.
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31. Specify a validity period specific to your organization’s needs.

Validity Period

Cradantials
Role Services
Setup Type
CA Type

Private Key

Cryptography
CA Name

Certificate Databaze

Confirmation

DESTINATION SERVER
WIN-MR2BO7CRMO1.DLTEST

Specify the validity pericd

Select the validity period for the certificate generated for this certification authority (CA):

5

CA expiration Date: 8/11/2022 10:52:00 AM

The validity period configured for this CA certificate should exceed the validity period for the
certificates it will issue.

More about Validity Period

< Previous || Next > | | Lonfigure | | Cancel

32. Click Next.

CA Database

Credentials

Role Services

Setup Type

CAType

Private Key
Cryptography
CA Name

Validity Peried

Confirmation

DESTINATION SERVER
WIN-MR2BO7CRMO1.DLTEST

Specify the database locations

Certificate database location:
C:AWindows\system32\CertlLog

Certificate database log location:
CAWindows'system32\Certlog

More about CA Database

< Previous || Next > | ‘ Configure || Cancel

33. Click Next.
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DESTINATION SERVER

Confirmation WIN-MR2BOTCRMOL.DITEST
Cradentizls To configure the following roles, role services, or features, click Configure.
Role Services ~ Active Directory Certificate Services
Setup Type
Certification Authority
CA Type )
) CA Type: Enterprise Root
RIVAlEkey Cryptographic provider: RSA#Microsoft Software Key Storage Provider
Cryptography Hash Algorithm: SHA256
CA Name Key Length: 2048
validity Period Allow Administrator Interaction: Disabled
Certificate Validity Period: 8/11/2022 10:52:00 AM

Certificate Datzbase

Distinguished Name: CN=DI-WIN-MR2BOTCRMO1-CA,DC=DI,DC=TEST
Certificate Database Location:  C\Windows\system32\Certlog
Certificate Database Log CA\Windows\system32\CertlLog
Location:
<£reviuus|| Next » | |f‘ fi || Cancel

34

Click Configure.

DESTINATION SERVER
Results WIN-MR2BO7CRMO1.DLTEST

The following roles, role services, or features were configured:

Role Se 25 ~ Active Directory Certificate Services

Certification Authority o Configuration succeeded
More about CA Configuration

< Previous | | Next > | | Close | | Cancel
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2.1.3 Configure Account to Add Computers to Domain

1. Open the start menu.
2. Type dsa.msc and run the program.

3. Right click on Users in the left pane.

E Active Directory Users and Computers = | = &S

File Action View Help

@ 2 48 XKE G LalETE%
] Active Directory Users and Com|| Name Type Description
I (| Saved Queries 2, Administrator  User Built-in account for ad...
4 i DLTEST 22, Allowed RO...  Security Group... Members in this group c...
4 — Builtin 82, Cert Publish... Security Group... Members of this group ...
P Computers 82, Cloneable D... Security Group... Members of this group t...
b :'_' DamainConfroller izDenied ROD... Security Group.. Membersin this group c...
b m ForeignSecurit;,rPrincipaI! 22, DnsAdmins  Security Group... DNS Administrators Gro...
2 - Managed'Senvice Accou 42 DnsUpdateP... Security Group... DNS clients who are per...
s :{zDomain Ad... Security Group... Designated administrato...
#2 Domain Co.. Security Group... All workstations and ser...
%2, Domain Con... Security Group... All domain controllers ...
S'vZ,Domain Gue... Security Group... All domain guests
52, Domain Users  Security Group... Al domain users
EZEﬂterpriseA... Security Group... Designated administrato...
22 Enterprise R... Security Group... Members of this group ...
22, Group Polic...  Security Group... Members in this group c...
!. Guest User Built-in account for gue...
22, Protected Us... Security Group... Members of this group ...
S‘\E,RAS and [AS ... Security Group... Servers in this group can..
#2 Read-only D... Security Group... Members of this group ...
82, Schema Ad...  Security Group... Designated administrato...
< m > QWinRMRem... Security Group... Members of this group ...
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4. Click Delegate Control.

- Welcome to the Delegation of
- Control Wizard

Thig wizard helps you delegate control of Active Directory
objects. You can grant users pemission to manage users,
groups, computers, organizational units, and other objects
stored in Active Directory Domain Services.

To continue, click Mext.

| <Back || MNet> || Camesl | | Hep |

5. Click Next.

Users or Groups
Select one or more users or groups to whom you want to delegate contral.

Selected users and groups:
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6. Click Add to add a user or group. Example: Domain Admins.
Delegation of Control Wizard

Select this object type:
|Users. Groups, or Built-in security principals

From this location:
|DI.TEST

Enter the object names to select {examples):
Domain Adming

| <Back | nmNet> | [ Camesl | | Heb

7. When finished adding users or groups, click OK.

Users or Groups
Select one or more users or groups to whom you want to delegate contral.

Selected users and groups:
52, Domain Admins (DL\Domain Admins)

<Back || MNedt> | | Cancel | | Heb

8. Click Next.
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9. Choose Create a custom task to delegate.

Tasks to Delegate
You can select common tasks or customize your own.

() Delegate the following commaon tasks:

[] Create, delete, and manage user accounts

[] Reset user passwords and force password change at next logon
[] Read all user information

[] Create, delete and manage groups

[] Modify the membership of a group

[] Create, delete, and manage inetOrgPerson accourts |
[ ] Reset inetOrgPerson passwords and force password change at ne_x_t_l_t ™|

> |

[ <] m I
(®) Create a custom task to delegate
<Back | MNet> | | Cancel | | Hebp
10. Click Next.
Active Directory Object Type
Indicate the scope of the task you want to delegate.
Delegate control of:

(#) This folder, existing objects in this folder, and creation of new objects in this folder
() Only the following objects in the folder:

[] account objects ~
[] aC5Resourcelimits objects
[] applicationVersion objects
[] bootableDevice objects

[ cerfficationAuthority objects
[] Computer objects =

[ | Create selected objects in this folder
[ Delete selected objects in this folder

| <Back | Net> | | Cancel | | Hep

11. Choose Only the following objects in the folder.
12. Select the Computer Objects check box.
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13. Check the box for Create selected objects in this folder.
14. Check the box for Delete selected objects in this folder.

Active Directory Object Type
Indicate the scope of the task you want to delegate.
Delegate control of:

() This folder, existing objects in this folder, and creation of new objects in this folder
(#) Only the following objects in the folder:

[] bootableDevice objects

[ certificationAuthority objects
[+ Computer objects

[] Connection ohjects

[] Contact objects

] documert objects

<[ [

[] Create selected objects in this folder
[+] Delete selected objects in this folder

[ <Back || Met> |[ Concsl || Hep |

15. Click Next.
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16. In the Permissions List, choose Reset Password, Read and write Account Restrictions,
Validated write to DNS host name, Validated write to service principal name.

Permissions
Select the permissions you want to delegate.

Show these pemissions:
[v] General

[] Property-specific
[] Creation/deletion of specific child objects

Permissions:
[] Receive as |_A
[«] Read and write account restrictions |
] Read and write personal information |
] Read and write public ifformation .
[ Validated write to DNS host name
[ Validated write to service principal name iT,'f

17. Click Next.

Completing the Delegation of
Control Wizard

‘fou have successfully completed the Delegation of Control
wizard.

You chose to delegate control of objects ~
in the following Active Directory folder: 1

DI.TEST/Users

The groups, users, or computers to which you
have given control are: —

Domain Admins (DL\Domain Admins)

They have the following pemissions:

To close this wizard, click Finish.

| <Back | Fmsh | | Camcel |  Hep

18. Observe the successful installation and click Finish.
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2.1.4 Adding Machines to the Correct Domain

1. Right click network icon in task bar.
2. Click Open Network and Sharing center.

we
e

L |5_=_ » Control Panel » Network and Internet » MNetwork and Sharing Center v & | ‘ Search Control Panel P ‘
View your basic network information and set up connections
Control Panel Home
View your active networks
Change adapter settings
Change advanced sharing Network Access type: Mo Internet access
settings Public netwerk Connections: [ Ethemet
Change your networking settings
Set up a new connection or network
~ Set up a broadband, dial-up, or VPN connection; or set up a router or access point.
@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
See also
Internet Options
Windows Firewall
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3. Click the link for editing the network interface under Connections.

General

Connection
IPv4 Connectivity: Mo Internet access
IPvE Connectivity: Mo Internet access
Media State: Enabled
Duration: 00:59:42
Speed: 1.0 Gbps

Activity
ol |
Sent =— —  Received
Bytes 70,032 | 391,807

4. Click Properties.
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Metworlking

Connect using:
E Intel(R) PRO/1000 MT Metwork Connection

This connection uses the following tems:

Client for Microsoft Networks
.@ File and Prirter Sharing for Microsoft Netwaorks
81 05 Packet Scheduler

[] -2 Microsoft Network Adapter Muttiplexor Protocol
i Link-Layer Topology Discovery Mapper 170 Driver
wi Link-Layer Topology Discoveny Responder

i Intemet Protocol Version 6 (TCPA1PvE)

<. Intemet Protocol Version 4 [TCP/1Pv4)

| Install... | | Uninstall | | Properties

Description

Allows your computer to access resources on a Microsoft
network.

oK || Canesl

5. Click Internet Protocol Version 4.
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General |A]tanate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(® Obtain an IP address automatically
() Use the following IP address:

IP address: | : ; : |

Subnet mask: | : : : |

Default gateway: | : : : |

() Obtain DNS server address automatically
(®) Use the following DMS server addresses:

Preferred DMS server: | 127. 0 . 0 .1 |

Alternate DMS server: | ; 2 : |

[ validate settings upon exit

6. Click Properties.
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7. Set the DNS field to the IP address of the AD/DNS server.

General |Ajternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate [P settings.

(® Obtain an IP address automatically
(") Use the following IP address:

IP address: | : ; : |

Subnet mask: | : : : |

Diefault gakeway: | : : : |

() Obtain DMNS server address automatically
(®) Use the following DMS server addresses:

Preferred DNS server: | 192 . 168 . 50 . 46 |

Alternate DMS server: | 2 : : |

[ validate settings upon exit

8. Click OK.
9. Exit out of the Network and Sharing Center
10. Push the start menu button.
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= This PC =B
Computer Wiew O ]
T |ﬂ!| b This PC v 0‘ | Search This PC L ‘
Sl\f Favorites 4 Folders (6)
B Desktop
j, Downloads h Desktop Documents

5l Recent places

1M This PC

e'! Network h Pictures
¥

Videos

Downloads b Music

4 Devices and drives (3)
Local Disk (C:)
Floppy Disk Drive (A:) -
S 203 G5 froc ot 106 G
DVD Drive (D)
IR2_S55_X64FREV_EN-US_DV5
0 bytes free of 4,16 GB

items

E=

11. Go to This PC.

12. Right click in the window and choose Properties.

1 1% » Control Panel » System and Security » System

v 0‘ | Search Control Panel pal |

Centrol Panel Home

@ Device Manager
@ Remote settings
@ Advanced system settings

See also
Action Center
Windows Update

View basic information about your computer

Windows edition
Windows Server 2012 R2 Standard
© 2013 Microsoft Corporation. All rights reserved.

B Windows Server2012R2

System
Processor: Intel(R) Xeon(R) CPU E5-2660 0 @ 2.20GHz 2.20 GHz
Installed memory (RAM):  4.00 GB
System type: B4-bit Operating System, x64-based processor

Pen and Touch: Ma Pen or Touch Input is available for this Display

Computer name, domain, and werkgroup settings

Computer name: WIN-MRZBO7CRMO1 @Change settings

Full computer name: WIN-MRZBO7CRMOT1.DITEST
Computer description:

Domain: DITEST
Windows activation
Windows is not activated. Read the Microsoft Software License Terms

Product ID: 00252-70000-00000-AA535 Activate Windows
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13. Under Name, domain, and workgroup settings, click Change settings.

Computer Name | Hardware | Advanced | Remote |

&II Windows uses the following information to identify your computer
on the network.

Computer description:

For example: "1IS Production Server” or
"MAccounting Server”.

Full computer name: WIN-MRZBOT7CRMO1
Workagroup: WORKIGROUP

To rename this computer or change its domain or mge
workgroup, click Change.

OK || Camcd || emy |

14. Click Change....
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fou can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
WIN-MRZBO7CREMO1

Full computer name:
WIN-MRZBOTCRMO1

Member of
") Domain:

(®) Workgroup:
WORKGROUP

OK Cancel
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15. Select Domain and enter the domain specified on the AD/DNS server.

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
WIN-MRZBCTCRMOA

Full computer name:
WIN-MRZ2BCTCRMO

Member of
(® Domain:
DI TEST
() Workgroup:
WORKGROUP
oK Cancel
16. Click OK.

Computer Name/Domain Changes
Enter the name and password of an account with permission to join the

domain.
[ User name ]
I I [ Pazzword ]
Domain: DL.TEST
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17. Enter the credentials of an account in AD which has the right permissions to add a group to the
domain.

Computer Name/Domain Changes

Enter the name and password of an account with permissicon to join the
domain.

[ Administrator ]

Daomain: DLTEST

18. Click OK a few times and restart the server when prompted.

Computer Name | Hardwars I Advanced I Femote |

@II Windows uses the following information to identify your computer

on the networlk.
Computer description:
For example: "Il5 Production Server” or
"Accounting Server”.
Full computer name: WIN-MRZBOTCRMOT.DITEST
Domain: . TEST
To rename this computer or change its domain or

warcgroup, click Change.

& Changes will take effect after you restart this computer.

Close || Cancel || Apphy |
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2.1.5 Configuring Active Directory to Audit Account Activity

1. Open Local Security Policy from the Start Menu.

2. Open Local Policies > Audit Policy.
= Local Security Policy - | = [

File Action View Help

T Security Settings Policy i Security Setting
I [ 4 Account Policies Audit account logon events No auditing
4 [[g Local Policies Audit account management No auditing
I =] Audit Palicy | Audit directory service access Me auditing
bls User nghts%sslgnment | Audit logon events No auditing
b Cg Security Options | Audit object access Me auditing
B || Windows Firewall with Advanced Seci 2 2
o | Audit policy change No auditing
| Metwork List Manager Policies = i
2 i | Audit privilege use No auditing
R:fubiic key Bolicies Audit process trackin Me auditin
| Software Restriction Policies % P g = g
| Audit system events Me auditing

lg IP Security Pelicies on Local Compute

I
I
I+ || Application Control Policies
I
I [ Advanced Audit Policy Configuration

3. Right click Audit account management.
4. Select Properties.
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Local Security Setting |Ecpili-.m |

Audit account management

Audit these attempts:
[]Success
[] Failure

Thig setting might not be enforced f other policy is configured to
ovemde category level audit policy.
For more information, see Audit account management. (3921468)

ok || Cancel || Aoy |
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Local Security Setting | Explain |

Audit account management

Audit these attempts:
[w] Success

[ Failure

ﬁ This setting might not be enfarced £ other policy iz configured to
E=%  pyemide category level audtt policy.
For more information, see Audit account management. (A521468)

[ ok || Camcd || sy |

5. Check the boxes next to Success and Failure.

6. Click OK.

7. Account management activities will now be reported to Windows Event Log — Security.
2.2 Microsoft Exchange Server

As part of our enterprise emulation, we include a Microsoft Exchange server. This section covers the
installation and configuration process used to set up Microsoft Exchange on a Windows Server 2012 R2
machine.

2.2.1 Install Microsoft Exchange

1. Run Exchange2016-x64.exe.
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Choose Directory For BEdracted Files

C:\Program Files"Microsoft*.Exchange Server

2. Choose the directory for the extracted files and press OK.

BExtracting File:
To Directony:

id"setupservemolesclientaccess \owa'binidn
C:*Program Files“Microsoft Exchange Server

3. Enter the directory and run setup.exe.

Application Tools

Home Share View Manage v 0
© - p | | « Local Disk (C:) » Program Files » Micrasoft » Exchange Server » v e | [ Search Exchange Server 2|
- —
7 Favorites o e s ]
B Desktop syl E14/2017 1022 AM  File folder
{8 Downloads ME” 81472017 10:22 AM  File folder
] Recent places EN B14/2017 10:22 AM  File folder
'R B8/14/2017 10:22 AM  File folder
1% This PC b te 8/14/201710:22 AM  File folder
& th 81472017 10:22 AM  File folder
€ Network L E14/201T 1022 AM  File folder
h uk 8/14/201710:22 AM  File folder
i ur 8/14/201710:22 AM  File folder
h vi 8/14/2017 10:22 AM  File folder
B zh-hans 8/14/2017 10:22 AM  File folder
1 zh-hant 8/14/201710:22 AM  File folder
a autorun 9/20/2013 441 AM  Setup Information TKB
ﬁ exchangeserver 9/20/20153 441 AM  Windows Installer ... 22,388 KB
microsoft.exchange.cabutility.dll 9/20/2015 441 AM  Application extens... 278 KB M
microsoft.exchange.data.common.dil 9/20/2015 441 AM  Application extens... 1,684 KB
microsoft.exchange.diagnostics.dil 9/20/2015 441 AM  Application extens... 1,648 KB =
microsoft.exchange.setup.acquirelangua...  9/20/2015 441 AM  Application extens... 62 KB B
mic exchange.setup.b pper.c.. 9/20/2015 441 AM  Application extens... S0 KB
microsoft.exchangesetup.signverfwrapp... ~ 9/20/2015 441 AM  Application extens... 83 KB
|@ setup . 9/20/2015 441 AM  Application 31 KB
Titems 1 item selected 30.0K8 -
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4. Select Connect to the Internet and check for updates.

Check for Updates?

You can have Setup download Exchange Server 2016 updates from the Internet before you install Exchange. If updates are available,
they'll be downloaded and used by Setup. By downloading updates now, you'll have the latest security and product updates. If you
don't want te check for updates right now, or if you don't have access to the Internet, skip this step. If you skip this step, be sureto
download and install any available updates after you've completed Setup.

Select one of the following options:

@ LConnect to the Internet and check for updates

O Don't check for updates right now

@8 Exchange

MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

5. Wait for the check to finish.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Downloading Updates...

Mo updates found, click next te continue with setup,

@& Exchange

6. Click Next.

NIST SP 1800-11C: Data Integrity: Recovering from Ransomware and Other Destructive Events

51



Introduction

Welcome to Micresoft Exchange Server 2016!

Exchange Server is designed to help you increase user productivity, keep your data safe, and provide you with the control you need,
You can tailor your solution te your unique needs with flexible deployment options, including hybrid deployments that enable you to
take advantage of both on-premises and online solutions. You can use compliance management features to protect against the loss of
sensitive information and help with internal and regulatory compliance efforts. And, of course, your users will be able to access their
email, calendar, and voice mail on virtually any device and frem any locatien, This wizard will guide you through the installation of
Exchange Server 2016

Plan your Exchange Server 2016 deployment:
Read about Exchange Server 2016
Read about supported languages

Use the Exchange Server Deployment Assistant

@8 Exchange

MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

7. Wait for the copying to finish.
8. Click Next.
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9. Click I accept the terms in the license agreement.

MICROSOFT EXCHANGE SERVER 2016 SETUP s 7?7 X

License Agreement

Please read and accept the Exchange Server 2016 license agreement.

MICROSOFT SOFTWARE LICENSE TERMS i
MICROSOFT EXCHANGE SERVER 2016 STANDARD, ENTERPRISE, TRIAL AND HYBRID

These license terms are an agreement between Microsoft Corporation (or based on where you live, one of its affiliates)
and you. Please read them. They apply to the software named above, which includes the media on which you received

it, if any. The terms also apply to any Microsoft

« updates,

+ supplements,

+ Internet-based services, and

s support services

for this software, unless other terms accompany those items. If so, those terms apply.

By using the software, you accept these terms. If you do not accept them, do not use the software.
Instead, return it to the retailer for a refund or credit. If you cannot obtain a refund there, contact Microsoft or W

- S UM S-S 7SN S SO | P P S S B .

@ | accept the terms in the license agreement

Cj | do not accept the terms in the license agreement.

@8 Exchange

10. Click Next.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Recommended Settings

@ Use recommended settings

Exchange server will automatically check online for selutions when encountering errors and provide usage feedback to Microsoft to
help improve future Exchange features,

(:) Don't use recommended settings

Manually configure these settings after installation is complete (see help for more information).

Read more about providing usage feedback to Microsoft

Read more about checking for error solutions online

@& Exchange bock | | ne

11. Click Use Recommended Settings.

12. Click Next.

13. Check Mailbox role.

14. Check Automatically install Windows Server roles and features that are required to install
Exchange Server.
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MICROSOFT EXCHANGE SERVER 2016 SETUP

Server Role Selection

Select the Exchange server roles you want to install on this computer:

Mailbox role

Automatically install Windows Server roles and features that are required to install Exchange Server

@8 Exchange b ||

15. Click Next.
16. Specify the installation path for MS Exchange.
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MICROSOFT EXCHANGE SERVER 2016 SETUP

Installation Space and Location

Disk space required: 8696.2 ME

Disk space available: 19407.9 MB

Specify the path for the Exchange Server installation:

I C:\Program Files\Microsoft\Exchange Server\¥/15

back | |

@8 Exchange

17. Click Next.
18. Specify the name for the Exchange organization. Example: DI.
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19. Decide whether to apply split permissions based on the needs of the enterprise.

MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Exchange Organization

Specify the name for this Exchange organization:
|D||

I:l Apply Active Directory split permissions security model to the Exchange organization

The Active Directory split permissions security model is typically used by large organizations that completely separate the responsibility
for the management of Exchange and Active Directory among different groups of people. Applying this security model removes the
ahility for Exchange servers and administrators to create Active Directory objects such as users, groups, and contacts. The ability to
manage non-Exchange attributes on those objects is also removed.

You shouldn't apply this security model if the same person or group manages both Exchange and Active Directory. Click '#' for more
information.

back | I next

@# Exchange

20. Click Next.
21. Click No.
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MICROSOFT EXCHANGE SERVER 2016 SETUP

Malware Protection Settings

Malware scanning helps protect your messaging envirenment by detecting messages that may contain viruses or spyware, It can be
turned off, replaced, or paired with other premium services for layered protection.

Malware scanning is enabled by default. However, you can disable it if you're using another product for malware scanning. If you
choose to disable malware scanning now, you can enable it at any point after you've installed Exchange.

Disable malware scanning.

O Yes
®

Internet access is required to download the latest anti-malware engine and definition updates.

back | I next

@8 Exchange

22. Click Next.
23. Install any prerequisites listed.
24. If necessary, restart the server and re-run setup.exe, following through steps 3 to 22 again.

NIST SP 1800-11C: Data Integrity: Recovering from Ransomware and Other Destructive Events

58



MICROSOFT EXCHANGE SERVER 2016 SETUP

Readiness Checks

The computer will be checked to verify that setup can continue.

Prerequisite Analysis 100%

Warning:
Setup can't detect a Send connector with an address space of ™. Mail flow to the Internet may not work properly.

For more information, visit: http://technet.microsoft.com/library(EXCHG.160)/ms.exch.setupreadiness.MoConnectorToStar.aspx

install

@8 Exchange

25. Click Install.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Setup Progress

Step 1 of 13: Organization Preparation 7%

B8 Exchange

26. Wait for setup to complete.

2.3 SharePoint Server

As part of our enterprise emulation, we include a Microsoft SharePoint server. This section covers the
installation and configuration process used to set up SharePoint on a Windows Server 2012 R2 machine.

2.3.1 Install Roles and Features

1. Open Server Manager.
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B Oashboard WELCOME TO SERVER MANAGER

¥ Local Serves

Ba 48 Servers o B
B§ Fie and Storage Services @
QUACK START
WHATS NEW
Mde
AR MORS

ROLES AND SERVER GROUPS

5 ":"_‘"dgmn'r" : m m
Services.

® Monagesvity ® Manogeabity @ Marageatity
Everits Events.
E B
BPA resulta Performmance
BPA results

2. Click Manage.

e R Tonkr.
[T —y—

B Dashbosrd WELCOME TO SERVER MANAGER

et Semvers
B Local Server Creabe Server Group
Wi Anserers o g cal server Servet Llinsger Progartias
B Fie and Storage Services & e :
QuicK: STARE
WHATS NEW
LEARN MO

ROLES AND SERVER GROUPS

g Fle and Storage ;
Senvices

() Manageabiiny Manageabisy @ Macugeabity
Events Events Everts
Pestormance | |
BPA rensny Fertomarce Pertermance

BEA results BRA resulls

3. Click Add Roles and Features.
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|- Server Manager =8 %

B Fie and 5

o1 The computing nends of your DreNiEeon. Juth 8 sharing Soxusents, of

m Thea wizard helps you install roles, rele senaces, o festures. You determing whech roles, rle sanaces, o
fra Eawd

o P
4. Click Next.
5. Choose Role-based or feature-based installation.
£ Serves Manager -8 x

s s s
} eated it
B8 A8 serverd
BR Fidi and 5

Saiect S instalation hype. Vou can

T

& Role-taned oo feature-based inatallstion

Conkigure  singie server by adding rolet, role sensces and lastuses
Remate lretktop Servhoes inatallation

. - e Virtual eveane a virtul machine-based

[zeima ] Dl 7] [T ]
PR remans - PR remams

6. Click Next.
7. Choose Select a server from the server pool.
8. Choose the SharePoint server from the list.
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|-|8] x

I Dastiboan {18

[ TEVESIS
W File and 5

B Seset n perees i T s ot
Sefect & virtual hard dk

Server Foal

9. Click Next.
10. Check Application Server Role.

Server Manager

11. Click Next.
12. Check IIS Hostable Web Core.

e
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|8 Oahoon]

B Local Serm

B Assenverd]  Select fe

BE File and 51

rting O
s Mamagement (PAM) Server

G Serves semce.

13. Click Next.

TFA resahs

1 oo 5er
i A1 Sarver

5 Fie and 5

gpication Server hasts and centrally marages apelcatons Sat iRteoperate with sme-vs o e
etk wsth b o Webs

appliations 3 serdce. Application Serve s suppori developing cintom o it
hrough mtegrated services such as the NIT Famenark4.5, COM, Web Server (1) Spport and
Misissge Cueung

Things ta noee

* W recemesend that yoes rnstal Wb Server [15) Suppert i you pien 15 heat datriuted appltatons
Eunlt wang ASPNET o Windkoms Commurscation Fousdation (WGP

(e | ] au | [CoaneaT]

14. Click Next.

15. Check all boxes under Application Server Role Services.

TPR resirs PR et
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B tocsi sere
B At Servery
BY File ad &

St the roie services b instal for Applcason Server
Rte services

¥ AT Frampscrk 45

[ Message Quewing Activasan

F ared Ppes
v

TR cesalts

16. Click Next.
17. Choose Create a self-signed certificate.

B asmedl  Choose a Server Authentication Certificate for SSL Encryption
B§ File and 5

Wnan communcating with cupets, We-Abpmas Traneacsam (WS-AT] vees e Secure Sockets Laper
15501 pretesial i encrppt setwork trithe. Chotrie & server Ithostication contificate sutsble for S50
encryption b adid 5 the celact tte in Inteemet Information Senvce (51

Chooe an exnting cerificate for S5L encrpption (recommended)

Thie option if Ve thould e & cetiicate iioed by

»nextermal AL or you can thicate inwud by your own intemal CA

% CA 0 truited by chents comnesting 1o the erver. The dutyect ot of the certibane mat
match e host rame of the cerver

Hawed To e By Expintion Dute  besgncied Puspene

B Eraane 3 self-vigead cormboste
Tris Bptien 5 recemmanded far touall sonie deployments or test pzesnot only. Aer mueing

WS-AT, s st marusally atall the cetificate on chenth that Eommusicats meth 13 serves.
e s bl o S5 ponotr -
L dypois 2 cens 2 €8 i it 2 later

Foor WS- 12 Runcien, you st senfiguee this semver with & vald cesshente.

[ oevioun | """T.} 2 ==

EOA results TPA resuns

18. Click Next.
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Server Manager

B File and 3

» - -
otration, & uabd Wi platfoim that ithgrase IS £5 ASDNET, aad Windsue
Communication fourdation.

Cepwsn] | B ] : Geal ]
19. Click Next.
20. Check all boxes under Web Server (1IS) Role Services.
~ 8] %

L Server Mansges

[ owoour I8 Add Rates and Features Wizard

Setect the robe services 5 install for Web Server (5]

21. Click Next.
22. Check Restart the destination server automatically if required.
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B iocal Serv
B A Servers
B File st

SHFTArCH 1R
WAASLROTTING

select

o it g Romsing s, b parvicet, or featores o seected servis, cick inntall

[V Forttan s destination terenr mtcmaticaly if emqusted
Opnona features (it ol meg because Shey have
ke P enr

their check bouss.

AT Framewcrk 15 Frasares
NAT Framewsrk 1.5 fnctudes SIT 20 and 10

NAT Framevecek 45 Faasores | Hde
ASPNITAS
WCF Senvces.
HITE Actaton
Mictapge Queung MSMD) Activation
Hamed Fipe datreabon

TCP Actration
Apptatien Server <1

028 AM

23. Click Install.

24. The server may automatically restart.

25. Right click the .ISO file for SharePoint Server.
26. Choose Mount.

2.3.2 Install SharePoint

1. Navigate to the main directory of the ISO.

Application Tools

Home Share View Manage A ﬂ
© = 4 [k » ThisPC » DVD Drive (E) 16.04351.1000 v & ] [ search VD Drive (£ 16.0.435.. 2 |
4 Favorites Name : Date modified Type Size el
B Desktop . catalog 2/11/20163:33 AM  File folder
% Downloads . files 2/11/2016 3:33 AM  File folder
‘] Recent places i global /11/2016 333 AM  File folder
. prerequisiteinstallerfiles 2/11/2016 3:32 AM  File folder
1M ThisPC . setup 2/11/2016 3:32 AM  File folder
. updates 2/11/2016 3:32AM  File folder
€ Metwork Ju wss.en-us 2/11/20163:33 AM  File folder
\%| api-ms-win-crt-convert-11-1-0.dll 7/29/2015 2:30 PM  Application extens... 23 KB =
%] api-ms-win-crt-filesystem-11-1-0.dll 7/29/2015 2230 PM Application extens... 21KB
api-ms-win-crt-heap-11-1-0.dll 7/29/2015 230 PM  Application extens... 20 KB
%] api-ms-win-crt-locale-11-1-0.dll 7/29/2015 230 PM  Application extens... 19KB
%] api-ms-win-crt-math-11-1-0.dll 7/29/2015 2230 PM Application extens... 28 KB
@ api-ms-win-crt-runtime-11-1-0.dll 7/29/2015 230 PM Application extens... 23KB
\%| api-ms-win-crt-stdie-11-1-0.dll 7/29/2015 2:30 PM Application extens... 25 KB
|| api-ms-win-crt-string-11-1-0.dIl 7/29/2015 2:30 PM Application extens... 25 KB
m auterun 5/28/201512:05 PM  Icon 2KB L |
| autorun 5/28/201312:05 PM  Setup Information 1KB
[ default 11/24/2015 1:22 AM  HTML Application 14 KB
| f‘; prerequisiteinstaller . 2/10/2016 10:13 AM  Application 973 KB
=] readme b 9/23/2015 2:28 PM  HTM File 1KB
etup ;;;;a:g?;gs\ration Windows Comma... 1KB '_v
27items  1item selected 972 KB Date modified: 2/10/2016 10:13 AM =
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2. Double click pre-requisite installer.

Welcome to the Microsoft® SharePoint® 2013
Products Preparation Tool

The Microsoft® SharePoint® 2013 Products Preparation Toal checks your computer for
required products and updates. It may connect to the intemet to download products from the
Microsoft Download Center. The tool installs and configures the following products:

| Microgoft NET Framework 4.5

* Windows Managemenrt Framework 3.0

* Application Server Role, Web Server (115) Role

* Microgoft SQL Senver 2008 R2 SP1 Native Client

* Windows |dentity Foundation (KBS74405)

* Microsoft Sync Framework Runtime v1.0 SP1 {<64)

* Windows Server AppFabric

* Microsoft Identity Extensions

* Microsoft Information Protection and Control Client

* Microsoft WCF Data Services 5.0

* Cumulative Update Package 1 for Microseft AppFabric 1.1 for Windows Server ||
(KB2671763) ]

Leam more about these prerequisites

| <Bock || Net» | [ Cancdl

3. Click Next.
4. Click I accept the terms of the License agreement.
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Licenze Temns for software products.

This solution requires that you install each of the following software modules and agree to their license terms. Please
review the license terms.

MICROSOFT SOFTIWARE LICENSE TERMS

Below are two sets of License Terms that cover ten different Microsoft
products. The products covered by these license terms are:

LICENSE 1
Microsoft Windows Identity Foundation 1.0
Microsoft Windows Management Framework 3.0

LICENSE 2
Microsoft Sync Framework Runtime 1.0 SP1

e L£L mAT Moo AAAD TR Aol rml:o_L mmA

the EULA before the products can be downloaded and installed on your computer.

tems of the License Agreement(s)" and using these products.

[W]1 accept the terms of the License Agreement(s)

W

Be sure to carefully read and understand all of the rights and restrictions described in the EULA. You must accept the temms of

| have read, understood, and agreed to the terms of the End User License Agreement(s) and so signify by clicking "l accept the:

| <Back || Nw> | [ Cancel

5. Click Next.
6. Resolve any dependencies and repeat steps 2-5.

There was an error during installation.

The tool was unable to install Application Server Role, Web Server {[15) Role.

|- Microsoft .\NET Framework 4.5: equivalent products already installed ino action ~
taken) |
* Windows Management Frameworic 3.0: equivalent products already installed no
action taken)

* Application Server Role, Web Server {|1S) Role: corfiguration emor

* Microsoft SQL Server 2008 R2 SP1 Native Client: Installation skipped

= Windows Identity Foundation (KB374405): was already installed no action taken) =
* Microsoft Sync Framework Rurtime v1.0 SP1 (x64): was already installed ino action
taken)

* Windows Server AppFabric: was already installed (no action taken)

* Microsoft Identity BExtensions: equivalent products already installed {no action taken)
* Microsoft Information Protection and Control Client: equivalent products already —
installed {no action taken) |

* Microsoft WCF Data Services 5.0: Installation skipped 7

* Curnlativa | Indsta Paclr-ana 1 far Micrnenft LnnFahie 1 1 far Windmae Sancar Ll

Review the log file

It is recommended that you keep your Windows operating system up to date on http://
windowsupdate microsoft.com.

Leam more about these prerequisites

<Back || Fnl%_H Cancel
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7. After the successful installation, click Finish.
8. The server may automatically restart.
9. Remount the .ISO file for SharePoint Server.

10. Navigate to the main directory of the .ISO file.

i = i e DVD Drive (F) 15.04420.1017 [= o[
.ﬂ‘m Manage - ﬂ
®© - ¢ ‘ V ThisPC » DVD Drive (F:) 15.04420.1017 v ¢ | [ Search DD Drive (F) 15.0.442... 2 |
- i
7 Favorites i S S == |
B Desktop | setup 121:26 PM File folder
4 Downloads | sms.en-us 20121:26PM  File folder
] Recent places | sps.en-us 10/2/2012 1:26 PM File folder
| sglemui.en-us 10/2/2012 1:26 PM File folder
1% This PC | updates 10/2/20121:26 PM File folder
| visioserver.en-us 2012 1:26 PM File folder
€ Network | wasrv.en-us /2/2012 1:26 PM File folder
|1 wdsrv.en-us /2/2012 1:26 PM File folder —
| wss.en-us File folder
| wlserver.en-us 2012 1:26 PM File folder
m autorun 12/13/2011 1:05 PM  ICO File 2KB
4| autorun 13 1:05PM  Setup Information 1KB
= default 9/29/2012 10:00 AM  HTML Application 14 KB
(%] msvcr100.dll 12/14/201111:50 .. Application extens... 810KB =
E:f] prerequisiteinstaller 10/1/20125:22PM Application 1,602 KB
|=| readme 5/19/2012&02PM  HTM File TKB
setup 12/13/2011 1:05 PM  Windows Cnmw... 1KB
(| setup.dll 10/1/2012 5:23 PM Application extens... 1,036 KB
ﬂ setup 10/1/2012 5:25 PM Application 210KB
= splash 9/201210:00 AM  HTML Apgplication 3KB
(| svrsetup.dil 10/1/2012 5:22 PM Application extens... 9,687 KB ™
35items 1 item selected 183 bytes =

11. Double click the program called setup.

SharePoint 2013

12. Click Install SharePoint Server.

Review hardware and software requirements

Read the installation guide

Read the upgrade guide

13. Enter your product key when prompted.
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? Enter your Product Key °

Need to find your Product Key?

Your Product Key i1s 25 characters and is typically found in your product
packaging. If you cannot find your Product Key, click the “Learn more about
Product Keys and see examples” link.

Learn more about Product Keys and see examples

oy

14. Click Continue.
15. Check I accept the terms of this agreement.

\=

\=/\| Read the Microsoft Software License Terms

To continue you must accept the terms of this agreement. If you do not want to accept
the Microsoft Software License Terms, close this window to cancel the installation.

MICROSOFT EVALUATION SOFTWARE LICENSE TERMS L]
MICROSOFT SHAREPQINT SERVER 2013 |
MICROSOFT SHAREPQINT SERVER 2013 FOR INTERMET SITES
MICROSOFT SHAREPQINT FOUMDATION 2013

MICROSOFT 5QL SERVER 2008 R2 EXPRESS

Below are two separate sets of terms for Microsoft SharePoint Server 2013,
Also below are the license terms for Microsoft SharePoint Foundation
2013 and Microsoft SQL Server 2008 R2 Express Edition, the technical pre-
requisites for Microsoft SharePoint Server 2013, Only one set of the
Microsoft SharePoint Server 2013 applies to you. Your product key will
determine which terms apply to you. If you have a Trial product key, then
the Trial Terms below apply to you. If you do not have a Trial Product key,
then the following Natice applies to you:
NOTICE -
Your use of this software is subiect to the terms and conditions of the st

E | accept the terms of this agreement

16. Click Continue.
17. Choose which Server Type fits your organization's purposes.
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Server Type | File Location
Server Type

Select the type of installation you want to install on the server,

) Complete - Use for production environments.
+ Installs all components to a farm that you can expand with more servers,
» Requires SOL Server 2008 R2 SP1 [minimum requirement).

(O] Stand-alone - Use for trial or development environments,
+ Installs all components on a single server.
+ This installation cannot add servers to create a SharePoint farm.
+ Includes 5L Server 2008 R2 Express Edition with SP1 in English.

18. Click Install Now.
19. Wait for the installation to finish.
20. Check Run the SharePoint Products Configuration Wizard now.

Run Configuration Wizard

To complete configuration of your server, you must run the SharePoint Products
Configuration Wizard.

[] Bunthe SharePoint Products Configuration Wizard now.

21. Click Close.
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2.3.3  SharePoint Products Configuration Wizard

1. Click Next.

The following services may have to be started or reset during
configuration:

Internet Information Services

SharePoint Administration Service
SharePoint Timer Service

Choose yes to restart the services if required and continue with the
configuration wizard or no to exit the configuration wizard,

2. Click Yes.
3. Click Next.
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4. Wait for the configuration to complete (it may take up to 30 minutes depending on your
system).

5. Click Finish.

2.3.4 Configure SharePoint

1. Open a browser and navigate to http://sharepoint (replace sharepoint with the hostname or IP
address of the SharePoint server).

2. Choose the type of SharePoint template that fits your business needs. Example: Enterprise >
Document Center.
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SharePoint (NS CEGRER O S [CER 02 v |win-mr2bo7crmoT\administrator» 2

Site Contents Template Selection

2013 experience version will be used

Selact a template:

Collaboration | Enterprise  Publishing

Blog

Developer Site
Project Site
Community Site

reomsite |

A place to work together with a group of people

Solution Gallery

Solution Gallery

) SHARE T

2.4 Windows Server Hyper-V Role

As part of our simulated enterprise, we include a Windows Hyper-V server. This section covers the
instructions for installing Windows Server Hyper-V on a Windows Server 2012 R2 machine.

The instructions for enabling the Windows Server Hyper-V Role are retrieved from

https://technet.microsoft.com/en-us/library/hh846766(v=ws.11).aspx and are replicated below for

preservation and ease of use.

2.4.1 Production Installation

1. In Server Manager, on the Manage menu, click Add Roles and Features.
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Dashboard WELCOME TO SERVER MANAGER
| Add Servers

B Local Server

Server Manager * Dashboard

| F

Manage  Tools  View  Help

AddBoles and Features

Remove Roles and Features

Create Server Group
i Allservers : hi o Server Manager Properties
Configure this local server calliinis
QUICK START
2 Add roles and features
3 Add other servers to manage =
WHATS NEW -
4 Create a server group
5 Connect this s o cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS =

Roles:0 | Servergroups: 1 | Servers totak 1
# Local Server 1 ii All Servers 1
@ Manageability @ Manageability
Events Events 5

2. Onthe Before you begin page, verify that your destination server and network environment are
prepared for the role and feature you want to install.

=

Add Roles and Features Wizard tli-

Before you begin

fou Begin

Installation Type

Server Selection

DESTINATIOM SERVER
WIN-MRZBOTCRMO1.DLTEST

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hasting a website,

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again,

To continue, click Next.

[] Skip this page by default

< Previous

3. Click Next.

4. Onthe Select installation type page, select Role-based or feature-based installation.
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DESTIMNATION SERVER

Select installation type WIN-MRZBOTCRMO1.DLTEST

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Befcre You Begin

. (@ Role-based or feature-based installation
Server Selection : 5 )
Configure a single server by adding roles, role services, and features.
Server Roles
O B te Deck p Se 3 . 11-

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Features

C<Previos | | Nl | | et | [ cancel |

5. Click Next.
6. On the Select destination server page, select a server from the server pool.

DESTIMATION SERVER

Select destination server WIN-MR2EOTCRMO1.DLTEST

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (@) Select a server from the server pool
() Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
Name IP Address Operating System

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous ue:ﬁ > Install Cancel

7. Click Next.
8. Onthe Select server roles page, select Hyper-V.

NIST SP 1800-11C: Data Integrity: Recovering from Ransomware and Other Destructive Events

77



9. To add the tools that you use to create and manage virtual machines, click Add Features.

Select server roles

Before You Begin
Installation Typs

Server Selection

Features

Hyper-¥
Virtual Switches
Migration
Default Stores

Confirmation

Select one or more roles to install on the selected server,

Roles

[] Active Directory Certificate Services

[ Active Directory Domain Services

[[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services

[[] Active Directory Rights Management Services
b Application Server (Installed)

] DHCP Server

[] DNS Server

] Fax Server
I [®] File and Storage Services (2 of 12 installed)

| >

[[] Metwork Policy and Access Services
[] Print and Document Services

] Remote Access

[] Remote Desktop Services

W

DESTINATION SERVER
WIN-MR2BOTCRMO1.DILTEST

Description

Hyper-V provides the services that
you can use to create and manage
virtual machines and their resources.
Each virtual machine is a virtualized
computer system that operates in an
isolated execution environment. This
allows you to run multiple operating
systems simultaneously.

< Previous ﬂgﬁ >

Install Cancel

10. Click Next.

Select features

Before You Begin

Select one or more features to install on the selected server.

DESTIMATION SERVER
WIN-MR2BOTCRMO1.DITEST

Installation Type Features Description
Server Selection b T S Fasiiiae ~ .NET Framework 3.5 combines the
Server Roles = = power of the .NET Framework 2.0
= |3 NET Framework 4.5 Features (Installed) APls with new technologies for
> [ Background Intelligent Transfer Service (BITS) = building applications that offer
Hyper-v [ BitLocker Drive Encryption appealing user interfaces, protect
. —] your customers' personal identity
Virtual Switches [ BitLocker Network Unlock information, enable seamless and
Migration [] BranchCache secure communication, and provide
: the ability to model a range of
Default Stores L1 ieat 1o NES business processes.
. [] Data Center Bridging
Confirmation )
[ Direct Play
[] Enhanced Storage
[] Failover Clustering
[] Group Policy Management
lIS Hostable Web Core (Installed)
[ Ink and Handwriting Services L
— - o v
<] " EL
< Previous | | MNext >’\¢J | Install | | Cancel

11. Click Next.
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DESTINATION SERVER
H ype r-vV WIN-MRZE0TCRMO1.DLTEST
Before You Begin Hyper-V allows you to virtualize your server workloads by running those workloads on virtual machines.
You can use virtual machines to consolidate multiple workloads on one physical server, to improve
Installation Type server availability, and to increase efficiency in developing and testing software.

Server Selection

Things to note:
Server Roles

* Before you install this role, you should identify which network connections on this server you want to
use for setting up virtual switches.

Features

* After you install Hyper-V, you can use Hyper-V Manager to create and configure your virtual
Virtual Switches machines.

Migration
Default Stores

Confirmation

More information about Hyper-V

|<£reviuu5 | | ﬂeﬂ)%J | Install || Cancel

12. Click Next.

13. On the Create Virtual Switches page, select the appropriate options.
e

= = DESTINATION SERVER
Create Virtual Switches WIN-MR280TCRMO1.DLTEST
Before You Begin Virtual machines require virtual switches to communicate with other computers. After you install this

role, you can create virtual machines and attach them to a virtual switch.
Installation Type
One virtual switch will be created for each network adapter you select. We recommend that you create

Server Selection at least one virtual switch now to provide virtual machines with connectivity to a physical network. You

server Boles «can add, remaove, and modify your virtual switches later by using the Virtual Switch Manager.
Features Network adapters:
Hyper-v Mame Description

Ethernet Intel(R) PRO/1000 MT Network Connection

Migration

Default Stores

Confirmation (i} We recommend that you reserve one network adapter for remote access to this server. To reserve a

network adapter, do not select it for use with a virtual switch.

< Previous ﬂgt > Install Cancel

14. Click Next.
15. On the Virtual Machine Migration page, select the appropriate options.
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DESTINATIOM SERVER

Virtual Machine Migration WIN-MR230TCRMO1.DLTEST

Hyper-V can be configured to send and receive live migrations of virtual machines on this server,
Configuring Hyper-V now enables any available network on this server to be used for live migrations. If
Installation Type you want to dedicate specific networks for live migration, use Hyper-V settings after you install the role.

Before You Begin

Server Selection . R - .
[T] Allow this server to send and receive live migrations of virtual machines

Server Roles

Authentication protocol

Features Select the protocol you want to use to authenticate live migrations,
Hyper-v (®) Use Credential Security Support Provider (CredSSP)
Virtuzl Switches This protocol is less secure than Kerberos, but does not require you to set up constrained

delegation. To perform a live migration, you must be logged on to the source server.

() Use Kerberos
Default Stores This protocol is more secure but requires you to set up constrained delegation in your

Confirmation environment to perform tasks such as live migration when managing this server remotely.

If this server will be part of a cluster, do not enable migration now. Instead, you will configure the
server for live migration, including specifying networks, when you create the cluster,

‘ < Previous | \_ﬁgﬂd 2 | | Install | | Cancel

16. Click Next.
17. On the Default Stores page, select the appropriate options.

DESTINATION SERVER

Default Stores WIN-MR2BO7CRMO1.DLTEST

Hyper-V uses default locations to store virtual hard disk files and virtual machine configuration files,
unless you specify different locations when you create the files. You can change these default locations
Installation Type now, or you can change them later by modifying Hyper-V settings.

Server Selection

Before You Begin

Default location for virtual hard disk files:
Server Roles

CAUsers\Public\Documents\Hyper-V\Wirtual Hard Disks

Features
Hyper-V Default location for virtual machine configuration files:

Virtual Switches C:\ProgramData\Microsoft\Windows\Hyper-V

Confirmation

<£reviuus|: ﬂ:{\g)- ‘ | Install || Cancel

18. Click Next.
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19. On the Confirm installation selections page, select Restart the destination server automatically
if required.

= Add Roles and Features Wizard - | o [T
Confirm installation selections et

Before You Bagin To install the following roles, role services, or features on selected server, click Install.

Installation Ty

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Hyper-¥
Remote Server Administration Tools

Role Administration Tools

Hyper-¥ Management Tools
Hyper-V Medule for Windows PowerShell

Hyper-V GUI Management Tools

Export configuration settings
Specify an alternate source path

< Previous Next > In H Cancel

20. Click Install.

21. When installation is finished, verify that Hyper-V installed correctly. Open the All Servers page in
Server Manager, select a server on which you installed Hyper-V. Check the Roles and
Features tile on the page for the selected server.

2.5 MS SQL Server

As part of both our enterprise emulation and data integrity solution, we include a Microsoft SQL Server.
This section covers the installation and configuration process used to set up Microsoft SQL Server on a
Windows Server 2012 R2 machine.

2.5.1 Install and Configure MS SQL

1. Acquire SQL Server 2014 Installation Media.
2. Locate the installation media in the machine and click on SQL2014_x64_ENU to launch SQL
Server Installation Center.

NIST SP 1800-11C: Data Integrity: Recovering from Ransomware and Other Destructive Events 81



A~
Planning Hardware and Software Requirements 1
erlltion View the hardware and software requirements.
Maintenance ‘ Security Documentation
Tools View the security documentation,
Resources Online Release Notes 5
Advanced View the latest information about the release, %
Options ﬁ How to Get SOL Server Data Tecls
= 50L Server Data Tools provides an integrated environment for database developers to
carry out all their database design work for any SQL Server platform,
G_Cﬁ\ System Cenfiguration Checker
l? Launch a tool to check for conditions that prevent a successful SQL Server installation.
H Install Upgrade Advisor
Upgrade Advisor analyzes any SOL Server 2012, SQL Server 2008 R2, SOL Server 2008 or
SOL Server 2005 compenents that are installed and identifies issues to fix either before
or after you upgrade to SOL Server 2014,
Online Installation Help
Launch the online installation documentation.
How to Get Started with SOL Server 2014 Failover Clustering
Read instructions on how to get started with SOL Server 2014 failover clustering.
How to Get Started with a PowerPivet for SharePoint Standalone Server Installation
- Read instructions on how to install PowerPivot for SharePoint in the fewest possible
Microsoft SQL Server2014 steps on a new SharePoint 2010 server,
v

3. On the left menu, select Installation.

Planning % MNew SCQL Server stand-alone installation or add features to an existing installation

Launch a wizard to install QL Server 2014 in a non-clustered environment or to add
features to an existing SOL Server 2014 instance.

MaintéRance

Tools % Mew SQL Server failover cluster installation

ool
Launch a wizard to install a single-node 5L Server 2014 failover cluster.

Resources

Advanced gal_?:ﬁ‘ Add node to a 5OL Server failover cluster
Launch a wizard to add a node to an existing SOL Server 2014 failover cluster.

Options

g Upgrade from SQL Server 2003, SQL Server 2008, SOL Server 2008 R2 or SOL Server 2012
Launch a wizard to upgrade SOL Server 2005, SOL Server 2008, SOL Server 2008 R2 or SQL
Server 2012 to SOL Server 2014,
Microsoft SQL Server 2014
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4. Select New SQL Server stand-alone installation or add features to an existing installation. This
will launch the SQL Server 2014 setup.
b SQL Server 2014 Setup - | o[
Product Key
Specify the edition of SOL Server 2014 to install.
Product Key Validate this instance of 5QL Server 2014 by entering the 25-character key from the Microsoft ~

certificate of authenticity or product packaging. You can also specify a free edition of SQL Server, such
as Evaluation or Express. Evaluation has the largest set of SQL Server features, as documented in SQL

License Terms

Global Rules Server Books Online, and is activated with a 180-day expiration. To upgrade from one edition to

Product Updates another, run the Edition Upgrade Wizard,

Install Setup Files

Install Rules (O Specify a free edition:

Setup Role Evaluation =

Feature Selection i
(@) Enter the product key:

= = =

Feature Rules

Feature Configuration Rules

Ready to Install
Installation Progress

Complete

< Back | ﬂa% | | Cancel

5. Inthe Product Key section, enter your product key.
6. Click Next.
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o SQL Server 2014 Setup = | = -

License Terms

To install SOL Server 2014, you must accept the Microsoft Software License Terms,

Product Key ~
MICROSOFT SOFTWARE LICENSE TERMS
License Terms

Global Rules MICROSOFT SQL SERVER 2014 ENTERPRISE SERVER/CAL EDITION

Product Updates
P These license terms are an agreement between Microsoft Corporation (or based on where you

Install Setup Files live, one of its affiliates) and you. Please read them. They apply to the software named above,
Install Rules which includes the media on which you received it, if any. The terms also apply to any Microsoft
Setup Role o updates,

Feature Selection

Feature Rules s supplements,

W
Feature Configuration Rul -
eature Configuration Rules EN e
Ready to Install Copy  Print

Installation P -
TSl R | accept the license terms.

Complete

Turn on Customer Experience Improvement Program ("CEIP") and Error Reporting to help improve the
quality, reliability and performance of Microsoft SQL Server 2014,

o

See the Microsoft SQL Server 2014 Privacy Statement for more information.

* Microsoft SOL Server 2014 also includes a Visual Studio component that will have CEIP settings turned
off by default. If Visual Studio is installed, this component will use the CEIP settings for Visual Studic.

| < Back ‘ | Next e | | Cancel

7. Inthe License Terms section, read and click | accept the license terms.
8. Click Next.

9. Inthe Install Rules section, note and resolve any further conflicts.

10. Click Next.

11. In the Setup Role section, select SQL Server Feature Installation.
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b SQL Server 2014 Setup - | = [

Setup Role

Click the SQL Server Feature Installation option to individually select which feature components to install, or click a
feature role to install a specific configuration.

Product Key ® SOL Server Feature Installation

License Terms Install SOL Server Database Engine Services, Analysis Services, Reporting Services, Integration Services,
Global Rules and other features.

Product Updates () SQL Server PowerPivot for SharePoint

Install Setup Files Install PowerPivot for SharePoint on a new or existing SharePoint server to support PowerPivot data

Install Rules access in the farm, Optionally, add the SQL Server relational database engine to use as the new farm’s
Setup Role database server.

Feature Selection
Feature Rules O All Features With Defaults
Feature Configuration Rules Install all features using default values for the service accounts.
Ready to Install

Installation Progress

Complete

Help

| < Back | \_&at = | | Cancel
12. Click Next.

13. In the Feature Selection section, select the following:
a. Database Engine Services

Client Tools Connectivity

Client Tools Backwards Compatibility

Client Tools SDK

Management Tools — Basic

Management Tools — Complete

SQL Client Connectivity SDK

Any other desired features

S®m 0 o0 T
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Feature Selection

Select the Enterprise features to install.

Product Key Features: Feature description:
License Terms Instance Features __:_ The configuration and operation of each
Global Rules [ Database Engine Services instance feature of a SOL Server instance is
Product Updates [] 5QL Server Replication isolated from other SOL Server instances. SQL
5 [ ] Full-Text and Semantic Extractions for Sea Server instances can operate side-by-side on
Install Setup Files z ¢ = .
[ ] Data Quality Services Prerequisites for selected features:
sl = [_] Analysis Services —
Setup Role . e S ready installed: o~
P ! - DdRFepor‘tmg Services - Native 1 Windows PowerShell 2.0 |
Feature Selection are eatur.es . . Microsaft NET E aEE v
ERatae Riiles [] Reporting Services - SharePoint m | [>]
5 : O Reporting Services Add-in for SharePoint Pro. = =
Disk Space Requirements
Instance Cu-nhgm-allun [ Data Quality Cliert Di pace Req
Server Configuration [] Client Tools Connectivity ||| Drive C: 2534 MB required, 21593 MB available Z
D Engine C [] Integration Services v ||
Feature Configuration Rules < I m | |# ! |2
Ready to Install
2 | Select All | ‘ Unselect All |
Installation Progress
Complete Instance root directory: |C:\Program Files\Microsoft SOL Server\, | I:I
Shared feature directory: |C:\Program Files\Microsoft SQL Server\, | II'
Shared feature directory (x86): |C:\Program Files (xB6)\Microsoft SQL Servery | I:l
‘ < Back | ‘ Next )% ‘ | Cancel | | Help |

14. Click Next.

15. In the Instance Configuration section, select Default instance.

Instance Configuration

Specify the name and instance ID for the instance of SOL Server. Instance ID becomes part of the installation path.

Product Key

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Setup Role

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress
Complete

(®) Default instance

O Named instance: ‘MSSQLSERVER

Instance ID: |MSSQLSERVER

SQL Server directory:  C:\Program Files\Microsoft SQL Server\M55CL12.MS55QLSERVER

Installed instances:

Instance Name Instance ID Features

Edition Version

e ][y

| | Cancel | | Help |
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16. Click Next.
oo} SQL Server 2014 Setup == -

Server Configuration

Specify the service accounts and collation configuration.

Product Key Service Accounts | Collation |

License Terms

Global Rules
Product Updates Service Account Name Password Startup Type

Install Setup Files SQL Server Agent MT Service\SQLSERVERA... Manual v

Install Rules SQL Server Database Engine NT Service\MSS0LSERVER Automatic
Setup Rele SQL Server Browser NT AUTHORITYALOCAL ... Disabled v

Microsoft recommends that you use a separate account for each SQL Server service,

<

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

| < Back | | htgt = | | Cancel | | Help |

17. In the Server Configuration section, click Next.
18. In the Database Engine Configuration section, make sure Mixed Mode is selected.
19. Add all desired users as Administrators under Specify SQL Server Administrators by pressing
Add Current User.
a. For Domain accounts, type in SDOMAINNAME\SUSERNAME into Enter the object
names to select textbox.
Click OK.
For local computer accounts, click on locations and select the computers name.
Click OK.
Type the username into the Enter the object names to select textbox.
Once you are finished adding users, click Next.

-0 oo o
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Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Product Key

License Terms
Glebal Rules
Product Updates
Install Setup Files
Install Rules

Setup Role

Feature Selection
Feature Rules
Instance Configuration
Server Configuration

n Engine Configurati

Feature Configuration Rules
Ready to Install

Installation Progress
Complete

Server Configuration | Data Directories | FILESTREAM

Specify the authentication mode and administrators for the Database Engine.

Authentication Mode
O Windows authentication mode

® Mixed Mode (SOL Server authentication and Windows authentication)

Specify the password for the SOL Server system administrator (sa) account.

Enter password: |"

Confirm pa: |

Specify SQL Server administrators

ministrator (Administrator)

SOL Server administrators
have unrestricted access
to the Database Engine.

EAddCunentUserEH Add... || Rernave|

‘ < Back ‘ | ﬂeﬂb | | Cancel | | Help

20. In the Ready to install section, verify the installation and click Install.

Ready to Install

Werify the SOL Server 2014 features to be installed.

Product Key

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Setup Role

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Ready to install SQL Server 2014:

[=}- Summmary

- Edition: Enterprise

- Action: Install (Product Update)

|=I- Prerequisites

: eady installed:

Windows PowerShell 2.0
Microsoft MET Framework 3.5
Microsoft MET Framework 4.0

= To be installed from media:
Microsoft Visual Studie 2010 Redistributables
Microsoft Visual Studie 2010 Shell
(=~ General Configuration

5. Features

Database Engine Services

Client Tools Connectivity

Client Tools Backwards Compatibility
Client Tools 5DK

¥ + Trnle - Bari

- | B

[>]

[<]

Configuration file path:

| C\Program Files\Microsoft SOL Server\12045etup Bootstrap\Log20170814_070653\ ConfigurationFile.ini

< Back || 1ns1.T%J| e || Help
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21. Wait for the install to finish.

Complete

Your SQL Server 2014 installation completed successfully with product updates,

Product Key Information about the Setup operation or possible next steps:

License Terms

I~

Globsl Rules beatui= Status

& Management Tools - Complete Succeeded
Product Updates (@ Client Tools Connectivity Succeeded =
Install Setup Files (@ Client Tools SDK Succeeded
Install Rules (@ Client Tools Backwards Compatibility Succeeded
Setup Rele 9 Management Tools - Basic Succeeded

(4 Database Engine Services Succeeded he
Feature Selection
Feature Rules
Instance Configuration Detailz:
Server Configuration Viewing Product Documentation for SQL Server [ ]

Database Engine Configuration
Only the components that you use to view and manage the documentation for SQL Server have
been installed. By default, the Help Viewer component uses the online library. After installing
Ready to Install SQL Server, you can use the Help Library Manager component to download documentation to
Installation Progress your local computer. For more information. see Use Microsoft Books Online for SQL Server

<http:/igo. £ i = =).
i = (=http://go. microsoft. com/fwlink/?L inkID=299578>)
Summary log file has been saved to the following location:

C:\Program Files\Microsoft SQL Serveri120\Setup Bootstrapilogh20170814 0?0653\Sum@w WIN-

Feature Configuration Rules

MRZBOTCRMCT 20170814 070653t

Close | | Help

2.5.2 Open Port on Firewall

1. Open Windows Firewall with Advanced Security.
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File Action View Help

LY

2 Inbound Rules

Qutbounafules

$5 Connection Security Rules
1+ B Monitoring

& Windows Firewall with Advancd [ il e P T | Actions

‘ Windows Firewall with Advanced Security provides network security for Windows computers. @ Import Policy...

4| Export Policy.
Restore Default Policy

Overview
Domain Profile
@ iindows Firswallis on

Diagnose / Repair

View »
® Inbound connections that do net match a rule are blocked

Refresh
@ Outbound connections that do not match a rule are allowed

Properties

Private Profile

@ Windows Firewallis on

® Inbound connections that do not match a rule are blocked.
@ Outbound connections thet do not match a nile ars allowed

Public Profile is Active

& Windows Firewallis on

 Inbound connections that do not maich a rule are blocked.
@ Outbound connections that do not match a rule are allowed.

Windaws Firewsl Properties

Getting Started

Creste connection securty ruies to speciy how and when connections between computers are aLthenticated and,
protected by using Intemet Protocol securiy (IFsec).

Connection Security Rules

View and create firewall rules

Creste firewall rules to allow or block connections to specied programs or ports. You can also allow a connection |
it is authenticated, or ff it comes from an authorized user, group, or computer. By default, inbound connections are |
blocked unless they match 2 nule that allows them, and outbound connections are allowed unless they match a ruls

blocks them

<l

2. Click Inbound Rules and then New Rule.

File Action View Help

T G N

@ Windows Firewall with Advance ISt L

ko KUl Name Group Profile  Enabled %
Onktbound Rules BranchCache Content Retrieval (HTTP-In) BranchCache - Content Retr... All Mo
# Connection Security Rules @ BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach... Al Mo @ NEWRUI{’L'}
+ B Monitoring - 3 T Filter by Profile »
@ BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove... All No ¥
@) COM-+ Network Access (DCOM-In) COM+ Network Access Al Yes T Filter by State 3
@ COM-+ Remote Administration (DCOM-In) COM-+ Remote Administrati... Al Mo =\ 7 Fitter by Group »
(@) Core Networking - Destination Unreacha... Core Networking Al Yes o R
(@) Core Networking - Destination Unreacha... Core Networking Al Yes .
(@ Core Networking - Dynamic Host Config... Core Networking All Yes |6 Refresh
(@) Core Netwerking - Dynamic Host Cenfig... Core Networking Al Yes [ Export List...
(@ Core Networking - Internet Group Mana...  Core Networking Al Yes AR vep
(@ Core Networking - IPHTTPS (TCP-In) Core Networking All Yes A
(@) Core Netwerking - 1Pv6 (IPv6-In) Core Networking Al Yes A
(@ Core Networking - Multicast Listener Do...  Core Networking Al Yes A
(@ Core Networking - Multicast Listener Qu...  Core Networking Al Yes A
(@ Core Networking - Multicast Listener Rep... Core Networking Al Yes A
(@) Core Networking - Multicast Listener Rep... Core Networking Al Yes A
(@ Core Networking - Neighbor Discovery A... Core Networking Al Yes A
(@ Core Networking - Neighbor Discovery 5. Core Networking Al Yes A
(@) Core Networking - Packet Too Big (ICMP... Core Networking All Yes A
(@ Core Networking - Parameter Problem (I Core Networking Al Yes A
(@) Core Networking - Router Advertisement... Core Networking Al Yes A
(@) Core Networking - Router Solicitation (IC... Core Networking Al Yes A
(@ Core Networking - Teredo (UDP-In) Core Networking Al Yes A
(@) Core Networking - Time Exceeded (ICMP... Core Networking Al Yes A
(@ Distributed Transaction Coordinator (RPC)  Distributed Transaction Coo...  All Yes A
(@ Distributed Transaction Coordinator (RP... Distributed Transaction Coo... Al Yes A
(@ Distributed Transaction Coordinator (TC... Distributed Transaction Coo... Al Yes A
@ File and Printer Sharing (Echo Request - I... File and Printer Sharing Al No A
@ File and Printer Sharing (Echo Request - I... File and Printer Sharing Al No A
@ File and Printer Sharing (LLMNR-UDP-In)  File and Printer Sharing Al No A
@ File 2nd Printer Sharing (NB-Datagram-In) ~ File and Printer Sharing Al No A
@ File and Printer Sharing (NB-Name-In)  File and Printer Sharing Al No A

New Rule...

3. Select Port.

NIST SP 1800-11C: Data Integrity:

Recovering from Ransomware and Other Destructive Events

90



4. Click Next.
5. Select TCP and Specific local ports.
6. Type 1433 into the text field.

Protocol and Ports
Specify the protocols and ports to which this rule applies.
Steps:
@ FRule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports ® ICP
@ Action O upP
@ Profile
@ Hans Does this rule apply to all local ports or specific local ports?
O Al local ports
® Specific local ports: |1433
Example: 80, 443, 5000-5010
7. Click Next.

8. Select Allow the connection.
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Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

@ Rule Type What action should be taken when a connection matches the specified conditions?

@ Protocol and Ports

: ® Allow the connection
@ Action This includes connections that are protected with |Psec as well as those are not.
@ Profile
N () Allow the connection if it is secure

& 00s This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

N

) Block the connection

9. Click Next.
10. Select all applicable locations.
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Profile
Specify the profiles for which this rule applies.
Steps:
@ FRule Type When does this rule apply?
@ Protocol and Ports
@ Action [v| Domain
@ Profile Applies when a computer is connected to its corporate domain.
@ Name [+ Private
Applies when a computer is connected to a private network location, such as a home
or work place.
¥ Public
Applies when a computer is connected to a public network location.
B[t ) [ G
11. Click Next.

12. Name the rule Allow SQL Access.
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Name
Specify the name and description of this rule.

Steps:

@ Rule Type

@ Protocol and Ports

@ Action

® Profils Hamney
|[Alow SQL Access

@ Name
Description {optional)

<Back || Enfy || Cancel

13. Click Finish.

2.5.3 Add a New Login to the Database

1. Open SQL Server Management Studio.
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4.
5.

” Microsoft SO Server Management Studio (Administrator) [=lol= x|
Fle Edd Veew Tosks Window Help
D)7 T e | Ny LA A a8 e e L= L] - e o
Cibject Lapiones =g x
Ceonect= & % w 7] 5

Connect to Server

Microsoft SQL Server 2014

Server o Datsbase Engre
Sevwrans [ ]
fP—— Widows Adtwrtscton

sy

Hit Connect to connect to the database.
In the Object Explorer window, expand the Security folder.

i
Fie Lt Wew Debug Tooh Window Hep
Eilr L5 | Wty A S 4 A9 e e LIl | )
| Dapect Epiorer
Consed+ 3 30 T .5

B WIN-ARIBOTCRMOY (S0 Sarv 120

® ) Databases

= (1 Sedurity

:he
# [ Sdder Redes.

%03 C

-3 x

Right click on the Logins folder and click New Login....
Input the desired user.
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Microsoft SCA. Server Management Studio (Admintstrator)

i

File Edt Wiew Debug Tooh Window Help

B B e L e R
-8 %

L3l
(Gpect Exphever
Connact~ 3y 8 & T 7.8
= (i WIN-WRZBOTCRAO (508 Server 1210
* 3 Datatases
= 3 Seeurty
& 4 logm

eeeeeee

sessssnsnssnannl

6. Click OK.

2.6 HPE ArcSight Enterprise Security Manager (ESM)

HPE ArcSight Enterprise Security Manager is primarily a log collection/analysis tool with features for

sorting, filtering, correlating, and reporting information from logs. It is adaptable to logs generated by

various systems, applications, and security solutions.

This installation guide assumes a pre-configured CentOS 7 Virtual Machine with ESM already installed

and licensed. This section covers the installation and configuration process used to set up ArcSight

agents on various machines.

2.6.1 Install Individual ArcSight Windows Connectors

1. Loginto your DNS server.
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= DNS Manager =-|O] %
File Action View Help
e nF B BE 8 8
é DS MName Type Data Timestam
A ﬂ WIN-MR2BO7CRMO1.DLTEY| (1] _msdes T

I+ Global Logs 2] _sites New Host -

4 E?rward LookupZanes = tep Mame {uses parent domain name if blank):

[ _msdcs DLTEST P udp

v (51 DLTEST
I+ [ | Reverse Lookup Zones
p [ Trust Points
- || Conditional Forwarders

|| DomainDnsZones

|| ForestDnsZones

Q (same as parent folder)
a (same as parent folder)
a (same as parent folder)
] win-mrZboTermol

‘ vm-esma9ic

Fully qualified domain name (FQDM):

‘ vm-esméa1c.Dl.TEST.

IP address:

‘ 192,168.52.12|

["] Create assodated pointer (PTR) record
[ Allow any authenticated user to update DNS records with the

same owner name

Add Host || Cancel |

12017

<] m [ 1>

<

2. Add the host name of the ESM server vm-esm691c to the DNS list and associate it with the IP
address of the ESM server.
3. Run the installation file ArcSight-7.4.0.7963.0-Connector-Win64.

I 4 =i Application Tools  hp
Home Share View Manage
&« v P <« Local Disk (C:) » Users » Arthur » Downloads » hp v O Search hp
Name = Date modified Type

3 Quick access
I Desktop
‘ Downloads
Documents
Pictures

JS Music

m Videos

f@ OneDrive

L T

&8 This PC
¥ Network

4 Homegroup

diterns  1item selected 236 ME

ArcSight-6.9.1.2195.0-Console-Win
D ArcSight-7.1.7.7602.0-SuperConnector-Li...  3/17/2016 10:32 PM  BIN
D ArcSight-7.4.0.7963.0-Connector-Linuxbd...  2/3/2017 3:35 PM BIN
E ArcSight-7.4.0.7963.0-Connector-WinG4 2/3/2017 3:33 PM Application

3/17/2016 8:26 PM Application

File
File

s

242 496 KB
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4. Wait for the initial setup to finish.

=3 ArcSight SmartConnector = *
L ArcSight | Hteatucian Introduction
=* Introduction The ArcSight Installer will guide you through the installation
Choose Install Folder of the ArcSight SmanConnector,

Choose Install Set The first step installs the core ArcSight SmartConnector

Choose Shartcut Folder components; then you selectthe ArcSight SmartConnector
Pre-Installation Summary you wish to configure.
Installing...

ArcSight recommends that you quit all other programs
Upgrade before continuing with this installation.

System Restart
Click the "Mext' button to proceed to the next window.
[fyou want to change something on a previous window,
click the 'Previous' button. To cancel this installation at
any time, click the 'Cancel’ button.

Install Complete

InstallAnywhere
PrEI‘.lljus

5. Click Next.
6. Choose a destination folder. Note: It is recommended to change the default destination folder
to <default>\Windows. This is to avoid conflicts if you wish to install more than one connector.
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=3 ArcSight SmartConnector = *

<L ArcSight | Newenpaciand Choose Install Folder

Enterprise

+" Introduction

=* Choose Install Folder Please choose the installation folder. It is recommended that you
Choose Install Set choose the folder name according to the device that you want to
connectto, for example /ciscoids or /checkpaointng. Ifyou are

ERoDd o E ok upgrading from a previous version, please select the folder where

Pre-Installation Summary the ArcSight SmartConnector is currently installed.

Installing...

Upgrade Where Would You Like to Install?

System Restart C:'Program Files\ArcSightSmartConnectors\Windows

Install C let

I OMEE Restore Default Folder Choose...
InstallAnywhere

Previous

7. Click Next.

=3 ArcSight SmartConnector e *
—
<CArcSight | Hewieaeaciars Choose Shortcut Folder
" Introduction Where would you like to create product icons?

Choose Install Folder (@) In a new Program Group: ArcSight SmartConnectors

W
+ Choose Install Set
2y o In an existing Program Group: | Accessibility

Choose Shortcut Folder

Pre-Installation Summary () In the Start Menu
Installing...

3 (_) On the Desktop
Upgrade
System Restart () In the Quick Launch Bar

Install Complete
& () Other: Choose...

(_) Don't create icons

[[] Create Icons for All Users

InstallAnmawhere

Cancel Previous

8. Click Next.
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=3 ArcSight SmartConnector

e
el

<r ArcSight | » ot Packard

Enterprise

+ Introduction

Choose Install Folder
Choose Install Set
Choose Shortcut Folder
Pre-Installation Summary
Installing...

Upgrade

System Restart

L SRS

Install Complete

e had

Pre-Installation Summary

Please Review the Following Information Before Continuing:

Product Name:
ArcSight SmartConnector

Install Folder:
C\Program Files\ArcSightSmartConnectors\Windows

Shortcut Folder:
ChUsers\ArthurAppData'Roaming'\MicrosoftWindows\Sta

InstallAnywhere

Cancel

9. Click Install.

Previous

10. Wait for the installation to finish.
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< Connector Setup

‘What would like to do?
{ATCSight would you like to do

Configure

(®) Add a Connector

() Set Global Parameters

< Previous Cancel

11. Select Add a Connector.
12. Click Next.

13. Choose Microsoft Windows Event Log - Native from the list.
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< Connector Setup

<X ArcSight

Configure

Select the connector to configure

Type |Microsoft Windows Event Log - Native Lo

< Previous | Cancei

14. Click Next.

15. Check Security log, System log, and Application Log.

NIST SP 1800-11C: Data Integrity: Recovering from Ransomware and Other Destructive Events

102



< Connector Setup

<[ ArcSight

Configure

Hewlett Packard
En ]

Configure Parameters

Select logs for event collection from local host
Security log
System log
Application log
[ ForwardedEvents log
[ Custom logs
Source hosts for all forwarded events
[ Use file for OS version

[ Use Active Directory for OS version

Parameters to add hosts for event collection
[ Use common domain credentials
[ Use Active Directory

[ Enter manually

< Previous

Cancel

16. Click Next.
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< Connector Setup = O X

For the host the following options were selected:

"i ArcSi ! ht Security, System, Application

Configure

< Previous Cancel

17. Click Next.
18. Choose ArcSight Manager (encrypted).
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< Connector Setup — O pod

Enter the type of destination

<i_ ArcSight

Configure

(@ ArcSight Manager (encrypted)

() ArcSight Logger SmartMessage (encrypted)

(") ArcSight Logger SmartMessage Pool (encrypted)
() CEF File

(") Event Broker (CEF Kafka)

(") CEF Syslog

() CEF Encrypted Syslog (UDF)

[ (0 CsV File

(O Raw Syslog

Hewlett Packare
Enterprise

< Previous Cancel

19. Click Next.

20. For Manager Hostname, put vm-esm691c, or the hostname of your ESM server.

21. For Manager Port, put 8443 (or the port that ESM is running on) on the ESM server.

22. Enter the username and password used for logging into ArcSight Command Center. Default:
(admin/password)
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< Connector Setup = O X

Enter the destination parameters

< ArcSight

Configure

Manager Hostname vm-esm691c

Manager Port 8443

User admin

Password ssssense

AUP Master Destination | false e
Filter Out All Events false ~
Enable Demo CA false -

Hewlett Packared
Enterprise

< Previous Cancel

23. Click Next.

24, Set identifying details about the system to help identify the connector (include a value for
Name; the rest is optional).

NIST SP 1800-11C: Data Integrity: Recovering from Ransomware and Other Destructive Events 106



<L Connector Setup = O X

Enter the connector details

<_ ArcSight

Configure

Name Windows Client Connector

Location

DeviceLocation

Comment Thig forwards logs from this machine ta ESM|

Hewlett Packard

Enterprise

< Previous Cancel
L3
25. Click Next.

26. Select Import the certificate to connector from destination. This will fail if the Manager
Hostname does not match the hostname of the Virtual Machine.
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X Connector Setup

<X ArcSight

Configure

Hewlett Packard
Enterprise

Following certificate will be imported into connector trust store:
Host/port: vim-esm691c_8443
Details: CN=vm-esm@91c, OU=ESM, O=Arcsight, L=095014, ST=CA, C=US

(® Import the certificate to connector from destination

(0) Do not import the certificate to connector from destination

Updating ...

0%

e Importing certificate, registening destination and restarting the container

< Previous I\ﬁt =

Cancel

27. Click Next.
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< Connector Setup = m} >

i Add connector Summary
'@: Al’(s g ht Following are the added connector details:

Connector Name [Windows Client Connector], Connector Type [winc]
Configure

Hewlett Packare
Enterprise

< Previous Cancel

28. Click Next.
29. Choose Install as a service.
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< Connector Setup . O X

The Smart Connector is currently installed as a standalone application

<L ArcSight

Configure

(® Install as a service

() Leave as a standalone application

Hewlett Packard
Ent 8

< Previous Cancel

30. Click Next.
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< Connectar Setup i~ O >

Specify the service parameters

<[ ArcSight

Configure

Service Internal Name winc
Service Display Name Microsoft Windows Event Log - Native
Start the service automatically |Yes ]

Hewlett Packard
Ent g

< Previous Cancel

31. Click Next.

NIST SP 1800-11C: Data Integrity: Recovering from Ransomware and Other Destructive Events 111



< Connector Setup = O X

Install Service Summary

<L ArcSight
The ArcSight SmartConnector is now configured to run as a service.
Configure
You can now start the SmartConnector by:

Going to the services application and starting the service:

ArcSight Microsoft Windows Event Log - Native

Hewlekt Packard
Ent 50

< Previous Caneel

32. Click Next.
33. Choose Exit.
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< Connectar Setup

<_ ArcSight

Configure

Hewlelt Packard
Enterprise

Would you like to continue or exit?

() Continue

< Previous Cancel

34. Click Next.

=3 ArcSight SmartConnector

2 ArcSight | fewienpackard

Enterprise

<

Introduction

Choose Install Folder
Choose Install Set
Choose Shortcut Folder
Pre-Installation Summary
Installing...

Upgrade

System Restart

LT S S Y

Install Complete

e >

Install Complete

Congratulations! ArcSight SmantConnector has been successfully
installed to:

CAProgram Files\ArcSightSmantConnectors\Windows

Press "Done” to quit the installer.

InstallAnywhere

Cancel

Previous

NIST SP 1800-11C: Data Integrity: Recovering from Ransomware and Other Destructive Events

113



35. Click Done.
36. Open Task Manager.
37. Click More Details.

17l Task Manager =
File Options View

Processes Performance App histery Startup Users Details Serttges-

- 1% 17% 0% 0%

Mame CcPU Memory Disk MNetwork
Apps (2)

E Microsoft Management Conscle 0% 3.9 MB 0O ME/s 0 Mbps

15l Task Manager 0% 10.5 MB 0.1 MB/s 0 Mbps

Background processes (19)

COM Surregate 0% 1.8 MB 0 MB/s 0 Mbps
COM Surregate 0% 3.1 MB 0 MB/s 0 Mbps
COM Surregate 0% 33 ME 0 MB/s 0 Mbps
[ Cortana 0%  35.1MB 0 MB/s 0 Mbps
[ Google Crash Handler 0% 0.4 MB 0 MB/s 0 Mbps
iy Google Crash Handler (32 bit) 0% 0.3 MB 0 MB/s 0 Mbps
Host Process for Windows Tasks 0% 4.3 MB 0 MB/s 0 Mbps
(b5 Microsoft Distributed Transacti... 0% 2.1 MB 0 MB/s 0 Mbps
&3 Microsoft OneDrive (32 bit) 0% 4.1 MB 0 MB/s 0 Mbps
(=] Microsoft Skype 0% 0.2 MB 0 MB/s 0 Mbps

Fewer details

38. Go to the Services tab.
39. Find the service just created for ArcSight and right click it.
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17zl Task Manager
File Options  View

Processes Performance

MName

App history Startup  Users Details  Services

Fewer details

% Open Services

PID Description Status Group .
i arc_winc M, ArcSight Microsoft Windows Event L...  Stopped
s Whearch 2008 Windows Search Running
S WMPNetworkSve Windows Media Player Network Sha...  Stopped
e wmilpSry WMI Performance Adapter Stopped
S WinDefend 3952 Windows Defender Antivirus Service Running
o WNisSwve 2016 Windows Defender Antivirus Metwor...  Running
S whengine Block Level Backup Engine Service Stopped
5 V55 Volume Shadow Copy Stopped
g vds Virtual Disk Stopped
S VaultSve 660 Credential Manager Running
S UI0Detect Interactive Services Detection Stopped
o UevhgentService User Experience Virtualization Service  Stopped
% TrustedInstaller Windows Maodules Installer Stopped
% TieringEngine5ervice Storage Tiers Management Stopped
L sppsvc Software Protection Stopped
Yo Spooler 2063 Print Spooler Running
L spectrum Windows Perception Service Stopped
S SNMPTRAP SNMP Trap Stopped
S SensorDataService Sensor Data Service Stopped
o Sense Windows Defender Advanced Threat... Stopped
L SecurityHealthService 2630 Windows Defender Security Center 5. Running
L S5am5s 660 Security Accounts Manager Running
L Rorl nratar Remnte Pracedure Call (RPY | aratar Stonned

40. Choose Start.
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iFxl Task Manager = [
File Options  View

Processes Performance App history Startup Users Details Services

Marme PID Description Status Group
. arc_winc T ArcSight Microsoft Windows Event L...  Starting
S5 WSearch WEQM Windows Search Running
S WMPNetworkSve Windows Media Player Metwork Sha..  Stopped
G WIIApSTY WMI Performance Adapter Stopped
L WinDefend 3952 Windows Defender Antivirus Service Running
S WdNisSve 2016 Windows Defender Antivirus Metwor...  Running
L4 whengine Block Level Backup Engine Service Stopped
G V55 Volume Shadow Copy Stopped
G vds Virtual Disk Stopped
S VaultSve 660 Credential Manager Running
S5 UI0Detect Interactive Services Detection Stopped
Lo UevAgentService User Experience Virtualization Service  Stopped
L TrustedInstaller Windows Modules Installer Stopped
L TieringEngineService Storage Tiers Management Stopped
S sppsvc Software Protection Stopped
S Spooler 2063 Print Spooler Running
Lo spectrum Windows Perception Service Stopped
L SMMPTRAP SMMP Trap Stopped
L SensorDataService Sensor Data Service Stopped
G4 Sense Windows Defender Advanced Threat... Stopped
Lo SecurityHealthService 2680 Windows Defender Security Center 5...  Running
S 5amSs 660 Security Accounts Manager Running
& Racl aratar Remnte Pracedure Call (RPCY Lacatar — Stoanned
Fewer details | "5 Open Services

41. The machine will now report its logs to ArcSight ESM.

2.6.2 Install a Connector Server for ESM on Windows 2012 R2

1. Run the installation file ArcSight-7.4.0.7963.0-Connector-Win64.
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I Application Tools hp \;‘i-
Home Share View Manage L2

:(-:\ > 4 | ¥ ThisPC » Local Disk (C:) » Users » Administrator » Downloads » hp v C,| ‘ Search hp P |
A Favorites MName = Date modified Type Size
Desktop ArcSight-6.9.1.2195.0-Console-Win Application 2 ‘B
& Downloads || ArcSight-7.1.7.7602.0-SuperConnector-Li... BIN File 213 B
1l Recent places L_| ArcSight-7.4.0.7963.0-Connector-Linuxb4... EBIN File
ArcSlght-?‘d‘O‘?‘JES.O-(Dnnector-Wmﬁ Application
1% This PC
&m[d Network
ditems  1item selected 236 MB
2. Wait for the initial setup to finish.
= ArcSight SmartC SHbE
rcsight SmartConnector
= = --
<L ArcSight | pewien Paciars Introduction
=# Introduction The ArcSight Installer will guide you through the installation

Choase Install Falder of the ArcSight SmanCannectar.

Choose Install Set The first step installs the core ArcSight SmarCaonnectar

Choose Shortcut Folder components; then you select the ArcSight SmanConnectar
Pre-Installation Summary youwishto configure.
Installing...

ArcBight recommends that you quit all other pragrams
Upgrade hefare continuing with this installation.

System Restart
Click the Mext' hutton to proceed to the nexd window,
Ifyauwantto change something on a previous window,
click the ‘Previous' button. To cancel this installation at
ary time, click the 'Cancel button.

Install Complete

Install&nywhere

Previous

3. Click Next.
4. Choose a destination folder. Note: It is recommended to change the default destination folder
to <default>\Windows. This is to avoid conflicts if you wish to install more than one connector.
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SCArCSight | fewinpacard Choose Install Folder

« Introduction

—* Choose Install Folder Please choose the installation folder. It is recommended that you
@ Choose Install Set choose the folder name according to the device that you want to
® Choose Shortcut Folder connec_tto, for exampl_e hmscold_s or /checkpointng. If you are
upgrading from a previous version, please select the folder where

" Pre-Installation Summary the ArcSight SmartConneactor is currently installed.
0 Installing...
' Upgrade Where Would You Like to Install?
" System Restart |CL‘Program Files\ArcSightSmartConnectors\Windows |
© Install Complete

: Restore Default Folder | [ Choose.. |
InstallAnywhere

Previous | | Next |
L

5. Click Next.

—
<L ArcSight | Hewiespackars Choose Shortcut Folder
« Introduction Where would you like to create product icons?
+ Choose Install Folder (®) In a new Program Group: |ArcSight SmartConnectars |
+" Choose Install Set
- Choose Shortcut Folder () In an existing Program Group: |.¢\ccesmb|||ty ) |
* Pre-Installation Summary () In the Start Menu

" Installing...
:: () On the Desktop
* Upgrade
@ Systemn Restart () In the Quick Launch Bar

* Install Complete
P () Other: | | Choose...

() Don't create icons

[] Create Icons for All Users

InstallAmywhere

6. Click Next.
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2L ArcSight ﬁ;:m-e Pre-Installation Summary
+" Introduction Please Review the Following Information Before Continuing:
+" Choose Install Folder
+ Choose Install Set Product Name:
+ Choose Shortcut Folder ArcSight SmartConnector

~* Pre-Installation Summary

; Install Folder:
@ indtisho. C:\Program Files\Arc SightSmartConnectors\WWindows.
" Upgrade
" System Restart Shortcut Folder:
" Install Complete ChUsers\AdministratonAppData\Roaming\MicrosofftWindg

<| m [ [>

InstallAmpihere

7. Click Install.
8. Wait for the installation to finish.
9. Select Add a Connector.

What would vou like to do?

<X ArcSight

Configure

(®) Add a Connector

() set Global Parameters

Hew lett Packard
Enterprige

< Previous | [
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10. Click Next.

11. Choose Microsoft Windows Event Log - Native from the list.

<X ArcSight

Configure

Hewlett Packard
Ente

Select the connector to configure

12. Click Next.

13. Check Security log, System log, Application Log.

14. Check Use Active Directory.
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<[ ArcSight

Configure

Connector Setup

Configure Parameters

Select logs for event collection from local host
Security log
System log
Application log
[] ForwardedEvents log

] Custom logs

Source hosts for all forwarded events

[ use file for OS version

[[] Use Active Directory for OS version

Parameters to add hosts for event collection

[J Use common domain credentials

[l Enter manually

< Previous Mext > Cancel
S
o

15. Click Next.

16. Fill out the form with the appropriate information for your Active Directory server. It is

recommended to create an account on Active Directory specifically for ArcSight.

17. Select Replace Hosts for Use Active Directory host results for.
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<1 ArcSight

Configure

Hewlett Packare
Enterprise

18. Click Next.

Enter the parameter details

Domain Name

Domain User Name
Domain User Password
Active Directory Server
Active Directory Filter
Active Directory Protocol

|or

|arcsight_admin

[192.168.52.11

|(&{cn =*){operatingsystem=")(whencreated ==}) |

Use Active Directory host results for |Replace Hosts

19. Select all the event types you would like forwarded from each machine.

<[ ArcSight

Configure

Enter the device details

¥  HostN.. Domai.. User... Passw.. Windo... ISWEC Security System Applc... Forwa.. Custo.. Fiter  locale Encoding

[ <Previous |[ next> |[ cancel

20. Click Next.
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A

Connector Setup - ==

{_E Arcs 19 ht Microsoft Windows Event Collection connector is configured to collect events from 2 hosts.

Configure

Hewlett Packard

Enterprise

21. Click Next.

22. Choose ArcSight Manager (encrypted).
< Connector Setup - | = [

Enter the type of destination

<I_ ArcSight

Configure

(@ ArcSight Manager (encrypted)
reSight Logger SmartMessage (encrypted)

() ArcSight Logger SmartMessage Pool {encrypted)

() CEF File

() Event Broker (CEF Kafka)
() CEF Syslog

() CEF Encrypted Syslog (UDP)
() C5V File

() Raw Syslag

Hewlett Packard
Enterprise

23. Click Next.

24. For Manager Hostname, use vm-esm691c or the hostname of your ESM server.

25. For Manager Port, use 8443 (or the port that ESM is running on) on the ESM server.

26. Enter the username and password used for logging into ArcSight Command Center. Default:
(admin/password)
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{ Ar cSigh1 Enter the destination parameters

Configure

Manager Hostname ‘mesmﬁglc ‘

Manager Port \8443 ‘

User [admin ‘

Password [ssssnses ‘

AUP Master Destination | false v]

Filter Out All Events | false V]

Enable Demo CA false V]

<previous | [ ppiext> || cancel
27. Click Next.
28. Set identifying details about the system to help identify the connector (include Name; the rest is
optional).
{ ArcSighT Enter the connector details

Configure

Hame |windows Connector server |

Location [ |

DeviceLocation | |

Comment | This server collects logs from other Windows machines via Active Directory| |

Ik
<previous | [ Next> ][ cancel |

29. Click Next.
30. Select Import the certificate to connector from destination. This will fail if the Manager
Hostname does not match the hostname of the VM.
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Configure

Hewlett Packard
Enterprise

Following certificate will be imported into connector trust store:
{ A":Sig ht Host/port: vm-esm691c_8443
Details: CN=vm-esm691c, OU=ESM. O=Arcsight. L=05014. ST=CA, C=US

@ Import the certificate to comnector from destination

() Do notimpart the certificate to connector from destination

< Previous | ﬁ%> |

31. Click Next.

<[ ArcSight

Configure

Hewlett Packard
erprise

32. Click Next.

Add connector Summary
Following are the added connector details:
Connector Name [Windows Connector Server], Connector Type [winc]

< Previous | |

33. Choose Install as a service.
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The Smart Connector is currently installed as a standalone application

<I ArcSight

Configure

(®) Install as a service

() Leave as a standalone application

34. Click Next.
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Install Service Summary

<X ArcSight

The ArcSight SmartConnector is now configured to run as a service.
Configure
You can now start the SmartConnector by:

Going to the services application and starting the service:

ArcSight Microsoft Windows Event Log - Native

Hewlert Packard
Enterprise

I
< Previous IN MNext =

35. Click Next.
36. Choose Exit.
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<L ArcSight

Configure

Hewlett Packard
Enterprice

Would you like to continue or exit?

() Continue

37. Click Next.

20 ArcSight | ewisteackars

Enterprise

Introduction

Choose Install Folder
Choose Install Set
Choose Shortcut Folder
Pre-Installation Summary
Installing...

Upgrade

RS E LN

System Restart
=» Install Completa

Install Complete

Congratulations! ArcSight SmartConnector has been successfully
installed to:

C\Program Files\ArcSightSmartConnectorsWindows

Press "Done”™to quit the installer.

InstallAmawhere

38. Click Done.

Previous || Don
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39. Open Task Manager.
40. Click More Details.

File Options View

Processes | Performance | Users | Details | Sewhﬁ |
4

* 1% 24%
Mame | Status CPU | Memory |
~
Apps (3)
i ﬁ Microsoft Management Console 0% 20,6 MB
b [ Server Manager 0% 431 ME =
B Pl Task Manager 0% 6.0 MB

Background processes (11)

@ Google Crash Handler 0% 0.1 MB
@ Google Crash Handler (32 bit) 0% 0.3 ME
[®7] Host Process for Windows Tasks 0% 1.8 MB
B [B7 Internet Information Services 0% 6.9 MB
I L2 Message Queuing Service 0% 2.1 MB
I (3 Microsoft Distributed Transacti.. 0% 54 MB
B[] SMSveHost.exe 0% 2.6 MB
B[ SMSveHost.exe (3) 0% 5.9 MB
i @ Spooler 5ubSystern App 0% 20MB T

@ Fower dti

41. Go to the Services tab.
42. Find the service just created for ArcSight and right click it.
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File Options View

Processes | Performance | Users | Detaiisl Services |

Mame PID Description Status Group | A
:%Appﬁeadinss App Readiness Stopped AppReadiness
5%AppFabr'rcCachingSewice AppFabric Caching Service Stopped

i%AeLookupS\rc 680 Application Experience Running netsves
1%AppHostSvc 624 Application Host Helper Service Running apphost
iS%ApplDSvc Application |dentity Stopped LocalServicelM...
J%Appinfo 680 Application Information Running netsves

5%ALG Application Layer Gateway Service  Stopped

J%Apngmt Application Management Stopped netsves

& AppXive AppX Deployment Service (AppX... Stopped wWsappy

£ arc_winc I ArcSight Microsoft Windows Eve...  Stopped ;
% aspnet_state e ASP.MET State Service Stopped |
5.3 BITS 680 Background Intelligent Transfer...  Running netsves

Saf, Brokerinfrastructure 504 Background Tasks Infrastructure ...  Running Dcomlaunch

S:ﬂ BFE 988 Base Filtering Engine Running LocalServicel...
C-.Sﬂ CertPropSve Certificate Propagation Stopped netsves

Tk cowts Claims to Windows Token Service  Stopped

5.5 Keylso CNG Key Isolation Stopped

Saf, EventSystem 724 COM+ Event System Running LocalService

QB COMSysApp COM+ System Application Stopped

Ssﬂ Browser Computer Browser Stopped netsves

£k Vaultsve Credential Manager Stopped

£k CryptSve 832 Cryptographic Services Running MetworkService
Qﬂ DcomLaunch 504 DCOM Server Process Launcher Running DcomLaunch [v

@ Fewer details % Open Services

43. Choose Start.
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File Options View
Processes | Performance | Users | Details | Services |
Mame PID Description Status Group | A
-%Appﬁeadiness App Readiness Stopped AppReadiness
5%AppFabricCachingSewice AppFabric Caching Service Stopped
5 AelookupSve 680 Application Experience Running netsves
1%AppHostSvc 624 Application Host Helper Service Running apphost
iS;;.AppIDSvc Application |dentity Stopped LocalServicelM...
-%Appinfo 630 Application Information Running netsves
-E';;?}ALG Application Layer Gateway Service  Stopped
i%ﬁ\pngmt Application Management Stopped netsvecs
C AppXSve AppX Deployment Service (AppX... Stopped wWsappy

[ ar wine ArcSight Microsoft Windows Eve... . Starting !
Ssﬂ aspnet_state l% ASP.MET State Service Stopped
-S;;BITS 680 Background Intelligent Transfer...  Running netsves
Qg_a, Brokerinfrastructure 504 Background Tasks Infrastructure ..  Running DcomLaunch
Sﬂ BFE 988 Base Filtering Engine Running LocalServicel...
55 CertPropSve Certificate Propagation Stopped netsves
C.\,q c2wts Claims to Windows Token Service  Stopped
5.9) Keylso CNG Key Isolation Stopped
Q.g, EventSystem 724 COM+ Event System Running LocalService
5.3 COMSysApp COM+ System Application Stopped
Qﬂ Browser Computer Browser Stopped netsves
£k Vaultsve Credential Manager Stopped
Qe_a, CryptSve 832 Cryptographic Services Running MetworkService
Qﬂ DcomLaunch 504 DCOM Server Process Launcher Running DcomLaunch [v
@ Fewer details % Open Services

44. The machine will now report all collected Windows logs to ArcSight ESM.

2.6.3 Install Syslog Connector for Ubuntu

1. Run ./ArcSight-7.4.0.7963.0-Connector-Linux64.bin.
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ArcSight SmartConnector

2L ATCSight | fiessackars Introduction
prise
= Introduction The ArcSight Installer will guide you through the

installation

Choose Install Folder of the ArcSight SmartConnector,

Choose Install Set

Choose Shartcut Folder | The first step installs the core ArcSight SmartConnector

: components: then yvou select the ArcSight SmartConnector
Pre-Installation Summ...
Installing... you wish to configure,
Hipreeine ArcSight recommends that you quit all other programs
System Restart hefare continuing with this installation.

Install Complete
Click the 'Mext' button to proceed to the next window.
If you want to change sormething on a previous window,
click the 'Previous' button. To cancel this installation at
any time, click the 'Cancel' button.

Installarywhere

Cancel

2. Click Next.
3. Choose a folder to install the connector in.

B ArcSight SmartConnector

L ArCSight | lmenputar Choose Install Folder

@
L
w
=
[11]
A&

« Introduction

= Choose Install Folder Please choose the installation folder. It is
Choose Install Set recommended that you choose the folder name
choose Shortcut Folder according to the device that you want to connect to,
for example /ciscoids or fcheckpointng. If you are

Tk

Pre-Installation Summ... upgrading from a previous version, please select the
Installing... folder where the ArcSiaht SmartConnectoris currently |~
Upgrade Where Would You Like to Install?

D me/screenshotsubuntufarcSightSmartConnectors/Ubunty| I

Install Complete
Restore Default Folder Choose...

InstallAmywhere

EreViOUS He}{t

4. Click Next.
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B ArcSight SmartConnector

L ACSight | fawnpacas Choose Link Folder

rise

+ Introduction Where would you like to create links?

+ Choose Install Folder @® In your home Folder
+ Choose Install Set o
_>

Choose Shortcut Folder @) Other: Choose
Pre-nstallation Summ...

Installing... () Don't create links

Upgrade

System Restart
Install Complete

Installinywhere

5. Click Next.
B ArcSight SmartConnector
<( ArcSight Emmu-m Pre-Installation Summary
prise
+ Introduction Please Review the Following Information Before
+ Choose Install Folder CamtimIng .
+ Choose Install Set
+ Choose Shortcut Folder Pr(};‘dusclt f::asme:rtc ;
=* Pre-Installation Summ... resig rmartt-onnector
Installing... Install Folder:
Upgrade fhome/screenshotsu buntu /ArcSightSmartConn

System Restart
Link Folder:

Install Complete
/home/screenshotsu buntu

InstallAmywhere

Cancel Previous Install

6. Click Install.
7. Choose Add a Connector.
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) What would you like to do?
<[ ArcSight

Configure

@® AddaConnector

() Set Clobal Parameters

Hewlekt Packard

Entesprise

< Previous [MJ Cancel

8. Click Next.
9. Choose Syslog File.
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Connector Setup

<[ ArcSight

Configure

Hewleti Packard

niarprse

Select the connector to configure

4

Type (SyslogFile

T ) D

<erevious) (SRR | Cancel

10. Click Next.

11. For File Absolute Path Name, select a log file from which to forward events to ESM. Example:

/var/log/syslog

12. Select realtime to have events be streamed or batch to have events sent over in sets.

13. For Action upon Reaching EOF, select None.

NIST SP 1800-11C: Data Integrity: Recovering from Ransomware and Other Destructive Events

135



Connector Setup

Enterthe parameter details

<[ ArcSight

Configure

File Absolute Path Name I;’varﬂog,‘sys[od

4

Reading Events Real Time or Batch |realtime

4

Action Upon Reaching EOF |None

File Extension If Rename Action |processed

Hewlett Pagkard

Enterprice

I<Erevious;| %ﬂ%; J Cancel

14. Click Next.
15. Select ArcSight Manager (encrypted).
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M = £ Connector Setup

Enter the type of destination

<;F: ArcSight

Configure

@® ArcSight Manager (encrypted)
() ArcSight Logger SmartiMessage (encrypted)
) ArcSight Logger SmartMessage Pool (encrypted)
CEF File
| Event Broker (CEF Kafka)
CEF Syslog
| CEF Encrypted Syslog (UDF)
CSWFile
() Raw 5Syslog

Hewlett Packard

Enterprise

<Previous | [\ Next> Cancel

16. Click Next.

17. For Manager Hostname, put vm-esm691c or the hostname of your ESM server. (You may need
to add dns-search.di.test to /etc/network/interfaces if the hostname does not resolve on its
own. For example, vm-esm691c.di.test may resolve but vm-esm691c may not.)

18. For Manager Port, put 8443 (or the port that ESM is running on) on the ESM server.

19. Enter the username and password used for logging into ArcSight Command Center. Default:
(admin/password)
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* Connector Setup

Enter the destination parameters

<[ ArcSight

Configure

Manager Hostname _\:"I'ﬂ-ESITIEng'] C

Manager Port 8443

User |admin |
Password HORRRAOROROR

AUP Master Destination false

Filter Out All Events False v
Enable Demo CA false X
Hewlett Packard
Enterprice
< Previous | | Next» J Cancel |
20. Click Next.
21. Set identifying details about the system to help identify the connector (include Name; the rest is
optional).
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3 Enter the connector details
< ArcSight

Configure

Name {Ubuntu Connector
Location

DevicelLocation |

Comment This Forwards the syslog on this machine to ESM

Hewlett Packard

Enterprise

| < Previous | [ WLJ | Cancel

22. Click Next.
23. Choose Import the certificate to connector from destination.
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<[ ArcSight

Configure

Hewlett Packard

Enterprise

Following certificate will be imported into connector trust store:
Host/port: vm-esme91c_8443
Details: CMN=vm-esm651c, QU=ESM, O=Arcsight, L=95014, ST=CA, C=US

@ Import the certificate to connector from destination

) Do not import the certificate to connector from destination

Updating ...

@ Importing certificate, registering destination and restarting the container

0%

24. Click Next.
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Connector Setup

. Add connector Summary
a; AFCSIghf Following are the added connector details:
- ConnectorMame [Ubuntu Connector], Connector Type [syslog_File]

Configure

Hewlett Packard

nigrpnse

25. Click Next.
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Connector Setup

<[ ArcSight

Configure

Hewlett Packard

Enterprise

To modify service configuration, you must be running as root
To manually configure, log on as root and execute the following script:

Jhome/screenshotsubuntu/ArcSightSmartConnectors/Ubuntu/current/bin/
agentsve -i -uuser

To manually remove the service, log on as root
and execute the Following script:

Jhome/screenshotsubuntu/ArcSightSmartConnectors/Ubuntu/current/bin/
agentsve -r

< Previous [L\_j@ct> J Cancel

26. Click Next.
27. Choose Exit.

NIST SP 1800-11C: Data Integrity: Recovering from Ransomware and Other Destructive Events

142



Connector Setup

Would you like to continue or exit?

<[ ArcSight

Configure

) Continue
® [Exit|
Hewlett Pachard
nlerprise
| < Previous | | Mext = ] Cancel
28. Click Next.
ArcSight SmartConnector
L ArCSight | limien acard Install Complete
- Eihgdichion Congratulations! ArcSight SmartConnector has been
+ Choose Install Folder successfully installed to:
v Choose Install Set
v Choose Shortcut Folder fhome/screenshotsubuntu/ArcSightSmartConnectors/Ub
v Pre-nstallation Summ... untu
%) BRI Press "Done" to quit the installer.
+ Upgrade
v System Restart
= Install Complete
Installanywhere

i;-;_.-:._.s Qone
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29. Click Done.

2.7 IBM Spectrum Protect

IBM Spectrum Protect is a backup/restore solution that makes use of cloud-based object storage. It
allows for administrative management of backups across an enterprise, providing users with
mechanisms to restore their data on a file level. This section covers the installation and configuration
process used to set up IBM Spectrum Protect on a Windows Server 2012 R2 machine, as well as the
installation and configuration processes required for installing the backup/archive client on various
machines.

2.7.1 Install IBM Spectrum Protect Server

1. You may need to disable Run all administrators in Admin Approval Mode. To do this go to
Control Panel > Administrative Tools > Local Security Policy > Local Policies > Security
Options. Double click the User Account Control: Run all administrators in Admin Approval
Mode section. Select Disable and click OK. Restart the computer.

I el Administrative Tools = | o [
Home Share View ¥ 0
T » Control Panel » System and Security » Administrative Tools » v & ‘ | Search Administrative Tools P |
A Favontes MName = Date modified Type Size -
B Desktop Terminal Services 8/ File folder
4 Downloads %. Component Services 8/ Shortcut 2KB
= Recent places A Computer Management 8/ Shortcut JKB
[y Defragment and Optimize Drives 8/2 Shortcut 2KB
1% This PC ] Event Viewer Shorteut 2KB
e. iSCSI Initiator 8/ Shortcut 2KB
€ Network [#2 Local Security Policy 8/2 Shorteut 2KB
ODEBC Data Sources (32-bit) 8/ Shorteut 2KB
ODBC Data Sources (64-bit) 8/ Shortcut 2KB o
@::‘ Performance Monitor 8/ 311:52PM Shorteut 2KB i
é‘:‘ Resource Monitor 8/21/2013 11:52PM  Shortcut 2KB
T Security Configuration Wizard 8/ Shortcut 2KB
(@ Server Manager 8/2 Shortcut 2KB
[@l: Services 8/ Shortcut 2KB
(& Systern Configuration 8/ Shortcut 2KB
(& System Information 8/ Shortcut 2KB
@ Task Scheduler Shortcut 2KB
@ Windows Firewall with Advanced Security Shorteut 2KB
Windows Memery Diagnostic 8/ Shortcut 2KB
EE Windows PowerShell (x86) 8/ Shortcut 3KB
(2% Windows PowerShell ISE (x88) 8/21/2013 11:55PM  Shortcut 2KB =
23 items == =
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File Action View Help

5@ X B

i Security Settings

I 3 Account Policies

I 3 Local Policies

B ] Windows Firewall with Advanced Seci
[ 71 Network List Manager Policies

b [ Public Key Policies

I+ || Software Restriction Policies

b [ Application Control Policies

I+ & IP Security Policies en Local Compute

b [] Advanced Audit Policy Configuration

MName Description
["& Account Policies
|:3 Local Policies

[] Metwork List Manager Policies

[ Public Key Policies

[ Software Restriction Policies
IﬂAppI\catlon Control Policies

‘& IP Security Policies on Local Computer
[] Advanced Audit Policy Configuration

Password and account lockout policies

Application Control Policies
Internet Protocel Security (IPsec) Administratio..,
Advanced Audit Policy Configuration

Auditing, user rights and security options polici..
[~ Windows Firewall with Advanced Security  Windows Firewall with Advanced Security

Network name, icon and location group policies.

File Action View Help

e nE X BE

a Security Settings
I ﬁ Account Policies
4[4 Local Policies
I 3 Audit Policy
[ ﬁ User Rights Assignment
B -] Windows Firewall with Advanced Sec
7] Metwork List Manager Policies
[ Public Key Policies
I+ ] Software Restriction Policies
b [ Application Control Policies
I & IP Security Policies on Local Compute
p [] Advanced Audit Policy Configuration

<] [ T

-

Policy
%] Accounts: Administrator account status

'ih"rﬂ Accounts: Block Microsoft accounts

@] Accounts: Guest account status

5] Accounts: Limit local account use of blank passwords to co...
%] Accounts: Rename administrator account

%] Accounts: Rename guest account

5] Audit: Audit the access of global system ochjects

5] Audit: Audit the use of Backup and Restore privilege

5] Audit: Force audit policy subcategory settings (Windows Vis...
5] Audit: Shut down system immediately if unable to log secur...
i) DCOM: Machine Access Restrictions in Security Descriptor D...

5] DCOM: Machine Launch Restrictions in Security Descriptor ..
5] Devices: Allow undock without having to log on

%] Devices: Allowed to format and eject removable media

%] Devices: Prevent users from installing printer drivers

i) Devices: Restrict CD-ROM access to locally logged-on user ..
] Devices: Restrict floppy access to locally logged-on user only
%] Domain controller: Allow server operators to schedule tasks

5] Demain controller: LDAP server signing requirements

5] Domain member: Digitally encrypt or sign secure channel d...
5] Domain member: Digitally encrypt secure channel data (wh...

"] Demain member: Digitally sign secure channel data (when ...

Domain controller: Refuse machine account password chan...

Security Setting
Enabled
Mot Defined
Disabled
Enabled
Administrator
Guest
Disabled
Disabled
Mot Defined
Disabled
Mot Defined
Mot Defined
Enabled
Mot Defined
Enabled
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Enabled
Enabled
Enabled

>

NIST SP 1800-11C: Data Integrity: Recovering from Ransomware and Other Destructive Events

145



Local Securty Setting |E:q:ﬂa1 |

5 User Account Contral: Run all administratars in Admin Approval
= Mode

() Enabled
@® Disabled
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2. Run WIN_SER_STG_ML in its own folder to extract the contents.

ﬂ H ' “ o Application Tools.
File Home  Share  View Manage v e
SREIITTE v ¢ [ searchiem 2]
a
A Favorites Mame Date modified Type Size
B Desktop A input 11/21/20169:46 PM  File folder
i Downloads A im32 11/21/2016 9:35 PM  File folder
] Recent places L imB4 11/21/2016 936 PM  File folder
A input 11/21/2016 9:46 PM  File folder
18| This PC 4 Other 8/15/2017 1:21 PM File folder
L repository 11/21/2016 %37 PM  File folder
G"! Network install G/30/2016 12:07 AM  Windows Batch File 11 KB
|=| README 10/14/2016 5:02 PM  HTM File 17KB
“ﬂ SP_8.1_WIN_SER_STG_ML 3/8/2017 1:33 PM Application 2,673,608 KB
Qitems  1item selected 2,54 GB
3. Run the install script.
4. Make sure all the boxes are checked.
(2} IBM Installation Manager = =
Install Packages
Select packages to install:
Lo~
Installation Packages Status Vendor License Key Type |
[0 IBM® Installation Manager
[#]1[, Version 1.8.5 Wil be installed 1BM No key required
[T 1BM Spectrum Protect server
[#]1[, Version 8.1.0.20161121_2118 Will be installed 1BM
[T 1BM Spectrum Protect languages
[#]1[}, Version 8.1.0.20161121_2112 Wil be installed 1BM
[T 1BM Spectrum Protect license
V] [T, Version 8.1.020161121_2112 Will be installed IBM
2] IBM Spectrum Protect storage agent
[l Version £.1.0.20161121_2110 Will beinstalled 1BM
IBM Spectrum Protect device driver
[, Version 8.1.0.20161121_2115 Wil be installed 1BM
[[] 1BM Spectrum Protect Operations Center
[#]11], Version 8.1.0.20161121_1638 Wil be installed 1BM
[ show all versions Check for Other Versions, Fixes, and Extensions
Details
IBM# Installation Manager 1.8.5
The IBM® Installation Manager is 2 tool that you can use to install and maintain your software packages. More info...
* Repository: im64
®@ <Bak | Nea> || nstall H Cancel

5. Click Next.
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6. Read and select | accept the terms in the license agreement.
] 1BM Installation Manager | x

Install Packages

Read the following license agreements carefully.

IMPORTANT: READ CAREFULLY ~
[Two license agreements are presented below.

1. IBM International License Agreement for Evaluation of Pragrams
2. IBM International Pragram License Agreement

If Licensee is obtaining the Program for purpeses of productive use (other than evaluation, testing, trial "try or by, or demonstration): By clicking on the "Accept” button
below, Licensee accepts the [BM International Program License Agreement, without modification.

If Licensee is obtaining the Program for the purpose of evaluation, testing, trial “try or buy,” or demanstration (collectively, an *Evaluation"): By clicking on the "Accept”
butten below, Licensee accepts both (i) the IBM Intemational License Agreement for Evaluation of Programs (the "Evaluatien License"), witheut modification; and (i) the [EM
Intemational Progrem License Agreement (the "IPLAY), without modification.

[The Evaluation License will apply during the term of Licensee's Evaluation.

[The IPLA will autematically apply if Licensee elects to retain the Program after the Evaluation (or obtain additional copies of the Program for use after the Evaluation) by
entering into a procurement agresment (e.g,, the IBM Intemational Passport Advantage or the [BM Passport Advantage Express agreements).

[The Evaluation License and the IPLA are not in effect concurrently; neither modifies the other; and each is independent of the other.

[The complete text of cach of these twe license agreements follow.

LICENSE INFORMATION

(The Pragrams listed below are licensed under the following License Information terms and conditions in addition to the Program license terms previously agreed to by Client
and IBM. If Client does not have previously agreed to license terms in effect for the Program, the International License Agreement for Evaluation of Pragrams (Z125-5343-05)
applies.

Program Mame: BM Installation Manager and Packaging Utility for the Rational Software Development Platform 1.8.5
Program Number: Evaluation

@ | accept the terms in the license agreement

O Ido not accept the terms in the license agreement

@ <Back [ Net> ||

[ cancel

7. Click Next.
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8. Select the location for files to be installed to.
e  eMmswleonMaeger  l=[=kEw

Install Packages
Select a location for the shared resources directory and a location for Installation Manager.
Install Licenses Loc Features ©  Summary

When you install packages, files are stored in two locations:

1) The shared resources directory - resources that can be shared by multiple packages.
2) The installstion directory - any resources that are unique to the package that you are installing.

Important: You can only select the shared resources directory the first time you install a package with the [EM Installation Manager. For best results select the drive with
the most available space because it must have adequate space for the shared resources of future packages.

Shared Resources Directory: | C\Program Files\IBMUBMIMShared

Browse.
@ Once installed, IBM Installation Manager will be used to instal, update, modify, manage and uninstall your packages.
Installztion Manager Directory: | C\Program Files\IBM\Installation Managerieclipse Bos
Disk Space Information
Volume  Available Space
c 19.82 GB
@ ‘ <Back [ Net> | | Install | ‘ Cancel ‘

9. Click Next.
e OMmsalionMeager [=[=}E

Install Packages
A package group is  location that contains one or more packages. Some compatible packages can be installed into a common package group and will share a common

user interface. Select an existing package group, or create a new one.

Install licenses | Location » Features . Summary

O Use the existing package group
@ Create a new package group

Package Group Name [ Directory Architecture

%, IBM Spectrum Protect C\Program Files\Tivel\TSM 64-bit

Package Group Name: |BM Spectrum Protect

Installation Directory: | CA\Program Files\Tivol\TSM

Architecture Selection: O 32-bit & 84-bit

Details Disk Space Information

Shared Resources Directory: C:\Pragram Files\IBM\IEMIMShared Vo Avallable Space
[+ 19.82 GB

® <Back | mMea> || wnl |[ cancel
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10. Click Next.
11. Make sure all the packages are checked.

Install Packages
Select the features to install,
" install ) Licenses Location Features >  Summary ]

Features

[) IBM® Installation Manager 1.8.5

[ 1BM Spectrum Protect server 8.1.0.20161121_2118

1) IBM Spectrum Protect languages 8.1.0.20161121_2112

[0 1BM Spectrum Protect license 8.1.0.20161121 2112

[0 IBM Spectrum Protect storage agent 8.1.0.20161121_2110

[} 1BM Spectrum Protect device driver 8.1.0.20161121_2115
IBM Spectrum Protect Operations Center 8.1.0.20161121 1638

[2]

[ Show dependencies | Expand All H Collapse All | | Restore Default
- Selected by Installation Manager because of dependencies

Details

IEM® Installation Manager 1.8.5
The IBM® Installation Manager is a teol that you can use to install and maintain your software packages.

Disk Space Information ]

Volume Required  Temporary Total  Available
Shared Resources Area C: 3.08 MB 2.09GB 2.09GB 19.82 GB

[<]

@ <Back | Net> |[ ol [ Concel

12. Click Next.
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13. Select IBM Spectrum Protect.

Install Packages
Fillin the configurations for the packages.

| Install ) Licenses location | Features Summary [ |

B [ IBM Spectrum Protect server 8.1.| Configuration for IBM Spectrum Protect server 8.1.0.20161121_2118

&> 1. Products 1. Products
© 2. Licenses
= ([ 1BM Spectrum Protect storage a;| & 1BM Spectrum Protect
@ Storage agent licenses O IBM Spectrum Protect Extended Edition

£ [} 1BM Spectrum Protect Operatior| (3 |BM Spectrum Protect for Data Retention
Specify the secure communi
Specify SP200-121a Compliar

@ Create password

<] u [>]

@ <Back [ Nea> |[ bl [ Concel

14. Click Next.
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15. Read and select | accept the terms in the license agreement.

Install Packages
Fill in the configurations for the packages.

P )
Install Licenses Location [ Features ) Summary

= [[) IBM Spectrum Protect server £.1, Configuration for IBM Spectrum Protect server 8.1.0.20161121.2118

1. Products 2. Licenses

& 2 Licenses
& [[J IBM Spectrum Protect storage s 1BM License Agreement

@ Storage agent licenses LICENSE INFORMATION A
& [[) IBM Spectrum Protect Operatior O

The Programs listed below are licensed under the following License Information terms and conditions in addition to the
Program license terms previously agreed to by Client and [BM. If Client does not have previously agreed to license terms in effect
for the Program, the Intemational Program License Agreement (2125-3301-14] applies.

Specify the secure communi
Specify SPE00-131a Compliai
@ Create password

Program Name: IBM Spectrum Protect 8.1.0
Program Number: 5725-W92

As described in the Interational Program License Agresment (*IPLA") and this License Information, BM grants Licensee a
limited right to use the Program. This right s limited to the level of Authorized Use, such as a Processor Value Unit ('PVU"),
Resource Value Unit ("RVU"), a Value Unit ("VU"), or other specified level of use, paid for by Licensee as evidenced in the Proof of
Entitlement. Licensee's use may also be limited to a specified machine, or anly a5 3 Supporting Program, or subject to other ',

Non-IBM License Agreement
TERMS AND CONDITIONS FOR SEPARATELY LICENSED CODE ~

O

IEM Spectrum Protect 8.1.0

The IBM license agreement and any applicable information on the web
download page for [BM products refers Licensee to this file for details
concemning terms and conditions applicable to code identified as
Separately Licensed Code in the License Information document and
included in the products listed above ("the Program").

The "Separately Licensed Code” identified in the License Information
decument of the [BM license agreement is provided to Licensee under terms
and conditions that are different from the IBM license agreement. Iz

@ | accept the terms in the license agreements.

3 |63 O | do not accept the terms in the license agreements.

) <Back | Net> [ lul |[ cancel

16. Click Next.
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17. Read and select | accept the terms in the license agreement.

(2]

Install Packages

IBM Installation Manager -

Fillin the configurations for the packages.

@ 1.Products
B 2 Licenses
= [ IBM Spectrum Protect storage a¢
&7 Storage agent licenses
= [ IBM Spectrum Protect Operatior
Specify the secure communi
Specify SPB0D-131a Complial
© Create password

18. Click Next.

= [ IBM Spectrum Protect server 8.1. Configuration for IBM Spectrum Protect storage agent 8.1.0.20161121_2110

Storage agent licenses

IBM License Agresment

LICENSE INFORMATION A

The Programs listed below are licensed under the following License Information terms and conditions in addition te the
Program license terms previously agreed to by Client and IBM. If Client does not have previously agreed to license terms in effect
for the Program, the International Program License Agreement (Z125-3301-14) applies.

Program Name: [BM Spectrum Protect for SAN 8.1.0
Program Number: 5725-X18

As described in the Intemational Pregram License Agreement ("IPLA") and this License Information, [BM grants Licensee @
limited right to use the Program. This right is limited to the level of Autharized Use, such as a Processor Value Unit (*PYU"), 3
Resource Value Unit ("RVU"), 3 Value Unit ("VU"), or other specified level of use, paid for by Licensee as evidenced in the Proof of
Entitlement. Licensee's use may also be limited to a specified machine, or only as a Supporting Program, or subject to other

Nen-IBM License Agreement

TERMS AND CONDITIONS FOR SEPARATELY LICENSED CODE ~

IBM Spectrum Protect for SAN 8.1.0

The IBM license agreement and any applicable information on the web
download page for [BM products refers Licenses to this file for details
concerning terms and conditions applicable to code identified as
Separately Licensed Code in the License Information document and
included in the products listed above ("the Program”).

The “Separately Licensed Code” identified in the License Information
document of the IBM license agreement is provided to Licensee under terms
and conditions that are different from the IBM license agreement.

@® laccept the terms in the license agreements.

O | de not accept the terms in the license agreements.

<Back [ Netr || || concel
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19. Specify 11090 for the port.

Install Packages

Fillin the configurations for the packages.

= T )
Install Licenses Location Features > Summary

£ [} IBM Spectrum Protect server 8.1,
1. Products
2. Licenses

2 [ IBM Spectrum Protect storage ac
Storage agent licenses

2 [} IBM Spectrum Protect Operatior
& Specify the secure communi

Specify SPE0D-131a Compliar

@ Create password

Configuration for IBM Spectrum Protect Operations Center 8.1.0.20161121.1638
Specify the secure communication settings

<[ m 2]

@

The port number is used by the web server for the IBM Spectrum Protect Operations Center.
You can accept the default value, or specify another port number.

Secure (hitps) port | 11090

The port number has the following restrictions:
-The portnumber must be an integer in the range 1024 - 65535,
-The port number must be unigue.
-The portnumber cannot be already in use or allocated to other programs.

<Back [ Net> |[ ml ]

Cancel

20. Click Next.
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21. Select Strict for the SP800-131a Compliance.

Install Packages

Fillin the configurations for the packages.

= B )
Install Licenses Location Features ?  Summary

= ([ 1BM Spectrum Protect server 8.1,
1. Products
2. Licenses

= [} 1BM Spectrum Protect storage ac
Storage agent licenses

= [} 1BM Spectrum Protect Operatior
Specify the secure communi
& Specify SPB0D-131a Compliai
© Create password

®

Configuration for IBM Spectrum Protect Operations Center 8.1.0.20161121_1638
Specify SPE00-131a Compliance

Special Publication 800-131a (SP 800-131a) is an infermation security standard that requires longer key lengths and
stronger cryptography than other standards

5P200-131a Compliance Mode: ) Off
O Transition
@ Strict

The SP800-131a Compliance Mode has the following restrictions:
-Transition mode allows use of Transport Layer Security(TLS)v1.0
- Strict mode requires TLS v1.2 This can prevent earlier web browsers from connecting to Operations Center

<Back [ MNet> |[ bl ]

Cancel

22. Click Next.
23. Create a password.
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Install Packages

(@ Click Next to continue Eﬂ

Install Licenses Location Features > Summary

B [ 1BM Spectrum Protect server 8.1,

Configuration for IBM Spectrum Protect Operations Center 8.1.0.20161121_1638

1. Products Create password
2. Licenses
5 () IBM Spectrum Protect storsge i You must creste a password for the truststore fle of the Operations Center,
S which contains the SSL certificate that the Operations Center uses for HTTPS communication with web browsers.

= [l IBM Spectrum Protect Operatior
Specify the secure communi
Specify SPE0D-131a Compliai
& Create password

If you later choose to set up SSL communication between the Operations Center and the hub server,
you must use the same password.,

Create password | e

Confirm passward | s

Password length:
- Minimum: 6 characters
- Maximum: 64 characters

The password must contain atleast

- One uppercase letter (A-Z)

- One lowercase letter (3 -z)

- One digit (0 - 9)

-Two non-alphanumeric characters: ~ 1@ #§ % * &* _-+="[() [1:;==,.?/

<[ 1] 2]

<Back [ HNet>» H Install H Cancel

24. Click Next.

Install Packages

Review the summary information. Eﬂ

Install Licenses Location Festures [ Summay ||

Target Location
Package Group Name: 1BM Spectrum Pratect
Installation Directory: CA\Program Files\ TivolATSM
Shared Resources Directory: C:\Program Files\IBM\IBMIMShared
Packages
Packages
[[) IEM® Installation Manager 1.5

7] 1BM Spectrum Protect server 8.1.020161121_2118
[T) 1BM Spectrum Protect languages 8.1.0.20161121_2112
1) IBM Spectrum Protect license £.1.0.20161121.2112
[[) 1BM Spectrum Protect storage agent £.1.0.20161121 2110
7] 1BM Spectrum Protect device driver 8.1.0.20161121.2115
= [[) IBM Spectrum Protect Operations Center 2.1.0.20161121_1638
{1 Operations Center

Environment Disk Space Information
English

Total Available Space
(o] 19.82 GB

Total Download Size:  2.26 GB
Total Installation Size: 7.99 GB
» Repository Information

€]

< Back Hext > H Install || Cancel
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25. Click Install.
26. Wait for the install to finish.

Install Packages
Review the summary information.

Install ) Licenses ) Locaion ) Features | Summay ||
Target Location
Package Group Name:  IBM Spectrum Protect
Installation Directory: C:\Program Files\Tivol TSh
Shared Resources Directory: C:\Program Files\[EM\BMIMShared
Packages
Packages

[ IBM® Installation Manager 1.8.5
[0} 1BM Spectrum Protect server 8.1.020161121_2118
[[] IBM Spectrum Protect languages 8.1.0.20161121_2112
[0} 1BM Spectrum Protect license 8.1.0.20161121_2112
[} IBM Spectrum Protect storage agent £.1.0.20161121_2110
[[) IBM Spectrum Protect device driver 8.1.0.20161121.2115
B () IBM Spectrum Protect Operations Center £.1.0.20161121_1632
[ Operations Center

Environment Disk Space Information
English Total Avilable Space

19.82GB

Total Download Size:  2.26 GB
Total Installation Size: 7.99 GB

» Repository Information

Installing: Retrieving files. 121 MB of 173 MB (71%) completed.

Pause

27. Click Finish.
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Install Packages :ﬂ

0 The packages are installed. View Log File

Te learn about best practices fer configuring, menitering, and eperating an IBM Spectrum Protect selution, gg ~

fto IBM Knowledge Center: http://www.ibm.com/support/knowledgecenter/SSEQVQ/landing/
elcome_sseqvq.htm Search for IBM Spectrum Protect data protection solutions.

IThe IBM Spectrum Protect Operations Center is now installed. You can access it at the following URL: v

The following packages were installed:

= %, IBM Spectrum Protect
[} 1BM Spectrum Protect server £.1.0.20161121_2118
) IBM Spectrum Protect languages 8.1.0.20161121_2112
[} 1BM Spectrum Protect license £.1,0.20161121_2112
IBM Spectrum Protect storage agent £.1.0.20161121_2110
[} 1BM Spectrum Protect device driver 8.1.0.20161121.2115
] IBM Spectrum Protect Operations Center 8.1.0.20161121_1638

Installation Manager was successfully installed into: C:\Program Files\[BM\Installation Manager\eclipse

Note: If the packages support rollback, the temporary directory contains rollback files for installed packages. You
can delete the files on the Files for rollback preference page.

®

2.7.2 Install IBM Spectrum Protect Client Management Services

1. Run WIN64_CMS_ML in its own folder to extract the contents.

Application Tools

Home Share View Manage v @
@ - 1 ‘ L/ » IBM » Client Managment Services » v & | | Search Client Managment Ser.. R ‘
S Name “ Date modified Type Size
B Desktop A input 10/28/2016 1:20 AM  File folder
j Downloads L imBd 10/28/2016 1:18 AM  File folder
2l Recent places Ju input 10/28/2016 1:20 AM  File folder
L. repository 10/28/2016 1:19 AM  File folder
M This PC 10/5/2016 1:03 AM  Windows Batch File 10KB
E] README 10/13/2016 1:07 AM  HTM File 13KB
€ Network [=7sp_e.1_WiNsa_cms ML 3/8/20171:08PM Application 461,571 KB

Titems 1 item selected 430 MB

2. Run the install script.
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File Help

IBM Installation Manager

Install

Install software packages.

Update ﬁ,‘f 09 Manage 1
Discover and install updates and
fixes to installed software

) Roll Back
Modify
ket sttt iatimar -
packages by adding or removing ﬂ 2l
features and functions.

3. Click Install.

4. Check the box next to IBM Spectrum Protect Client Management Services.

Install Packages
Select packages to install:

» -
Installation Packages Status Vendor [ License Key Type |
» Version 8.1.0.20161028_011D Will be installed B
[ Show all versions Check for Other Versions, Fixes, and Extensions

Details
IBM Spectrum Protect Client Management Services 8.1.0.20161028_0110

IBM Spectrum Protect client management services collects diagnostic information about backup-archive clients and makes the information available to the Operations Center
far monitaring capability. For more information about the client management service, go to IBM Knowledge Center and search on client management service. Mare info...

* Repository: C:\Users\Administrator\Desktop\BM\Client Managment Services\repository

® <Bak | Next» || rstall H Cancel
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5. Click Next.
6. Select Use the existing package group.

Install Packages
A package group is a lecation that contains one or more packages. Some compatible packages can be installed inte a common package group and will share a commen
user interface. Select an existing package group, or create a new one.

Install | Llocation > Features Summary

@ Use the existing package group
O Create a new package group

Package Group Name. [ Installation Directory Architecture
%, IEM Spectrum Protect C:\Program Files\TivolATSM B4-bit

Package Group Name: IBM Spectrum Protect

Installation Directory: | C:\Program Files\Tivol\TSM

Architecture Selection: O 32-bit & 81-bit

Details Disk Space Information
Shared Resources Directory: C:\Pragram Files\IBMAIBMIMShared Nikiine e S
Installed Packages C 1213 GB

* |BM Spectrum Protect device driver 8.1.0.20161121_2115

* |BM Spectrum Protect languages 8.1.0.20161121_2112

* |BM Spectrum Protect license 8.1.0.20161121_2112

* |BM Spectrum Protect Operations Center 8.1.0.20161121_1638

# |BM Spectrum Protect server 8.1.0.20161121_2118

* |BM Spectrum Protect storage agent 8.1.0.20161121_2110

@ <Back [ mes || el |[ cancel

7. Click Next.
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8. Make sure all the boxes next to the package Client Management Services are checked.

Install Packages

Select the features to install. Eﬂ
Install location | Features ) Summary Ed
Features

= [] [ IBM Spectrum Protect Client Management Services 8.1.0.20161028_0110
% Client Management Services

[ Show dependencies | Expand All ” CDIlapszA!l| ‘ Restore Default
- Selected by Installation Manager because of dependencies

Details

IBM Spectrum Protect Client Management Services 8.1.0.20161028_0110

IBM Spectrum Protect client management services collects dignostic information about backup-archive clients and makes the information available to the Operations
Center for monitoring capability. For more information about the client management service, go to IBM Knowledge Center and search on client management service.

Disk Space Information
Volume Required  Temporary Total  Available
Shared Resources Area C: 178 KB 144.02 MB 14404 MB 1213 GB
Installation Directory C 52071 MB 52071 MB 1213 GB M
@

<Back [ News> || il [[ Cencel

9. Click Next.
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10. Set the port to 9028.

Install Packages

Fill in the configurations for the packages.

[ install Location ) [ Features ') Summayy (]

= [[) 1BM Spectrum Protect Client Ma | Configuration for IBM Spectrum Protect Client Management Services 8.1.0.20161028_0110

&~ Specify the secure port numt| Specify the secure port number
Specify SP200-131a Compliar

The port number is used by the web server for the IBM Spectrum Protect Client Management Services.
“You can accept the default value, or specify another port number.

Secure (https) port | 9028

The port number has the following restrictions:
- The port number must be an integer in the range 1024 - 65535,
- The port number must be unique.
- The port number cannot be already in use or allocated to other programs

<] m >]

® <Back [ Newr || el |[ concel

11. Click Next.
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12. Click Strict for SP800-131a compliance.

Install Packages

Fill in the configurations for the packages. Eﬂ
e ) |

B [) IBM Spectrum Protect Client Ma | Configuration for IBM Spectrum Protect Client Management Services 8.1.0.20161028_0110
Specify the secure port numl | Specify SPE00-131a Compliance
& Specify SP200-131a Complial

Special Publication 800-131a (SP 800-131a) is an information security standard that requires longer key lengths and
stronger cryptography than other standards.

5P200-1312 Compliance Mede: O OFff
O Transition
© Strict

The SP800-131a Compliance Mode has the following restrictions:
-Transition mode allows use of Transport Layer Security(TLS)v1.0 -v1.2
- Strict mode requires TLS v1.2 This can prevent earlier web browsers from connecting to Client Management Senvices.

<[ m [~]

®

<Bak [ Near [ il || concel

13

Click Next.

Install Packages

Review the summary information. Eﬂ
" install ‘Location ) Features Summary |

Target Location

Package Group Name:  BM Spectrum Protect
Installation Directory: C:\Program Files\Tivoli TSM
Shared Resources Directory: C:\Program Files\IBM\BMIMShared
Packages

Packages

= [[) IBM Spectrum Protect Client Management Services 8.1.0.20161028_0110
{1 Client Management Services

Environment Disk Space Information
English Total Available Space
1213 GB

Total Download Size:  144.04 MB

Total Installation Size: 664.74 MB
+ Repository Information

< Back et |[ sl ][ Coneel
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14. Click Install.

Install Packages

o The packages are installed, View Log File

The [BM Spectrum Protect Client Management Services is now installed and configured.

The following package was installed:

B %, IBM Spectrum Protect
[0} 1BM Spectrum Protect Client Management Services .1.0.20161028_0110

Note: If the packages support rollback, the temporary directory contains rollback files for installed packages. You
can delete the files on the Files for rollback preference page.

15. Observe the successful installation and click Finish.
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2.7.3 Configure IBM Spectrum Protect

1. Go to Start > IBM Spectrum Protect Configuration Wizard.

IBM Spectrum Protect Instance Configuration Wizard
Version 8.1

Copyright IBM Corporation(TM) and its licensors(R) 1994 2016, All Rights Reserved. |BM and the IBM logo
are trademarks of IBM Corporation in the United States, other countries, or both. Java and all Java-based
trademarks and logos are trademarks or registerad trademarks of Oracle and/or its affiliates.

Other company product or service names may be trademarks or service marks of others.

S
—
Java

2. Click OK.
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= Introduction This wizard will guide vou through the steps of configuring an IBM Spectrum

[ Instance UserID Protect server instance.

[ Instance Directory

> Database Directories For more information about configuring the IBM Spectrum Protect server
[~ Recovery Log Directories instance, see IBM Spectrum Protect Knowledge Center

[ Server Information

[= Administrator Credential . .
et il et s bt Click Next to proceed to the next screen. If you want to change something on a

[ Server Communication previous screen, click Previous.

[= Configuration Summary
[> Configure Instance Cancel the configuration at any time by clicking Cancel.

3. Click Next.
4. Specify a name and an account for the IBM server to use. Example: (name: BACKSRVR, User ID:
D\spadmin).
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V' Intraduction Specify one of the following:

P Instance User ID -the instance name ofthe new instance
[ Instance Directory -the instance that you want to cluster

I Database Directaries Also, specify the instance user ID and password.

> Recovery Log Directories

[ Server Information

: |EMCKSRVR |
[ Administrator Credentials ISt
[ Server Communication User ID: |Dl\spadmin |
[ Configuration Summary Password: |............... |

[ Configure Instance

*Mote: If you plan on clustering the server instance, a domain account is required.
Domain accounts use the following format.  =domain=\=account_name=.

When you click Next, the wizard attempts to establish a connection to the local system.
Ensure that File and Print Sharing is enabled, and that your firewall allows connections
to port 445,

5. Click Next.
6. Choose a directory.

+/ Introduction

The instance directory stores all of the server instance information, such as the server
+ Instance User ID options file, trace files, and other files specific to this instance.

» Instance Directory

[ Database Directories

[ Recovery Log Directories
[> Server Information

[ Administrator Credentials

*Instance Directory:
C\Program FilesiTivoliTSMBACKSRVR | choose

[ Server Communication
[ Configuration Summary
[ Configure Instance

Mote: If you plan to use this instance for high availability operations, the instance
directory must be in afile system on a disk that can be shared between the clustered
systems.
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7. Click Next.

8. Click Yes if prompted to create the directory.

9. Choose The database directories are listed below.

10. Create a directory to contain the database. Example: C:\BACKSRVR\IBMBackupServer.
11. Enter the directory in the space provided.

+/ Introduction Specify a list of directories to use for the IBM Spectrum Protect database. You can
+ Instance User|D either specify a file containing the list of database directories to use or enter one
+/ Instance Directory directoary per line in the field.

» Database Directories

[ Recovery Log Directories

o SR (O The database directories are listed in this file:

[ Administrator Credentials

" Choose
[ Server Communication
[= Configuration Summary ® The database directories are listed below:
[ Configure Instance CABACKSRVRIBMBackupServer |£|
% £ m

12. Click Next.
13. Create directories for logs and archive logs. Example: C:\BACKSRVR\IBMBackupServerlLogs,
C:\BACKSRVR\IBMBackupServerArchivelLogs.
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14. Enter the directories in their respective fields.

/' Introduction
+/ Instance User ID

Specify the directories for the database recovery logs.

+/ Instance Directory
+/ Database Directories

» Recovery Log Directories

[ Server Information *Active log size (GBY:

[> Administrator Credentials o
*Active log directory:
[ Server Communication g o

|C:\EI\ACKSRVR\JEIMElackupSer\ferLogs [ choose |
[= Configuration Summary
[ Configure Instance *Primary archive log directory:
C\BACKSRVRIBMBackupSenverarchiveLogs | choose |
Active log mirror directory:
Secondary archive log directory: y
" Choose | o

15. Click Next.
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16. Specify the server name.

+/ Introduction

Specify configuration information for the server.
+/ Instance UserID

+/ Instance Directory
+/ Database Directories

+/ Recovery Log Directories

»- Server Information *Sanyer Mame:

[ Administrator Credentials |BACKSRVR| |
[ Server Communication
[ Configuration Summary
[ Configure Instance

Server Language:
[English v|

17. Click Next.
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18. Specify an Administrator account.

R Specify an IBM Spectrum Protect Administrator to create when setting up the new
' Instance User ID instance. You can change the administrator information at any time in the Operation
+ Instance Directory Center.

+/ Database Directories

+/ Recovery Log Directories

+/ Server Information *Administrator Name:
b= Administrator Credentials |Mministrator |
[ Server Communication

*Administrator Password:
|esceceecesscce |

[ Configuration Summary
[= Configure Instance

*Werify Administrator Password:
eeccecceecceee |

19. Click Next.
20. Select a port. Example: 1500.
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21. Check the box next to Enable SSL Communication and enter a port. Example: 23444,

+/ Introduction
+/ Instance User ID

+/ Instance Directory

+/ Database Directories

+/ Recovery Log Directories
+/ Server Information

+/ Administrator Credentials
» Server Communication
[ Configuration Summary
[= Configure Instance

+ Introduction
+/ Instance User 1D

+/ Instance Directory

+/ Database Directories

+/ Recovery Log Directories
«/ Server Information

+/ Administrator Credentials
+/ Server Communication
» Configuration Summary
[ Configure Instance

The default communication settings for the server are provided for your validation. You
can also turn on one or more additional communication methods.

*Client Port: *Administrator Port:

|150{} | |150{}

[] Enable IPvE Communication

[] Enable Shared Memory Communication
Shared Memory Port:

1510

S5L communication requires additional, manual configuration to generate and store the
valid certificates that the server accepts.

[ Enable S5L Communication

S5L Client Port: S5L Administrator Port:

23444

Review the configuration settings, then click Next.

Instance user ID:
Dhspadmin

Instance directory:
C\Program Files\TivolilTSMBACKSRVR

Database directories:
CI\BACKSRVRUBMBackupServer

Active log directory:
CIBACKSREVRABMBackupServerLogs

Primary archive log directory:
C\BACKSRVRAUBMBackupServerArchiveLogs
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23. Click Next.
24. Wait for the installation to finish.

= IBM Spectrum Protect Instance Configuration Wizard I;Ii-
MLt This instance is now being configured. Configuration will take several minutes and
/ Instance User 1D undergo numerous steps. The progress ofthe configuration is shown below.

+ Instance Directory

+/ Database Directories

+/ Recovery Log Directories
' Server Information % N
. . IBM Spectrum Protect for Windows =
/' Administrator Credentials Version 8. Release 1. Level 0.000

+ Server Communication
+/ Configuration Summary
b= Confgreinstance (C) Capyright IBM Corporation 1990, 2016.

All rights reserved.

U.S. Government Users Restricted Rights - Use, duplication or disclosure
restricted by GSA ADP Schedule Contract with IBM Corporation.

Licensed Materials - Property of IBM

AMNROS00] Processing options file C:\Program Files\TivollTSMBACKSRVR\dsmsen-
.opt.

AMNR4T 26| The ICC support module has been loaded.
ANRO152| Database manager successfully started. I

< m >

Previous

25. Click Next.

26. Click Done.

27. Log in to Operations Center by going to localhost:11090/oc/. If issues occur, check firewall
permissions for ports 1500 and 23444 (or whichever ports were designated in steps 20 and 21).

IBM Spectrum
Operations Center

Configura

28. Log in using the credentials provided in the Configuration Wizard.
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29. Enter the password for a new account to be created on the system.

Configure Operations Center

Communication ‘ —_— R

BACKSRVR

Register a new administrator ID with system authority on the hub server. The Operations Center uses this ID to
obtain alert and status information from the hub server. Leam more

Hub server BACKSRVR
Administratar 1D 1BM-0C-BACKSRVR

g

Canfirm password =
sescasasssenace

30. Click Next.
31. Select the time interval for data collection.

Configure Operations Center

Retention '

Hub server BACKSRVR
Estimated database space 2 GB needed of 13.933 GB free

Status

e

A lowsr fime valus refreshes dats more frequently, but
uses more datsbase space. Leam more

Alerts
Alens stay active

Alerts stay inactive

Closed alerts are retained
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32. Click Next.
33. Select time intervals that suit your organization's needs.

Configure Operations Center

9

At Risk Indication
These seflings determine which clienls are shown as being al risk in the Operations Center. You can change
the setfings later if necessary. Leam more
B  Avplications
Time since last backup (") ]

Ghis  1dsy 10 weeks 28 waeks 46 weeks 1 yesr

Consider warnings and skipped files as "al risk” condifions
Virtual Machines
Time since last backup ﬁ: -

T T T T T T T
Ghis  1day 10 weeks 28 waeks 48 weeks 1 year

Consider warnings and skipped files as “at risk" conditions
Systems
Time since last backup ()

T 0 T T T T T
Ghis  1dsy 10 weeks 28 weeks 46 weeks 1 year

[+] consider warnings and skipped files as "at risk” conditions

Coes EETT

34. Click Configure.

Configure Operations Center

Succeeded
‘Starting configuration of the Hub server

‘Connected to IBM Spectrum Protect server BACKSRVR
Registered monitoring administrator IBM-OC-BACKSRVR
Configured status and alert setlings

Enabled status and alert monitoring

‘Checking for server information. This can take several minutes.
Ready to show server information

‘Saved the configuration information

‘Server BACKSRVR has been successfully configured
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2.7.4 Adding Clients to IBM Spectrum Protect

1. Loginto Operations Center.

Overviews  Clients  Services &, Adminisirator

Clients Virtual Machines Systems

Services Alerts o Activity

100
Backup — Restore Pﬂ:_ 1es fese

B Processes
Archive Retrieve | 171

Migrate — Recall = Sessions
Expiration

o 4
2w H E O B « & & Current

- Previous

Servers

-

Storage & Data Availability

P~ Pools Containers ohimes
| 4 \ —
{E E E J “.‘ :5:‘ Directory 0 bytes free Disk 0 bytes frae
EEE \ =
- == Ny " 4

All available

On-premises cloud Tape 0 bytes free

Inventol

ry Off-premises cloud Copy 0 bytes free
Database space 30 GB free
——

Renlicafion
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2. Add clients by clicking the Clients tab.

Clients
v Clients 0 Alerts [T 0
l‘* —— =
m g Applications Virtual Machines 1 Systems

=1 __ ==
= + Client More Q v n
Type ‘ Name | WP AtRisk ~ Server Target Server Replication Workload Next Schedule

No items found.

< X
Showing 0 | Selected 0 Refreshed a few moments ago

3. Click +Client.

Clients

s | Add Client

@ Server and Authentication E
= T = BACKSRVR -
= = Client ik n
Use this wizard lo register a sysiem or appiication client on the server. =
T Nosn You cannot use this wizard to register a NAS file server or a virtual machine. [Leam more] NG Sotiedils
Server =
& BACKSRVR v
Replication
ssL
Nexi Cancel
el
< >
Showing 0 | Selected 0 Refreshed a few moments ago

4. Select the server running the IBM backup capabilities.
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5. Check the box next to Always use for SSL.

Clients Service

¥ Clients 11 Add Client

.- 55 £ Server and Authentication \ g

BACKUPS
= =+ Chient i

Use this wizard to register a system or application client on the server.
Type Name You cannot use this wizard to register a NAS file server or a virtual machine. Learn more

ADDNS
Server & BACKUFS

MSEXCHANGE =
Replication e

SSaL ssL []Aluays use;
SHAREPOINT

UBUNTUDESKTOP

UBUNTUVIM

WINDOWSDESKTOF

WINDOWSYM1

WINDOWSWVM2.

WINDOWSVM3

bbbobbbbbbbbao

DESKTOP-NTGINVE

Next Cancel

DAILY_INCR
DAILY_INCR
DAILY_INCR
DAILY_INCR
DAILY_INCR
DAILY_INCR
DAILY_INCR
DAILY_INCR
DAILY_INCR

DAILY_INCR

-

Next Schedule

Showing 11 | Selected 0

6. Click Next.

Refreshed a fow moments ag

7. Enter the name of a client machine that you want to be able to backup data from and a

password.

8. Decide whether to use Client-side deduplication (it reduces the required storage space for

backups).

o
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Add Client

Identity A
BACKUPS

Enter the information for the new client Learn mare.

Clientname DESKTOP-NTEINVE
Client password

Verify passward

Contact name

Email address

Remots access URL

Client-side deduplication

9. Click Next. Note the information on the next page as it is required to connect the server to the
client.

Add Client

Configuration {H —_— 5

BACKUPS DESKTOP-NTELNVE

To configure the client to back up data to BACKUPS, install the client software and add the information that is shown below to the client
options file. Additional configuration is required to use SSL. Learn more

TCPSERVERADDRESS {ADDRESS_OF_BACKUPS}
TCPPORT 23444

NODENAME DESKTOP-NTGLNVE
DEDUPLICATION YES

S8L YES

10. Click Next.
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Add Client

Palicy Domain

A — &3

BACKUPS DESKTOP-NTBLNVG

Select a policy domain to manage data for DESKTOP-NTGLNV. Learn more

Name

Description

. 'STANDARD

Instalied default policy d...

11. Click Next.

Add Client

Schedule

(A | B

BACKUPS DESKTOP-NTGLNVE STANDARD

Selecta schedule to automate data protection services for DESKTOP-NTSLNVE (optional). Learm more

‘ Name

Action Start Start Window

O DAILY_INGR

(] TEST_INCR

INCREMENTAL Apr 21,2017, 9:49:00 AM 1 hour

INCREMENTAL Apr 14,2017, 10:33:07 AM 1 hour

12. Click Next.
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Add Client

Option Set I B B

BACKUPS DESKTOP-NTGLNVG STANDARD

Selecta schedule to automate data protection services for DESKTOP-NTGLNVG (optional). Learn mare

~ Description

H No option sets found

13. Click Next.
14. Select Default.

Add Client

Set At Risk |8 | 2]

BACKUPS DESKTOP-NTELNVE STANDARD
Configure at-isk settings for DESKTOP-NTBLNV6. Learn more
@ Default

Applications: 1 day
Systems: 1 day

O Bypass
Suppress all ai-fisk wamnings for DESKTOP-NTELNVE

© Custom
Time since last backup

ans 12 hrs

15. Click Add Client.
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Clients

~ Clients 12 Add Client

= —
———
Succeeded
B +clen e 240AM  Added clientinformation [] L
Type Name otbehey domamn n Next Senedule
Setatrisk configuration -]
B ADDNS The client was added successfully. DAILY_INCR
jm | MSEXCHANGE DAILY_INCR
T MSSQL DAILY_INCR
= ‘SCREENSHOTSUBL =
jma SHAREPOINT DAILY_INCR
= UBUNTUDESKTOP DAILY_INCR
B 4succeeded
= UBUNTUVM DAILY_INCR
0 WINDOWSDESKTOF DAILY_INCR
0 WINDOWSVM 1 DAILY_INCR
jm | WINDOWSVM2 DAILY_INCR
= WINDOWSVM3: DAILY_INCR
= DESKTOP-NTEINVE =
H
Showing 12 | Selected 1 Refreshed a few momenis ago

16. Make sure to allow the ports for SSL and TCP traffic through the firewall (23444, 1500).

17. Run the following command to set cert256.arm as the default certificate on the IBM Backup
server. Execute this command from the root server directory. Example: C:\Program
Files\Tivoli\TSM\BACKSRVR

> gsk8capicmd_64 -cert -setdefault -db cert.kdb -stashed -label "TSM Server
SelfSigned SHA Key"

Note: By default, gsk8capicmd_64 is located at C:\Program Files\Common
Files\Tivoli\TSM\api64\gsk8\bin.
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Administrator: Windows PowerShell

2.7.5 Install the Spectrum Protect Client on Windows

1. Extract SP_CLIENT_8.1_WIN_ML

[EY g Application Tools  TSMCLLWIN o
Home Share View

x
Manage a
A [} » TSMCLLWIN v| | | search TsmcLLWIN 2
MName Date modified Type Size
s Quick access
tsmeli File folder
[ Desktop ;
£] autorun Setup Information 1KB
& Downloads [ spinstall 11/11/2016 4:40PM  Application 94 KB
= Documents
=] Pictures
D Music
B Videos
& OneDrive
I This PC
¥ Network
*d Homegroup
3items 1 item selected 940 KB IS
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2. Run the spinstall script (install any prerequisites required).
ﬂ IBM Spectrum Protect Client - InstallShield Wizard >

Welcome to the InstallShield Wizard for IBM
Spectrum Protect Client

The Instalshield(R) Wizard will install IBM Spectrum Protect
Client on your computer. To continue, dick Next.

WARMING: This program is protected by copyright law and
international treaties.

< Back Mext = I | Cancel
3. Click Next.
4. Specify an installation path.
ﬁ IBM Spectrum Protect Client - InstallShield Wizard X
Destination Folder

Click Mext to install to this folder, or dick Change to install to a different folder.

Install IBM Spectrum Protect Client to:

C:\Program Files\TivoliTSMY [ Change...

InstallShield

< Back !I Mext = I | Cancel

5. Click Next.
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6. Select Custom Install.

ﬁ IBM Spectrum Protect Client - InstallShield Wizard >
Setup Type
Choose the setup type that best suits your needs.

Flease select a setup type.

() Typical
Most commonly used program features will be installed.

@ Custom

Choose which program features you want installed and where they
will be installed. Recommended for advanced users,

InstallShield

7. Click Next. Make sure that all packages are selected for installation.
ﬁ IBM Spectrum Protect Client - InstallShield Wizard

Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

[ =] v| Backup-aArchive Client
- =3 = | Backup-Archive Client GUI Files
Backup-Archive Client Web Files

Administrative Client Command
Line Files

Client API {64-bit) Runtime Files
Client API SDK Files

Administrative Client Command Line This feature requires 11MB on
your hard drive.

< >

Install to:
C:VProgram Files Tivoli{TSMY . Change...

Installshield

Help Space W < Back Cancel
8. Click Next.
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ﬁ IBM Spectrum Protect Client - Installshield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, didk Back. Click Cancel to
exit the wizard.

InstaliShield
<= Back !I Install | |_ Cancel |
9. Click Install.
15 IBM Spectrum Protect Client - InstallShield Wizard >

InstallShield Wizard Completed

The Installshield Wizard has successfully installed IEM
Spectrum Protect Client. Click Finish to exit the wizard.

< Back Cancel
10. Click Finish.
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11. Run Backup-Archive GUI from the Start menu. This should open the IBM Spectrum Protect

Client Configuration Wizard.
@ IBM Spectrum Protect Client Configuration Wizard X

Client Options File Configuration Wizard

This wizard will guide you through the configuration process
of the initial basic IBM Spectrum Protect Client options file.

After you have finished the initial set up of the options file you
can use the Preferences Editor to specify other client options.

Domain for Backup
Confirm and Apply
Finish

<Back ooty | [T [ concel
12. Click Next.

13. Select Create a new options file.
@ IBM Spectrum Protect Client Configuration Wizard X

Options File Task

Which task do you wish to perform?

Create a new options file

o Select this aption if you do not

Ir!l':ILId already have a client options

Al file. The client will create an @
Domain for Backup options file for you based on

Update my options file

Confirm and Apply your specifications in this

Sk wizard. (O Import from an existing options file for use

< Back

Apply Finish Cancel
14. Click Next.
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15. Enter the Node Name that you created in the Operations Center.
@ IBM Spectrum Protect Client Configuration Wizard

ile Ex n

Domain for Backup
Confirm and Apply
Finish

16. Click Next.

Client Hode Hame

The node name is a unigue
name used to identify your
client node to the server
wehen you begin & client
session. Type the name of
your client node to identify
your node to the server.

The length of the node name
can be 1 to 64 characters.

Client Node Name

What is the node name to use?

Node Name
DESKTOP-MNTEINVE

Apply Firish Cancel

17. If prompted, allow the program through the firewall.
18. Select TCP/IP for the communication method.

@ IBM Spectrum Protect Client Configuration Wizard

=N
[

Client Options File
+' Choose T,
+ Client Node N:

Domain for Backup
Confirm and Apply
Finish

19. Click Next.

TCPAP

Tranzmission Control
Protocolinternet Protocal
(TCRARY

IBM Spectrum Protect Client/Server Communication

‘Which communication method do you want the IBM Spectrum
Protect Clientto use when communicating with the IBM
Spectrum Protect Server?

®
(O TCP/IP w6

(C) Named Pipe

() Shared Memory

Use Active Directory to locate the IBM Spectrum Protect server

B Ao | [T [ G |

20. Specify the IP address of the server running the IBM backup server.
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21. Specify the port that the server is accepting connections on (Example: 23444).

@ IBM Spectrum Protect Client Configuration Wizard

"=

Client Options File
+ Choose Task

Domain for Backup
Confirm and Apply
Finish

22. Click Next.
23. Click Select All or choose specific items from the recommended list of inclusions/exclusions.

Port Humber

Type the TCPAP port number
you wwant use to communicate
wyith the IBM Spectrum Protect
SEIVEL.

The default port number is
1500, while other valid values
are in the range between
1000 and 32767 .

@ IBM Spectrum Protect Client Configuration Wizard

Client Options

+' Choose {

+ Client Node Name

+* Communication Method
+" Communication Optio
=¥ Includ lude li

File Exclusion
Domain for Backup
Confirm and Apply
Finish

24. Click Next.

Select All

Click this button to select all
the items on the list.

TCPIP Options

Whatis the TCP/IP address and port of the IBM Spectrum

Protect server?

Server Address

[192168.52.17

Port Number

Apply

Recommended Include/Exclude List

Finish

e |

The following is a list of IBM Spectrum Protect recommended
Include/Exclude items for files which are not normally

required for system recovery. Selected items will be added to
your configuration file, and excluded from backups.

Apply
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25. Select certain file types to exclude from backup, if any.
@ IBM Spectrum Protect Client Configuration Wizard

"=

Client Options File

Domain for Backup
Confirm and Apply
Finish

26. Click Next.

File Exclusion

Select one or more commonly
excluded file types from the
list. These types of files are
potertially large files that you
might nat want to back up,
such as multimedia files,
archive files, ohject files, and
Core o dump files.

Common File Exclusion Selection

Please select from the listthe file types you wish to be
excluded. By default, all ofthese file types are included.

Extension Description
A
aif Audio Interchange File
.aiff Audio Interchange File
.arj Compressed Archive
.asf Advanced Streaming Format
JEEX Advanced Stream Redirector File
.au uLaw AL Audio File
avi Audio Video Interleave File
.bin Binary File
hat Ratch File ¥

27. Check the box next to Backup all local file systems.

28. Select Incremental for the Backup Type.

@ IBM Spectrum Protect Client Configuration Wizard

' Commun
v/ Communic:

B
Confirm and Apply
Finish

29. Click Next.

Domain for Backup

Select All Clear All

The following contains options that y
which drives to include in your client
local files are backed up.

Backup Type

ou can select to specify
domain. By default all

| Incremental ~

@ Back up all local file systems
Domain List

\desktop-ntEinvaics)

STEMSTATE

D: (J_CENA_X84FREV_EN-US_DVS)

Bl
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@ IBM Spectrum Protect Client Configuration Wizard *

Confirm and Apply your configuration

You have completed the configuration of the Client Options
File. Click on the ‘Apply’ bulton to confirm your configuration.
The initial basic Client Options File will be saved to the disk

Please note that this operation may take a while to complete.

9
' Clien
' Communication Method
/' Communication Options
v Inclu de list

+ File Exclusion

' Domain for Backup

= Confirm and Apply
Finish

| <oack | [ hexts | finsh | [ Concel |
30. Click Apply.
31. Click Finish.
32. In the Backup-Archive GUI (you may have to log in using the credentials specified on the server
or you may have to choose to ignore a warning that you couldn't connect), go to Edit > Client
Preferences.

NIST SP 1800-11C: Data Integrity: Recovering from Ransomware and Other Destructive Events 191



x

@& Preferences Editor

General Preferences

General
Common Options
Backup
Node Name
esle [pEskTOP-NTEINVE
Incluide-Exclide - - As Node Name
]
Snapshot
As Hode Hame [T Prompt before mounting tapes
Sthetller e i
Type the name of the target [ Return to tree window after function completet
Communication noide b which you have besn Back up or restore NTFS security information
grarted proxy authortty to
Reional Settings enable your client for cliert [] Enable LaN-free
- node proxy support Transaction Buffer Size Rename non-Unicode flespaces during backupiarchive.
Authorization
25600 v |k - no ~
DR Staging Directory
Cormand Line [ Browse...
Disgnostics e Do
Performence Tuning @ s
Deduplication (O Yes, ifno reboot is required
oL
Error log
Log File Name
|c:program filestivalitsmibaciientdsmerror.log Bronse...
[] Prune old entries [ Enable error log file wrapping
Fruns entries older than I
o Days o
Save pruned entries

oK. Cancel Reset Apply

Warning: The 'As Node Name® option will be set to the default value.

33. Click Communication.

34. Ensure that the server address is correct and that the ports point to your SSL port (23444).

35. Check the boxes next to Send transaction to the server immediately, Use Secure Sockets Layer
(SSL), and Require TLS 1.2 or above.

NIST SP 1800-11C: Data Integrity: Recovering from Ransomware and Other Destructive Events 192



36. Select Yes for SSL is Required.

(&) Preferences Editor

X

+ General
Backup
Restore
Include-Exclide
Snapshot

Scheduler

Communication

Regional Settings
Authorization

Weh Cliert
Command Line
Disgnostics
Performence Tuning

Deduplication

Communication Preferences

Common Options

S5L is Required

Specify whether the SSL
protocol is recuired to protect
the IBM Spectrum Protect
passvord over the netwark
during client authertication.

Restart Duration Restart Interval
60 v Minutes 15 v Seconds
Communication Settings
Communication Method
TCPIP ~
Server Address.
[192 1685217
Server Port Admin Port
[23a44 P3444
Buffer Size Window Size
32 v KB 63 v KB

Send transaction to the server immediately

Use Secure Socket Layer (S51)
Require TLS 1.2 or above
SSL is Requirsd

=

The 'C

setings have been oaded.

37. Click OK.

38. Retrieve cert256.arm from the server.

39. On the client machine, create a new key database by running the following commands:

> set PATH=C:\Program Files\Common
Files\Tivoli\TSM\api64\gsk8\bin\;C:\Program Files\Common
Files\Tivol i\TSM\api64\gsk8\1ib64 ;%PATH%

> gsk8capicmd_64 -keydb -create -populate -db dsmcert._kdb -pw password -

stash

Cancel Reset

Apply
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E¥ Command Prompt - =} x

am Files\Common File

40. Import cert256.arm by running the command:

> gsk8capicmd_64 -cert -add -db dsmcert.kdb -stashed -label "TSM server
BACKSRVR self-signed key" -file <path-to-cert256.arm> -format asci

S Command Prompt - O X

d -db dsmcert.kdb -stashed -label
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41. Copy the resulting dsmcert.kdb and dsmcert.sth to C:\Program Files\Tivoli\TSM\baclient.

4 || = | baclient
Home Share View

€ v

7 Quick access
[ Desktop

& Downloads
[ Documents

&) Pictures
D Music
B videos

& OneDrive
[ This PC
¥ Network

*& Homegroup

5 ThisPC » Local Disk (C:) » Program Files » Tiveli > TSM > baclient

Name
= dsmadmc
1 dsmagent
% dsmc
@ dsmc_chs
@ dsmc_cht
@ dsme_csy
© dsmc_deu
@ dsmc_enu
@ dsmc_esp
© dsmc_fra
@ dsmc_hun
@ dsme_ita
@ dsme_jpn
© dsmc_kor
@ dsmc_plk
@ dsrc_ptb
©® dsmc_rus
@, dsmead
[ dsmeenm.h
| dsmeert.kdb
|| dsmcert.sth
1 dememert dil

130items 2 items selected 141 KB

Date medified

A1/
11
11

A1/
11
1

Application
Application
Help file
Help file
Help file
Help file
Help file
Help file
Help file
Help file
Help file
Help file
Help file
Help file
Help file
Help file
Application
HFile

KDB File
STH File

Bnnliratinn evtenc

[m]

2.7.6

1. Extract SP_CLIENT_8.1_LIN86_ML.tar.gz.

root@machin

Install the Spectrum Protect Client on Ubuntu

root@machine: fhome/screenshotsubuntu/Desktop# tar -xzf SP_CLIENT_8.1 LIN86_ML.tar.gz
: fhome /screenshotsubuntu/Desktop#

X
€

s
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2. Navigate to TSMCLI_LNX/tsmcli/linux86_DEB.

root@screenshotsubuntu-virtual-machine: fhome/screenshotsubuntu

root@machine: fhome/screenshotsubuntu/Desktop/TSMCLI_LNX/tsmcli/1linux86_DEB# cd TSMCLI_LNX/tsmcli/Llinux
86 DEB/

3. Install all the .deb files in this directory, except tivsm-jbb.amd64.deb, by running the following
command (they must be dpkg'd individually since they have interdependencies):
a.

dpkg -1 [name of package].deb
root@screenshotsubuntu-virtual-machine: fhome/screenshotsubuntu

root@machine: fhome/screenshotsubuntu/Desktop/TSMCLI_LNX/tsmcli/1inux86_DEB# dpkg -1 gskcrypt64_8.8-50.
66.1linux.x86_64.deb; dpkg -i gsksslé64 8.0-50.66.1linux.xB6 64.deb ; dpkg -i tivsm-apié4.amdé64.deb ; dpk
g -1 tivsm-apicit.amd64.deb ; dpkg -i tivsm-ba.amd64.deb ; dpkg-i tivsm-bacit.amd64.deb ; dpkg -1 tivs
m-bahdw.amd64.deb)

4. lIssue the following commands to setup the options files:
a. cd /Zopt/tivoli/tsm/client/basbin
b. mv dsm.sys.smp dsm.sys
C. mv dsm.opt.smp dsm.opt
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0 root@screenshotsubuntu-virtual-machine: fhome/screenshotsubuntu

root@machine: f/home/screenshotsubuntu/Desktop/TSMCLT_LNX/tsmcli/linux86 DEB# cd [opt/tiveli/tsm/client/
ba/bin

root@machine: fopt/tivoli/tsm/client/ba/bin# mv dsm.sys.smp dsm.sys

root@machine: fopt/tivoli/tsm/client/ba/bin# mv dsm.opt.smp dsm.opt

root@machine: fopt/tivoli/tsm/client/ba/bin#

5. Install Java with:
a. sudo apt-get install default-jre

@ © @ root@screenshotsubuntu-virtual-machine: /home/screenshotsubuntu

root@machine: fopt/tivoli/tsm/client/ba/bin# sudo apt-get install default-jrell
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6. Run dsmj to start the Java BAClient.

root@machine: fopt/tivoli/tsm/client/ba/bin# dsmj

£ IBM Spectrum Protect

ANS26105 TCP/IP communications failure between the client and
the server machine.

7. After about 5 minutes, it will be unable to connect and will ask if you wish to start the client
anyway. Click Yes.

 IBM Spectrum Protect

v

/ ; Do you wish to continue for purposes of local backupset

/ restore?
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8. Open Edit > Client Preferences. Enter the node name as the name of the client you added to the

Spectrum Protect server.

o Preferences Editor

©

General
Backup

Restore
Include-Exclude
Snapshot
Scheduler
Cornrunication
Regional Settings
Authorization
web Client
Command Line
Diagnostics
Performance Tuning

Deduplication

General

Use this tab to set
general processing
aptions for the client

General Preferences

Common Options

Node Name

|SCREENSHOTSUBUNTU—WRTUAL'MACH\NE

As Node Name

[‘1Prompt before mounting tapes

[]Return to tree window after function completed

[lEnable LANfree
Transaction Buffer Size

o0 =l ]

Staging Directory

Automatic Client Deployment

Browse.

® Yes
O No

Error log

Log File Name

[ioptitivolitsmiclient/ba/bin/dsmerror.log

[]Prune cld entries

Server Information

Browse...

[]Enable error log file wrapping

Server Name
SERVER_A
Default Server Name

K Cancel Reset Apply

[ The 'General' settings have been loaded.

9. Click the Communication tab.
10. Enter the IP Address for the server.

11. Enter the Server port and Admin port (23444).

12. Check the boxes next to Send transaction to the server immediately, Use Secure Sockets Layer
(SSL), and Require TLS 1.2 or above.
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13. Select Yes for SSL is Required.

x Preferences Editor

©

General
Backup
Restare
Include-Exclude
Snapshot

Scheduler

Communication

Regional Settings
Autharization

Web Client
Command Line
Diagnostics
Performance Tuning

Deduplication

SSLis Required

Specify whather the S5L
protocol is required to
protect the IBM Spectrum
Protect password over
the network during client
authentication

Communication Preferences

Common Options

Restart Duration Restart Interval

60 || Minutes 15 || seconds

Communication Settings

Communication Method
TCP/P -

Server Address

[1oz.168.52.17

Server Port Admin Port
1500 23444
Buffer Size Window Size

Send transaction to the server immediately
[] Use Secure Socket Layer (SSL)

Regquire TLS 1.2 or above
SSL is Required

Ok Cancel Reset

Apply

14. Click OK.

Wiarning: The 'Server Address' option will be set to the default value

15. Retrieve cert256.arm from the server.

16. On the client machine create a new key database by running the following commands:

> gsk8capicmd_64 -keydb -create -populate -db dsmcert._kdb -pw password -

stash
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"' root@screenshotsubuntu-virtual-machine: /home/screenshotsubuntu

root@machine: fopt/tivoli/tsm/client/ba/bin# gsk8capicmd_64 -keydb -create -populate -db dsmcert.kdb -p
w password -stash

17. Import cert256.arm by running the command:

> gsk8capicmd_64 -cert -add -db dsmcert.kdb -stashed -label "TSM server
BACKSRVR self-signed key" -file <path-to-cert256.arm> -format asci
@S & root@screenshotsubuntu-virtual-machine: /home/screenshotsubuntu

root@machine: fopt/tivoli/tsm/client/ba/bin# gsk8capicmd_64 -cert -add -db dsmcert.kdb -stashed -label
"TSM server BACKSRVR self-signed key" -file /home/screenshotsubuntu/Desktop/cert256.arm -format asciill
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18. Copy the resulting "dsmcert.kdb" and "dsmcert.sth" to /opt/tivoli/tsm/client/ba/bin.

root@screenshotsubuntu-virtual-machine: /home/screenshotsubuntu

root@machine: fopt/tivoli/tsm/client/ba/bin# cp dsmcert.kdb fopt/tivoli/tsm/client/ba/bin; cp dsmcert.s
th fopt/tivoliftsm/client/ba/binl]

19. You may be asked to reconfigure the dsm.opt file when setting up the scheduler but the options
should be filled out already.
20. To start the scheduler as a background process, run the following command:

> nohup dsmc schedule 2>/dev/null &

@ S @ root@screenshotsubuntu-virtual-machine: fhome/screenshotsubuntu

root@machine: fopt/tivoli/tsm/client/ba/bin# nohup dsmc schedule 2=/dev/null &l

21. You can add this command to the startup programs in Ubuntu to make it start automatically.

2.8 GreenTec WORMdisks

See the Installation of GreenTec Command Line Utilities document, that should accompany the
installation disk, for a detailed guide on how to install the GreenTec command line utilities.
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Furthermore, refer to the GT_WinStatus User Guide, that should also accompany the installation disk,
for instructions on how to effectively use GreenTec disks to preserve data. Read these instructions
carefully, as locking GreenTec WORM(disks can result in making some or all of the disk or the entire disk
unusable. Having portions of the disk, or the entire disk, permanently locked is sometimes desirable but
it is dependent on the needs of your organization. For example, if you want to store backup information
or logs securely.

The GT_WinStatus User Guide provides instructions for locking and temporarily locking disk sectors. In
this practice guide, we will not include instructions on when or how to lock GreenTec disks. However, in
some cases, we will provide instructions detailing how to save data to these disks and leave locking
them to the implementing parties.

2.9 Veeam Backup & Replication

Veeam’s Backup & Replication tool provides backup and restore capabilities. In the data integrity
solution, Veeam is used to back up and restore virtual machines residing within Windows Server Hyper-
V. In this section is the installation and configuration process for Veeam Backup & Replication on a
Windows Server 2012 R2 machine. Additional installation and configuration instructions can be found at
https://helpcenter.veeam.com/docs/backup/hyperv/install vbr.html?ver=95.

2.9.1 Production Installation

1. Start the Veeam Setup Wizard and click to begin the installation process for Veeam Backup &
Replication with the appropriate version number.
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Other components:

Veeam Backup Enterprise Manager
Install

9.5 Update 1

MEl Veeam Backup & Replication Console
LEW |nstall
| |

% PO Veeam ONE Monitor Client
o W nstall

Documentation

B il T
® AG. All

2. Read and accept the license agreement.
i
License Agreement
Please read the follawing license agreement carefully

Veeam Software ("Veeam")
End User Software License Agreement ("EULA"™)

IMPORTANT - READ CAREFULLY

This EULA s a legally binding agreement between licensee end user CEnd User’) and
Yeeam setting forth the terms and conditions governing the use and operation of Veeam's
proprietary computer software products (the “Software™) and the written technical
specifications for the use and operation of the Software (the “Documentation™. Where the
sense and context permit, references in this EULA to the Software include the
Documentation. By downloading and installing, copying or otherwise using the Software,
andlor otherwise accepting this EULA End User agrees to be bound by the terms and

(® 1 accept the terms in the license agreement
() 1 do not accept the terms in the license agreement

| <Back || || Cancel

3. Click Next.
4. Browse to the location of the license file.
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)

Provide License
Provide | e file for Veeam Backup & Replication.

License file for Veeam Backup & Replication:

C:AUsers\Administrator Downloads weeam_availability_suite_nfr_16_16 lic

A valid license is already installed on this machine.

5. Click Next.

6. Select installation components required by your organization.

i

Program features
want to be installed.

Veeam Backup & Replication
Veeam Backup Catalog
Veeam Backup & Replication Console

o intion
Veeam Backup &
Replication is
enterprise-ready solution
that combines backup
and replication in a single
product for fast recoveny
of your WMware vSphere
and Microsoft Hyper-V
environments.

Install to:  |C:“Program Files"\leeam"Backup and Replication®

| <Back ||

7. Click Next.
8. Specify account credentials for Service account.
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Service Account

Specify the account for Veeam Backup & Repli

() LOCAL SYSTEM account {recommended)
(®) The following user accourt:

~ += Type in the user name in the DOMAINYUSERNAME format, The specified user
q\.‘r account must have local administrator privileges on this server.

User name: |VEE.P«M\Mministlﬁtor v|| Browse...

Passwaord: |..i..ii..ii..i. |

<Back || Ned> || Cancel

9. Click Next.
10. Specify details of the SQL Server Instance.

i3

SQL Server Instance

Choos:

Server ingtance to create Veeam Backup & Replication databases on.

) Install new instance of SAL Server focalhost\VEEAMSQL2012)
(® Use existing instance of SQL Server (HOSTNAMENMNSTANCE)

[VEEAM\EEAMSQL2012 v| | Browse..

Veeam Backup & Replication database: |VeeamBadcup |

Connect to SGL Server using

(®) Windows authentication credertials of service account

() QL Server authentication using the Login |0 and password below:
Login 1D; |sa |

Password: | |

| <Back || MNet> || Cancel

11. Click Next.
12. Specify port numbers for Veaam Backup & Replication services.
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gl

1o

Port Configuration

Veeam Backup & Replication Setup =E

Specify port configuration to be used by Veeam Backup & Replication.

Catalog service port:
Veeam Backup service port:
Secure connections port:

<Back || MNed> || Cancel

13. Click Next.
14. Specify data storage locations.

Data Locations

Specify where ] g {persistent data), and vPower MFS write cache
[non-persistent d

vPower NFS

Write cache folder:

\' C:\ProgramData\veeam\BackupfsDatastorel,

Dedicated volume is recommended. The write cache temporarily stores data written to virtual disks of
YMs running from badkup file. Make sure the selected volume has sufficent free disk space, otherwise
instantly recovered VMs will stop due to being unable to perform a disk write.

Guest file system catalog

Catalog folder:

S cymmcaes

| <Back || MNed> || Cancel

15. Click Next.
16. Review installation and configuration details and click Install.
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N

Ready to Install

The wizard is ready to begin the installation.

Veeam Backup & Replication will be installed with the following corfiguration:
Installation folder: C:\Program Files\Veeam"\Backup and Replication\ A
vPower cache folder: C:\ProgramData'\Veeam'\Backup\Nfs Datastore\
Guest catalog folder: C:\VBRCatalog

Catalog service port: 9353

Service account: VEEAM \Administrator

Service port: 9352

Secure connections port: 9401 ]
SQL Server: VEEAM\VEEAMSQL2012 v

[ Check for updates once the product is installed and periodically

[ <Back || wsat || Conce

17. Observe the successful installation and click Finish.

i Veeam Backup & Replication Setup -|0] X

Completing Veeam Backup &
Replication 9.5 Setup Wizard

AVAILABILITY o Installation succeeded.

for the Always-On Enterprise

Setup has finished installing Veeam Backup & Replication on your
computer,

Click Finish to exit the wizard.

<Back || Net> || Finish
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2.10 Tripwire Enterprise and Tripwire Log Center (TLC)

Tripwire Enterprise is a data integrity solution that monitors file activity and associated information
across an enterprise. In this solution, we use it to monitor both a MS SQL database and file changes in
certain folders. Tripwire Log Center allows for the collection and standardization of logs produced by
Tripwire Enterprise.

Please see the Tripwire Enterprise Install and Maintenance Guide, accessible from Tripwire for a
detailed, illustrated guide to the installation. The only addition to this documentation is that the MS SQL
Server should be in “Mixed Mode” for authentication purposes. This section covers the installation and
configuration process we used to set up Tripwire Agents on various machines as well as the installation
and integration of Tripwire Log Center with Tripwire Enterprise. The result of this integration is the
generation and forwarding of events from Tripwire Enterprise to Tripwire Log Center.

2.10.1 Install Tripwire Agent on Windows

1. Run te_agent.msi on the client machine.
i Tripwire Enterprise Agent - InstallShield Wizard -

Welcome to the InstallShield Wizard for

‘Tp’EﬁTERPHISE Tripwire Enterprise Agent

The InstallShield(R) Wizard will install Tripwire Enterprise Agent
8 5 on your computer. To continue, dick Next. To install, follow the
| instructions provided.

WARMIMG: This program is protected by copyright law and
international treaties.

Copyright 1998 - 2017 Tripwire, Inc. Use of this software is
subject to license restrictions, see
http:/fwww . tripwire. comlegalfeula/ for maore information.

InstallShield

Mext = | | Cancel

o

[x1]

[l
™

2. Click Next.
3. Accept the license agreement.
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License Agreement

Please read the following license agreement carefully.

IMPORTANT INFORMATION

TRIPWIRE SOFTWARE 15 LICENSED, NOT SOLD. USE OF THISD
SOFTWARE 1S SUBJECT TO LICENSE RESTRICTIONS. CAREFULLY
READ THIS LICENSE AGREEMENT BEFORE USING THE SOFTWARE.
USE OF SOFTWARE INDICATES COMPLETE AND UNCONDITIONAL
ACCEPTANCE OF THE TERMS AND CONDITIONS SET FORTH IN THIS|
AGREEMENT. ANY ADDITIONAL OR DIFFERENT PURCHASE ORDER
TERMS AND CONDITIONS SHALL NOT APPLY.

END-USER LICENSE AGREEMENT ("Agreement”) ~

(® I accept the terms in the license agreement
() I do not accept the terms in the license agreement

Installshield

4. Click Next.
5. Specify the installation path.
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Destination Folder
Click Mext to install to this folder, or dick Change to install to a different folder,

Install Tripwire Enterprise Agent to:
C:\Program Files Tripwire {TE Agent),

Installshield

6. Click Next.
7. Enter the IP address of the Tripwire server.
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i Tripwire Enterprise Agent - InstallShield Wizard =

Tripwire Enterprise Server Information

Enter the Tripwire Enterprise Server hostname and the number of the Services Port for your
Tripwire Enterprise Console:

*TE Server is the fully-gualified domain name of the machine where Tripwire Enterprise
Console is installed.

*The Services Port was spedfied when you installed the Tripwire Enterprise Console,

* For more information on Real-Time Monitoring, see the Tripwire Enterprise User Guide.

* For more information an FIPS, see the Tripwire Enterprise Installation & Maintenance Guide.

TE Server & 192.168.52.20

Services Port : Igsgg

[#] start Agent after installation

Install Real-Time Monitoring Port: |1169
[]Enable FIPS HTTP Port : |susu:|
Installshield
| < Back ” Mext = | | Cancel
8. Click Next.

9. Leave the proxy settings blank.
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Tripwire Enterprise Proxy Information

If the Tripwire Enterprise Agent should use a proxy to communicate with the Tripwire
Enterprise Server, enter the Tripwire Enterprise Proxy hostname and port number for your
proxy host, Otherwise, leave these fields blank.

Proxy Host: | (leave blank for no proxy)

Proxy Port: I {leave blank for default)

InstallShield

10. Click Next.
11. Enter the services password specified in the server upon installation twice.
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Tripwire Enterprise Services Password

Enter your Services Password for your Tripwire Enterprise Console:

*The Services Password was spedified when you installed the Tripwire Enterprise Console.

Services Password : || SRR ERBERRERR RS |

Confirm : || T I I T ITIIL] |

Installshield

12. Click Next.

TREAIFE” InstallShield Wizard Com ed
@ ENTERPRISE e

The InstallShield Wizard has successfully installed Tripwire
8 5 Enterprise Agent. Click Finish to exit the wizard.
[ ]

iripuire

Installshield
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13. Click Install.

14. Start Tripwire Agent from the start menu (on some systems it may start automatically - check
services.msc to verify that it is running).

2.10.2 Install Tripwire Agent on Ubuntu

1. Execute the following commands as root.
2. Run te_agent.bin by issuing the command:
a. ./te_agent.bin

root@screenshotsubuntu-virtual-machine: /home/screenshotsubuntu
root@machine:~# ./te_agent.bin

s

3. Press Enter repeatedly to read through the EULA.
&5 @ root@screenshotsubuntu-virtual-machine: fhome/screenshotsubuntu

root@machine:~# ./te_agent.bin

Starting the Tripwire Enterprise Agent installer... please wait
Copyright 1998 - 2017 Tripwire, Inc. Use of this software is subject to license restrictions, see http
:f fwew. tripwire.com/legal/eula/ for more information.

archive to:[/tmp/selfextract.rj8caP]
to view the Tripwire End-User License Agreement (EULA).

4. EnterY to accept the EULA.
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e screenshotsubuntu@screenshotsubuntu-virtual-machine: ~

10.6 Force Majeure. Neither party shall be liable for default or delay in
performing its obligations due to causes beyond its reasonable control, as long

as such causes continue and the party continues to use commercially reasonable
efforts to resume performance. If any such default or delay extends for more
than 60 days, the other party shall have the right, without obligation or
liability, to cancel any Order or portion thereof affected by such default or
delay.

10.7 Severability; Modification; Notice; Waiver. If a court of competent
jurisdiction finds any provision of this Agreement invalid or unenforceable,

that provision will be enforced to the maximum extent permissible and the other

provisions of this Agreement will remain in full force and effect. This
Agreement may only be modified in writing by authorized representatives of the
parties. ALl notices required or authorized under this Agreement must be in
writing and shall be sent, as applicable, to the other party's legal department

at the address set forth above, or to such other notice address as the parties
specify in writing. Waiver of terms or excuse of breach must be in writing and
shall not constitute subsequent consent, waiver or excuse.

TW1135-85
* Do you accept the terms of the Tripwire EULA? [y/N] vy

Press Enter.
Enter the IP address of the Tripwire server.

screenshotsubuntu@screenshotsubuntu-virtual-machine: ~

interest and assigns.

18.6 Force Majeure. Neither party shall be liable for default or delay in
performing its obligations due to causes beyond its reasonable control, as long

as such causes continue and the party continues to use commercially reasonable
to resume performance. If any such default or delay extends for more
the other party 3 the right, t L on or

serability; Modification; Notice; Waiver. If a court of competent
jurisdiction finds any provision of this Agreement invalid or unenforceable,
that provision will be enforced to the maximum extent permissible and the other

provisions of this Agreement will remain in full force and effect. This
Agreement may only be modified in writing by authorized representatives of the
parties. All notices required or authorized under this Agreement must be in
writing and shall be sent, as applicable, to the other party's legal department

at the address set forth above, or to such other notice address as the parties
specify in writing. Waiver of terms or excuse of breach must be in writing and
shall not constitute subsequent consent, waiver or excuse.

TW1135-85
* Do you accept the terms of the Tripwire EULA? [y/N] ¥
* Enter the IP address or hostname of the Tripwire Enterprise Server []: 192.168.52.6)

Press Enter.
Enter Y if the address was entered correctly.
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interest and assig

10.6 Force Majeure. Neither party shall be liable for default or delay in
performing its obligations due to causes beyond its reasonable control, as long

as such caus ntinue and the party continues to use commercially reasonable
efforts to resume performance. If any such default or delay extends for more
the other party shall have the right, without obligation or
to cancel any Order or portion thereof affected by such default or

If a court of competent
1 finds any provision of this Agreement invalid or unenforceable,
ion will be enforced to the maximum extent permissible and the other

provisions of this Agree Wwill remain in full force and effect. This
Agreement may only be modified in writing by authorized representatives of the
parties. All notices required or authorized under this Agreement must be in
writing and shall be sent, as applicable, to the other party legal department

at the address set forth abo to such other notice address as the parti
specify in writing. Waiver of terms or excuse of breach must be in writing and
shall not constitute subsequent consent, waiver or excuse.

Do you accept the terms of the Tripwire EULA? [y/N] ¥
* Enter the IP address or hostname of the Tripwire E rprise Server []: 192.
the IP address or hostname (192.168.52.8) correct? [Y/n] ¥

9. Press Enter.

screenshotsubuntu@screenshotsubuntu-virtual-machine: ~

16.6 Force Majeure. Neither party shall be liable for default or delay in
performing its obligations due to causes beyond its reasonable control, as long

as such causes continue and the party continues to use commercially reasonable
efforts to resume performance. If any such default or delay ends for more
than 60 days, the other party shall have the right, without obligation or
1iability, to cancel any oOrder or portien thereof affected by such default or

f y; Modification; Notice; wWaiver. If a court of competent
jurisdiction finds any provision of this Agreement invalid or unenforceable,
that provision will be enforced to the maximum extent permissible and the other

provisions of this Agreement will remain in full force and effect. This
Agreement may only be modified in writing by author d representatives of the
parties. All notices required or authorized under this Agreement must be in
writing and shall sent, as applicabl to the other party legal department

at the address set forth above, or to such other notice address as the parties
specify in writing. Waiver of terms or use of breach must be in writing and
shall not constitute subsequent consent, wailver or excuse.

TW1135-085

* Do you accept the terms of the Tripwire EULA? [y/N] ¥

* Enter the IP address or hostname of the Tripwire Enterprise Server []: 192.168.52.0

Is the IP address or hostname (1 168.52.8) correct? [Y/n] ¥

The Services Port s specified when you installed the Tripwire Enterprise Server software.
* Enter the number of the Servic Port for your Tripwire Enterprise Server (9898

10. Press Enter.
11. Enter Y to use the default port number.
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screenshotsubuntu@screenshotsubuntu-virtual-machine: ~
performing its obligations due to causes beyond its reasonable control, as long

as such causes continue and the party continues to use commercially reasonable
efforts to resume performance. If any such default or delay extends for more
than 60 days, the other party shall have the right, without obligation or
liability, to cancel any Order or portion thereof affected by such default or
delay.

18.7 Severability; Modification; Notice; Waiver. If a court of competent
jurisdiction finds any pr sion of this Agreement invalid or unenforceable,
that provision will be enforced to the maximum extent permissible and the other

provisions of this Agreement will remain in full force and effect. This
Agreement may only be modified in writing by authorized representatives of the
parties. All notices required or authorized under this Agreement must be in
writing and shall be sent, as applicable, to the other party's legal department

address set forth above, or to such other notice address as the part

y in writing. Waiver of terms or excuse of breach must be in writing and
shall not constitute subsequent consent, waiver or excuse.
THW1135-85
* Do you accept the terms of the Tripwire EUL [y/N] ¥
* Enter the IP addr hostname of the Tri re Enterprise Server []: 192.168.52.0
Is the IP address or hostname (192.168.52.8) correct? [Y/n] ¥
The Services Port was sprc1f1ed when you installed the Tripwire Enterprise Server software.
* Enter the number of the Serwvices Part for your Tripwire Enterprise Server (9898):
Is the Services Port (

12. Press Enter.

13. Use the Federal Information Processing Standard (FIPS) setting that best fits your organizational
needs.

14. Press Enter.

15. Enter the services password twice, pressing Enter after each time. Note that no text will appear
while typing the password.

screenshotsubuntu@screenshotsubuntu-virtual-machine:

than 60 days, the other party shall have the right, without obligation or
liability, to cancel any Order or portion thereof affected by such default or
delay.

10. ;:uerab1lttv Fod1ficat10n Notice; Waiver. If a court of competent
]uulfdlcr Finds any pr ion of this Agreement invalid or unenforceable,
that provision will be enforced to the maximum extent permissible and the other

provisions of this Agreement will remain in full force and effect. Thi
Agreement may only be modified in writing by authorized representatives of the
parties. All notices required or authorized under this Agreement must be in
writing and shall be sent, as applicable, to the other party's legal department

at the address set th above, or such other notice address as the part
specify in writing. Waiver of terms or of breach must be in writing and
shall not constitute subsequent consent, waiver or excuse.

TW1135-85
* Do you accept the terms of the Tripwire EULA 1y
* Enter the IP address or hostname of the Terern Enterpri erver []: 192.168.52.0
Is the IP address or hostname (192.168.52.8) correct? [Y/n] ¥
The Services Port was specified when you installed the Tripwire Enterpri Server software.
* Enter the number of the Services Port for your Tripwire Enterpr Server (9 ):
ic t (9898) correct? [Y/n] ¥
[y/N] N
Password was specified when you installed the Tripwire Enterprise Server software.
ces Password for your Tripwire Enterprise Server

16. Press Enter to skip using a proxy.
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screenshotsubuntu@screenshotsubuntu-virtual-machin

Severability; Modification; Notice; Waiver. If a court of competent
iction finds any provision of this Agreement invalid or unenforceable,
that provision will be enforced to the maximum extent permissible and the other

provisions of this Agreement will remain in full force and effect. This

Agreement may only be modified in writing by authorized representatives of the

parties. All notices required or authorized under this Agreement must be in
riting and shall be sent, as applicable, to the other party's legal department

at the address set forth above, or to such other notice address as the parties
specify in writing. Waiver of ter or excuse of breach must be in writing and
shall not « titute subsequent consent, waiver or exc

TW1135-85
* Do you accept the terms of the Tripwire EULA? [y/N] ¥

1P address or hostname (192.168.52.0) correct? [Y/n] Y
ervices Port was specified when you installed the Tripwire Enterprise Server software.
* Enter the number of the Services Port for your Tripwire Enterprise Server ( )
S Services Port
* Enable FIPS? [y/N] I
The Services Password was
* Enter your Services Password for your Tripwire Enterprise Server:
* Re-enter the Services Password:
If this agent will use a proxy to communicate with the Tripwire Enterprise Server, enter the hostname
and port of the proxy.

ol |

screenshotsubuntu@screenshotsubuntu-virtual-machine: ~
Modification; Notice; Waiver. If a court of competent
any provi n of th ment invalid or unenforceable,
that provisi will be enforced to the ximum extent perm ible and the other

provisions of this Agreement will remain in full force and effect. This
ent may only be modified in writing by authorized representatives of the
. All notic i or authorized under this Agr nt must be in
applicable, to the other party's legal department

at the address set forth abov r to such other notice address as the parties
specify in writing. Waiver of terms or excuse of breach must be in writing and
shall not constitute subsequent consent, waiver or excuse.

TW1135-85

* Do you accept the terms of the Tripwire EULA? [y/N] ¥

* Enter the IP address or hostname of the Tripwire Enterprise Server []: 192.168.52.@

Is the IP address or hostname (192.168.52.0) correct? [Y/n] ¥

The sServices 3 d when you installed the Tripwire Enterpri Server software.
* Enter the number of the Services Port for your Tripwire Enterprise Server (9858):

Is the Services Port (9898) correct? [Y/n] ¥

* Enable FIPS NI N

The services P { as specified when you installed the Tripwire Enterprise S

* Enter your S i ssword for your Tripwire Enterprise Server:

* Re-enter the Services Password:

If this agent will use a proxy to communicate with the Tripwire Enterprise Server, enter the hostname
and port of the prox

* Proxy hostname (bl

Use no proxy, corr

18. Press Enter.
19. Press Y to install Real Time Monitoring.
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@ ™ 3 screenshotsubuntu@screenshotsubuntu-virtual-machine: ~
that provision will be enforced to the maximum extent permissible and the other

provisions of this Agreement will remain in full fo and effect. This
Agreement may only be modified in writing by authorized representatives of the
parties. All notices required or authorized under this Agreement must be in
writing and shall be sent, as applicable, to the other party legal department
at the address set forth above, or to such other notice address as the parties
specify in writing. Waiver of terms or excuse of breach must be in writing and
shall not constitute subsequent consent, walver or excuse.

TW1135-85

* Do you accept t terms of the Tripwire EULA? [y/N] ¥

* Enter the IP addr or hostname of the Tripwlire Enterprise Server []: 192.168 .8
Is the IP address or hostname (192.168.52.8) correct? [Y/n] ¥

The Services Port was specified wi you installed the Tripwire prise Server soft
* Enter the number of the Services Port for your Tripwire Enterpr server (9898):

Is the Services Port (9898) correct? [Y/n]

* Enable FI J/N] N

The word was specified when you installed the Tripwire Enterprise Server software.

* Enter your Services Password for your Tripwire Enterprise Server:
* Re-enter the Services Password

If this agent will use a proxy to communicate with the Tripwire Enterpris enter the hostn

and port of the proxy.

* Pr hostname (blank for no proxy): []

Use no proxy, correct? [Y/n] ¥

Real Time Monitoring can be installed at thi
you wish to install Real Time

20. Press Enter.

screenshotsubuntu@screenshotsubuntu-virtual-machine: ~

risions of this Agr ent will remain in full force and effect. This
reement may only be modified in writing by authorized representatives of the
ties. All notices required or authorized under this Agreement must be in
party's legal departm

et forth above, or to such other notice address as the parties
ng. Waiver of terms or excuse of breach must be in writing and
tute subsequent consent, waiver or excuse.

the address
ecify in writ
all not const

TW1135-05
* Do you accept the terms of the Tripwire EULA? [y/N] y
s or hostname of the Tripwire Enterprise ver []: 192.168.52.0
55 or hostname (192.168.52.0) correct? [Y/n] ¥
Services Port was specified when you installed the Tripwire Enterprise Server software.
* Enter the number of the Services Port for your Tripwire Enterprise Server (9898):
Is the Services Port (9898) correct? [Y/n] ¥
* Enable FIPS IN] N

The Service ssword was specified when you installed the Tripwire Enterprise Server software.

* Enter your Services Password for your Tripwire Enterprise Server
* Re-enter the Ser

If this agent will use a proxy to communicate with the Tripwire Enterprise Server, enter the hostname

and port of the proxy.
hostname (blank for no proxy): []
proxy, correct? [Y/
1 Time Monitoring can be installed at this
Do you h to install Real Time Monitoring? [

* Enter the number of the Real Time Monitoring Port for your Tripwire Enterprise Agent (1169):[]

21. Press Enter to accept the default port.
22. PressY.
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D screenshotsubuntu@screenshotsubuntu-virtual-machine: ~

provisions of this Agreement will remain in full force and effect. This
Agreement may only be modified in writing by authorized representatives of the
parties. All notices required or authorized under this Agreement must be in
writing and shall be sent, as applicable, to the other party's legal department

at the address set forth above, or to such other notice address as the parties
specify in writing. Waiver of terms or excuse of breach must be in writing and
shall not constitute subsequent co t, waiver or excuse.

TW1135-65

* Do you accept the terms of the Tripwire EULA? [y/N] ¥

* Enter the IP address or hostname of the Tripwire Enterprise

Is the IP address or hostna (192.168.52.8) co

The Services Port was specified when you installed the Tripwire Enterprise Server software.

* Enter the number of the Services Port for your Tripwire Enterprise Server (9898):

Is the Services Port (9898) correct? [Y/n] ¥

* Enable FIPS? [y/N]

The Services Passw

* Enter your Servi Password for your Tripwire Enterprise Server:

* Re-enter the Services Password:

If this agent will use a proxy to communicate with the Tripwire Enterprise Server, enter the h
and port of the prox

* Proxy hostname (blank for no proxy): []

Use no proxy, correct? [Y/n] Y

Real Time Monitoring can be installed at this time.

Do you wish to install Real Time Monitoring? Y

* Enter the number of the Real Time Monitering Port for your Tripwire Enterprise Agent (1169):
Is the Real Time Monitoring Port (1169) correct? [Y/ i

23. Press Enter.
24. The agent should install.

root@screenshotsubuntu-virtual-machine: fhome/screenshotsubuntu

y hostname (blank for no proxy): []
Use no proxy, correct? [Y/n] ¥
Real Time Monitoring can be installed at this time.
Do you wish to install Real Time Monitorin [¥/n]¥Y
* Enter the number of the Real Time Monitoring Port for your Tripwire Enterprise Agent (1169):
Is the Real Time Monitoring Port (1169) correct? [Y/n] ¥
Installing the Tripwire Enterprise Agent. Please wait...
Selecting previously unselected package tweagent.
(Reading database . z 51 files and dire ies currently installed.)
Preparing to unpack .../THeagent.x
ing tweagent (8.5.3)
Setting up tweagent (8.5.3)
No realti driver available for version detected: stretch/sid
Cannot determine Linux distribution.
Skipping realtime installation.
Saving key store customer_trust_store.
Saving key store merged_trust_store.k
The channel.cfg file does not ex

start the Tripwire Enterprise Agent, use the following comr
cd "fusrf/local/tripwire/te/agent/bin"
./twdaemon start

root@machine:-#
25. Run the following commands as root:
a. cd "/usr/local/tripwire/te/agent/bin"
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root@screenshotsubuntu-virtual-machine: /home/fscreenshotsubuntu
* proxy hostname (blank for no proxy): []
Use no proxy, correct? [Y/n] Y
Real Time Monitoring can be installed at this time.
Do you wish to install Real Time Monitoring? [Y/n]Y
* Enter the number of the Real Time Monitoring Port for your Tripwire Enterprise Agent (1169):
Is the Real Time Monitoring Port (1169) correct? [Y/n] Y
Installing the Tripwire Enterprise Agent. Please wait...
selecting previously unselected package tweagent.
(Reading database ... 237551 files and directories currently installed.)
Preparing to unpack .../TWeagent. _64.deb
Unpacking tweagent (8.5.3) ...
setting up tweagent (8.5.3) ...
No realtime driver available for version detected: stretch/sid
Cannot determine Linux distribution.
skipping realtime installation.
saving key store customer_trust_store.ks.
saving key store merged_trust_store.ks.
The channel.cfg file does not exist; creating it.

To start the Tripwire Enterprise Agent, use the following commands:
cd "fusrflocal/tripwire/te/agent/bin"
. [twdaemon start

root@gmachine:~# cd "fusr/local/tripwire/te/agent/bin"[]

b. _./twdaemon start

M S5 root@screenshotsubuntu-virtual-machine: /home/screenshotsubuntu

Use no proxy, correct? [Y/n] Y

Real Time Monitoring can be installed at this time.

Do you wish to install Real Time Monitorin [¥Y/n]Y

* Enter the number of the Real Time Monitoring Port for your Tripwire Enterprise Agent (1169):
Is the Real Time Monitoring Port (1169) correct? [Y¥/n] ¥

Installing the Tripwire Enterprise Agent. Please wait...

Selecting previously unselected package tweagent.

(Reading database ... 237551 files and directories currently installed.)
Preparing to unpa . /THeagent.x86_64.deb

Unpacking tweagent (8.5.3) ...

setting up tweagent (8.5.3) .

No realtime driver available for version detected: stretch/sid

Cannot determine Linux distribution.

skipping realtime installation.

Saving key store customer_trust_stor

saving key store merged_trust_store

The channel.cfg file does not exis

To start the Tripwire Enterprise Agent, use the following commands:
cd "Jusrflocal/tripwire/te/agent/bin"
. [twdaemon start

root@machine:-
root@machine: /

26. You may need to change /etc/hosts in Debian systems if there is a line which looks like this:
127.0.1.1 <hostname>

Change this to:

<IP of machine> <hostname>

Otherwise, Tripwire Enterprise may consider multiple Debian machines as the same machine in
the assets view of Tripwire Enterprise.
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' root@screenshotsubuntu-virtual-machine: fhome/screenshotsubuntu

astprefix

-allnodes
ip6-allrouters

= INSERT --

2.10.3 Install Tripwire Log Center

See the Tripwire Log Center 7.2.4 Installation Guide that should accompany the installation media for
instructions on how to install TLC. Use the Tripwire Log Center Manager installer.

Notes:

a. Itis recommended that you install Tripwire Log Center on a separate system from Tripwire

Enterprise.
b. You will need to install JRE8 and the Crypto library. Instructions are also in the Tripwire Log

Center Installation Guide.

c. You may need to unblock port 9898 on your firewall for the Tripwire enterprise agents.
Do not install PostgreSQL if you wish to use a database on another system.
When it finishes installing there should be a configuration wizard.

2.10.4 Configure Tripwire Log Center

1. Click Start.
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Welcome to the
Tripwire Log Center Manager
Configuration Wizard

To begin the configuration process, click Start.
For further guidance, see the Tripwire Log Center
Installation Guide.

Start )

2. Click New Install.

> Configuration Wizard | x|
Configuration Type
@ Configure Tripwire Log Center Manager as
. your Primary Manager
Mew Install

Configure Tripwire Log Center Manager as a
Add F, ?délsﬁm Secondary Manager
ns

r Upgrade Tripwire Log Center Manager
Upﬁrade Existing
nstallation

3. Click Authorize.

4. An error may appear asking you to install .NET 3.5.
5. To do this, open Server Manager.
6
7

Click Manage.
Click Add Roles and Features.
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8. Click Next.

9. Select Role-based or feature-based installation.

10. Click Next.

11. Select the current server from the list.

12. Click Next.

13. Click Next.

14. Check the box next to .NET Framework 3.5 Features.

15. Click Install.

16. Wait for the installation to finish.

17. If prompted, enter Name, Organization, Serial Number, and email address in the fields. Click
Register. This step will not appear if the software has already been registered
& Tripwire Log Center x|

Register Tripwire Log Center

To continue you must register your copy of Tripwire Log Center.

Name @

Organization @

Serial Number &

Fom | o

18. Click Close.
19. Continue with the configuration wizard.
20. Enter appropriate details for your Database Software.
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Default Event Database

An opticnal component of your Tripwire Log Center environment. an Event-Management
Database stores Events. Following installation, you may add other databases to manage your
Trpwire Log Center data.

-~ Connectivity :
Database software | PostgreSQL |

HostIP address | 127.0.0.1 |

st

lsername | postgres

Password |

| ST |

21. Select Use Windows Authentication.
22. Click Next.

23. Select a directory to store log messages in. Example: C:\Program Files\Tripwire\Tripwire Log

Center Manager\Logs\AUDIT
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Audit Logger Settings

The Audit Logger is the log-management tool in Tripwire Log Center. Collected log messages
are stored in the Audit Logger File Store.

Ruoat directory for the Audit Logger File Store
| C:\Program Files\Tripwire\Tripwirs Log Center M [w]

24. Click Next.
25. Create an Administrator password and enter it twice.
26. Enter your email address.
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Prnimary Manager Setlings

Enter a name of your choosing for the Pnimary Manager, as well as the Manager's |F address.
Additionally, enter and confirm a password for the default Administrator user account. You will
need this password to log in to Tripwire Log Center.

-~ Primary Manager
Manager name | Primary Manager

Manager IP/hostname | 192.168.50.51

¥ Enable A:.ltD-Disowewa

- Bdministrator Settings
Administrator password | SRR

Administrator password (confirm) |

Email address | apalm@mitre.org|

€ Bock [ Ne 3] [B et |

27. Click Next.
28. Select authenticate with the local windows system user account.
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Manager Service Credentials

Specify the user account with which Tripwire Log Center will authenticate with other hosts.

Authenticate with:
{* The local Windows System user account

" Domain user account

Username: |

Password: |

Password (confirm): |

[ 2pply Settings

29. Click Next.

30. Select any log sources that you expect to collect using Tripwire Log Center. Examples: Tripwire

Enterprise, Windows 10, Tripwire IP360 VnE, Linux Debian, Linux Ubuntu, Microsoft Exchange,
Microsoft SQL Server.
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Log Source Types

Select the types of Log Sources from which Tripwire Log Center will collect log messages.
Following installation, you may add other types of Log Sources to your Tripwire Log Center
environment.

[] Cisco Prime [] Cyberguard [] Enterasys
[] Cisco Security Manager [] Dell Defender ] Enterasys [
[] Cisco VPN [] Dell Equallogic [] Extreme Me
[] Cisco \wireless [] Dell iDRACE ] Extreme XO
[] Cisco \wfireless LAN Controller [] Dell iDRACT [] F5BIG-IP
[] Citrix Metscaler [ Dell Networking OS [] F& Firepass

[] Clam AntiVirus [] Dell PowerConnect [ FileZilla Sey
[] Clavister [] Digi Passport [] FireEye \nlef
[] Cooper Industries Yukon IMS [] Digi PortServer ] FNS Bancs
[] Cordys [] Digital Persona [] ForgeRock
[] Courier POFP3 [] DLink [] Fortinet For
[] Cybectec SMP ] Docker ] Fortinet For
[] Cybertirk PIM [] Dragen HIDS [] Fortinet For
[] Cybertrk PIM CEF [] EMC Recoverpoint [] Fortinet For

< o] E
| € Bock | N 3| [B it |

31. Click Next.
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Perform Configuration

32. Click Start.
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Configuration Wizard - Tripwire Log Center

Configuration Complete

Tags Import... Completed
Fules : Adding
Imparting Rule : Linuze Debian
Imparting Rule : Linwx Ubuntu
Imparting Rule : Microsoft Bxchange
Imparting Rule : Microsoft SQL Server
Imparting Rule : Tripwire Enterprise
Importing Rule : Tripwire IP360 VnE
Imparting Rule - Windows 10
Comelation Lists : Adding
Tashs - Adding

Importing Tasks for Event Databases tasks to database...
Tasks for Event Databases Import... Completed
Importing Audit Logger Queries and Reports tasks to ...
Audit Logger Queries and Reports Import... Completed

Alerts - Adding

Comelation Rules  : Adding

Adding Comelation Rules.

Configuration Files: Generating

Validating Assets

Configuration Wizard Complete

e

33. Click Next when the configuration finishes.
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Assign Normalization Rules to Assels

To classify log messages with TLC Classffication Tags. at least one Momalization Rule should be
assigned to each of your Assets. f an Asset lacks Momalization Rules, then the Asset Group
containing the Asset should have at least one Nomalization Rule.

To assign Momalization Rules to an Asset or Asset Group, open the Rules tab in the object's
properties dialog in the Configuration Manager of your TLC Console. For futther details, see the
Tripwire Log Center ser Guide or Online Help.

[+] Start Tripwire Log Center Manager on Finish

34. Observe the successful installation and click Finish.

2.10.5 Install Tripwire Log Center Console

See chapter 4 of Tripwire Log Center 7.2.4 installation guide for instructions on how to install Tripwire
Log Center Console. Use the Tripwire Log Center Console installer. This can be done on any system,
even the system running.

2.10.6 Integrate Tripwire Log Center Tripwire Log Center with Tripwire Enterprise

1. Create a user account in Tripwire Log Center by logging into Tripwire Log Center Console.
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2. Click the Administration Manager button.

Q@fQA%N 258 WUDD PO L O Tmehter Nofier ~

3. On the side bar, click User Accounts.
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&3 &d B

Wl o

3 tweuser

ID¥ Name W FullName ¥ =
p 1 sdministrator  administrator DefuitGlobdemmAmm 08/23 05:43:10

Admin View - 2 Users

A L

<l

I_a]

4. Click the Add button.
5. Enter the details of the user.

&4 &d/8

A Admin View - 3 Users
Global Settings Name ¥ Full Name ¥  Description ¥ Lastlogin ¥ L¢
) administrator  administrator Defad'lGlobulMﬂrlsmAmu.ﬁ 03!'23054310 Ci
tweuser
tripwireuser
<] 0 T
ulll

6. Double click the user account.
7. Select the Permissions tab.
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a User Name | tripwireuser

? Manager Permissions | E

Audit Logger Permissions

General |ﬂ User Groups |o Informaticn ;.LJ Permissicns Database Permissions

G9&

Mame Description

8. Click Change User Permissions.
9. Select Databases and check the box.
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View System Databas  Allows the user to view the System Database dat

i Allow REST APl Logon  Allows the user to connect using the REST API.

11. Click OK.
12. Click OK.
13. Click OK.
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<

Edit User - tripwireuser -
a User Name | tripwireuser
@ Manager Permissions | @ Audit Logger Permissions
General |£ User Groups |6 Information J Permissions |[__§i Database Permissions
|
MName

Description
p View System Databaze Allows the user to view the System Database data.

Allow REST APl Logon  Allows the user to connect using the REST APL

OK Cancel

14. Open Tripwire Enterprise by going to https://tripwire.com/
15. Log in to the Tripwire Enterprise Console.

TRIPWIRE

@ ENTERPRISE 8.5

Console Login

Name: tripwireuser
Password:  sssssssssssssss
Locale: English {(United States)

Sign In Help |

© 1998 - 2017 Tnpwire, Inc. Use of this software is subject to license restrictions. Please see the End User

License Agreement for more informahon.

16. Click Settings.
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https://tripwire.com/

T

.ENTM HOME NODES RULES | ACTIONS | TASKS POLICIES | LOG | REPORTS | SETTINGS

+* Refresh [ Help [ Logout

Configuration “ Welcome to Tripwire Enterprise | Create New Home Page
Home Pages
j ipwire® i Tripwir istomer Impr
Assigeed G New in Tripwire® Enterprise 8.5 pwire Custome P
A Hame Tripwire Enteqprise i the leading Securily Canfiguration Manageman! solution You, Our Customers Can Help
3 thal continugusly monitors endpoint system inlegrity for changs sudit and )
Change Audit &~ thraat indicators, halping enterpeises reduce their risk from increasing cyber Tripwire strives to deliver quality and vak
= Infeat, achieve pressing compliance and audit deacines, and improve business mast your own goals fasler, more eflicies
Cuslomer Cenler Home Page & efficiency and automation with integrated workflows in data center operations. Experience Team seeks your mput and £
Enterpiisa Your views ame neaded welc
| NIST B00-53 (FISMA) Overview 5 v R T A
wicierbiois = Introducing Tripwire Axon Click hare 1o contribute 1o your cwn suce |
= - Tripwit sl
C]  NIST 830-33 (FISMA) Overview .. | & The Tripwire Axon platiorm has been Reded 1o Tripwine Enlarprise in version Toud Enmepiise
£.5.0. Axon is a unified, modular data colection platform designed to provide . i i =
Trpwire Exleriiies Administrabr | > accurals and complate sacurity and compliance visibiity across a broad ranga of Explore Tripwire Custon

enterprise systems. Tripwire Axon optimzes the collection, aggregation, and

application of endpoint data « Tripwire Managed Services offers ai
oplimize Tripwire Enterprise, manage
more value Trom your nvestment. Le:

« Trigwire's new eTraining coursewan
based, sell-paced onfina lraining cour
help users implement Tripwire produc
more efficiently Leam mara

OQur Customer Services Group can

The Axon platform talinces speed, a small footprint and ease of operation
with resilient design, robust data ion, and sacure icati
needed to profect customens from cyber-threats,

The Axon platiorm .

» Extensible and Scalable - ior emerging platiorms. services. and appications
« Lightweight and Efficient - for optimized resource ultication implemantalion of integrate with your
provide an end-to-end security and oc

» Resilient and Secure - ensunng uptime end protectng data collection snd
transmission » Trigwire provides comprehensive tra
Tripwire Enterprise users, from new u
scheduled ciassas 1o personalized on

Tripwire Axon Platform components

Axon Agent

Tha Axon Anent is Trwire's premium acent technoloy. Axon is intearated with Visit the Tripwire Custot

17. Go to System > Log Management.

18. Check the box next to Forward TE log messages to syslog.

19. Enter the IP address and port of the Tripwire Log Center server. The default port is 1468.

20. Check the box next to Allow TE to use information from Tripwire Log Center.

21. Enter the service address like this: https://192.168.50.44:8091/tlc, replacing the IP address with
the IP address of the Tripwire Log Center server.

22. Enter the account information for the account created with the Databases and API permissions.

T
.mﬁ HOME = NODES RULES | ACTIONS TASKS | POLICIES | LOG  REFORTS = SETTINGS
Seltings 43 Refresh [0 kelp [l Logout
=5 s
o ) User
i ' Forward TF log messages to syslog
i Differences
4 ] System TCP host: |182.168.52.16
[t Prefenences TCP port: 1468
2 - Test Connection]
13 Database ——d
L Seventy Ranges

1« Allow TE to use information from Tripwire Log Center
Eﬁai\wﬂnl Tempates Service address: | https://192.168.52.16:8091/tic
Qbﬁn S User name:
i Configure TE Consal A
[é] Import Seftings
i3] Export Setings
_:L,JSDD(JM Dalta

3 () Adminstration
() Post-Remediation S
fizUsers

User Groups.

& THome Pages

_&Gmhal Variables

tnpwireuser

Confirm: srssassnsasenne

Test Connection
Avely |
Settings Manager

23. Click Apply.
24, Click OK.
25. Go back to the Tripwire Log Center Console.

Last Axon Agent config: 21 minutes ago (Aug 23, 2017 12:00:00 AM) | User: admimstrator
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26.

Fille View Options Help
‘AFQ% 059 MUYRS PTG L O Tmeiner Nofiter
a

User: Administrator

Click Configuration Manager.

File View Options Help
‘@FQ%N AP 8 WD S @G L D TimeFlter NaFiter
. Views @

Configuration

| User:Administrator -

27. Click Resources > Tripwire Enterprise Servers.
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] Tripwire Log Center |
File View Options Help

_..'Q!-EQ 9 WU @G L @ Tmefiter NoFiter
[ Configuration =la]x

Resgurce View - 0 Tripwire Enterprise Sarver

oot CE———

Namo. O LR Ldnos Homa ¥ Eqeblac for Ammat Ao T

|User:Administrator -

28. Click Add.

29. Enter a name for the Tripwire Enterprise server.

30. Enter the IP address and port for the Tripwire Enterprise server. By default, Tripwire Log Center
and Tripwire Enterprise will communicate on port 443. (https://192.168.50.43)

31. Enter the name of a user account on the Tripwire Enterprise server. The account must have the

following permissions: create, delete, link, load, update, view.

File View Options Help
Qf@% 859 WD WL O Tnchiee NoFier ~

Configuration

Name { TM_N Enterprise Server
Base URL | hitps (192 168.52.16
tripwireuser

Use this server for Asset View [
Fssta ICisio [0 TSty [T Tis12

Test Connection |

[Corfiguration | |User:administrator |
32. Click Save.
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2.11 Integration: Tripwire Log Center (TLC) and HPE ArcSight ESM

In this section is a process for integrating Tripwire Log Center and HPE ArcSight ESM. This integration

assumes the correct implementation of Tripwire and ArcSight as described in earlier sections. The result
of this integration is the forwarding of logs generated by Tripwire Enterprise to ArcSight ESM as well as a
method for filtering specifically for file change events in ArcSight ESM.

2.11.1

Integrating TLC and ESM

1. Run ArcSight-7.4.0.7963.0-Connector-Win64 on any Windows server (except for the server
running the Tripwire Log Center).

LA A

hp

Share

View

®

- 9 ‘ | » ThisPC » Downloads » hp

v C,| | Search hp

w0 Favorites
B Desktop
4 Downloads

=1 Recent places

1% This PC
pm Desktop
£ Documents
4 Downloads
o Music
=l Pictures
H Videos
£ Local Disk (C3)
5 DVD Drive (D7) IR2_S55_

ej MNetwaork

-
Mame

E ArcSight-6.9.1.2195.0-Console-Win

|| ArcSight-7.1.7.7602.0-SuperConnector-Li...
|| ArcSight-7.4.0.7963.0-Connector-Linux64,..

E ArcSight-7.4.0.7963.0-C Rﬂector-Win 64

Date maodified

3

3
I
2/
2.
2/

Type
Application
BIN File
BIM File

Application

Size: 236 MB

File description: InstallAnywhere Self-Extractor
Company: Flexera Software
File version: 17.0.0.0

Date created: 5/15/2017 10:42 AM
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_I:I-

Introduction

= ArcSight SmartConnector

—
4;: ArcSight Hewiatt Packard

Enterprise

=+ Introduction
Choose Install Folder

The ArcSight Installer will guide you through the installation
ofthe ArcSight SmantConnectar.

Choose Install Set
Choose Shortcut Folder
Pre-Installation Summary

The first step installs the core ArcSight SmantConnectar
companents; then you select the ArcSight SmardConnector
wouwish to configure.

MisEaE. ArcSight recaommends that you qguit all other programs
Upgrade hefare continuing with this installation.

System Restart
Click the '™Wext' button to proceed to the next windo,

If you want to change something on a previous window,
click the 'Previous' button. To cancel this installation at
any time, click the 'Cancel’ hutton.

Install Complete

InstallAmpnhere

Previous
2. Click Next.
3. Specify a folder to install the connector.
=] ArcSight SmartConnector - | o S

—
4?: ArcSight Hewlett Packard

Enterprise

Choose Install Folder

+ Introduction

=» Choose Install Folder Please choose the installation folder. It is recommended that you

InstallAmawhere

Choose Install Set
Choose Shortcut Folder
Pre-Installation Summary
Installing...

Upgrade

System Restart

Install Complete

choose the folder name according to the device that you want to
connect to, for example /ciscoids or /checkpointng. If you are
upgrading from a previous version, please select the folder where
the ArcSight SmanConnector is currently installed.

Where Would You Like to Install?
C:\Program Files\ArcSightSmartConnectors\tripwire

Restore Default Folder || Choose...

4. Click Next.

Previous | \_Rl;le}d |
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| — |
<L ArcSight | Hevieuackars Choose Shortcut Folder

+" Introduction Where would you like to create product icons?

+ Choose Install Folder (") In @ new Program Group: |ArcSight SmartConnector |

« Choose Install Set

- Choose Shortcut Folder (® In an existing Program Group: |Arc5|ght SmartConnectors [¥] |

" Pre-Installation Summary () In the Start Menu

© Installing...

. () On the Desktop

" Upgrade

' System Restart | () In the Quick Launch Bar

© Install Complete

P () Other: | | Choose...

() Don't create icons
[ | Create Icons for All Users

InstallAmawhere

5. Click Next.
6. Click Install.
7. Select Add a Connector.
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‘What would vou like to do?
<L ArcSight
Configure
(®) Add a Connector
() set Global Parameters
< Previous | | MNext > | | Cancel
8. Click Next.

9. Select Syslog daemon.
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Select the connector to configure

< ArcSight

Configure

Type |Syslog Daesmon W

10. Click Next.

11. Select a port for the daemon to run on.
12. Leave IP address as (ALL).

13. Select Raw TCP for Protocol.

14. Select False for Forwarder.
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é: AI’CSIQ ht Enter the parameter details

Configure

Network Port |514 |
IP Address  |(ALL) |
Protocol

Forwarder | false 5 |

<Previous || Net> || cancel |I

15. Click Next.
16. Choose ArcSight Manager (encrypted).
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<% Connector Setup - | o [

Enter the type of destination

< ArcSight

Configure

(@) ArcSight Manager (encrypted)

() ArcSight Logger SmartMessage (encrypted)

() ArcSight Logger SmartMessage Pool {encrypted)
O CEF File

() Event Broker (CEF Kafka)

() CEF Syslog

() CEF Encrypted Syslog {UDP)

O €5V File

() Raw Syslog

Hewlett Packard
Enterprige

| < Previous | [ [ext> | Cancel

17. Click Next.

18. For Manager Hostname, put vm-esm691c or the hostname of your ESM server.

19. For Manager Port, put 8443 (or the port that ESM is running on).

20. Enter the username and password used for logging into ArcSight Command Center. Default:
(admin/password)
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Enter the destinati et
<L ArcSight D
Configure
Manager Hostname |vrn—esm691c |
Manager Port |8443 |
User |admin |
Password |oo..oo.. |
AUP Master Destination |false vl
Filter Out All Events | false vl
Enable Demo CA | false v
[ <Previoss || Nept> || cancel |
21. Click Next.
22. Set identifying details about the system to help identify the connector (include Name; the rest is
optional).
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<X ArcSight

Configure

Enter the connector details

Name |Tripwire Syslog Connectar |
Location | |
DeviceLocation | |
Comment |This collects logs from Tripwire Log Center |

[ <previous || mexpe || cancel |

23. Click Next.
24, Select Import the certificate to connector from destination. This will fail if the Manager
Hostname does not match the hostname of the VM.
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<[ ArcSight

Configure

Following certificate will be imported into connector trust store:
Host/port: vim-esmG91c_8443
Details: CN=vm-esm691c, OU=ESM, O=Arcsight, L=05014, ST=CA, C=US

(®) Import the certificate to connector from destination

() Do notimpart the certificate to connector from destination

<previous | [ et ]|

25. Click Next.
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2 Add connector Summary
{ AI'CSIQ ht Following are the added connector details:
Connector Name [Tripwire Syslog Connector], Connector Type [syslog]

Configure

< Previous || Nef = || Cancel | I

26. Click Next.
27. Choose Install as a service.
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The Smart Connector is currently installed as a standalone application
<X ArcSight
Configure
@ Install as a service
() Leave as a standalone application
28. Click Next.
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é: .Al'{s‘g ht Specify the service parameters

Configure

Service Internal Name |=¥51°g |
Service Display Name |S\rslog Daemon |
Start the service automatically |Yes

Hewlekt Packard
Enterprice

29. Click Next.
30. Choose Exit.
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<1 ArcSight

Configure

Hewlett Packard
Enterprie

Would you like to continue or exit?

() Continue

(®) Exit

<Previous | [

31. Click Next.

v

v

A S SR SR R Y

InstallAnywhere

| m—
<L ArcSight Hewiet Packard

Introduction

+ Choose Install Folder

Choose Install Set
Choose Shortcut Folder
Pre-Installation Summary
Installing...

Upgrade

System Restart

Install Complete

Install Complete

Congratulations! ArcSight SmartConnector has been successfully
installed to:

C\Program Files\ArcSightSmanConnectorsitripwire

Press "Done” to quit the installer.

32. Click Done.

Previous || Done
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33. Open Task Manager.
34. Click More Details.
35. Go to the Services tab.

36. Find the service just created for ArcSight and right click it.

P

File Options View

Task Manager

Processes Performancel Users | Detailsl Services |

_I:I-

Mame “ PID Description Status Group
Sy AeLookupSvc 952 Application Experience Running netsves
LaALG Application Layer Gateway Service  5topped
Loy ApplDSve Application ldentity Stopped LocalServicelM...
Lo Appinfo Application Information Stopped netsves
L AppMgmt 952 Application Management Running netsves
Lo AppReadiness App Readiness Stopped AppReadiness
Sy AppXSve AppX Deployment Service (AppX... Stopped wsappx

£ 22 arc_syslog I ArcSight Syslog Daemon Stopped
S AudioEndpointBuilder g Windows Audic Endpoint Builder  Stopped LecalSystemM...
Lo Audiosre Windows Audio Stopped LocalServiceM...
i BFE 368 Base Filtering Engine Running LocalServicelM...
4 BITS 952 Background Intelligent Transfer ...  Running netsves
s BrokerInfrastructure Ti2 Background Tasks Infrastructure ... Running Dcomlaunch
i, Browser Computer Browser Stopped netsves
%4 CertPropSvc Certificate Propagation Stopped netsves
oy COMSysApp COM+ Systern Application Stopped
4 CryptSvc 376 Cryptographic Services Running NetworkService
% DeomLaunch T2 DCOM Server Process Launcher Running DecomLaunch
4 defragsve Optimize drives Stopped defragsvc
i, DeviceAssociation5ervice Device Association Service Stopped LocalSystemM...
% Devicelnstall Device Install Service Stopped Dcomlaunch
% Dhep 908 DHCP Client Running LocalServiceM...
% Dnscache 376 _DMS Client Running MNetwaorkService

@ Fewer details | ‘%5 Open Services

37. Choose Start.

38. Open the Tripwire Log Center Console.
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File View Options Help

Q% B 09 EBYRL @G Q @ TimeFiter NoFilter =

|| user: Administrator

E
39. Go to the Configuration Manager.
40. Select Resources > Managers.

File View Options Help

FQ% B MYHYDG FTZE D Tmefiker Nofiter =

Resource View - 1 Managers

Drag a column headéer here to group by that column. _

D¥  Name ¥ P ¥ Sials ¥ Description APy

Datebases p 1 Pnrrﬂ'yhﬁgger 192.16852.16 Mot Current Primary Manager
—4p Tripwire Enterprise Servers.
{8 Actve Dirctary
4[| Nermalization
#+-1¥] Correlation
Classification =

7

User:Administrator .
B |

41. Double click the Primary Manager listed.
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F Manager - Primary Manager =|[o][

Mame Primary Manager %

Description | Primary Manager

B Network Collector |[g File Collector |dfy Advanced Windows Collector | [#]  Audit Logger
[] Setiings |df Installed Modules | Email |®) Logging |y Authentication |@@ Proxy

=l Advanced Settings e Permissions |@ Asset-Configuration Rules
Advanced Option Value
p Database Server - Query Timeout 300

Log Message Forwarding - Destinations 19216852 2054499 tcp
Audit Logger - Create Log Files by Asset  True

42. Click the Advanced Settings tab.
43. Click the +Add button. This should add a row to the table.
44. In the Advanced Option box, select Log Message Forwarding - Destinations.

45. In the Value box next to it, type <ip_address>:<port>:tcp, with the IP Address and port of the
syslog daemon just created.

2.11.2 Configuring Tripwire Enterprise and HPE ArcSight ESM to Detect and
Report File Integrity Events

2.11.2.1 Creating a Rule for Which Files to Monitor Across Your Enterprise

1. Loginto Tripwire Enterprise by going to https://tripwire and entering the user name and
password.

2. Click the Rules link.
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THHIRE
.EmPRISE HOME | NODES | RULES | ACTIONS | TASKS | POLICIES | LOG | REPORTS | SETTINGS

Rules Ruls Saarch 4 Refresh [ Help [l Logout

=l |4 New Group | 3] New % @ Import @ Export | Duplicate | X Delete | s Link | 85 Unlink |5 Move

= @ Tripwire Rules [} Root Ruls Group
Y i Root Rule Group
@ Unlinked _ £ Name
| Eg Integrity Windows Windows File System Rule
) (Z3 Linux OS Rule Group Rule Group
0 E§ mssaL Microsoft SQL Server Metadata Rule

(I3 Windows OS Rule Group Rule Group

Rule Mananer last Axan Anent ronfin: 3 hours ann (Aua 23. 2017 12:00:00 AM) | User: twadmin
https://tripwire/consolefapp.showComp.cmd?ld=26478parentGroup=-1y2p0ij32e8b7%3A- Tv2p0ij32e8698selectedPath=-1y2p0ij32e8bT %3A- 1y2p0ii22e869

3. Click New Rule.
4. Select Types > File Server > Windows File System Rule.

Create Rule G Help

() 2SS WISauala muis
= |j Directory Semver
%Autiue Directory Rule
% eDirectory Rule
5 LDAP Directory Rule
%Sun Directory Rule
= [_] File Server
% Command Cuiput Capture Rule
Ef])i5/0S File System Rule
[y i5/05 System Valus Rule
@ Log Transfer Rule
LMK File System Rule
%I%]Windom Registry Rule
{5 Windows RSoP Rule
v :__'; Metwork Device
= J Virtual Infrastructure "

Selected type: Windows File System Rule

OK Cancel

Itk Flerimanra lemmesla fame clhmd T mmmem mmadld 21— TTOE R arl b A~ i me — O R0 A LA™
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5. Click OK.
6. Enter a name for the rule.

New Windows File System Rule Wizard

Enter a name and description for the rule.
Name: Windows Integrity|

Description:

«| Enable Tracking Identifier

7. Click Next.

New Windows File System Rule Wizard
t.j“lew Start Pgint i?:;5*1(!'-'\; Stop Point I ‘mf rowse

£ Path

[ Help

q-fxt> _Finish | Cancel

E Help

< Back | Mext > | Finish | Cancel

8. Click New Start Point. This will bring up a New Start Point Wizard.

9. Enter the path to a folder or file that will be monitored across all Windows Systems. For

example, we chose to monitor C:\Users.

10. If you selected a directory and want the integrity check to recurse in all sub directories, make
sure the box next to Recurse directory is checked.
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New Start Point Wizard [ Help

Specify the monitored object for the start point, and enter associated settings.
Path: |ci\Usersh 1 2
Default Severity: (10000 {0-10,000, 0 = no severity assigned)

Archive element content

¥ Recurse directory

Limit depth to |0 J (0-100, 0 = no limit)

NExt> LEinish | || Gancel

11. Click Next.
12. Select Windows Content and Permissions.

New Start Point Wizard [ Help

Mew Criteria Set | |=]|New From Selected

£ Name
L] Windows - Centent and Permissions
Windows - Content Only

Windows - Permissions Onfy

< Back Nﬂft = Finish Cancel

13. Click Next.
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MNew Start Point Wizard G Help

Specify element filters, one per line. (Wildcards are supported)
Include:

Exclude:

Apply filters to files only

< Back Fiaﬁh Cancel

14. Click Finish.
15. If you wish to exclude directories, click New Stop Point.

New Windows File System Rule Wizard G Help
t}lew Start Point tﬂ‘dew Sto%oint | mf TOWSE | X Delete

Path

;;_! C:\Users, Start Point 10000 Windows - Content and Permissions  All falze

< Back | Mext > | Finish | Cancel |

16. Enter the path name of directories you wish to exclude. For example, we chose to exclude
C:\Users\*\AppData because that provided many false flags of routine application data
modification.

17. Check the box next to Stop Recursion.
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New Stop Point Wizard

[ Help

Specify the monitored object for the stop point, and enter associated

settings.

Path:

C:\Users\=\appDatal

#| Stop recursion

18. Click Finish.
19. The rule created defines a space for the tasks we will create to search through.

2.11.2.2 Creating a Baseline Task

1.

2.

Click the Tasks link.

=

TFARE

.EmRISE HOME | NODES

Tasks Task Search

o3 @ Tripwire
&
(3 Check Tasks
= (E Report Tasks
[ change Audit Repor
o (5 Security Configuralic
@ MIST 800-53 (FI<

@Unlmkad

RULES | ACTIONS | TASKS | POLICIES | LOG | REPORTS | SETTINGS

£l |Manage 4|% | New Group %Nﬁ'ﬁask tmport | [1] Export

Tasks

£ Name

& Archive Log Messages
@ BASELINE MSSQL

@ Baseline rule 1

& CHECK M5SQL

&y check rule 1

B Check Tasks

@ Clear Unlinked Groups
@ Compact Element Versions
@;_‘ Configure Axon Agents
B Report Tasks

4% Refresh [ Help [ Logout

- Duplicate | X Delete | s Link | 85 Unlink | Move | Control 4| Run | 5}l Baseline | 63 stop

B Root Tesk Group

Archive Log Task Complete 8/1/17 12:00 AM 1 min 9/1/17 12
Baseline Rule Task Complete 6/27/17 8:57 AM 8 mins

Baseline Rule Task Complete 6/23/17 11:00 AM 7 mins

Check Rule Task Complete 7/27/17 11:12 AM 2 hrs 16 mins

Check Rule Task Complete 7/26/17 12:13 PM 10 mins

Task Group

Clear Unlinked Groups Task Stopped  5/15/17 12:09 PM 1 hr 1 min

Compact Versions Task Complete 5/15/17 12:09 PM 2 mins

Configure Axon Agents Task Complete 8/23/17 12:00 &AM 1min 8/24/17 11

Task Group

Click New Task.

3. Select Baseline Rule Task.
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New Task Gl Help

Select the type of task to create:
e (B Baseline Rule Task
4y Check Rule Task
& Report Task

0OK Cancel

4. Click OK.

5. Enter a name for the baseline rule task.

6. Select a privileged user in Tripwire Enterprise to run the rule as.
New Baseline Rule Task Wizard [ Help
Enter the task name and description.

Name: :baseline task

Description:

Run as user: twadmi.n v

| Use timeout:
’7 hour(s)

Ne¥> | Finish ||| Cancel

7. Click Next.
8. Select All Baselines.
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MNew Baseline Rule Task Wizard [ Help

Select the scope of the baseline operation.
Mew baselines only

# All baselines

< Back !Tt > Cancel

9. Click Next.

10. Expand Root Node Group > Smart Node Groups > System Tag Sets > Operating System.

11. You can select specific types of operating systems to run the task on or specific machines. We
selected Operating System to have it run on all applicable Windows machines.

New Baseline Rule Task Wizard [ Help

o = :
’:\ Oracle 11g Enterprize Edifion
f:\ Cracle 9i Enlerprise Edifion
f':- Unknown

= -f;'? Directory Server

g f; Operaling System
) Apple Mac 05 X 10.7
() Apple Mac 05 X 10.8
‘.:? Debian &
) Debian 7
) HP-UX 11
Q) IBM AIX 52
) IBM AIX 5.3
) IBM ALK 6.1

& (@ Microsoft Windows 10

— i s

Selection: ’-';" Operating System

< Back | Nextr@ Cancel

TR A

httne:fitrinwira/ransnlefann chowComn.rmd?d=418Af<slarted Nade=-1u2 nli3 ?efhA%3A- 1w i3 2eTnRRicalertad Path=

12. Once you have made your selection, click Next.
13. Select Selected nodes with rule or rule group.
14. Click the rule you created earlier.
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New Baseline Rule Task Wizard [ Help

Perform baseline on
Selected nodes with currently associated rules
#* Selected nodes with rule or rule group:

= ,;EJ Root Rule Group
& Integrity Windows
=] DLinux 0% Rule Group
EgmssaL

= Wl‘ndou.'s 05 Rule Group

Rule: Windows Integrity

= Back qu_;i > Finish Cancel

15. Click Next.
16. Decide how often the baseline task should be run. We set it to manually but you can also set a
very specific schedule by choosing periodic.
New Baseline Rule Task Wizard [ Help
Specify when you want this task to run.

Interval: | Manually X

The task will be run manually.

< Back | Finis% Cancel
17. Click Finish.
18. This rule will create baselines of the specified objects. Baselines are essentially versions of the

file that check rules will compare against. Baselines should be primarily taken when the integrity
of files are known to be good.
2.11.2.3 Creating a Syslog Action
1. Click the Actions link.
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TRPARE

.ENTmPRISE HOME | NODES | RULES | ACTIONS | TASKS | POLICIES | LOG | REPORTS | SETTINGS

Rechions Achion Searth: 4% Refresh [ Help [l Logout
EL 1% New Group | 2 W action | [#] tmport | [f}] Export |5, Duplicate | X Delete & Link | 85 Unlink ;' Move | < G
o @ Tripwire Achicne [F) root Action Group
[ Root Action Group
g Uniinked | & Name
=] Outside Change Window Change Window Action Marks a specified version as outside of the change window 2
1] [aly Promote to Baseline Update Baseline Action Makes a specified version the current baseline 1
| Bl svysleg Action Syslog Action Send a log message to a syslog daemon 3

2. Click New Action.
3. Select Syslog Action.

Create Action G Help

= g ypT
= [_J Common
E-miail Action
Finl|
Execution Acfion
% Promole Specific Versions Acfion

% Promote-By-Match Action
Eﬂ Promote-Ey-Reference Aclion
',!!@' Fun Report Action

E% Run Rule Action

T, Run Task Action

I!ET Zet Cusfom Value Action

& Severity Override Action

K, SHIMP Action

B, Syslog Action

[ Tag Action
& |__] Conditional

& [__] Network Device -
Selected type: Syslog Action

EI{ | Cancel

hitne dftninwire/roncnlafannchowCnmn emd ?1d = 28008 Maodfier=01 Sadlal__

4. Click OK.
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5. Enter a name for the Syslog Action.
MNew Syslog Action Wizard [ Help

Enter the action name and description.
MName: Log actions|

Description: |Send a log message to a syslog daemon

| Nexl;{bj Finish Cancel

Click Next.

Enter the IP address of the Tripwire Log Center server.

Enter the port that Tripwire Log Center receives TCP syslog messages on.

Enter a log name, a level, and a facility code per your needs. These will show up in logs, so you
can use these to help separate or identify log sources.

v N

Mew Syslog Action Wizard [ Help

Enter the Syslog information.

Service host address: ||gcalhost|

Service port: 514

Log name: Tripwire

Log level: warning b
Facility code: auth T

+| Include timestamp

< Back | Finish | Cancel
10. Click Finish.

2.11.2.4 Creating a Check Task
1. Click the Tasks link.
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2.

TP

ENTERPRISE +ove nooes

Tasks Task Search

RULES | ACTIONS | TASKS | POLICIES | LOG | REPORTS

SETTINGS

4% Refresh [ Help [Jl Logout

=l |manage 4 | New Group My Task | [s3] Import Export |- Duplicate | X Delete | 25 Link | 25 Unlink |- Move | Control 4 Run Baseline Stop
= = % ot = e o

o 4@ Tripwire
a
(5 Check Tasks
1 ([ Report Tasks
g8 change Audit Repor
2 (4 Security Configuratic

@N\ST 800-53 (FIE '

@Unhnked

Click New Task.

Tasks

@y Archive Log Messages

& BASELINE MSSQL

&y Baseline rule 1

@ CHECK MSSQL

@ check rule 1

Y Check Tasks

@y Clear Unlinked Groups
@ Compact Element Versions

@y Configure Axon Agents

| @Y Report Tasks

3. Select Check Rule Task.

New Task

Archive Log Task

Baseline Rule Task
Baseline Rule Task

Check Rule Task

Check Rule Task

Task Group

Clear Unlinked Groups Task

Compact Versions Task

Complete
Complete
Complete
Complete

Complete

Stopped

Complete

Configure Axon Agents Task Complete

Task Group

Select the type of task to create:
4 Baseline Rule Task
® (B Check Rule Task
4 Report Task

4. Click OK.
Enter a name for the baseline rule task.
6. Select a privileged user in Tripwire Enterprise to run the rule as.

5.

8/1/17 12:00 AM
6/27/17 8:57 AM
6/23/17 11:00 AM
7/27/17 11:12 AM
7/26/17 12:13 PM

5/15/17 12:09 PM

5/15/17 12:09 PM
8/23/17 12:00 AM

[ Help

ﬁl l}f Cancel |

1min
8 mins
7 mins
2 hrs 16 mins

10 mins

1 hr 1 min
2 mins

1 min

[ Root Task Group

9/1/17 12:

8/24/17 1.
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Enter the task name and description.

Name: check task|

Description:

Run as user: | twadmin v

Use timeouwt:
’7 hour{s)

Neﬂ F Cancel

7. Click Next.
8. Expand Root Node Group > Smart Node Groups > System Tag Sets > Operating System.

9. Here, you can select specific types of operating systems to run the task on or specific machines.
We selected Operating System to have it run on all applicable Windows machines.

New Check Rule Task Wizard B Help
o - ;
";‘ Cracle 11g Enterprise Edition a
’:‘ Cracle 9i Enterprise Edition
f_?- Unknown
@9 D:irector',l Server
= perating System
() Apple Mac 05 X 10.7
) Apple Mac 0S X 10.3
’;‘ Dehian &
() Debian 7
) HP-UX 11
) 1BM AIX 5.2
) BMAIX 5.3
) 1BM AIX 6.1
& (@ Microsoft Windows 10

~ o e

roaT
i

Selection: “-:‘ Operating System

< Back NEft‘) [ Finish | Cancel

10. Once you have made your selection, click Next.
11. Select Selected nodes with rule or rule group.
12. Click the rule you created earlier.
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New Check Rule Task Wizard B Help

Perform check on

Selected nodes with currently associated rules
# Selected nodes with rule or rule group:

= Roof Rule Group
& Integrity Windows
ol D Linux 0% Rule Group
MSSOL
B Windows Integrity

) [:l‘.'\’mdows 05 Rule Group

Rule: Windows Integrity [}S

< Back Mext > Cancel

13. Click Next.

14. Decide how often the check task should be run. We set it to manually, but you can also set a
very specific schedule by choosing periodic.

New Check Rule Task Wizard [ Help

Specify when you want this task to run.

Interval: EI_II\-"I.anL.la.ih-r v |

The task will be run manually.

< Back NeiT = Cancel

15. Click Next.
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Post-execution Actions

T Type Description

< Back | Next>| ciin| cameel

16. Click Add.
17. Select the Syslog Action created earlier.

= [ EJRoot Action Group
i @"_outsue Changs Windaow
 [ely Promote to Baseline

18. Click OK.
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New Check Rule Task Wizard
Ei’ Add | X Remove

El Help

Post-execution Actions

Dz Log actions Syslog Action Send a log message to a sysieg daemon

< Back Nexw‘_h} Cancel
19. Click Next.

20. Uncheck the box next to initialize baselines now if you do not wish to immediately take a
baseline of all systems.

New Check Rule Task Wizard B Help

Prior to running a check rule task, you should first baseline the monitored objects to be checked by the task. If you

select the check box below, Tripwire Enterprise will automatically create baseline versions for each object monitored by
the task.

#| Initialize baselines now

MNote: You should only baseline a monitored system if it is in a known-good state.
If you do not baseline the monitored objects now, you can always do so at a later time.

< Back ﬁ?nish Cancel

21. Click Finish.

22. This rule will check the current versions of the selected files against their baselines and log any
changes to Tripwire Log Center.

2.11.2.5 Running the Baseline Task

1. Check the box next to the baseline task you created earlier.
2. Click Control > Run on the taskbar.
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3. Wait for the run to finish. You can click the Log link to see the progress.
4. When it finishes, it will log a message such as “Task 'Baseline Rule Windows' was completed in

600 seconds.”

2.11.2.6 Make Changes to Monitored Objects

1. Open a machine being monitored by the rule you created.
2. Modify a file or files in the folder that you selected in the rule creation wizard (which are being
monitored by Tripwire).

2.11.2.7 Running the Check Task

Check the box next to the check task you created earlier.

Click Control > Run on the taskbar.

Wait for the run to finish. You can click the Log link to see the progress.

If you made changes to a monitored object, the log message should appear at the time the
changes were made even if the change was made prior to the scan.

PwnNhe

2.11.2.8 Filtering for Tripwire Enterprise Integrity Events in HPE ArcSight ESM

1. Open the ArcSight ESM machine.
2. Login by going to https://vm-esm691c:8443 and entering your username/password.

w ArcSight Command Center Dashboards Events W Reports % Cases W Applications Administration “*
-t AddContent.. 4 ChangeLayout.. [[Active Channels
Ewvent Search
My Cases (0) #lafin My Dashi
Hame Last Update Time « Hame =

3. Click Events > Active Channels.

4, Click New.
5. Enter a name for the channel. Select a start time to show events, and leave SNOW as the end
time.
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New Channel

“*ChannelName:

tripuire audit events

[ Configure Field Set...

Start Time: INow - 30m ~ Configure Filter...

End Time; 3how v

Use As Timestamp: End Time v

Time Evaluation: Evaluate Once b
New Channel

“Channel Mame; tripwire audit events

Start Time: 3o - 30m ~

End Time: $Mow ~

Use As Timestamp: End Time v

Time Evaluation: Evaluate Once .

Operators Conditions More Options

& N I= CHME MR Operations | w

I =} Current Filter:

| Canfigure  condition using Field

7. Click the button that says Configure a condition using field.
8. Double click Device Event Category.
9. For Operator, choose Contains.

10. For Value, enter Audit Event.

Operators

& 1|I=

={} Current Fitter:

Conditions

A= 8| | e

Mare Dptions

“ [ <field>] <operator » [ <values]

Operations = w

Field

Device Event Category

Show Fields Containing: | device event
Hame =

= Device

Inam EveitEateqor

Device Event Class [D

Apply Condition Cancel

Operator Valie Aa
Contains *Audit Event| Cd
IF3 Select
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11. Click Apply Condition.
12. Click Update Filter Configuration under the list of fields.

New Channel @
“Channel Name: tripwire audit events Configure Field Set...
Start Time: Fnow -30m ~ Configure Filter... Mouseover To View Configured Filter
End Time: $how v
Use As Timestamp: End Time
Time Evaluation: Evaluate Once b
I Fileris configured. Cancel

13. Click Save Channel.
14. Click the channel you just created. It should show all file changes in the time frame you
specified forwarded from Tripwire Enterprise to Tripwire Log Center to ArcSight ESM.

2.12 Integration: HPE ArcSight ESM with Veeam and Hyper-V

This section covers the process for integrating HPE ArcSight ESM with Veeam and Hyper-V. This
integration assumes the correct implementation of Veeam and ArcSight as described in earlier sections.
The result is the forwarding of logs generated by Veeam and Hyper-V to ArcSight ESM, as well as custom
parsers to supplement the information provided by this forwarding process.

2.12.1 Install ArcSight Connector

1. Run the installation file ArcSight-7.4.0.7963.0-Connector-Win64 on the Veeam Server.

R A hp - | o [T
Home Share View v e
\(-:' - 1t ‘ .+ ThisPC » Downloads » hp W C;| | Search hp p-] |
X Favorites Mame Date modified Type Size
Bl Desktop ArcSight-6.9.1.2133.0-Console-Win.exe Application
& Downloads || ArcSight-7.1.7.7602.0-5uperConnector-Li... EIN File
1l Recent places || ArcSight-7.4.0.7963.0-Connector-Linuxfd... BIN File
E ArcSight-7.4.0.7963.0- Connector-WinB4.... Application
1Ml This PC
i Desktop
| Documents
& Downloads
o Music
=| Pictures
g Videos
i, Local Disk ()
5 DVD Drive (D IR2_S!
G‘h Network
4 items dez =)
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2. Wait for the initial setup to finish.

==
L ArCSight | fieies ks

= Introduction
Choose Install Folder
Choose Install Set
Choose Shortcut Folder
Pre-Installation Summary
Installing...
Upgrade
System Restart
Install Complete

_I:I-

Introduction

ArcSight SmartConnector

The ArcSight Installer will guide you through the installation
ofthe ArcSight SmartConnectar.

The first step installs the core ArcSight SmanConnector
components; then you select the ArcSight SmarConnector
wou wish to configure.

ArcSight recammends that you quit all other programs
hefore continuing with this installation.

Click the 'MWext' button to proceed to the next window.
Ifyou wwant to change something on a previous windomw,
click the Previous' button. To cancel this installation at
any time, click the 'Cancel' huttan.

Installampwhere

3. Click Next.

Previous

4. Choose a destination folder. Note: It is recommended to change the default to
<default>\HYPERV so that other installed connectors do not overwrite this one.

f—
1;: ArcSight Hewiett Packard

Enterprise

v Introduction

- Choose Install Folder
Choose Install Set
Choose Shortcut Folder
Pre-Installation Summary
Installing...
Upgrade
System Restart
Install Complete

_I:I-

Choose Install Folder

ArcSight SmartConnector

Please choose the installation folder. Itis recommended that you
choose the folder name according to the device that you want to
connectto, for example /ciscoids or /checkpointng. If you are
upgrading from a previous version, please select the folder where
the ArcSight SmanConnector is currently installed.

Where Would You Like to Install?
C:\Program Files\ArcSightSmartConnectors\HYPER —1-'|

Restore Default Folder || Choose...

InstallAmawhere

Previous | | Mext
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5. Click Next.

<[ ArcSight Hewies Packand

Enterprise

Introduction

Choose Install Folder
Choose Install Set
Choose Shortcut Folder
Pre-Installation Summary
Installing...

L N JEUSE SIS

Upgrade
© System Restart
* Install Complete

Choose Shortcut Folder
Where would you like to create product icons?
() In a new Program Group: |Arc5ight SmartConnector |
(®) In an existing Program Group: |Arc569ht SmartConnectors W |

() In the Start Menu
() On the Desktop
() In the Quick Launch Bar

) Other: | | Choose..

() Don't create icons

|| Create Icons for All Users

InstallAmawhere

6. Click Next.

| Previous | [ Nex |

<L ArcSight

Hewiett
Enterprise

Intraduction

Choose Install Folder
Choose Install Set
Choose Shortcut Folder
Pre-Installation Summary

IR S SR RN

Installing...

" Upgrade

© System Restart
" Install Complete

Pre-Installation Summary

Please Review the Following Information Before Continuing:

Product Name:
ArcSight SmartConnector

Install Folder:
C\Program Files\ArcSightSmartConnectors\HYPER-V

Shortcut Folder:
ChUsers\AdministratorAppData\Roaming\Microsoft\Windc

InstallAnywhere

7. Click Install.

| Previous | | Instal |

8. Wait for the installation to finish.
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9. Select Add a Connector.

g What would vou like to do?
é: ArcSight
Configure
(® Add a Connector
() Set Global Parameters
| < Previous | [ Next> |
10. Click Next.

11. Choose Microsoft Windows Event Log - Native from the list.
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<L ArcSight

Configure

Select the connector to configure

[ <previous || mext> |[ cancel

12. Click Next.
13. Check Security log, System log, Application Log, and Custom Log.
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< Connector Setup

, - Configure Parameters
<I_ ArcSight

Select logs for event collection from local host

Configure Security log
System log
[ Application log

[] ForwardedEvents log

Source hosts for all forwarded events

[ Use file for OS version

[[] Use Active Directory for OS version

Parameters to add hosts for event collection

[[] Use common domain credentials

[ Use Active Directory

] Enter manually

Hewlett Packard
Enterprise

| < Previous | | Mext =

| | Cancel

14. Click Next.
15. Click on the box underneath Custom Event Logs.

16. Enter Veeam Backup, Microsoft-Windows-Hyper-V-VMMS-Admin, Microsoft-Windows-
Hyper-V-Integration-Admin, Microsoft-Windows-Hyper-V-SynthNic-Admin, Microsoft-

Windows-Hyper-V-Worker-Admin.
< Connector Setup
Enter the device details

<[ ArcSight

HostN... Domai... ... Password Window... IsWEC Security System  Application Forwar...

Configure

FEEEEEE L Windows ...

e

_I:l-

Custom Event Logs

crosoft-Windows-Hyper-V-Worker -Admin| S8

[ ||

vext> | [ cancel |

17. You can add more application logs through the following process:
a. Open Microsoft Event Viewer.
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|F Action View Help

b [ Custom Views

b Ca Windows Logs

b [ Applications and Services Logs
[ 23 Subscriptions.

= Open Saved Log.
¥ Create Custom View...

To view events that have occurred on your computer, select the appropriate source, log

Import Custom View.
or custom view node in the console tree. The Administrative Events custom view —
contains all the administrative events, regardless of source, An aggregate view of all the | Connect to Another Computer...
FITE T E T || v '
Refresh
[ Event Type EventID  Source Log Lasthour  2dhours |
<] [ I 5] Help 4

Msctuegeiticde |

[ Name Description | Modified Created =
[T [ [ 2]
FEEEE ‘
[ Log Name Size (Curr.. Modified Enabled  Retention
I

| < [0 | [>]

b. Find the log you wish to add.
e metVewr |=loew

File Action View Help
|2

] Event Viewer (Local) Veeam Backup
b [ Custom Views

Level Date and Time Source
p [as Windows Logs
= I Applications and Services Lags. || @EFOF 8/16/2017 10:32:21 PM Veeam Backup = OpenSavedLog..
@ Error /16/2017 10:32:21 PM Veearm MP :
¥ Create Custom View...
] Intemet Explorer (@) Information 8/16/2017 10:32:04 PM Veearn MP Y
L Import Custom View...
& Key b Service <] ] I [>]
} Clear Log...
b [ Microsoft Event 0, Veeam Backup x ool
¥ Filter Current Log...
[] Windows Powershell General | Details
Propert
154 Subscriptions Fopees )
[Session Hyper-V Test VM Backup (Incremental) (Retry 3) has been completed. 88 Find.. o
Jed Save Al Events As..
Attach a Task To this Log...
Log Name: Veeam Backup . .
Source: Veeam Backup Logged: 8/16/2017 10:32:21 PM
Refresh
Event ID: [] Task Category: Mone
Level: Error Keywords:  Classic Help 4
geer A Sl MOl | Event0, Veeam Backup =
PpEude Event Properties
More Information: ~ Event Log Online Help
‘T Attach Task To This Event...
Copy 3

c. Open the Details pane of a log and find the field Channel.
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i Event Viewer
File Action View Help

e zn[@E BE

[&] Event Viewer (Local) Veeam Backup ~ Number of events: 1,098 Actions
Custom Vi T T s |
b= i i Level Date and Time Source ~| | Veeam Backup B
p [a Windows Logs =
- — ———— Beror 8/16/2017 10:32:21 PM Veeam Backup. = OpenSavedLog
= (1} /16/2017 10:32:
£] Hardware Events @rror Bl CRERCT I VeeamME ¥ Create Custom View.
1 Intemet Explorer (@ Information 8/16/2017 10:32:04 PM Veeam MP <l *
= = Import Custom View...
& Key Management Service < m >
Clear Log...
b I8 Microsoft Event 0, Veeam Backup x ear Log
[] Veeam Backup ¥ Filter Current Log...
[ Windows PowerShell Details [Z Properties
4 Subscriptions N B N
O Friendly View @ XML View @8 Find.. =
<Task>D</Task> Il Save All Events As...
<Keywords >0x80000000000000 =/Keywords> ~ Attach a Task Ta this Log..
<TimeCreated SystemTime="2017-08-
17T05:32:21.000000000Z" /> View 4
<EventRecordID>1098</EventRecordID:> |6 Refresh
<Channel>Veeam Backup</Channel>
<Computer>VEEAM.DL.TEST</Computers Help 4
Securit
ASsctmiyl)> Event 0, Veeam Backup -
</System= v
_ <EventData> [E] Event Properties
< > @ Attach Task To This Event...
By Copy » v

d. Note that this may differ from the Log Name in the General pane. (For example, one of
the Hyper-V log's Log Name is Microsoft-Windows-Hyper-V-VMMS/Admin but the
channel name is Microsoft-Windows-Hyper-V-VMMS-Admin.)

e. Enter all these channel names separated by commas in the Custom Event Logs field.

18. Click Next.
19. Choose ArcSight Manager (encrypted).

S Connector Setup

Enter the type of destination

<. ArcSight
Configure
(®) ArcSight Manager (encrypted)

() Arcsight Logger SmartMessage {encrypted)

O ArcSight Logger SmartMessage Pool (encrypted)

EF File

() Event Broker (CEF Kafka)
() CEF Syslog

() CEF Encrypted Syslog (UDP)
O CsVFile

) Raw Syslog

Hewlett Packard
Enterprice

<Previous | [ Hext> || Cancel |

20. Click Next.

21. For Manager Hostname, put vm-esm691c, or the hostname of your ESM server.

22. For Manager Port, put 8443, or the port that ESM is running on, on the ESM server.

23. Enter the username and password used for logging into ArcSight Command Center
(admin/password).
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= Enter the destination parameters
<[ ArcSight
Configure
Manager [vm-esms31c |
Manager Port saa3 |
User |admin |
Password [eresenes ‘
AUP Master Destination [false Pvl
Filter Out All Events  false %l
Enable Demo CA |false V]
<Previous | [ Next> || cCancel
24. Click Next.

25. Set identifying details about the system to help identify the connector (include at least Name;
the rest is optional).

" Enter the connector details
<X ArcSight
Configure
Hame |Hyper-v and ieeam Connector ‘
Location [ |
DeviceLocation | |
Comment [This forwards application specific logs from Hyper-V and Vesam to ESM| |
<previous | [ Mext> | [ Cancel
26. Click Next.

27. Select Import the certificate to connector from destination. This will fail if the Manager
Hostname does not match the hostname of the VM.
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" Following certificate will be imported into connector trust store:
é: ArcSight Host/port: vm-esm691c_8443
Details: CN=vm-esm691c, OU=ESM, O=Arcsight, L=05014, ST=CA, C=US
Configure
(® Import the certificate to connector from destination
() Do not import the certificate to connector from destination
<Previous | [ Mext> 1| Cancel
28. Click Next.
29. Wait for the process to complete.
- Add connector Summary
{ A":SIQ ht Following are the added connector details:
Connector Name [Hyper-V and Veeam Connector], Connector Type [winc]
Configure
<previous | [ Next> | [ Cancel

30. Click Next.
31. Choose Install as a service.
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{ AI’CSig ht The Smart Connector is currently installed as a standalone application
Configure
®) Install as a service
(O Leave 2 a standalone application
<previous | [T fiexts 1 [ cancel
32. Click Next.
Specify the service parameters
<I ArcSight
Configure
Senvice Internal Name ||winc |
Service Display Name |MicrosoFt Windows Event Log - Native |
start the service automatically |Yes |
<Previous || Mextr || Cancel
33. Click Next.
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: Install Service Summary
<L ArcSight
The ArcSight SmartConnector is now configured to run as a service.
Configure
You can now start the SmartConnector by:
Going to the services application and starting the service:
ArcSight Microsoft Windows Event Log - Hyper-V
< Previous | [ Next> | Cancel
34. Click Next.

35. Choose Exit.
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< Connector Setup % O *

Would vou like to confinue or exit?

<_ ArcSight

Configure

() Continue

Hewlett Packare
Enterprise

< Previous Cancel

36. Click Next.
= ArcSight SmartConnector = B
o —
<L ArcSight | HevietPackars Install Complete
+ Introduction Congratulations! ArcSight SmartConnector has been successfully
+ Choose Install Falder installed to:
+ Choose Install Set
C:\Program Files\ArcSightSmartConnectors\Hyper-v
+ Choose Shortcut Folder
+ Pre-Installation Summary Press "Done” to quit the installer.
+ Installing...
+ Upgrade
" System Restart
=» Install Complete

Installamawhera

Cancel Previous
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37. Click Done.
38. Open Task Manager.
39. Click More Details.

File

Options ~ View

Processes | Performance | Users | Details | Servjses |
)

* 1% 24%
Name | Status CPU I Memory [
~
Apps (3)
> ﬁ Microsoft Management Console 0% 20.6 MB
b [ Server Manager 0% 48.1 MB =
g7 Task Manager 0% 6.0 MB
Background processes (11)
{h Google Crash Handler 0% 0.1 MB
E:'J Google Crash Handler (32 bit) 0% 0.3 MB
[®7 Host Process for Windows Tasks 0% 1.8 MB
b [m7 Internet Information Services 0% 6.9 MB
b LZ Message Queuing Service 0% 2.1 MB
b (ks Microsoft Distributed Transacti... 0% 54 MB
b [ SMSvcHost.exe 0% 2.6MB
b [ SMSveHost.exe (3) 0% 5.9 MB
[ @ Spooler SubSystemn App 0% 20MB o
@ Fewer details

40. Go to the Services tab.

41. Find the service just created arc_winc for ArcSight, and right click it.
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File Options  View

Processes Performancel Users | Detaiis| Services |

Mame FID Description Status Group | -

ﬁ._g, AppReadiness App Readiness Stopped AppReadiness

Qﬁ. AppFabricCaching5ervice AppFabric Caching Service Stopped

i%AeLookupS\rc 680 Application Experience Running netswves

1%AppHostSvc 624 Application Host Helper Service Running apphost

5,5 ApplDSve Application Identity Stopped LocalServiceM...

£, Appinfo 680 Application Information Running netsves

Qﬂ ALG Application Layer Gateway Service  Stopped

J%Apngmt Application Management Stopped netsves

Qg} AppXSvc AppX Deployment Service (AppX... Stopped wsappx
Iiﬁarc_winc I ArcSight Microsoft Windows Eve...  Stopped ;

% aspnet_state " ASP.NET State Service Stopped |

:%E‘-ITS 680 Background Intelligent Transfer...  Running netsves

C..e;; Brokerinfrastructure 504 Background Tasks Infrastructure ...  Running DecomLaunch

;%BFE 938 Base Filtering Engine Running LocalServiceM...

g,ﬁ CertPropive Certificate Propagation Stopped netsves

% clwts Claims to Windows Token Service  Stopped

ﬁ._.a Keylso CNG Key Isolation Stopped

Qﬁ. EventSystem 724 COM+ Event System Running LocalService

Fm COMSysapp COM+ System Application Stopped

gm Browser Computer Browser Stopped netsves

5,5 WaultSve Credential Manager Stopped

C.,w) CryptSvc 832 Cryptographic Services Running MetworkService

% DeomLaunch 504 DCOM Server Process Launcher Running Decomlaunch | v

@ Fewer details % Open Services

42. Choose Start.

NIST SP 1800-11C: Data Integrity: Recovering from Ransomware and Other Destructive Events

290



iy Task Manager - |o[FxT

File Options  View

Processes Perfurmancel Users | Detai|s| Services |

Mame PID Description = Status Group -~
L AppReadiness App Readiness Stopped AppReadiness

L, AppFabricCachingService AppFabric Caching Service Stopped E
for AeLookupSve 680 Application Experience Running netsves

G AppHostSve 624 Application Host Helper Service Running apphost

Lo ApplDsve Application Identity Stopped LocalServiceM...

v Appinfo 680 Application Information Running netsves

Lo ALG Application Layer Gateway Service  Stopped

S AppMgmt Application Management Stopped netsves

G AppXSve AppX Deployment Service (AppX... Stopped wsappx
ECarc_winc ArcSight Microsoft Windows Eve...  Starting i
L aspnet_state l% ASP.NET State Service Stopped

G4 BITS 680 Background Intelligent Transfer...  Running netsves

Lo, BrokerInfrastructure 504 Background Tasks Infrastructure ...  Running DecomLaunch

G BFE 988 Base Filtering Engine Running LocalServiceM...

f: CertPropSve Certificate Propagation Stopped netsves

G c2wits Claims to Windows Token Service  Stopped

&4 Keylso CNG Key Isolation Stopped

o EventSystem 724 COM+ Event System Running LocalService

Gy COMSysApp COM+ System Application Stopped

o, Browser Computer Browser Stopped netsves

Sy VaultSve Credential Manager Stopped

ey CryptSve 332 Cryptographic Services Running MetworkService

% DeomLaunch 504 DCOM Server Process Launcher Running DcomlLaunch b

@ Fewer details | % Open Services

43. The machine will now report its logs to ArcSight ESM.
44. For more fine-grained reporting, such as including more information about the event, you may
wish to include custom parsers that are described below.

2.12.2 Create a Parser for Veeam Logs

1. For aVeeam custom parser that handles event numbers 210, 251, and 290, create a
configuration file with the following text:

trigger.node. location=/EventData
event.deviceVendor=__getVendor(*'Veeam')
conditionalmap.count=1
conditionalmap[0]-field=event._externalld
conditionalmap[0] -mappings.count=3

conditionalmap[0] -mappings[0].values=210
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conditionalmap[0] -mappings[0]-event._name=__stringConstant(''Restore session
initiated.")

conditionalmap[0] -mappings[1]-values=251

conditionalmap[0] -mappings[1]-event._name=__stringConstant(''Restore session
has finished with success state.')

conditionalmap[0] -mappings[2]-values=290

conditionalmap[0] -mappings[2].event.name=__stringConstant(''Restore session
has finished with success state.')

) veeam_mp.sdkkeyvaluefilereader.properties - Notepad
File Edit Format View Help

trigger.node.location=/EventData
event.deviceVendor=__getVendor("Veeam")

conditionalmap.count=1
conditionalmap[@].field=event.externalld
conditionalmap[@].mappings.count=3

conditionalmap[@].mappings[@].values=210
conditionalmap[@].mappings[@].event.name=__ stringConstant("Restore session initiated.")

conditionalmap[@].mappings[1].values=251
conditionalmap[@].mappings[1].event.name=__stringConstant("Restore session has finished with success state.™)

conditionalmap[@].mappings[2].values=298
conditionalmap[@].mappings[2].event.name=__ stringConstant("Restore session has finished with success stata.”)l

2. Save this file as C:\Program Files\ArcSightSmartConnectors\<name of
folder>\current\user\agent\fcp\winc\veeam_backup\veeam_mp.sdkkeyvaluefilereader.propert
ies

[ A veeam_backup s I:'-
“ Home Share View (7]

(-/' - ¢ | « Hyper-V » current » user » agent » fcp » winc » veeam_backup v E:,| Search veeam_backup »p ‘
a
r Favorites MNarne Date modified Type
B Desktop jveeam_mp.sdkkayvaluefilereader‘pmpemes 8/17/2017 8:52 AM PROPERTIES File

& Downloads

1=, Recent places

18 This PC

m Desktop
| Documents

& Downloads

W Music

=| Pictures

g Videos

iy Local Disk (C2)

&5 DVD Drive (D:) IR2_S!

Gi,i Metwork
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3. Copy this file to C:\Program Files\ArcSightSmartConnectors\<name of
folder>\current\user\agent\winc\veeam_backup\veeam_mp.sdkkeyvaluefilereader.properties
I m= veeam_backup - | = [
“ Home Share View 0

® = 4 [« HyperV v cument » user b agent b winc » vezam backup v ] [ searchvecam backup 2|

P

¢ Favorites Name Date modified Type Size

B Desktop "] veeam_mp sdkkeyvaluefilereader.propert... 8/17/2017 852 AM  PROPERTIES File 1KB
4 Downloads

=) Recent places

& This PC
m Desktop
Documents
& Downloads
o Music
= Pictures
# Videos
&y Local Disk (C:)
&8 DVD Drive (D) IR2_S!

€ Network

2.12.3 Create a Parser for Hyper-V Logs

1. For a Hyper-V VMMS custom parser, create a configuration file with the following text:
trigger.node.location=/EventData
event.deviceVendor=__getVendor("'Microsoft')
token.count=1
token[0] -name=VmName
token[0] - location=VmlEventLog/VmName
token[0] -type=String
conditionalmap.count=1
conditionalmap[0].field=event.externalld
conditionalmap[0] -mappings.count=1
conditionalmap[0] -mappings[0]-values=13003

conditionalmap[0] -mappings[0].event_name=__concatenate(__stringConstant(‘'The
virtual machine *'), VmName, __ stringConstant(’'" has been deleted.'))
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File E[dt Formst VYiew Help

trigger.node. location=/EventData
svent, deviceVendar=_ getVendor( “Microsoft™)

token,count=1

token[8] . name=Vnlane

token[@]. location=ValEventlog/Vehane
token[@] . typasString

conditionalmap, count=1
conditionalmap[@]. fieldwevent externalld
cenditionalrap[2].mappings. count=1

conditionaleap@].mappings[8] . values=13883
conditionalmap[@].mappings[8]. event. name=_ concatenate(_stringConstant{“The virtual machine ), ViMame, _ stringConstant(*' has been deleted.”))

2. Save this file as C:\Program Files\ArcSightSmartConnectors\<name of
folder>\current\user\agent\fcp\winc\microsoft_windows_hyper_v_vmms_admin\microsoft_wi
ndows_hyper_v_vmmes.userdata.jsonparser.properties

L I ED=] microsoft_windows_hyper_v_vmms_admin -8 -
Home Share View - 0
fi—) - 1‘| . <« agent » fcp b winc ¥ microsoft_windows_hyper_v_vmms_admin v 0‘ | Search microsoft_windows_h... 2@ ‘
=
9% Favorites Name |'| Date modified Type Size
B Desktop i | microsoft windows_hyper v vmms.userdata jsonparser.properties 8/17/2017 %05 AM  PROPERTIES File
4 Downloads

%l Recent places

1% This PC

1z Desktop

| Documents
4 Downloads

W Music

=| Pictures

H Videos

iy Local Disk (C:)

€ DVD Drive (D?) IR2_S!

Gi Metwork

3. Copy this file to C:\Program Files\ArcSightSmartConnectors\<name of
folder>\current\user\agent\winc\microsoft_windows_hyper_v_vmms_admin\microsoft_windo
ws_hyper_v_vmmes.userdata.jsonparser.properties
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[ A microsoft windows_hyper_v_vmms_admin |;|i-
“ Home Share View 0

-Zf(—:l - 1 | . <« user b agent » winc » microsoft windows_hyper_v_vmms_admin w C,| | Search microsoft_windows_h... 2@ |

a

b Faaie MName Date modified Type Size

=

B Desktop j microsoft_windows_hyper_v_vmms.user...  2/17/2017 2:05 AM PROPERTIES File 1KB
4 Downloads

1= Recent places

1% This PC

jm Desktop
| Documents

& Downloads

W Music

=| Pictures

8 Videos

&y Local Disk [C:)

8 DVD Drive (D:) IR2_S!

ﬁi Metwork

These two parsers will allow for details of VM deletions and VM restores to be shown in ArcSight.
Custom parsers are a functionality of ArcSight. For more information on the creation of custom parsers,
please see the ArcSight FlexConnector Developer's Guide, as well as the SmartConnector for Microsoft
Windows Event Log - Native, Configuration Guide (for information specific to Windows event logs).

2.13 Integration: GreenTec WORMdisks and IBM Spectrum Protect

This section covers the process for integrating IBM Spectrum Protect and GreenTec WORM(disks. The
result is the capability to back up clients directly to WORMdisks in order to preserve data more securely.
This integration process does not include instructions related to locking the WORMdisks — that process is
found in the GT_WinStatus User Guide, that should accompany the installation disk. Scheduling the
locking of these disks is left up to the discretion of the adapting organization.

2.13.1 Install IBM Spectrum Protect Server on the GreenTec Server

1. You may need to disable Run all administrators in Admin Approval Mode. To do this go to
Control Panel > Administrative Tools > Local Security Policy > Local Policies > Security
Options. Double click the User Account Control: Run all administrators in Admin Approval
Mode section. Select Disable and click OK. Restart the computer.
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@ b |Q v Control Panel » System and Security » W c.‘ | Search Control Panel

Control Panel Hy ;
Gl Action Center

# System and Security
Troubleshoot commen computer problems
Network and Internet

Windows Firewall

See the name of this computer

Clock, Language, and Region X
Windows Update

Ease of Access

Power Options
Require a password when the computer wakes | Change what the power buttons do
Change when the computer slesps

L
&
L
%
@

@ Schedule tasks | @ Generate a system health report

Review your computer's status and resolve issues @ Change User Account Control settings

Hardware
Check firewall status | Allow an app threugh Windows Firewall
Programs
User Accounts System
View amount of RAM and processor speed | @Aﬂow remote access | Launch remote assistance |
Appearance

Turn automatic updating on or off | Check for updates | Install optional updates | View update history

Administrgtw' e Tools
Defragment ano'optimize your drives @ Create and format hard disk partitions @ View event logs

23items  1item selected 1.09 KB

Home Share View Manage L g 0
L | » Control Panel » System and Security » Administrative Tools » v & ‘ | Search Administrative Tools » |
X Favorites MName : Date modified Type Size Ead
Bl Desktop |\ Terminal Services 8/22/2013 39 AM  File folder
8 Downloads [ Component Services 8/21/201311:57 PM  Shortcut 2KB
"] Recent places @ Computer Management 8/21/201311:54 PM  Shorteut 2KB
[ Defragment and Optimize Drives 8/21/201311:47 PM  Shortcut 2KB
18 This PC @ Event Viewer 8/21/201311:55PM  Shortcut 2KB
@, iSCSl Initiator 8/21/201311:57 PM  Shortcut 2KB
€ Network (2 Local Security Palicy \_ 8/21/201311:54PM  Shortcut 2KB
ODEC Data Sources (32-bit) 3 8/21/2013 4:36 PM Shortcut 2KB
ODBC Data Sources (64-bit) 8/21/201311:59 PM  Shortcut 2KB
@ Performance Monitor 8/21/201311:52 PM  Shorteut 2KB =
Resource Monitor 8/21/2013 11:52 PM  Shorteut 2KB
E‘ Security Configuration Wizard 8/21/201311:45PM  Shortcut 2KB
(@ Server Manager 8/21/201311:55PM  Shortcut 2KB
[af; Services 8/21/201311:54 PM  Shorteut 2KB
@ System Configuration 8/21/201311:33 PM  Shortcut 2KB
@ System Information 8/21/201311:33 PM  Shortcut 2KB
@ Task Scheduler 8/21/201311:55PM  Shortcut 2KB
ﬂ Windows Firewall with Advanced Security  8/21/2013 11:45 M Shorteut 2KB
Windows Memory Diagnostic 8/21/201311:32 PM  Shortcut 2KB
Windows PowerShell (x86) 8/22/2013 837 AM Shortcut 3KB [
(2% Windows PowerShell ISE (x36) 8/21/201311:55 PM  Shorteut 2KB

b
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File Action View Help

| =

Security Settings
& Account Policies
4 Local Policies
[ Audit Policy
I 4 User Rights Assignment
"4 Security Options
] Windows Firewall with Advanced Security
1 Network List Manager Policies
| Public Key Policies
| Software Restriction Policies
| Application Control Policies
g IP Security Policies on Local Computer
] Advanced Audit Policy Configuration

<] B

-

Policy
] Metwark security: Restrict NTLM: NTLM authentication in th...
1] Metwerk security: Restrict NTLM: Outgoing NTLM traffic to ...

1] Recovery console: Allow automatic administrative logen

& Recovery console: Allow floppy copy and access to all drives...

] Shutdown: Allow system to be shut down without having to..
5] Shutdown: Clear virtual memory pagefile

1] System cryptography: Force strong key protection for user k...
[EH] System cryptography: Use FIPS compliant algorithms for en...
& Systern cbjects: Require case insensitivity for non-Windows ...
U{;_ilSystem objects: Strengthen default permissions of internal s...
5] System settings: Optional subsystems

1] System settings: Use Certificate Rules on Windows Executabl...

1] User Account Control: Admin Approval Mode for the Built-i...
1] User Account Controk Allow UlAccess applications to prom...
4] User Account Control: Behavior of the elevation prompt for ..
5] User Account Control: Behavior of the elevation prompt for ...

1] User Account Control: Detect application installations and p...
1] User Account Control: Only elevate executables that are sign...

1] User Account Controk Only elevate UlAccess applications th...

Account Control

5] User Account Control: Switch to the secure desktop when pr...
1] User Account Control: Virtualize file and registry write failure...

Security Setting
Mot Defined
Mot Defined
Disabled
Disabled
Disabled
Disabled
Mot Defined
Disabled
Enabled
Enabled

Disabled

Disabled

Disabled

Prompt for consent for ..
Prompt for credentials
Enabled

Disabled

Enabled

Enabled k
Enabled

File Action View Help
e nmE XE |
Security Settings
"4 Account Policies j
4 Local Policies
b [ Audit Palicy
I [ User Rights Assignment

"4 Security Options
| Windows Firewall with Advan
| Metwork List Manager Polici
| Public Key Policies
" Software Restriction Policies
| Application Control Policies
g IP Security Policies on Local g
| Advanced Audit Policy Confid

() Enabled
(@) Disabled

Local Security Policy

@ Local Security Setting | Explain

User Account Control: Run all administrators in Admin Approval
Mode

Prompt for consent for ..,

Prompt for credentials

:'(l

2. Run WIN_SER_STG_ML in its own folder to extract the contents.
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Application Toals

Home Share Wiew Manage v @
@ - 1 |H » ThisPC » Downloads » IBM_SP » win_ser_stg_m| v Cp| | Search win_ser_stg_ml 2 |
¢ Favorites Name : Date modified Type Size
B Desktop | 1 SP_8.1_WIN_SER_STG_ML [ 3/8/2017 1:33 PM Application 2,673,608 KB

I Downloads
(E Recent places

18 This PC

ﬂh Metwork

Titem 1 item selected 2.54 GB

EE

3. Run the install script.

Home Share Wiew Manage v 8
@ * 1t | H » ThisPC » Downloads » IBM_SP » win_ser_stgml » v & ‘ | Search win_ser_stg_ml » |
ﬁ' Eavonites Mame - Date modified Type Size

B Desktop L input 11/21/2016 9:46 PM  File folder
|18 Downloads L im32 11/21/2016%:35 PM  File folder
“E Recent places L imBd 11/21/2016 %:36 PM  File folder
Ll input 11/21/2016 %:46 PM  File folder
1% This PC . repository 11/21/2016 %37 PM  File folder

install 7 9/30/2016 1207 AM  Windows Batch File 11K

€ Network |=| README s 10/14/2016 5:02 PM HTM File 17KB

SP_8.1_WIN_SER_STG_ML 3/8/2017 1:33 PM Application 2,673,608 KB

Bitems  1item selected 10.1 KB

4. Make sure all the boxes are checked.
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Install Packages
Select packages to install:
-
Installation Packages Status Vendor License Key Type ]
IBM® Installation Manager
[y Version 1.85 Will be installed 1BM No key required
[[) 1BM Spectrum Protect server
[y Version 8.1.0.20161121_2118 Will be installed 1BM
IBM Spectrum Protect languages
[y Version 8.1.0.20161121_2112 Will be installed 1BM
IBM Spectrum Protect license
]y Version 8.1.0.20161121_2112 Will be installed 1BM
[[) 1BM Spectrum Protect storage agent
[y Version 8.1.0.20161121_2110 Will be installed 1BM
IBM Spectrum Protect device driver
[y Version 8.1.020161121_2115 Will be installed 1BM
IBM Spectrum Protect Operations Center
[y Version 8.1.0.20161121_1638 Will be installed 1BM
[ Show all versions Check for Other Versions, Fixes, and Extensions
Details
IBM® Installation Manager 1.8.5
The IBM® Installation Manager is a tool that you can use to install and maintain your software packages. More info...
* Repository: im64
@ ek | Nexts [y || nstall || Cancel

5. Click Next.

6. Read and select | accept the terms in the license agreement.

Install Packages
Read the following license agreements carefully.
Install [ Licenses 5 Location Features Summary
IMPORTANT: READ CAREFULLY [~

Two license agreements are presented below.

1. IBM International License Agreement for Evaluation of Programs
l2. IEM Intemational Program License Agreement

If Licensee is obtaining the Program for purpeses of productive use (other than evaluation, testing, trial "try or buy," or demonstration): By clicking on the "Accept” button
below, Licensee accepts the [BM International Program License Agreement, without modification.

If Licensee is obtaining the Program for the purpose of evaluation, testing, trial “try or buy," or demonstration (<ollectively, an “Evaluation): By clicking on the "Accept”
button below, Licensee accepts both (i) the IBM International Licznse Agreement for Evaluation of Programs (the "Evaluation License'], without modification; and (i} the [BM
International Program License Agreement (the "IPLA"), without madification.

IThe Evaluation License will apply during the term of Licensee's Evaluation.

The IPLA will automatically apply if Licensee elects to retain the Program after the Evaluation (or abtain additional copies of the Program for use after the Evaluation) by
entering into a procurement agreement (e.g., the IBM International Passport Advantage or the IBM Passport Advantage Express agreements).

[The Evaluation License and the IPLA are not in effect concurrently; neither modifies the other; and each is independent of the other.

IThe complete text of each of these two license agreements follow.

LICENSE INFORMATION

IThe Programs listed below are licensed under the following License Information terms and conditions in addition to the Program license terms previously agreed to by Client
and IBM. If Client does not have previously agreed to license terms in effect for the Pragram, the International License Agreement for Evaluation of Programs (Z125-5543-05)
applies.

Program Name: IBM Installation Manager and Packaging Utility for the Rational Software Development Platform 1.8.5
Program Number: Evaluation

® | accept the terms in the license agreement.

O I do not accept the terms in the license agreement

@ < Back [[ el ][ conce
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7. Click Next.
8. Select the installation location for files.

Install Packages

Select a location for the shared resources directory and a location for Installation Manager.

Install Licenses | Location ) Features Summary

i

When you install packages, files are stored in two locations:

1) The shared resources directory - resources that can be shared by multiple packages.
2) The installation directory - any resources that are unique to the package that you are installing.

the most available space because it must have adequate space for the shared resources of future packages.

Important: You can anly select the shared resources directory the first time you install a package with the IBM Installation Manager. For best results select the drive with

Shared Resources Directory: | C:\Program Files\IBM\IBMIMShared

@ Once installed, IBM Installation Manager will be used to install, update, modify, manage and uninstall your packages.

Installation Manager Directory: | C:\Program Files\IBM\lnstallation Manager\eclipse

Disk Space Information

Volume  Available Space
C 9530 GB

®

<Back | NmrE> [ mwn ][ conce

9. Click Next.
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Install Packages

A package group is a location that contains one or more packages. Some compatible packages can be installed into a common package group and will share a common Eﬂ
userinterface. Select an sxisting package group, or create 3 new one.

Licenses [ lLocation » Features Summay |

O Use the existing package group

Install

& Create a new package group

Package Group Name

| Installation Directory [ Architecture
ectrum Protect “\Program Files\Tivoli! -bit
1BM 5p E C:\Program Files\Tivol\TSM 4-bi

Package Group Name: 1BM Spectrum Pratect

Installation Directory: | C\Program Files\TivolTSM

Architecture Selection: Q) 32-bit @ 64-bit

Details Disk Space Information
Shared Resources Directory: C:\Program Files\IBM\BMIMShared Vlims} EAvalable Spacs
<]

6] <Back | mea» [ ol |[ cancel
10. Click Next.

11. Make sure all the packages are checked.
e evmelsoMasge  [=[okEE

Install Packages

Select the features to install. Eﬂ

IBM® Installation Manager 1.8.3

1BM Spectrum Protect server 8.1.0.20161121_2118

IBM Spectrum Protect languages 8.1.0.20161121_2112

IBM Spectrum Protect license 8.1.0.20161121_2112

|BM Spectrum Protect storage agent 8.1.0.20161121_2110
IBM Spectrum Protect device driver 8.1.0.20161121_2115

IBM Spectrum Protect Operations Center 8.1.0.20161121_1638

[ Show dependencies ‘ Expand All ” Collapse All ‘ | Restore Default

- Selected by Installation Manager because of dependencies
Details

IBM® Installation Manager 1.8.5

The IBM® Installation Manager is @ teal that you can use to install and maintain your software packages.

Disk Space Information

Volume Required  Temporary Total  Available
Shared Resources Area G 2,08 MB 209GB 209GB  9530GB

@ I

< Back

[<]

Neas [ || el ][ Concel
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12. Click Next.
13. Select IBM Spectrum Protect.
Install Packages
Fill in the configurations for the packages.
Install Licenses Location Features > Summary

= [f) 1BM Spectrum Protect server 2,1, Configuration for IBM Spectrum Protect server 8.1.0.20161121.2118

& 1. Products 1. Products
© 2. Licenses
2 [} 1BM Spectrum Protect storage a¢| ‘& 1BM Spectrum Protect
© Storage agent licenses O |BM Spectrum Protect Extended Edition

& [[J 1BM Spectrum Protect Operatior| () |EM Spectrum Protect for Data Retention
Specify the secure communi
Specify SPB0D-131a Complial

© Create password

@ <Back [ meqe || ml [ concel

14. Click Next.
15. Read and select | accept the terms in the license agreement.
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Install Packages

Fill in the configurations for the packages. EE

Install Licenses Location | Features > Summary

=[] 1BM Spectrum Protect server 8.1,
1. Products
o 2 Licenses
= [[) 1BM Spectrum Protect storage at
© Storage agent licenses
= ) IBM Spectrum Protect Operatior
Specify the secure communi
Specify SP20D-131a Compliat
© Create password

0 —— 5

Configuration for IBM Spectrum Protect server 8.1.0.20161121_2118
2. Licenses

®

1BM License Agreement

LICENSE INFORMATION

The Programs listed below are licensed under the following License Information terms and conditions in addition to the
Program license terms previously agreed to by Client and [BM. If Client does not have previously agreed to license terms in effect
for the Program, the Intemnational Program License Agreement (Z125-3301-14) applies.

Program Name: IBM Spectrum Protect 8.1.0
Program Number 5725-W98

As described in the International Program License Agreement ("IPLA"} and this License Information, IBM grants Licensee a
limited right to use the Program. This right is limited to the level of Authorized Use, such as a Processer Value Unit (*PYU"),
Resource Value Unit ("RVU), a Value Unit ("VU"), or other specified level of use, paid for by Licensee as evidenced in the Proof of
Entitlement. Licensee's use may also be limited to a specified machine, or only as a Supporting Program, or subject to other

Non-IBM License Agreement
TERMS AND CONDITIONS FOR SEPARATELY LICENSED CODE

IBM Spectrum Protect 2.1.0

The IBM license agreement and any applicable information on the web
download page for [BM products refers Licensee to this file for details
concerning terms and conditions applicable to code identified as
Separately Licensed Code in the License Information document and
included in the products listed above ('the Program”),

The “Separately Licensed Code” identified in the License Infarmation
document of the IBM license agreement is provided to Licensee under terms
and conditions that are different from the IBM license agreement.

@ | accept the terms in the license agrrements.,

O I do not accept the terms in the licenge agreements.

<Back [ Newr || honl || cancel

16. Click Next.

17. Read and select | accept the terms in the license agreement.

Install Packages

Fill in the configurations for the packages. :a

Install Licenses Location [ Festures > Summary

= [[) 1BM Spectrum Protect server 8.1.
1. Products

Configuration for IBM Spectrum Protect storage agent 8.1.0.20161121_2110
Storage agent licenses

2. Licenses
= [) 1BM Spectrum Protect storage ac
& Storage agent licenses
= [f) 1BM Spectrum Protect Operatior
Specify the secure communi
Specify SPB0C-131a Compliai
© Create password

IBM License Agreement

LICENSE INFORMATION

0

The Programs listed below are licensed under the following License Information terms and conditions in addition to the
Program license terms previously agreed to by Client and [BM. If Client does not have previously agreed to license terms in effect
for the Program, the International Program License Agreement (2125-3301-14) applies.

Program Name: IBM Spectrum Protect for SAN 8.1.0
Program Number: 5725-X18

As described in the Intemational Pregram License Agreement ("IPLA") and this License Infermation, |BM grants Licensee @
limited right to use the Program. This right is limited to the level of Autherized Use, such as a Processor Value Unit ("PVU"), @
Resource Value Unit ("RVU"), a Value Unit ("VU"}, or other specified level of use, paid for by Licensee as evidenced in the Proof of
Entitlement. Licensee's use may also be limited to a specified machine, or only as a Supporting Program, or subject to other <1
Nen-IEM License Agreement

TERMS AND CONDITIONS FOR SEPARATELY LICENSED CODE ~

IBM Spectrum Protect for SAN 2.1.0

The IBM license agreement and any applicable information on the web
download page for [BM products refers Licensee to this file for details
concerming terms and conditions applicable to code identified as
Separately Licensed Cede in the License Infermation decument and
included in the products listed above ("the Program").

The "Separately Licensed Code" identified in the License Information
document of the [BM license agreement is provided to Licensee under terms
and conditions that are different from theBM license agreement.

@ | accept the terms in the license agreements.

O I do not accept the terms in the license agreements,

<Back [ Newx |[ el || Coned
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18. Click Next.
19. Specify 11090 for the port.

Install Packages
Fillin the configurations for the packages.

Install Licenses Location

| Features > Summary

i

®

KB 2]

=[] IBM Spectrum Protect server 8.1, Configuration for IBM Spectrum Protect Operations Center 8.1.0.20161121_1638

1. Products

Specify the secure communication settings

2. Licenses
= [0 IBM Spectrum Protect storage a
Storage agent licenses
= [} IBM Spectrum Protect Operatior
& Specify the secure communi
Specify SP200-131a Compliar
@ Create password

The port number is used by the web server for the IBM Spectrum Protect Operations Center.

You can accept the default value, or specify another port number.

Secure (https) port | 11090

The port number has the following restrictions
- The port number must be an integer in the range 1024 - 65535
- The port number must be unique
-The port number cannot be already in use or allocated to other programs

< Back

Next >

Install Cancel

20. Click Next.
21. Select Strict for the SP800-131a Compliance.
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Install Packages
Fillin the configurations for the packages.
Install 7 Licenses . Location [ Features ) Summary

£ [[) IBM Spectrum Protect server 8.1, Configuration for IBM Spectrum Protect Operations Center 8.1.0.20161121_1638
1. Products Specify SP800-131a Compliance
2. Licenses
a ﬁj IBM Spectrum Protect storage at ‘Special Publication 800-131a (SP 800-131a) is an information security standard that requires longer key lengths and
| stronger cryptography than other standards

Storage agent licenses

B [ IBM Spectrum Protect Operatior
Specify the secure communi | 5pg00-131a Compliance Mode: O Off
& Specify 5P800-131a Compliai O Transition
© Create password @ strict

The SP800-131a Compliance Mode has the following restrictions:
- Transition mode allows use of Transport Layer Security(TLS)v1.0
- Strict mode requires TLS v1.2 This can prevent earlier web browsers from connecting to Operations Center

<[ m [>]

® <gack [ meaqy || el [ conce

22. Click Next.
23. Create a password.

Install Packages
(@) Click Next to continue
Install > Licenses location » [ Features ) Summary

IBM Spectrum Protect server 8.1, Configuration for IBM Spectrum Protect Operations Center 8.1.0.20161121_1638
1. Products Create password
2, Licenses
5 () EM Spectrum Protect storage ag|  YOU must create a password for the truststore file of the Operations Center,

*| which contsins the SSL certificate that the Operations Center uses for HTTPS communication with web browsers.

Storage agent licenses

2 [ IBM Spectrum Protect Operatior
Specify the secure communi
Specify SPE00-131a Compliar
& Create password

If you later choose to set up S5L communication between the Operations Center and the hub server,
you must use the same password.

Create password | s T

Confirm password [ =]

Password length
-Minimum: & characters
-Maximum: 64 characters

The password must contain atleast:

- One uppercase letter (A- Z)

- One lowercase letter (a -z)

- One digit (0 -9}

-Two non-alphanumeric characters: ~ 1 @ #$ %" &* _-+="[() []:;==,.?/

<] m [>]

@ <Beck [ Hea> || Install || Cancel

NIST SP 1800-11C: Data Integrity: Recovering from Ransomware and Other Destructive Events 305



24. Click Next.

Install Packages

Review the summary information.

Install Licenses Location Featres | Summay
Target Location
Package Group Name: IBM Spectrum Protect
Installation Directory: C:\Program Files\Tivoli\TSM
Shared Resources Directory: C:\Program Files\[BM\IBMIMShared
Packages
Packages

[l IBM® Installation Manager 1.85
01 IBM Spectrum Protect server £.1.0.20161121_2118
IBM Spectrum Protect languages £.1.0.20161121 2112
[[] IBM Spectrum Protect license 8.1,0.20161121_2112
[[] IBM Spectrum Protect storage agent 8.1.0.20161121_2110
[[1 IBM Spectrum Protect device driver 8.1.0.20161121_2115
5 ([ 1BM Spectrum Protect Operations Center 8.1.0.20161121_1638
[T Operations Center

Environment

English

» Repository Information

@

Disk Space Information
Total Available Space
o] 9530 GB

Total Download Size:  2.26 GB
Total Installation Size: 7.93 GB

< Back Hext >

Cancel

25. Click Install.

26. After the successful installation, click Finish.

2.13.2 Configure IBM Spectrum Protect

1. Go to Start > IBM Spectrum Protect Configuration Wizard.
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IBM Spectrum Protect Instance Configuration Wizard
Version 8.1

Copyright IBM Carporation(TM) and its licensors(R) 1994 2016. All Rights Reserved. IBM and the IBM logo
ara trademarks of IBM Corporation in the United States, other countries, or both. Java and all Java-based
trademarks and logos are trademarks or registered trademarks of Oracle and/or its affiliates

Other company product or service names may be trademarks or service marks of others

2. Click OK.

& Intraduction This wizard will guide vou through the steps of configuring an IBM Spectrum
[> Instance User ID Protect server instance.

[ Instance Directory

[~ Database Directories For more information about configuring the IBM Spectrum Protect server

I Recovery Log Direclories instance, see IBM Spectrum Protect Knowledge Center
[> Semver Information

[= Administrator Credentials
[ Server Communication
[ Configuration Summary
[> Configure Instance Cancel the configuration at any time by clicking Cancel.

Click Next to proceed to the next screen. If you want to change something on a
previous screen, click Previous.

3. Click Next.
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4. Specify a name and an account for the IBM server to use. Example: (name: GRNBACK, User ID:
DI\sp_admin)

s Specify one of the following:
» Instance UserID -the instance name of the new instance
[ Instance Directory -the instance that you want to cluster

&> Database Direclories Also, specify the instance user ID and password.

[ Recovery Log Directories

[ Server Information

: |GRNBACK |
[ Administrator Credentials LBE
[ Server Communication UserID: |Dl\sp_admin |
[ Configuration Summary Pazsword: | o |

[ Configure Instance

*Mote: Ifyou plan on clustering the server instance, a domain account is required.
Domain accounts use the following format.  =domain=\=account_name=.

When you click Next, the wizard attempts to establish a connection to the local system.
Ensure that File and Print Sharing is enabled, and that your firewall allows connections
to port 445,

5. Click Next.
6. Choose a directory.
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+/ Introduction The instance directory stores all of the server instance information, such as the server

+/ Instance User ID options file, trace files, and other files specific to this instance.
» Instance Directory

[~ Database Directories

[> Recovery Log Directories

[> Server Information
[ Administrator Credentials
[ Server Communication

*Instance Directory:
C:\Program Files\Tival i TSMIGRNBACK | choose

[ Configuration Summary
[ Configure Instance

Mote: If you plan to use this instance for high availability operations, the instance
directory must be in afile system on a disk that can be shared between the clustered
systems.

7. Click Next.

8. Click Yes if prompted to create the directory.

9. Choose The database directories are listed below.

10. Create a directory to contain the database. Example: C:\BACKSERV\IBMBackupServer.
11. Enter the directory in the space provided.

NIST SP 1800-11C: Data Integrity: Recovering from Ransomware and Other Destructive Events 309



+/ Introduction Specify a list of directories to use forthe IBM Spectrum Protect database. You can

+ Instance User 1D either specify a file containing the list of database directories to use or enter one
+/ Instance Directory directory per line in the field.

» Database Directories
> Recovery Log Directories
[> Server Information

() The database directories are listed in this file:

[ Administrator Credentials

" Choose |
[> Server Communication
[ Configuration Summary (® The database directories are listed below:
[ Configure Instance CAGRNBACKI\GRNBACK E

12. Click Next.

13. Create directories for logs and archive logs. Example: C:\BACKSERV\IBMBackupServerLogs,
C:\BACKSERV\IBMBackupServerArchivelogs.

14. Enter the directories in their respective fields.
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V' Introduction Specify the directories for the database recovery logs.
+/ Instance User D
+/ Instance Directory

+/ Database Directories

» Recovery Log Directories
[ Server Information

[ Administrator Credentials
[ Server Communication

*Active log size (GB):

*Active log directory:

_ | C:AGRNBACKIGRNBACKLogs | choose |
[ Configuration Summary
[~ Configure Instance *Primary archive log directory:
| C:\GRNBACK\GRNBACKArchiveLogs| [ choose |
Active log mirror directory:
Secondary archive log directory: 4
" Choose | i

15. Click Next.
16. Specify the server name.
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/' Introduction
+/ Instance User ID

Specify configuration information for the server.

+/ Instance Directory
+/ Database Directories

+/ Recovery Log Directories

» Server Information *Sarver Name:
[ Administrator Credentials |GRNEMCK |
[ Server Communication

Server Language:
[English v]

[> Configuration Summary

[ Configure Instance

17. Click Next.
18. Specify an Administrator account.

. Specify an IBM Spectrum Protect Administrator to create when setting up the new
+/ Instance User ID instance. You can change the administrator information at any time in the Operation
+/ Instance Directory Center.

+/ Database Directories

+/ Recovery Log Directories

+/ Server Information *Administrator Mame:

» Administrator Credentials | administrator |

[> Server Communication o
*Administrator Password:

[ Configuration Summary

[ Configure Instance

*Werify Administrator Password:
LTI |
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19. Click Next.

20. Select a port (example: 1500).

21. Check the box next to Enable SSL Communication and enter a port (example: 23444).

+ Introduction

+/ Instance UserID

+/ Instance Directory

+/ Database Directories

+/ Recovery Log Directories
+/ Server Information

+/ Administrator Credentials
» Server Communication
[ Configuration Summary
[= Configure Instance

22. Click Next.
23. Click Next.

The default communication settings for the server are provided for your validation. You
can also turn on one or more additional communication methods.

*Client Port: *Administrator Port:

11500 | 11500

[] Enable IPv6 Communication

[] Enable Shared Memory Communication
Shared Memaory Port:

1510

S5L communication requires additional, manual configuration to generate and stare the
valid cerificates that the server accepts.

[+] Enable S3L Communication
S5L Client Port: SS5L Administrator Port:

23444 | 23444

24. Wait for the installation to finish.

NIST SP 1800-11C: Data Integrity: Recovering from Ransomware and Other Destructive Events

313



Introduction

Instance User ID
Instance Directory
Database Directories
Recovery Log Directories
Server Information
Administrator Credentials
Server Communication
Configuration Summary

TASASSSSSSS 9§

Configure Instance

B I I

25. Click Next.
26. Click Done.

IBM Spectrum Protect Instance Configuration Wizard |;|i-

This instance is now being configured. Configuration will take several minutes and
undergo numerous steps. The progress of the configuration is shown below.

IBM Spectrum Protect for Windows
ersion 8, Release 1, Level 0.000

Licensed Materials - Property of IBM

(C) Copyright IBM Corporation 1990, 2016.

All rights reserved.

.S, Government Users Restricted Rights - Use, duplication or disclosure
restricted by GSA ADP Schedule Contract with IBM Corporation.

ANROS00I Processing options file C:\Program Files\TivollNTSMBACKSRVR\ds mser-
.opt.

ANR4726| The ICC support module has been loaded.

ANRO0152| Database manager successfully started.

Previous

27. Log in to Operations Center by going to localhost:11090/oc/.
28. Log in using the credentials provided in the Configuration Wizard.

IBM Spectrum
Operations Center

Configuie

29. Enter the password for a new account to be created on the system.
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Configure Operations Center

Communication ' —_— f!

BACKSRVR

Register a new administrator ID with system authority on the hub server. The Operations Center uses this ID to
obtain alert and status information from the hub server. L eam more

Hub server BACKSRVR

Administrator ID IBM-OC-BACKSRVR
Create password

Confirm password

30. Click Next.
31. Select the time interval for data collection.

Configure Operations Center

Retention 9

Hub server BACKSRVR
Estimated database space 2 GB needed of 13.933 GB free

Status

e

Alower time value refreshes dats more frequentl. but
uses more daisbase space. LEAM more

Alerts
Alerts stay active

Alefts stay inactive

Closed alerts are retained

32. Click Next.
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33. Select time intervals that suit your organization's needs.

Configure Operations Center

e F

@  AtRiskIndication
These setlings determine which clients are shown as being al risk in the Operations Center. You can change

the settings later if necessary. Leam more
H  Applications
Time since last backup e x ,

Ghis 1dsy 10 weeks 28 weeks 46 weeks 1yesr

Consider warnings and skipped files as "at risk” conditions

Virtual Machines
Time since |ast backup ﬁ; - - : - - - - :
Ghs  1day 10 weeks 28waeks 40 weeks 1yesr

Consider wamings and skipped files as "at risk" conditions

1 Systems
Time since last backup ‘—C - - - - - - - -
Ghrs  1day 10 weeks 28 weeks 40 weeks 1 yesr

[+| consider wamings and skipped files as "at risk” conditions

34. Click Configure.

Configure Operations Center

Succeeded
Starting configuration of the Hub server

‘Connected to IBM Spectrum Protect server BACKSRVR
Registered monitoring administrator IBM-OC-BACKSRVR
Configured status and alert settings

Enabled status and alert monitoring

Checking for server information. This can take several minutes.
Ready to show server information

‘Saved the configuration information

‘Server BACKSRVR has been successfully configured
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2.13.3 Connect the GreenTec Server to the IBM Spectrum Protect Server

1. Go back to the primary IBM server.

2. Click Servers.

3. Click +Spoke.
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4.
5.

Connect Spoke Server

Identity o=
BACKUPS
Connect a new spoke server to the Operations Center hub
To use Secure Sockets Layer (SSL) for communications between the hub and spoke servers, additional
configuration is needed. Learn more
Server address || @
Port 1500 L\\\
Next Cancel
El|

Enter the IP address of the server with GreenTec disks attached.

Enter the port that the server is configured to listen for connections on (Example: 1500).
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Connect Spoke Server

Identity

BACKUPS

Connect a new spoke server to the Operations Center hub.

To use Secure Sockets Layer (S5L) for communications between the hub and spoke servers, additional

configuration is needed. Learn more

Server address

Port

192.168.52.12

1500

Cancel

6. Click Next.

7. Enter the password for the new server twice.
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Password 9 E E
BACKUPS GREENTEC
Enter the current server password for spoke server GREENTEC.
Serverpassword — seesesssesnee
Confirm server password
Back m Cancel
8. Click Next.

Connect Spoke Server

Connect Spoke Server

Communication ,:E E

BACKUPS GREENTEC

The hub server receives alerts and status information from the spoke server. The alerting and monitoring
settings that are configured on the hub server will be copied to the spoke server. Learn more

@ Hubserver BACKUPS

Server address

Port 1500

Server group

Estimated database space

Spoke server

Estimated database space

IBM-OC-BACKUPS
682 667 MB needed of 308.556 GE free

GREENTEC

682 667 MB needed 0f 25.392 GB free

Back

Con ‘rhecl Spoke

Cancel
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9. Click Connect Spoke.

Connect Spoke Server
Succeeded
550 AM Verified server-to-server communication
Using existing server password

Updated monitoring administrator IBM-OC-BACKUPS
Synchronized status and alert settings with the hub server
Synchronized alert triggers with the hub server

Using existing server group |IEM-OC-BACKUPS

Setgroup IBM-OC-BACKUPS as the monitored server group
Added server to monitored group IBM-0OC-BACKUPS
Enabled status and alert monitoring

Server GREENTEC has been successfully configured

oo QOQO@EB

E 10 succeeded

| cose, |

10. Click Close.

2.13.4 Define a Volume on the GreenTec Server

1. Issue the following command in the Operations Center (on the GreenTec server) command
builder to create a device class for the backup disk (replace the name golden, max capacity
value, and directory value as you see fit).
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Command Builder

GREENTEC»

ANR22831 Device class GOLDENZ defined.

[GREENTEC
> define devclass golden devtype=file maxcapacity=350000M shared=yes
mountlimit=1 directory="E:\" library=backuplib

Overviews Clients arvices Storage Reporis 3 B &, Administrator

Storagr Pools
v Servers 1 Alerts 1 0
Disk Devices

[ ’IEEE Tape Devices
QEEE

Replication

B+ Spoke Qv "
MName Status ~ Clients Alerts Database Active Log Archive Log Last Da
'fl GREENTEC & Warning 2 o 111.0 GB 25.0 GB 549.0 MB 15.5 GB 110.2 GB 25.6 GB
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2. Go to Storage > Storage Pools.

Clients  Services  Servers  Storage  Reporis &, Admiistrator
v Storage Pools Alerts 11 0

el @ Primary Normal

(===

\- @ Copy = Normal
S+ Storserogl More s "
Type ‘ Name Sarver Status ~ Capacity Used Device Class Contaziner Ty|
V,;_i] Primary GOLDENSTG GREENTEC MNormal 0GB 466.0 GB GOLDEN =

3. Click +Storage Pool.
4. Enter a name.

Add Storage Pool

Identity g

GREENTEC

Create a storage pool fo store client data. Leam mare

Name [1

Server @ GREENTEC

Description

Cancel

5. Click Next.
6. Select Disk (primary).
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Add Storage Pool

Type g

GREENTEG

Container-based storage

Directory

On-premises cloud

() Off-premises cloud

A To copy data from an existing direci
More > Add Container-copy Pool

&

GREENSTG

Choose the type of pool that best supports your business goals. Leam more

ory-container pool, cancel the wizard, select the pool, and click

Traditional volume-based storage

® Disk (primary)

Tape :pnmaT;

Tape {copy)

L e

Cancel

7. Click Next.

8. Select the device class you just created.

Add Storage Pool

Device Class B

GREENTEC

Device class

NAS format

&

GREENSTG

Select the device class that specifies the type of siorage device thal GREENSTG will use. Learn more

GOLDEN2 ~

s T

Cancel

9. Click Next.

NIST SP 1800-11C: Data Integrity: Recovering from Ransomware and Other Destructive Events

324



Add Storage Pool

Migration B =

GREENTEC GREENSTG

Migrate to (optional)

- mmm

Select a pool to which GREENSTG will migrate data if capacily usage reaches a configured threshald (by defaull, 90%). Leam more

Cancel

10. Click Next.

Copy Storage Pool g e

GREENTEC GREEMNSTG
Select a copy pool to back up the data that is stored in GREENSTG. Leam mare
L. There are no copy paals defined for GREENTEC
Copy pool {opfienal)

Back up daily at

Add Storage Pool

Back Add Storagp Pool

Cancel

11. Click Add Storage Pool.
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Add Storage Pool

|\/| Succeeded

900 AM Defined device class GOLDEM2
Adding GREENSTG
The starage pool was added successfully.
To start using this pool, update your management classes. To add or modify a management class, click Close & View Policies.

B 2 succeeded

Close Close & View ;U-:-:s

12. Click Close & View Policies.
13. Issue the following command in the Operations Center command builder to create a volume on
the backup disk.
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define volume goldenstg goldenl location="E:\" formatsize=350000
access=readwrite numberofvolumes=1 wait=no

Command Builder

GREENTEC» define wolume greenst - : i
ANR2491I Volume creation process starting for R:\GOLDENZ, Process ID 242.

Process mumber 242 started.

[ereenTEc | >
14. The storage pool may indicate that there is no capacity, but once you back up something it
should correctly show the capacity.

2.13.5 Create a Policy to Back Up to GreenTec disks

1. Issue the following command in the Operations Center (on the GreenTec server) command
builder to delete the standard policy domain:

delete domain standard

2. lIssue the following command to create a new domain.
define domain golden

3. Issue the following command to create a new policy set in this domain.
define policyset goldenpolicy

4. Issue the following command to create a management class in this domain.
define mgmtclass golden goldenpolicy goldenclass
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Command Builder

GREENTEC» def domaln golde
ANR1S80I Policy domaln GOLDEMZ defined.

GREENTEC» define policyset golden? golden:
ANR1518I Policy set GOLDEMZPOLICY defined in policy domailn GOLDENZ.

GREENTEC» define mg 3ss goldenz gold ) cy gol
ANR15201 Management class GOLDEMNZCLASS defined in policy domaim GOLDENZ, set GOLDENZPOLICY.

[GREENTEC v | 3|

5. Click Services > Policy Sets.
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Reports s ) [} &, Administrator  ~

Overviews Clients Services Servers Storage
GOLDENZ é GREENTEC 4
Active policy set Unassigned
Default management class Unassigned
Summary = Q w [
Policy Sets Inactive GOLDEN2POLICY Canfigure I:.
Management Class A Default | @ Backup Destination E Backups > Keep Exira Backups ‘ [@ A

B No items found

I

6. Toggle the Configure button. This should allow you to edit the settings of the newly created

management class.

329
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Overviews Clients Services Servers Storage Reports w0 n @ 2, Administrator  ws

GOLDEN2 @ GREENTEC 4
Active policy set Unassigned
Default management class Unassigned
Summary = 4 Management Class ~
Policy Sets Insctive  GOLDENZPOLICY « foft » Configure [}
Management Class A | Defaull | & Backup Destination B> Backups E Keep Exira Backups | & Del
— GOLDEN2CLASS (None) v

7. Select Default.

8. For Backup Destination, select the storage pool you just created.
9. For Backups, select 1.

10. Select the rest of the settings per your organization's needs.
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2, Adminstralor

@ Clients Services Servers Storage Reports s (3]
= GOLDEN2 é GREENTEG

Active policy set Unassigned
Default management class Unassigned

Summary 3 | =+ Management Class + Activate ~

Policy Sefs Inactive GOLDENZPOLICY 4 1of1 » Configure

Management Class ~ Default | & Backup Desfination | [ Backups Keep Extra Backups E Del
GOLDEN2CLASS . GREENSTG v 1 1menth

11. Click the Activate button.

12. Check the box next to | understand that these updates can cause data deletion.

Activate GOLDENZPOLIC

1 Changing the policy set can cause data 105s! Leamn more
The following updates will be made:
Management Class Changes Default Backup Destination Backups Keep Backups Dx
GOLDEN2CLASS No (None) (None) (None)
To be added Yes GREENSTG 1 30
i fhat inese updates can cause data delebion
Cancel Aptivate

13. Click Activate.
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2.13.6 Create a Schedule That Uses the New Policy

1. Onthe primary IBM Spectrum Protect Server log in to the Operations Center.

Services Servers Storage Reports i @ &, Adminstrator

> Servers 1 Al
Schedules
5 4 oo 0 aw "
Name Status tal ‘ Clients | Alerts Database Active Log Archive Log
@ GREENTEC b Waming 2 0 111.0 GB 25068  564.0MB 15468 110268 255 GB

2. Go to Clients > Schedules.

Clients Services Servers Storage Reports. s (5] 2, Administralor v
Schedules
+ Smadme Q w |8
Name ~ | Clients Start Repeals ‘ Domain Server
» GOLDEN 1 @ 2:19PM Gustom GOLDEN GREENTEG

Click +Schedule.

Enter a name for the schedule.

For Server, select the GreenTec server.

For Domain, select the policy domain you just created.
For Type, select System.

Nouksuw
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Create Schedule

Name [
Create a new schedule o automate client profection tasks. Leam more
Mame GOLDEMN2
Server @ GREENTEC
Domain GOLDENZ
Type L[] System
Subtype
Description
i carcs
8. Click Next.

9. Select Daily incremental backup.
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Create Schedule

Service i
GOLDENZ2
Select the type of service to schedule. Leam more
L] _T;' Daily incremental backup
Recommended
COO o caneel
10. Click Next.

11. Configure the schedule settings for your organization's needs. This can be changed later.
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Create Schedule

Time

GOLDEN2

The start time specifies when the schedule can begin. Leam more

Daily incremental b...

Repeats M2 Every day
— Start time 8:00 AM
==« Run time alerd

Anticipated clients 11-49

Back

Add Schedule

Cancel

12. Click Add Schedule.

13. From the command builder, run the following command to update the schedule:

2.13.7

update schedule golden golden starttime=now action=backup type=client

objects="c:\*" startdate=06/10/2017 perunits=onetime

Installing Open File Support on the Client

1. Open the client machine (with the IBM Backup Archive Client installed) to make a golden disk.
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@ IBM Spectrum Protect =

File Edit Actions

Welcome to IBM Spectrum Protect. Click below to perform a task.

Backup Archive

Backup and Restore copies of datathat are Archive and Retrieve copies of data that are

frequently updated. preserved for a specific period of time.
Backup Archive

Copies files to server storage to
prevent loss of data.

long-term storage.
Restore

Restores saved files from
server storage.

Retrieve

long-term storage.

Creates an archive copy in

Retrieves an archive copy from |

————

2. Open the IBM BA Client.
3. Click Utilities > Setup Wizard.
4. Check the box next to Help me configure Open File Support.

@ IBM Spectrum Protect Client Configuration Wizard

Welcome to the Client Configuration Wizard!

=
L]

of the IBM Spectrum Protect Client.

= Setup Wizard Selectthe components that you want to configure

Open File Support

Select thiz check box to
configure the Backup Archive
clisrt for apen file support [ Help me configure the Web Client
backup and archive

operations. This service [] Help me configure the Client Scheduler
enables backup or archive of

files that are locked by other [ Help me configure the Journal Engine
applications.

[] Help me configure the Client Options File

[ Help me configure 'Online’ Image Suppert

Help me configure Open File Support

< Back Apply Finish

This wizard will guide you through the configuration process

[ ]

5. Click Next.
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@ IBM Spectrum Protect Client Configuration Wizard X

Open File Support

—
—T-' (

- Use this wizard to configure the backup-archive client for
open file support backup and archive operations.

+ Setup Wizard - You can select a snapshot provider to create snapshots of

=» Open File Support your volumes. The snapshots are used as the source for
Open File Support snapshot based file backup and archive operations
Confirm and Apply

Finish

| <eack | [ next>[y] [Thosly | [TFnsh ] [ cancel |

6. Click Next.
7. Select Volume Shadowcopy Services (VSS).

@ IBM Spectrum Protect Client Configuration Wizard *

Open File Support Wizard

"=

Which snapshot provider do you wish to use?

v Setup Wizard
Open File Support
-

(O) None (Disable open file support)

V55

Select this option to use the
snapshots that are provided
by the Yolume Shadow Copy
Service (W35). V33 iz the
preferred method for cresting
snapshots.

) [ [ o |

8. Click Next.
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@ IBM Spectrum Protect Client Configuration Wizard X

Confirm and Apply your configuration

You have completed the configuration of Open File Support.
Click on the 'Apply’ bulton to confirm your configuration.

v Setup Wizard
Open File Support
+ Open File Support

Please note that this operation may take a while to complete.

9. Click Apply.

@ IBM Spectrum Protect Client Configuration Wizard X

Completing your configuration

- : Open file support successfully configured.

Press the 'Finish’ buiton to close this wizard.
v’ Setup Wizard

Open File Support

+ Open File Support

+" Confirm and Apply

= Fi

< Hack Next > Anply @ Cancel

10. Click Finish.
11. Restart the BA Client.
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@ IBM Spectrum Protect

ons

Utilities View

Backup

Backup and Restore copies of data that are
frequently updated.

Backup

Welcome to IBM Spectrum Protect. Click below to perform a task.

Archive

Archive and Retrieve copies of data that are
preserved for a specific period oftime.

Copies files to server storage to
prevent loss of data.

Restore

Restores saved files from
server storage.

Archive
Creates an archive copyin
long-term storage.

Retrieve
Retrieves an archive copy from
long-term storage.

12. Click Edit > Client Preferences.
13. Click the Include-Exclude tab.

1) Preferences Editor

X

Include Exclude Preferences

fr General _—
Backup ® CEl
EXCLUDE BACKUP ™1I0.5V: T
Restore EXCLUDE.BACKUP ™*:\. .. \system32\config\, .. \**
e e L = EXCLUDE.BACKUP ystem32\Perfib®.dat™
EXCLUDE.BACKUP ™:\... \system32\dhep\...\*"
Snapshot INCLUDE. BACKLP ":\... \system32\dheplpadkup).... \**
Include-Exclude EXCLUDE.BACKUP ™=: ystem32idns), .. \="
Scheder Use this tab to specify include- [INCLUCE.BACKUE: ystem32idns\backupl...\*"
Communication exclude processing options EXCLUDE. ARCHIVE ™*:ynicrosoft uam volume!... \**
EXCLUDE. ARCHIVE ™=:\microsoft uam volume\...\". ="
Regional Settings: [EXCLUDE. ARCHIVE "*:\...\EA DATA. SF”
EXCLUDE. ARCHIVE ™*:\IEMEIO.COM" Remor
Authorization [EXCLUDE. ARCHIVE "= \I[BMDOS.COM™
S EXCLUDE.ARCHIVE "*:\[0.5Y5™ Update
EXCLUDE. ARCHIVE ™%:\... \system32\configh...\*" e
Cammand Line EXCLUDE. ARCHIVE =:\...\system32|Perfib®. dat”
EXCLUDE. ARCHIVE "%:\... \system32\dhep, .. |*" Fave v
Diagnostics INCLUDE. ARCHIVE ™:\... system32\dhcplbackup\. ..\
EXCLUDE. ARCHIVE =:\...\system32\dns\, .. ="
oA A INCLUDE. ARCHIVE ™:\... \system32\dnstbackup\, .. |**
Decupiication EXCLUDE.DIR ™=:\System Volume Information™
EXCLUDE.DIR ™=:\... \Temporary Internet Files™
EXCLUDE.DIR ™%:\Recyded”
EXCLUDE.DIR ™=:\Recyder”
EXCLUDE.DIR ™=:\$Recycle Bin™
EXCLUDE.BACKUP ™:\,..\*.a" v
oK Cancel Reset Apply
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14. Click Add.

15. For Category, select Backup.

16. For Type, select Include.FsS.

17. For Snapshot Provider Type, choose VSS.
18. For File or Pattern, enter *:\*.

I Genersl _ Include Exclude Preferances
Backup (i
Restare N N i
@) Define Include-Exclude Options ®
Include-Exclude
Snapshat
Incl
Scheduler
Use
Commurication excl
T
: Remove
Autiorization File or Pattern oty
Vel Gt Type a file name or a pattern Backup v s
orclick Browsatoopenatie Vove Up
Command Line selaction window and select
e a fie [1ncude. 75 * i
s Snapshot Provider Type
Performance Tuning ‘ vss v
Declupication Presnapshot Command
Fostsnapshot Command
File or Pattem 5
= Browse...
)
oK Cancel Reset Apply

19. Click OK.

2.13.8 Temporarily Add Client to GreenTec IBM Server

1. Assuming your GreenTec disks are on a separate IBM server, you will need to connect the client
you wish to migrate in order to use the created schedule. On the GreenTec server, click Clients.
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Clients Services Servers Storage Reports @ o 2, Administrator  ~

> Clients 2 Alerts 2 0
B | et More v Qv [ Fn 2
Type \r'!.ame ‘ @ AtRisk ~ Server | Target Server Replicafion Workload
2] ADDNS [#* Palicy GREENTEC =
0 WINDOWS VM1 r? Policy GREENTEC —

2. Click +Client.
3. Select the GreenTec server.

Add Client

Server and Authentication B

Use this wizard 1o register a system or application client on the server.
You cannot use this wizard to register a NAS file server or a virtual machine. Learn more

Server @ GREENTEC
Replication = e
SSL | Always use

Cancel
d

4. Click Next.
5. Enter the information for the client you are migrating to this server.
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Add Client

Identity g

GREENTEC
Enter the information for the new client. Learn mare

Client name DESKTOP-WNTEINVE

Client password ~ tessessssen

Verify password =~ 000 sesssssn

Contact name l:l
Email address

Remote access URL

Client-side deduplication | Enable

Back e Cancel

6. Click Next.

7. Take note of the information presented here, namely the IP and port provided, as you will need
it on the client machine to connect to the server.

Add Client

Configuration | Eml]

GREENTEC DESKTOP-NTBINVE

To configure the client to back up data to GREENTEC, install the client software and add the information that is shown below to the client
options file. Leam more

TCPSERVERADDRESS {ADDRESS_OF_GREENTEC}
TCPPCRT 1500
NODENAME DESKTOP-NTGINWE

Back Cancel
2

8. Click Next.
9. Select the policy domain you created.
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Add Client

Policy Domain B

GREENTEG

Eml

DESKTOP-NTEINVE

Select a policy domain to manage data for DESKTOP-NTGINWE. Leam maore

Name

Description

GOLDEM

! GOLDEN2

e -

Cancel

10. Click Next.

11. Select the schedule created earlier.

Add Client

Schedule g [Em| L
GREENTEC DESKTOR_NTEINVG GOLDENZ
Select a schedule to automate data protection services for DESKTOP-NTBINVS (optional). Learn mors
Mame Action Start Start Window
GOLDENZ2 INCREMENTAL Aug 17, 2017, 8:00:00 AM 1 hour

Cancel

12. Click Next.
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Add Client

Option Set g

GREENTEC

{Eml’] [

DESKTOP-NTBINVE GOLDEN2

Select a schedule fo automate data protection services for DESKTOP-NTEINVS (optional). Leam more

Mame -~ Description

B No oplion sels found

Back W

Cancel

13. Click Next.

14. Select the at-risk options per your organization's needs.

Add Client

Set At Risk |

GREENTEC

& Default
Systems: 1 day

Bypass

) Custom

Applications: 1 day

Time since last backup

Ew! [

DESKTOP-NTBINVE GOLDENZ

Configure at-risk settings for DESKTOP-NTBINVS. Learn more

Suppress all at-risk wamnings for DESKTOP-NTEINVE

Cancel

15. Click Add Client.
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Add Client

v/ | Succeeded

9:39 AM Added client information.
Set policy domain.
Set schedule.
Set at-risk configuration
The client was added successfully.

B 5succeeded

L

16. Click Close.

17. On the client machine, open the BA client.

18. Click Edit > Client Preferences.

19. Click the Communication tab, and enter the new server address and port. Only leave Use SSL
checked if you have set it up for this new server. Similarly, unselect SSL is required if you did not
setup SSL on this second server.
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@) Preferences Editor

X

General < Communication Preferences
i Common Options
Restart Duration Restart Interval
Restare
60 ¥ Minutes 15 ~ Seconds
Include-Exclude
C ication Settings
Snapshat
SSL is Required Communication Method
Scheduler
Specify whether the SSL TCRIP v
Communication protocol is required to protect
the B Spectrum Protect Server Address
Regional Settings password over the netwark [192.16852 12
during client authentication. §
Authorizetion Server Port Admin Port
VWeb Cliert 1500 1500
Buffer Size Window Size
Command Line = - ’537\/ .

Diagnostics

Send transaction to the server immediately

Performance Turin
& [[] Use Secure Socket Layer (S5L)

Decuplication [JRequire TLS 1.2 or above
SSLis Requirsd
fio ¥

- . Dacat e
polies the changes made to the selected obiects and closes the editor.]

20. Restart the BA client. The client should now connect to the new server.
21. You may be prompted for a password. Enter the password and press Enter.
22. To start the schedule, issue the following command in the Operations Center command builder:

update schedule golden golden startdate=today starttime=now

2.14 Integration: Backing Up and Restoring System State with GreenTec

This section covers the process for backing up (and restoring) the Windows System State on a Windows
Server with GreenTec as a backup medium. The backup of user information as well as other system state
information to a networked GreenTec WORM(disk is intended for the recovery of damage to the
Windows system state, such as account permission modification, account creation, account deletion,
and various other applicable scenarios.

2.14.1 Installing Windows Server Essentials for System State Backup Capability

(NOTE: For older machines, IBM Spectrum Protect's option to back up SystemState may be sufficient.
However, for newer, more complex versions of Windows, such as Windows Server 2012 and Windows
8+, you should use the following procedure.)
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1.

2.

Open Server Manager.

Dt mtes st Featoes

Epmcrve Botes and Fastuses
WELCOME TO SERVER MANAGER

) ; B v i ot
o s " -
WHATS MW
AN oL e
P ﬂea:nd Storage ; s
@ Manageabiiny (@ Manageabisty
Select Manage > Add Roles and Features.
[ Add Roles and Features Wizard - | =
. DESTINATION SERVER
Before Yyou begln MSEXCHANGEDLTEST

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Selection .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by default

Install Cancel

3. Click Next.
4. Select Role-based or feature-based installation.
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DESTINATION SERVER

Select installation Type MSEXCHANGE DI TEST

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktep Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | ﬂeﬁ> | Install | | Cancel

5. Click Next.
6. Select the server.

DESTINATION SERVER

Select destination server s

Select a server or a virtual hard disk on which to install roles and features.

Before You Begin

Installation Type (Ol
(0 Select a virtual hard disk
Server Roles Server Pool
Features
Filter:
Name IP Address Operating System

HANGE.DLTEST 92. Microsoft Wind

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous Nﬁ(‘ > Install Cancel

7. Click Next.
8. Select Windows Server Essentials Experience.
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Select server roles

Before You Begin
Instzllation Type

Server Selection

Featuras
Windows Server Essential...

Confirmation

Select one or more roles to install on the selected server.

DESTINATION SERVER
MSEXCHANGE DI TEST

Roles Description
L |~ Windows Server Essentials
[ Application Server Experience sets up the IT
[] DHCP Server infrastructure and provides powerful
] DNS Server functions such as PC backups that
helps protect data, and Remote Web
L] Fax Server — Access that helps access business
> [®] File and Storage Services (2 of 12 installed) information from virtually anywhere,
[ Hyper-v
[] Network Policy and Access Services
[] Print and Document Services
[] Remate Access
[] Remote Desktop Services »
[ Volume Activation Services
[+ [M] Web Server (1IS) (25 of 43 installed)
[] Windows Deployment Services
[] windows Server Update Services ™
[[<Previous | [ Netp. | | instal [ Camcel |

9. Click Next.

Select features

Befors You Bagin
Installation Type

Server Selection

Server Rolas

Windows Server Essential.

Caonfirmation

Select one or more features to install on the selected server,

DESTINATION SERVER
MSEXCHAMGE DITEST

Features Description
~ NET Framework 3.5 combines the
power of the .NET Framewaork 2.0
3 .NET Framework 4.5 Features (Installed) APls with new technologies for
> [] Background Intelligent Transfer Service (BITS) = building applications that offer
[] BitLocker Drive Encryption appoalmg tsce :nber[aces, .Pmk?d:
) —] your customers' personal identity
[ BitLocker Network Unlock information, enable seamless and
BranchCache secure communication, and provide
[ Client for NFS ﬂ’le_abilily to model a range of
o business processes.
[] Data Center Bridging
[] Direct Play
[] Enhanced Storage
[ Failover Clustering
Group Policy Management
[] 1S Hostable Web Core
Ink and Handwriting Services (Installed) | ]
— . ey pe v
<] " IE
<previous | | Nest, | | nstal |[ Cancel

10. Click Next.
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Before You Begin
Installation Type
Servar selaction

Server Roles

Features

Confirmation

DESTINATION SERVER

Windows Server Essentials Experience MEEXCHANGEDLTEST

Windows Server Essentials provides a powerful and flexible selution that helps protect your business
data while allowing you to access the information you need from virtually anywhere using almost any
device, It also supports the applications you need to run your business and also helps you to quickly
connect to additional cdloud-based applications and services to extend the functionality of your server,

Things to note:

Windows Server Essentials is only suppoerted for single domain environments.

< Previous | | Next [\, | | Install || Cancel

11. Click Next.
12. Click Install.

WELCOME TO SERVER MANAGER

B Locsl Server

B s servers

B File and Stovage Services B
o us

[ Windows Server Essenti_

Canlguee Mindangdener e

ROLES AND SERVER GROUPS
Roler 3 | Server groupe 1 Servers totsd 1
D Managesbiey @ Manageabiity @ Managrability @ Marageability
Events Everits Evarts Evants
Servces Seraces Services B
Pesfatmance Perfoemancs Performance Parfarmance

13. Click Configure Windows Server Essentials Experience.
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Windows Server Essentials can be set up in your envirenment in different ways.

This server has been set up to a d: i ber. Click Ci
Essentials on the domai ber.

The computer name cannct be changed after the configuration has been done.

i . MSEXCHANGE.DITEST
Configure Windows Server Essentials

to set up Windows Server

<Em.rious‘| Next » | |r i

14. Click Configure.

o You have successfully configured Windows Server Essentials on this server.

. MSEXCHANGE.DLTEST
Configuration completed

< Previous | | Mext > | | q\§e

| ‘ Cancel

15. Click Close.
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2.14.2 Configure Network Accessible GreenTec Disk

1. To configure a GreenTec disk to be network accessible, right click the disk on the GreenTec

server.
Drive Tools
Computer View Manage v 0
@ = |I! v This PC v C,| ‘ Search This PC Pl ‘
: - LCVILED diid unives (1) :'
T Favorites | am  Local Disk(C) DVD RW Drive (D:) GreenTec-USA B
L. &
B Desktop ] I
B Downloads @ 25.0 GB free of 135 GB 567 ME free of 702 MB
) Recent places DI0OT (E:) NISTO10 (F:)
0 I | o |
o @ 16.3 GE free of 465 GB ’Eﬁ 77.5 GE free of 77.6 GB
[} is
. AD-BACKUP (G:) NISTO12 (H:)
i Desktop [ .
= | e [
(| Documents |2 ‘;9 70.3 GE free of 77.6 GB @ 77.5 GE free of 77.6 GB -
j_ Downloads NISTOO1 (RS NISTO0Z (5:)
b Music — I |
[ Pictures @ 9.15 GE free of 77.6 GB P 5B e ot TG
|8 Videos NISTOD3 (T:) NISTO04 (U3)
3 | P
Local Disk (C:
&a Local Disk () ':g 77.5 GB free of 77.6 GB @ 77.5 GB free of 77.6 GB
&% DVD RW Drive (D o S )l
DIOOT (E: . d : =
=1 (E) L @ [ ] @ [
NISTO10 (F:) 77.5 GE free of 77.6 GB 77.5 GB free of 7.6 GB
AD-BACKUP (G3) NISTO0T (%) NISTO0S (¥:)
= NISTO12 (H:) > [ | P—
. NISTOOT (R) @ 775 B of 77.6 GB S 7 e TG
(s NISTOOZ (5:) NISTODS (Z:)
x e [ |
& NISTO3 (T S Tserne e -
e NISTON 1Y L )
21items 1 item selected =l

2. Click Share With > Advanced Sharing.
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S’iadﬂwﬂmﬂ&aleﬁousvamlﬂucﬂta I&:stoniz&
General | Tools | Hardware | Sharing | Securty

Metwark File and Folder Sharing
XA

©4” Not Shared

Metworlc Path:
Mat Shared

Advanced Sharing

Set custom pemissions, create multiple shares, and set other
advanced sharing options.

3. Click Advanced Sharing.
4. Check the box next to Share this folder.
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= NISTO07 (X)) Properties b

[w] Share this folder
Settings
Share name:

E

| Add ” Remove

Limit the number of simultaneous users to:

Comments:

|| concl || oy

5. Click OK.
6. Click Close.

2.14.3 Back Up the System State

1. Go to command prompt on the Active Directory server and enter the following command:

wbadmin start systemstatebackup -backuptarget:z:
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e Administrator; Command Prompt - wbadmin start systemstatebackup —backupt...l;li-

icrosoft Windows [WVersion 6.3.768081
(c>» 2013 Microsoft Corporation. All rights reserved.

m | >

SNUserssAdministrator.DI >wbadmnin start systemstatebackup —backuptarget:“~192.16
8 .52.12%¥%

whadmin 1.8 — Backup command-line tool
(C>» Copyright 2813 Microsoft Corporation. All rights reserved.

Etarting to back up the system state [B-18-2817 12:59 AMI1...
Retrieving volume information...

(Instead of z:, put the location of a disk for the system state backup. You will get an error if you
attempt to use the same location as the disc you are trying to back up. Examples of acceptable
targets: C:, Z:, \\backup-storage\g)

o) Administrator: Command Prompt tli_

urrently backing up files veported by *System Writer’ ...
Duverall progress: 97%.

urrently backing up files reported by *System Writer’ ...
Overall progress: ?7%.

urrently backing up files reported hy ‘System Writer'...

he bhackup of files reported by ‘System Writer' is complete.
Overall progress: 97x.

urrently backing up files reported by 'IIS§ Config Writer’ ...

he backup of files reported hy ‘II8 Config Writer' is complete.
he backup of files reported by *COM+ REGDB Writer’' is complete.
he backup of files reported by ‘Registry Writer' is complete.
he backup of files reported by ‘UMI Uriter® is complete.

he backup of files reported by ‘II8 Metabase Writer' is complete.
Ouverall progress: 188:.

urrently backing up files reported hy ‘Certificate Authority’ ...
Summary of the backup operation:

he backup operation successfully completed.

he backup of the system state successfully completed [B-18-2817 8:57 AMI.
Log of files successfully backed up:
“UWindowssLogssWindowsServerBackupsBackup—-18-88-2817_08-31-18_log

sUserssAdministrator . DI>

1. After determining the point in time of a malicious event, restart the Active Directory Server and
press F2 > F8 to start the Advanced Boot menu.

Select Directory Services Repair Mode.

Log in as the machine administrator.

Open a command prompt.

Enter the following command to see the backup versions available:

ik wnN

wbadmin get versions



o Administrator: Command Prompt

icrosoft Windows [Uersion 6.3.768@1
(c>» 2013 Microsoft Corporation. All rights reserved.

UserssAdninistrator>wbadmin get versions
whadmin 1.8 — Backup command-line tool
(C>» Copyright 2813 Microsoft Corporation. All rights reserved.

Backup time: B,18-2017 1:31 AM

[Backup location: Hetwork Share labeled “~~192.168.52.12%H
ersion identifier: BB-/18-2017-88:31

an recover: Uolumeds>», File<{s>. Application{s)>, System State

SNUserssAdninistrators

6. Enter the following command to restore to a specific version (preferably before the malicious

event occurred):
wbadmin start systemstaterecovery -version:06/21/2017-15:33 -

backupTarget:\\192.168.52.12\g
(Replace the backupTarget with the location of the backup, and the version with the version to

restore to.)

2% Administrator: Command Prompt - wbadmin start systemstaterecovery -versio... I;li—

icrosoft Windows [Uersion 6.3.768@1
(c>» 2813 Microsoft Corporation. All rights reserved.

m | >

UszerssAdministrator>wbadmin get versions
whadmin 1.8 — Backup command-line tool
(C>» Copyright 2813 Microsoft Corporation. All rights reserved.

Backup time: B,18-2017 1:31 AM

[Backup location: Hetwork Share labeled “~192_168.52_12H
ersion identifier: BB-/18-2017-A8:31
an recover: Uolumeds>», File<{s>. Application{s)>, System State

SNUgerssAdninistratorwbadnin start systemstaterecovery —version:88-18-/2017-88:
31 —backupTarget:~~192_168_.52 121

whadmin 1.8 — Backup command—line tool
(> Copyright 2813 Microsoft Corporation. All rights reserved.

ou do not have the correct permissions to access backups on the remote
hared folder. Provide a user name and password for a user who has read
permizsion to the remote shared folder.

[Enter the user name for *“N192.168.52.12%¥": DINAdministrator
[Enter the password for “N192_168_52 _12%¥: _

7. The computer will restart when you finish the restore process.

This section covers the process for integrating IBM Spectrum Protect with GreenTec WORMDisks. This
integration assumes the correct implementation of IBM Spectrum Protect, as well as the existence of



GreenTec WORM(disks as described in earlier sections. The result of this integration is the capability to
store all backup data created by IBM Spectrum Protect for a single client on a secure WORMDisk.

2.15.1 Copying Backups for a Single Machine to a GreenTec WORMDisk

1. On the IBM Spectrum Protect server, log on to IBM Spectrum Protect Operations Center.
2. Create a new device class by running the following command in the Command Builder:

define devclass backupset devtype=file maxcapacity=100000M shared=yes
mountlimit=1 directory="C:\"

Command Builder

BACKUPS>

[ANRB40@I Library BACKUPSETS defined.

ANRE4841 Drive BACKUPSETS1 defined in library BACKUPSETS.
[ANR22831 Device class BACKUPSETS defined.

BACKUPS - | >

« Storage Pools Harts |

—
et |

] @

F— T -

4. Click +Storage Pool.
5. Enter a name.
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Add Storage Pool

Identity | g

BACKUPS

Create a storage pool fo store client data. Learn more

Name [sETsTg
Server @ BACKUPS ~
Description

6. Click Next.
7. Select Disk (primary).

Add Storage Pool

Type (B =

BACKUPS SETSTG

Choose the fype of pool that best supports your business goals. Learn more

To copy data from an existing directory-container pool, cancel the wizard, select the pool, and
click More > Add Container-copy Pool

Container-based storage Traditional volume-based storage
) Directory
) On-premises cloud O Tape (primary)

() Tape (copy)

Off-premises cloud

Back m Cancel

8. Click Next.
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9.

Add Storage Pool

Migration . 2 =

BACKUPS SETSTG

Select a pool fo which SETSTG will migrate data if capacily usage reaches a configured threshold (by default, 90%). Learmn more

Migrate fo {optional) Select v

Back m Cancel
=

Click Next.

Add Storage Pool

Copy Storage Pool

(8 &

BACKUPS

SETSTG

Select a copy pool to back up the data that is stored in SETSTG. Learn more
1 There are no copy pools defined for BACKUPS

Copy pool (optional}

Back up daily at

Back Add Storage Pool

Cancel

10. Click Add Storage Pool.
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Add Storage Pool
Succeeded

524 AM Defined device class BACKUPSETS.
Adding SETSTG
The storage pool was added successfully.
To startusing this pool, update your management classes. To add or modify a management class, click Close & View Policies.

2 succeeded

Close Close & View policies
|

11. Create a backup set for the client whose data you wish to store securely. Run the following
command on Command Builder:

generate backupset <name of client> <identifier> \\<name of client>\c$
devclass=file volumes=backupsetl nametype=unicode

For example:

generate backupset windowsvml windowsvml_ backupset \\windowsvml\c$
devclass=file volumes=backupsetl nametype=Unicode
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Command Builder
BACKUPS>
ANR842@I Library BACKUPSETS defined.
ANRB484I Drive BACKUPSETS1 defined in library BACKUPSETS.
ANR22@31 Device class BACKUPSETS defined.
BACKUPS> ge

Process number 266 started.

[Backups | 5|

12. This will store all backup data for the client WINDOWSVML1 in a file called backupsetl. You can
copy this file to a GreenTec disk and store for later use.

2.16 Integration: Tripwire and MS SQL Server

This section covers the process for integrating Tripwire Log Center and Microsoft SQL Server. This
integration assumes the correct implementation of Tripwire as described in earlier sections. The result
of this integration is the collection of database audit logs in Tripwire, allowing for detection and
reporting of events such as specific types of queries, schema modification, and database modification.

2.16.1 Create a New Account on MS SQL Server

1. Open SQL Server Management Studio.
2. Hit Connect to connect to the database.
3. Inthe Object Explorer window, expand the Security folder.
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£ Microsoft SQL Server Management Studio (Administrator)
CFile Fdit View Debug Tools Window Help
P - @ I NewQuey R 4 a9 - -2-5 (5]
Object Explorer > .2
Connect~ 31 2 u F (7] 5
=l [ h MSSOL (SOL Server 12.0.4100.1 - DivAdminist
[ Databases
4 Security
ce L ogins
il Server Roles
- Credentials
@ 3 Cryptographic Providers
3 Audits
[ [ Server Audit Specifications
# [ Server Objects
[ [ Replication
+ [ AlwaysOn High Availability
1 Management
# Integration Services Catalogs
# [ SOL Server Agent

4. Right click on the Logins folder and click New Login....
5. Input the desired user.
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Selecta page
A General

%A Server Roles
ﬁ’ User Mapping
|5 Securable

1A Status

Connechion

Server:
MSSQL

Connection:
DI"Administrator

3 View connection properties

Progress
Ready

8 Script ~ [ Help

Login pame:

|aud'rtadmir1

|| Search... |

) Windows authentication
(® 50L Server authentication

Password:

Confim passwaord:

[ Specify old password

Cld password: |

[¥] Enforce password policy
O

[ User must change password at nexdt login

) Mapped to certificate |

(0 Mapped to asymmetric key |

[ Map to Credential |

Provider

Mapped Credertials Credertial
Default database: |master
Default language: | <default>

6. Click User Mapping.

7. For each database that Tripwire should monitor, click the database and assign the role

db_datareader.
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Selecta page e
ﬁ’ General ES ¥ E o
14 Server Roles
144 User Mapping |sers mapped to this login:
ﬁl Securables Map Database User Default Schema
14 Status 0O Evarts
[0 master
[ model
O msdb
O FIDE
[0 tempdb
| TimeCardDB auditadmin g
017 tedb
[0 twedb
[[] Guest account enabled for: TimeCard DB
Database role membership for: TimeCardDB
] [] db_accessadmin
Server: [] db_backupoperator
MssQL %] db_datareader
Connection: [] db_datawrter
DI'Administrator [] db_ddladmin
db_denydataread
33 View connection properties % db:dﬂat:::erer
[] db_owner
Progress [] db_securityadmin
Ready [ public
a

8. Click Securables.
9. Under the Grant column, check the boxes next to Alter trace and View any definition (if this is
not available, create the user, then edit properties for that user).
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10.

2.16.2

1.

|54 General
| Server Roles
ﬁ User Mapping |
%A Securables
Type
Server It 4
| Connection Pemissions for M550L:
Server: Explict | Efactive
ML Pemission Grantor Grant With Grant Deny A
Connection: | at L.
DI Administrator o i O O O
Select All User Se... O O O
33 View connection properties p—— 0 0 0O
Unsafe assembly O O O
‘m Wiew any database O O
Ready View any definition ] [ | ;
Wiew server state O O 1
% Cancel
Click OK.

Create a New Audit on MS SQL Server

In the Object Explorer window, expand the Security folder.
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e Microsoft SQL Server Management Studio (Administrator) - | = [T
File Edit View Debug Tools Window Help

Pl - S @ I NewOuey T PR | 4 a9 - - S0 5] o
Object Explorer el

Connect~ 33 3 m T gg
E La MSS0L (SQL Server 12.0.4100.1 - DhAdministr|
# 3 Databases
=1 3 Security
® @ Logins
# [ Server Roles
& £3 Credentials
& 3 Cryptographic Providers
=3
= [ Se Audit Specifications
% [l Server Objects
[# [ Replication
# [ AlwaysOn High Availability
% [ Management
# [ Integration Services Catalogs
® [$ SQL Server Agent

2. Right click on the Audits folder.
3. Click New Audit....

4. Specify a filename or any other settings per your organization’s needs. Note: If you specify a
filename, you will be able to view any queries you wish to monitor in this Audit log, but not in
Tripwire. However, if you set the Audit Destination to Application Log, the messages will be
forwarded to the Microsoft Application Log. This will result in less structured (but still detailed)
messages and allows the capability to collect them using HPE ArcSight ESM. If your ArcSight

Connector is configured to collect Application Logs from the MS SQL server, no further
configuration of the connector is required.
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Lo N,

Right click Security > Server Audit Specifications.
Click New Server Audit Specification....
For Audit: select the audit you just created.

Specify any Audit Action Types that Tripwire should be able to log.

0 Ready
Select a page Script - | I3 Help
% General
1 Filter
Audit name: |Audi‘t-213‘|?ﬂ&2‘l -021807 |
Queue delay (in |1G'G'D
milliseconds):
On Audit Log ® Continue
Failure:
(@] Shut down server
) Fail operation
Audit
destination: |Applicatior1 Log v |
File path: | | |I|
Audit File o ® Maximurn rollover files:
Maxirmum Limit: Drimited
O Magimum files:
Number of files: |‘-‘1‘I 47433647 I:_J
Maximum file ® MB O GB O TB
size:
Connection - Unlimited
A MSSOL [DIAdministrator] [] Reserve disk space
View connection properties
Progress
Ready
‘ oK ‘ Cancel ‘ | Help
Click OK.
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0 Ready
Select a page ESScr'zpi - ||E Help
2 General
Name: [serverAuditspecification-20170821-022251 |
Audit |Aud'rt-20‘|'.-'032‘l -021607 v |
Actions:
Audit Action Type Object Class q
1 |DATABASE_CHANGE_GROUP v w
2 |DATABASE_OBJECT_CHANGE_GROUP v v
» 2 |DATABASE_OBJECT_ACCESS_GROUP v w
#*4 W W
A7 MsSOL [DIAdministrator]
View connection properties
Ready
< [T [ [>
T e |
10. Click OK.

11. Open a database that you wish to monitor specific objects in.
12. Right click Databases > <Database name> > Security > Database Audit Specifications.
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& Microsoft SQL Server Management Studio (Administrator)
File Edit View Debungnofs Window Help

P - S e G QL NewQuey [ efiiti | 4 o B9 - - S-5 e b

Object Explorer > 1 x
Connect~ & 3 m T (2] 5
+ [3 Database Snapshots ~
B lJ Events
= [J PiDB
= |4 TimeCardDB
# [ Database Diagrams
® [ Tables
@ 3 Views
# [ Synonyms
@ [ Programmability
# [ Service Broker
@ [ Storage
= @ Security
# [ Users
® 3 Roles
# [ Schemas
[ 3 Asymmetric Keys
# [ Certificates
® [ Symmetric Keys

28] Database Audit Specificatiol
@ [ ticdb s
[ twedb

= [ Security
< T [ >

13. Click New Database Audit Specification....
14. Select an Audit Action Type to monitor.
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e Enter object name in row 2
Selecta page G script - | [ Help
# General
Name: |DatabaseAuditSpecification-20170821-023517 |
Audit Audit-20170821-021607] v |
Actions:
Audit Action Type Object Class Objec
1 |DATABASE_CHANGE_GROUP [v
» 2 |INSERT v
*3 | W ]
A7 MSSQL [DhAdministrator]
View connection properties
Ready
< m [ [>
| 0K | | Cancel | | Help |

15. Select Object for the Object Class.

16. In the Object Name field, use the Browse button to find objects that you wish to monitor for the
specified Audit Action Type.
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Select these object types:

Tables, Views, Stored procedures, Inline functions, Scalar functions,
Table-valued functions, Aggregate functions, Databases, Schemas,

Object Types...
Sequences
Enter the object names to select (examples):
[dbol.[EmployeeTable] | Check Names
| Browse...
0K - ‘ | Cancel ‘ ‘ Help

17. Create as many types as you wish Tripwire to monitor.
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Io Ready

Select a page S script + [ Help
# General
Name: | DatabaseAuditSpecification-20170821-023517 |
Audit Audit-20170821-021607] v |
Actions:
Audit Action Type Object Class Objec
1 |DATABASE_CHANGE_GROUP v
» 2 |INSERT v |OBJECT v|dbo
*3 v
Connection
A7 MsSaL [DI\Administrater]
View connection properties
Ready
< m [ [>
| Lok || Cancel || Help
|
18. Click OK.

19. Find the audits you just created in the Object Explorer and right click.
20. Select Enable ___ Audit Specification for each one.

2.16.3 Create a New Node for the MS SQL Server on Tripwire Enterprise

1. Open the Tripwire Enterprise console.

2. Click Nodes.
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TRPAIRE”
.ENTERPRISE HOME | NODES | RULES | ACTIONS | TASKS | POLICIES | LOG | REPORTS | SETTINGS

Nodes Asset Viewr Hode Search Element Search Version Search  Refrech [ Help [ Logout

E|=, Manage 4|7 | New Group oy@ew Node @Import @Export - Duplicate | X Delete ,’Lg Link d:lé Unlink ‘@_Tag s/ Move |Control | Modify P

= 4 Tripwire Nodes &# FRoot Node Group
3., Root Node Group
1% Discovered £ Name
&9 Uniinked ¥ 192.168.50.8:MSSQLSERVER Microsoft SQL Server 5,072 10,000 Jul 27, 2017 11:12:03 AM
@ Smart Node Groups Smart Node Group 228,498 10,000 Smart I
Tree Options 3

3. Click Manage > New Node.

Create Node [ Help

Select the node type to create:

= 4 Types
= [[]] Database Server
£1, 0B2 Database Server

‘| Microsofl SQL Server

Oracle Database Server
= Sybase Database Server
[+ .._3 Directory Server
= __J Metwork Device
e _:J Virtual Infrastructure

Selected type: =j§ Microsoft SQL Server

E.!"n] Cancel

Click Types > Database Server > Microsoft SQL Server.
Click Ok.

Enter the hostname or IP of the MS SQL Server.

Enter the instance name of the database.

No vk
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New Microsoft SQL Server Wizard B Help

Enter a name and description.
Hostname: 192.168.50.8 (or IP address)

Instance name: |MSSQLSERVER I
Description:

Next > Cancel
8. Click Next.
9. Enter the port the database listens on.
New Microsoft SQL Server Wizard [ Help

Enter the number of the database server port to receive inbound communications from the Tripwire
Enterprise Server.

Communication port: 1.433|
SSL: Off v

NOTE: If Authenticate is selected, the node's S5L certificate must be added to the customer trust store used by the
Agent system that monitors this node. For more information, click Help.

< Back Nexgﬁ _Finish || | Cancel

10. Click Next.
11. Enter the newly created username and password for the database.
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New Microsoft SQL Server Wizard

[ Help

Enter the username and password for a valid database user account. Tripwire Enterprise will use these

credentials to access the database server

Username: auditadmin "

Use variable
Password:

Password: esssssssssssess

Confirm:

Use NTLMv2 Authentication

Cancel

< Back | Next’w
12. Click Next.
13. Check the box next to Collect audit-event information.

New Microsoft SQL Server Wizard

[ Help

To retrieve audit-event data from the database server, select the check box below. If this setting is
selected and auditing is enabled on the database server, Tripwire Enterprise will add relevant audit-event

data to any new element versions created for the database.
# Collect audit-event information

Mote: Tripwire Enterprise collects only audit event data related to data definition (for example, a change to a table

structure or the creation of an index).

< Back %ﬂé _Cancel |

14. Click Next.
15. Find the MSSQL Server on the list.
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New Microsoft SQL Server Wizard [ Help

) Microsoft SOL Server 2000

) Microsoft SOL Server 2005

-} Microsoft SQL Server 2008

") Microsoft SQL Server 2008 R2

¥ Microsoft SQL Server 2012

UL Microsofi SQL Server 2014

) Microsoft SQL Server 2016
. Oracle 10g Enterprise Edition

; Oracle 11g Enterprise Edition

; Oracle 3i Enterprise Edition
; Unknown
e Q Directory Server
= B‘ Cperating System
*) Apole Mac DS X 10.7 &

TE Agent: @l MSSQL

< Back | %t > | Cancel

16. Click Next.

17. Test Login to ensure the information you entered was correct.
New Microsoft SQL Server Wizard @ Help
Click the Test Login button to verify the connection settings and login credentials entered for this node.
When you click the button, Tripwire Enterprise Console will attempt to log in to the server. If the login attempt is

successful, a success message appears. If the login attempt is unsuccessful, an error message identifies the
problems encountered.

Test Login|

< Back Hext > Fi{lﬁjh Cancel

18. Click Finish.
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AD
BA
DB
DI

LDAP
MS sQL
NCCoE
NIST
MS

CA
DSRM

s

saL
SDK
TCP
SSL
TLS
VSS

Active Directory

Client Backup-Archive Client
Database

Data Integrity

Domain Name System

End of File

Enterprise Security Manager

Hewlett Packard Enterprise

Internet Protocol

Information Technology

Lightweight Directory Access Protocol
Microsoft Structured Query Language
National Cybersecurity Center of Excellence
National Institute of Standards and Technology
Microsoft

Certificate Authority

Directory Services Restore Mode
Internet Information Services
Internet Protocol

Structured Query Language

Software Development Kit
Transmission Control Protocol

Secure Sockets Layer

Transport Layer Security

Volume Shadowcopy Services
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VM Virtual Machines
VnE Vulnerability and Exposure

WORM Write Once Read Many
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