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Executive Summary

The CIA triad represents the three pillars of information security: confidentiality, integrity, and
availability, as follows:

= Confidentiality — preserving authorized restrictions on
information access and disclosure, including means for
protecting personal privacy and proprietary
information

= |ntegrity — guarding against improper information
modification or destruction and ensuring information
non-repudiation and authenticity

ity

This series of practice guides focuses on data integrity: the property that data has not been altered in an
unauthorized manner. Data integrity covers data in storage, during processing, and while in transit.
(Note: These definitions are from National Institute of Standards and Technology (NIST) Special
Publication (SP) 800-12 Rev 1, An Introduction to Information Security.)

Scanfidentia]

=  Availability — ensuring timely and reliable access to and
use of information

= Destructive malware, ransomware, malicious insider activity, and even honest mistakes all set
the stage for why organizations need to properly identify and protect against events that impact
data integrity. Businesses must be confident that data is protected and safe.

=  Attacks against an organization’s data can compromise emails,
employee records, financial records, and customer
information—impacting business operations, revenue, and
reputation.

= Examples of data integrity attacks include unauthorized
insertion, deletion, or modification of data to corporate
information such as emails, employee records, financial
records, and customer data.

CYBERSECURITY
FRAMEWORK
VERSION 1.1

= The National Cybersecurity Center of Excellence (NCCoE) at the
National Institute of Standards and Technology (NIST) built a
laboratory environment to explore methods to effectively
identify and protect against data integrity attacks in various
information technology (IT) enterprise environments to prevent impacts to business operations.

= This NIST Cybersecurity Practice Guide demonstrates how organizations can develop and
implement appropriate actions before a detected data integrity cybersecurity event.

Some organizations have experienced systemic attacks that force operations to cease. One variant of a
data integrity attack—ransomware—encrypts data, rendering it unusable. This type of impact to data
affects business operations and often leads them to shut down. Other variants of data integrity attacks
can steer organizations to make decisions that can impact the bottom line or execute ill-fated decisions.
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For example, adversarial actors could create backdoor accounts in company login systems, change
payroll information to their benefit, or expose the company with unsafe software updates for their own
benefit.

NIST published version 1.1 of the Cybersecurity Framework in April 2018 to provide guidance on
protecting and developing resiliency for critical infrastructure and other sectors. The framework core
contains five functions, listed below.

= |dentify — develop an organizational understanding
to manage cybersecurity risk to systems, people,
assets, data, and capabilities

= Protect — develop and implement appropriate
safeguards to ensure delivery of critical services

CYBERSECURITY
FRAMEWORK
VERSION 1.1

= Detect — develop and implement appropriate P
activities to identify the occurrence of a "J‘..
cybersecurity event ’%

= Respond — develop and implement appropriate 4'0

activities to take action regarding a detected

cybersecurity incident

= Recover — develop and implement appropriate
activities to maintain plans for resilience and to restore any capabilities or services that were
impaired due to a cybersecurity incident

For more information, see the Framework for Improving Critical Infrastructure Cybersecurity.

Applying the Cybersecurity Framework to data integrity, this practice guide informs organizations of
how to identify and protect against a data integrity attack, and in turn understand how to manage data
integrity risks and implement the appropriate safeguards.

The NCCoE developed and implemented a solution that incorporates multiple systems working in
concert to identify and protect against detected data integrity cybersecurity events. The solution
isolates the opportunities that would allow for the cybersecurity events to occur and implements
strategies to remediate the opportunities. Also, the solution applies additional protections from
cybersecurity events to IT infrastructure.

In developing this solution, the NCCoE sought existing technologies that provided the following
capabilities:

=  backups

® integrity monitoring

®= inventory

* |ogging

"  maintenance

NIST SP 1800-25A: Data Integrity: Identifying and Protecting Assets Against Ransomware and Other Destructive Events
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= secure storage
= vulnerability management

While the NCCoE used a suite of commercial products to address this challenge, this guide does not
endorse these particular products, nor does it guarantee compliance with any regulatory initiatives. Your
organization’s information security experts should identify the products that will best integrate with
your existing tools and IT system infrastructure. Your organization can adopt this solution or one that
adheres to these guidelines in whole, or you can use this guide as a starting point for tailoring and
implementing parts of a solution.

This practice guide can help your organization:

= develop a strategy for identifying and protecting against a data integrity cybersecurity event

= facilitate comprehensive protection from adverse events to maintain operations and ensure the
integrity of data critical to supporting business operations and revenue-generating activities

= manage enterprise risk (consistent with foundations of the NIST Framework for Improving
Critical Infrastructure Cybersecurity)

You can view or download the guide at https://www.nccoe.nist.gov/projects/building-blocks/data-
integrity/identify-protect. Help the NCCoE make this guide better by sharing your thoughts with us as
you read the guide. If you adopt this solution for your own organization, please share your experience
and advice with us. We recognize that technical solutions alone will not fully enable the benefits of our
solution, so we encourage organizations to share lessons learned and best practices for transforming the
processes associated with implementing this guide.

To provide comments or to learn more by arranging a demonstration of this example implementation,
contact the NCCoE at ds-nccoe@nist.gov.

Organizations participating in this project submitted their capabilities in response to an open call in the
Federal Register for all sources of relevant security capabilities from academia and industry (vendors
and integrators). The following respondents with relevant capabilities or product components (identified
as “Technology Partners/Collaborators” herein) signed a Cooperative Research and Development
Agreement (CRADA) to collaborate with NIST in a consortium to build this example solution.

ol I Il | I CRYPTONITE GreenTec™ PE%EE szmantec I[.-I[-'[_|'_| Wire:

Cl 5 cO www.GreenTee-USA.com

Certain commercial entities, equipment, products, or materials may be identified by name or company
logo or other insignia in order to acknowledge their participation in this collaboration or to describe an
experimental procedure or concept adequately. Such identification is not intended to imply special
status or relationship with NIST or recommendation or endorsement by NIST or NCCoE; neither is it

NIST SP 1800-25A: Data Integrity: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 3
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intended to imply that the entities, equipment, products, or materials are necessarily the best available
for the purpose.

The National Cybersecurity Center of Excellence (NCCoE), a part of the
National Institute of Standards and Technology (NIST), is a
collaborative hub where industry organizations, government
agencies, and academic institutions work together to address
businesses’” most pressing cybersecurity challenges. Through this
collaboration, the NCCoE develops modular, easily adaptable example
cybersecurity solutions demonstrating how to apply standards and
best practices using commercially available technology.

NIST SP 1800-25A: Data Integrity: Identifying and Protecting Assets Against Ransomware and Other Destructive Events
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Certain commercial entities, equipment, products, or materials may be identified by name or company
logo or other insignia in order to acknowledge their participation in this collaboration or to describe an
experimental procedure or concept adequately. Such identification is not intended to imply special sta-
tus or relationship with NIST or recommendation or endorsement by NIST or NCCoE; neither is it in-
tended to imply that the entities, equipment, products, or materials are necessarily the best available
for the purpose.

National Institute of Standards and Technology Special Publication 1800-25B, Natl. Inst. Stand. Technol.
Spec. Publ. 1800-25B, 50 pages, (January 2020), CODEN: NSPUE2

You can improve this guide by contributing feedback. As you review and adopt this solution for your
own organization, we ask you and your colleagues to share your experience and advice with us.

Comments on this publication may be submitted to: ds-nccoe@nist.gov.

Public comment period: January 27, 2020 through February 25, 2020

All comments are subject to release under the Freedom of Information Act.

National Cybersecurity Center of Excellence
National Institute of Standards and Technology
100 Bureau Drive
Mailstop 2002
Gaithersburg, MD 20899

Email: nccoe@nist.gov
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The National Cybersecurity Center of Excellence (NCCoE), a part of the National Institute of Standards
and Technology (NIST), is a collaborative hub where industry organizations, government agencies, and
academic institutions work together to address businesses’ most pressing cybersecurity issues. This
public-private partnership enables the creation of practical cybersecurity solutions for specific
industries, as well as for broad, cross-sector technology challenges. Through consortia under
Cooperative Research and Development Agreements (CRADAs), including technology partners—from
Fortune 50 market leaders to smaller companies specializing in information technology security—the
NCCoE applies standards and best practices to develop modular, easily adaptable example cybersecurity
solutions using commercially available technology. The NCCoE documents these example solutions in
the NIST Special Publication 1800 series, which maps capabilities to the NIST Cybersecurity Framework
and details the steps needed for another entity to re-create the example solution. The NCCoE was
established in 2012 by NIST in partnership with the State of Maryland and Montgomery County,
Maryland.

To learn more about the NCCoE, visit https://www.nccoe.nist.gov/. To learn more about NIST, visit
https://www.nist.gov.

NIST Cybersecurity Practice Guides (Special Publication 1800 series) target specific cybersecurity
challenges in the public and private sectors. They are practical, user-friendly guides that facilitate the
adoption of standards-based approaches to cybersecurity. They show members of the information
security community how to implement example solutions that help them align more easily with relevant
standards and best practices, and provide users with the materials lists, configuration files, and other
information they need to implement a similar approach.

The documents in this series describe example implementations of cybersecurity practices that
businesses and other organizations may voluntarily adopt. These documents do not describe regulations
or mandatory practices, nor do they carry statutory authority.

Ransomware, destructive malware, insider threats, and even honest user mistakes present ongoing
threats to organizations. Organizations’ data, such as database records, system files, configurations, user
files, applications, and customer data, are all potential targets of data corruption, modification, and
destruction. Formulating a defense against these threats requires two things: a thorough knowledge of
the assets within the enterprise, and the protection of these assets against the threat of data corruption
and destruction. The NCCoE, in collaboration with members of the business community and vendors of
cybersecurity solutions, has built an example solution to address these data integrity challenges.

NIST SP 1800-25B: Identifying and Protecting Assets Against Ransomware and Other Destructive Events ii
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Multiple systems need to work together to identify and protect an organization’s assets against the
threat of corruption, modification, and destruction. This project explores methods to effectively identify
assets (devices, data, and applications) that may become targets of data integrity attacks, as well as the
vulnerabilities in the organization’s system that facilitate these attacks. It also explores methods to
protect these assets against data integrity attacks using backups, secure storage, integrity checking
mechanisms, audit logs, vulnerability management, maintenance, and other potential solutions

KEYWORDS

attack vector; asset awareness; data integrity; data protection; malicious actor; malware; ransomware.
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The Technology Partners/Collaborators who participated in this build submitted their capabilities in
response to a notice in the Federal Register. Respondents with relevant capabilities or product
components were invited to signh a Cooperative Research and Development Agreement (CRADA) with
NIST, allowing them to participate in a consortium to build this example solution. We worked with:

Technology Partner/Collaborator Build Involvement

Symantec Corporation

Symantec Data Loss Prevention v15.1

Cisco Systems

Cisco ISE v2.4,

Cisco Web Security Appliance v10.1

GreenTec USA

GreenTec WORMdisk v151228

Tripwire Tripwire Log Center v7.3.1,
Tripwire Enterprise v8.7,
Tripwire IP360v9.0.1

Micro Focus Micro Focus ArcSight Enterprise Security Manager v7.0
Patch 2
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Businesses face a near-constant threat of destructive malware, ransomware, malicious insider activities,
and even honest mistakes that can alter or destroy critical data. These types of adverse events
ultimately impact data integrity (DI). It is imperative for organizations to be able to identify assets that
may be impacted by a DI attack and to protect their enterprise against such attacks.

The National Cybersecurity Center of Excellence (NCCoE) at the National Institute of Standards and
Technology (NIST) built a laboratory environment to explore methods to identify and protect assets
from a data corruption event in various information technology (IT) enterprise environments. The
example solution outlined in this guide describes the solution built in the NCCoE lab. It encourages
identification of vulnerabilities and assets that may be present in the enterprise, as well as several
protections that can significantly mitigate the effects of DI attacks before they occur.

The goals of this NIST Cybersecurity Practice Guide are to help organizations confidently:

= identify systems, users, data, applications, and entities on the network

= identify vulnerabilities in enterprise components and clients

= baseline the integrity and activity of enterprise systems, in preparation for an attack
= create backups of enterprise data in advance of an attack

= protect these backups and other potentially important data against alteration

" manage enterprise health by assessing machine posture

For ease of use, a short description of the different sections of this volume follows.

= Section 1: Summary presents the challenge addressed by the NCCoE project, with an in-depth
look at our approach, the architecture, and the security characteristics we used; the solution
demonstrated to address the challenge; benefits of the solution; and technology partners that
participated in building, demonstrating, and documenting the solution. The Summary also
explains how to provide feedback on this guide.

= Section 2: How to Use This Guide explains how readers—business decision makers, program
managers, and IT professionals (e.g., systems administrators)—might use each volume of the
guide.

= Section 3: Approach offers a detailed treatment of the scope of the project and describes the
assumptions on which the security platform development was based, the risk assessment that
informed platform development, and the technologies and components that industry
collaborators gave us to enable platform development.

= Section 4: Architecture describes the usage scenarios supported by project security platforms,
including Cybersecurity Framework [1] functions supported by each component contributed by
our collaborators.

NIST SP 1800-25B: Identifying and Protecting Assets Against Ransomware and Other Destructive Events
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= Section 5: Security Characteristics Analysis provides details about the tools and techniques we
used to perform risk assessments.

= Section 6: Future Build Considerations is a brief treatment of other Data Security
implementations NIST considers consistent with Framework Core Functions: Identify, Protect,
Detect and Respond, and Recovery.

1.1 Challenge

Thorough collection of quantitative and qualitative data is important to organizations of all types and
sizes. It can impact all aspects of a business, including decision-making, transactions, research,
performance, and profitability. When these data collections sustain a DI attack caused by unauthorized
insertion, deletion, or modification of information, the attack can affect emails, employee records,
financial records, and customer data, rendering them unusable or unreliable. Some organizations have
experienced systemic attacks that caused a temporary cessation of operations. One variant of a DI
attack—ransomware—encrypts data and holds it hostage while the attacker demands payment for the
decryption keys.

Before DI events occur, organizations should identify their assets and vulnerabilities and have defenses
and preparations in place to preemptively mitigate the events. This reduces the workload of actions to
take during and after an attack occurs, as well as the enterprise’s data loss and number of successful
attacks.

1.2 Solution

The NCCoE implemented a solution that incorporates appropriate actions before the start of a DI event.
The solution comprises systems working together to identify and protect assets against a data
corruption event in standard enterprise components. These components include mail servers,
databases, end user machines, virtual infrastructure, and file share servers. Essential to protection of
assets is understanding of what those assets are and what vulnerabilities they have.

The NCCoE sought existing technologies that provided the following capabilities:

= |nventory

= Policy Enforcement

= lLogging

=  Backups

=  Vulnerability Management
= Secure Storage

= |ntegrity Monitoring

NIST SP 1800-25B: Identifying and Protecting Assets Against Ransomware and Other Destructive Events
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197 In developing our solution, we used standards and guidance from the following sources, which can also
198 provide your organization with relevant standards and best practices:

199 = NIST Framework for Improving Critical Infrastructure Cybersecurity (commonly known as the
200 NIST Cybersecurity Framework) [1]

201 = NIST Interagency or Internal Report (NISTIR) 8050: Executive Technical Workshop on Improving
202 Cybersecurity and Consumer Privacy [2]

203 = NIST Special Publication (SP) 800-30 Rev. 1: Guide for Conducting Risk Assessments [3]

204 = NIST SP 800-37 Rev. 1: Guide for Applying the Risk Management Framework to Federal

205 Information Systems: A Security Life Cycle Approach [4]

206 = NIST SP 800-39: Managing Information Security Risk [5]

207 = NIST SP 800-40 Rev. 3: Guide to Enterprise Patch Management Technologies [6]

208 = NIST SP 800-53 Rev. 4: Security and Privacy Controls for Federal Information Systems and
209 Organizations [7]

210 = Federal Information Processing Standard 140-3: Security Requirements for Cryptographic
211 Modules [8]

212 = NIST SP 800-86: Guide to Integrating Forensic Techniques into Incident Response [9]

213 = NIST SP 800-92: Guide to Computer Security Log Management [10]

214 = NIST SP 800-100: Information Security Handbook: A Guide for Managers [11]

215 = NIST SP 800-34 Rev. 1: Contingency Planning Guide for Federal Information Systems [12]
216 = Office of Management and Budget, Circular Number A-130: Managing Information as a Strategic
217 Resource [13]

218 = NIST SP 800-61 Rev. 2: Computer Security Incident Handling Guide [14]

219 = NIST SP 800-83 Rev. 1: Guide to Malware Incident Prevention and Handling for Desktops and
220 Laptops [15]

221 = NIST SP 800-150: Guide to Cyber Threat Information Sharing [16]

222 = NIST SP 800-184: Guide for Cybersecurity Event Recovery [17]

223 1.3 Benefits

224  The NCCoE’s practice guide can help your organization:

225 = develop a plan for identifying assets and vulnerabilities and protecting these assets from a
226 cybersecurity event

227 = facilitate easier detection, response, and recovery from a DI event by collecting information
228 about the enterprise before an attack occurs

NIST SP 1800-25B: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 3
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= maintain integrity and availability of data critical to supporting business operations and
revenue-generating activities

= manage enterprise risk (consistent with the foundations of the NIST Cybersecurity Framework)

This NIST Cybersecurity Practice Guide demonstrates a standards-based reference design and provides
users with the information they need to replicate the DI identify-and-protect solution. This reference
design is modular and can be deployed in whole or in part.

This guide contains three volumes:

= NIST SP 1800-25A: Executive Summary

= NIST SP 1800-25B: Approach, Architecture, and Security Characteristics — what we built and why
(you are here)

= NIST SP 1800-25C: How-To Guides — instructions for building the example solution

Depending on your role in your organization, you might use this guide in different ways:

Business decision makers, including chief security and technology officers, will be interested in the
Executive Summary, NIST SP 1800-25A, which describes the following topics:

= challenges that enterprises face in identifying assets and protecting them from DI events
= example solution built at the NCCoE
= benefits of adopting the example solution

Technology or security program managers who are concerned with how to identify, understand, assess,
and mitigate risk will be interested in this part of the guide, NIST SP 1800-25B, which describes what we
did and why. The following sections will be of particular interest:

= Section 3.4.1, Risk, provides a description of the risk analysis we performed.

= Section 3.4.2, Security Control Map, maps the security characteristics of this example solution to
cybersecurity standards and best practices.

You might share the Executive Summary, NIST SP 1800-25A, with your leadership team members to help
them understand the importance of adopting a standards-based solution to identify and protect assets
from DI attacks.

IT professionals who want to implement such an approach will find the whole practice guide useful. You
can use the how-to portion of the guide, NIST SP 1800-25C, to replicate all or parts of the build created
in our lab. The how-to portion of the guide provides specific product installation, configuration, and
integration instructions for implementing the example solution. We do not re-create the product

NIST SP 1800-25B: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 4
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manufacturers’ documentation, which is generally widely available. Rather, we show how we
incorporated the products together in our environment to create an example solution.

This guide assumes that IT professionals have experience implementing security products within the
enterprise. While we have used a suite of commercial products to address this challenge, this guide does
not endorse these particular products. Your organization can adopt this solution or one that adheres to
these guidelines in whole, or you can use this guide as a starting point for tailoring and implementing
parts of a DI identify-and-protect solution. Your organization’s security experts should identify the
products that will best integrate with your existing tools and IT system infrastructure. We hope you will
seek products that are congruent with applicable standards and best practices. Section 3.5,
Technologies, lists the products we used and maps them to the cybersecurity controls provided by this
reference solution.

A NIST Cybersecurity Practice Guide does not describe “the” solution, but a possible solution. This is a
draft guide. We seek feedback on its contents and welcome your input. Comments, suggestions, and
success stories will improve subsequent versions of this guide. Please contribute your thoughts to ds-

nccoe@nist.gov.

Acronyms used in figures can be found in the Acronyms appendix.

2.1 Typographic Conventions

The following table presents typographic conventions used in this volume.

Typeface/Symbol Meaning Example

Italics file names and path names; For language use and style guidance,
references to documents that | see the NCCoE Style Guide.

are not hyperlinks; new
terms; and placeholders

Bold names of menus, options, Choose File > Edit.
command buttons, and fields
Monospace command-line input, mkdir

onscreen computer output,
sample code examples, and
status codes

Monospace Bold command-line user input service sshd start
contrasted with computer
output
blue text link to other parts of the All publications from NIST’s NCCoE
document, a web URL, or an are available at
email address https://www.nccoe.nist.gov.

NIST SP 1800-25B: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 5
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Based on key points expressed in NISTIR 8050, Executive Technical Workshop on Improving Cybersecurity
and Consumer Privacy (2015), the NCCoE is pursuing a series of DI projects to map the Core Functions of
the NIST Cybersecurity Framework. This project is centered on the Core Functions of Identify and
Protect, which consist of identifying and protecting assets from DI attacks. For instance, the first step in
building a strategy requires an organization to inventory its assets. This involves identifying systems,
applications, data sources, users, and other relevant entities that may be targets or facilitators of DI
attacks. Once this exercise is complete, an organization can then create a customized strategy to protect
the identified assets against the possibility of data corruption, modification, and destruction. NCCoE
engineers working with a community of interest (COI) defined the requirements for this DI project.

Members of the COI, which include participating vendors referenced in this document, contributed to
development of the architecture and reference design, providing technologies that meet the project
requirements and assisting in installation and configuration of those technologies. The practice guide
highlights the approach used to develop the NCCoE reference solution. Elements include risk assessment
and analysis, logical design, build development, test and evaluation, and security control mapping. This
guide aims to provide practical guidance to any organization interested in implementing a solution for
identifying and protecting assets against a cybersecurity event.

3.1 Audience

This guide is intended for individuals responsible for implementing security solutions in organizations’ IT
support activities. Current IT systems, particularly in the private sector, often lack the ability to
comprehensively identify enterprise assets that need protection from integrity attacks, as well as the
protections themselves. The platforms demonstrated by this project, and the implementation
information provided in these practice guides, permit integration of products to implement a data
identification and protection system. The technical components will appeal to system administrators, IT
managers, IT security managers, and others directly involved in the secure and safe operation of
business IT networks.

3.2 Scope

The guide provides practical, real-world guidance on developing and implementing a DI solution
consistent with the principles in the NIST Framework for Improving Critical Infrastructure Cybersecurity,
Volume 1 [1], specifically the Core Functions of Identify and Protect. The Identify Function emphasizes
the development and implementation of the appropriate activities to discover and manage an
organization’s assets, services, and the threats to these assets and services. The Protect Function
emphasizes development and implementation of activities that protect these assets and services from
cybersecurity events. Examples of outcomes within these Functions include asset inventory, logging,
backups, vulnerability management, policy enforcement, and file/system integrity management.

NIST SP 1800-25B: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 6
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3.3 Assumptions

This project is guided by the following assumptions:

= The solution was developed in a lab environment. The environment is based on a generic
organization’s IT enterprise—it uses services found commonly across typical enterprises, such as
a database, a domain controller, a mail/web server, etc. It does not reflect the complexity of a
production environment, for example, building across numerous physical locations,
accommodating for extreme working conditions, or configuring systems to meet specific
network/user needs. These demands can all increase the level of complexity needed to
implement a DI solution.

= An organization has access to the skills and resources required to implement an asset
identification and protection system.

= An organization is seeking to preemptively mitigate the damage a DI event would cause.

3.4 Risk Assessment

NIST SP 800-30 Revision 1, Guide for Conducting Risk Assessments states that risk is “a measure of the
extent to which an entity is threatened by a potential circumstance or event, and typically a function of:
(i) the adverse impacts that would arise if the circumstance or event occurs; and (ii) the likelihood of
occurrence.” The guide further defines risk assessment as “the process of identifying, estimating, and
prioritizing risks to organizational operations (including mission, functions, image, reputation),
organizational assets, individuals, other organizations, and the Nation, resulting from the operation of
an information system. Part of risk management incorporates threat and vulnerability analyses, and
considers mitigations provided by security controls planned or in place.”

The NCCoE recommends that any discussion of risk management, particularly at the enterprise level,
begins with a comprehensive review of NIST SP 800-37 Revision 2, Risk Management Framework for
Information Systems and Organizations—material available to the public. The Risk Management
Framework (RMF) guidance, as a whole, proved to be invaluable in giving us a baseline to assess risks,
from which we developed the project, the security characteristics of the build, and this guide.

We performed two types of risk assessments:

= |nitial analysis of the risk factors discussed with financial, retail, and hospitality institutions: this
analysis led to creation of the DI project and desired security posture. See NISTIR 8050,
Executive Technical Workshop on Improving Cybersecurity and Consumer Privacy, for additional
participant information.

=  Analysis of how to secure the components within the solution and minimize any vulnerabilities
they might introduce: see Section 5, Security Characteristic Analysis.

NIST SP 1800-25B: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 7
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3.4.1 Risk

Using the guidance in NIST’s series of publications concerning risk, we worked with financial institutions
and the Financial Sector Information Sharing and Analysis Center to identify the most compelling risk
factors encountered by this business group. We participated in conferences and met with members of
the financial sector to define the main security risks to business operations. From these discussions
came identification of an area of concern—DI. We produced the practice guide Data Integrity:
Recovering from Ransomware and Other Destructive Events, which primarily focused on the recovery
aspect of DI. From responses to the recovery project, we also identified a need for guidance in
identifying and protecting assets from DI attacks.

When considering risk from the perspective of identifying and protecting assets prior to a cybersecurity
event, we must consider not only the impact of an event on an organization’s assets but also the threats
to those assets and the potential vulnerabilities these threats could exploit.

When discussing threats to an organization's assets from the perspective of DI, we consider the
following factors:

= malware

= insider threats

= accidents caused by human error
= compromise of trusted systems

Types of vulnerabilities we consider in relation to these threats are:

= zero-day vulnerabilities

= vulnerabilities due to outdated or unpatched systems
= custom software vulnerabilities/errors

= social engineering and user-driven events

= poor access control

Finally, we consider the potential impact on an organization from a DI event:

= systems incapacitated
= modification/deletion of organization’s assets
= negative impact on the organization’s reputation

Analyses of the threats, vulnerabilities, and potential impact to an organization give us an understanding
of the risk to an organization with respect to DI. NIST SP 800-39, Managing Information Security Risk,
focuses on the business aspect of risk, namely at the enterprise level. This understanding is essential for

NIST SP 1800-25B: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 8
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any further risk analysis, risk response/mitigation, and risk monitoring activities. The following summary
lists the strategic risk areas we identified and their mitigations:

= Impact on system function: ensuring the availability of accurate data or sustaining an acceptable
level of DI reduces the risk of systems’ availability being compromised.

= Cost of implementation: implementing asset identification and protection from DI events once
and using it across all systems may reduce system continuity costs.

= Compliance with existing industry standards contributes to the industry requirement to
maintain a continuity of operations plan.

= Maintenance of reputation and public image helps reduce level and likelihood of impact as well
as facilitates the information required for impact reduction.

= Increased focus on Dl includes not just loss of confidentiality but also harm from unauthorized
alteration of data (per NISTIR 8050).

We subsequently translated the risk factors identified to security Functions and Subcategories within
the NIST Cybersecurity Framework. In Table 3-1, we mapped the categories to NIST SP 800-53 Rev. 4
controls.

3.4.2 Security Control Map

As explained in Section 3.4.1, we identified the Cybersecurity Framework Functions and Subcategories
that we wanted the reference design to support, through a risk analysis process. This was a critical first
step in designing the reference design and example implementation to mitigate the risk factors. Table 3-
1 lists the addressed Cybersecurity Framework Functions and Subcategories and maps them to relevant
NIST standards, industry standards, and controls and best practices. The references provide solution
validation points in that they list specific security capabilities that a solution addressing the
Cybersecurity Framework Subcategories would be expected to exhibit. Organizations can use Table 3-1
to identify the Cybersecurity Framework Subcategories and NIST SP 800-53 Rev. 4 controls they are
interested in addressing.

When cross-referencing Functions of the Cybersecurity Framework with product capabilities used in this
practice guide, it is important to consider:

= This practice guide, though primarily focused on Identify/Protect Functions also uses DE.CM-8
and RS.MI-3, Detect and Respond Subcategories respectively. This is primarily because these
two Subcategories deal with vulnerability discovery and mitigation, which are techniques used
to prevent future damage and are not as useful for preventing attacks previously exploited a
given vulnerability. Often, it is unlikely that an organization will be able to resolve a newly
discovered vulnerability during an attack; for attacks where patches are available, it can be
dangerous to allow updates on a compromised system.

NIST SP 1800-25B: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 9
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Not all the guidance of Cybersecurity Framework Subcategories can be implemented using
technology. Any organization executing a DI solution would need to adopt processes and
organizational policies that support the reference design. For example, some of the
Subcategories within the Cybersecurity Framework Function known as Identify are processes

and policies that should be developed prior to implementing recommendations.

Table 3-1 DI Reference Design Cybersecurity Framework Core Components Map

Cybersecurity Framework v1.1 Standards and Best Practices
Func- T Subcategor NIST SP 800- ISO/IEC NIST SP 800-
tion e el 53 R4 27001:2013 181
ID.AM-1: Physical devices
L A.8.1.1,
and systems within the or- | CM-8, PM-5 A812 OM-STS-001
Asset Man- ganization are inventoried.
agement .
(o) | e S
m ppiicatio CM-8,PM-5 | A.8.1.2, OM-STS-001
within the organization are
. . A.12.5.1
inventoried.
CA-2, CA-7,
ID.RA-1: Asset vulnerabili- | CA-8, RA-3, A12.61
ties are identified and doc- | RA-5, SA-5, SA- A.18.2.3’ PR-VAM-001
umented. 11, SI-2, SI-4, R
SI-5
Risk A ID.RA-2: Cyber threat intel-
isk Assess- | |. . . .
ligence is received from in- | SI-5, PM-15,
ment formation sharing forums | PM-16 A6.14 CO-OPL-002
(ID.RA) and sources.
ID.RA-5: Threats, vulnera-
bilities, likelihoods, and RA-2, RA-3,
impacts are used to deter- | PM-16 Al2:6.1 SP-5Y5-001
mine risk.
NIST SP 1800-25B: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 10
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Cybersecurity Framework v1.1

Standards and Best Practices

Func- T Subcategor NIST SP 800- ISO/IEC NIST SP 800-
tion e el 53 R4 27001:2013 181
A9.2.1,
PR.AC-1: Identities and AC-1, AC-2,IA- | A9.2.2,
credentials are issued, 1, IA-2, IA-3, A9.2.3,
managed, verified, re- IA-4, 1A-5, IA- A9.2.4, SP-DEV-001,
voked, and audited for au- | 6, IA-7, |A-8, A.9.2.6, OV-PMA-003
thorized devices, users, IA-9, IA-10, IA- | A.9.3.1,
and processes. 11 A9.4.2,
A9.4.3
A6.2.1,
| AC-1,AC-17, | A6.2.2, SP-SYS-001,
Access fnZ':ac';RemOte access s 1 ac-19,AC-20, | A11.2.6, OM-ADM-
Control ged. SC-15 A13.1.1, 001
(PR.AC) A13.2.1
PR.AC-4: Access permis- A.6.1.2,
PRO- sions and authorizations AC-1, AC-2, A9.1.2,
TECT are managed, incorporat- | AC-3, AC-5, A9.2.3,
M-STS-001
(PR) ing the principles of least AC-6, AC-14, AS.4.1, OM-5T5-00
privilege and separation of | AC-16, AC-24 A.S.4.4,
duties. A9.4.5
PR.AC-5: Network integrity A13.1.1,
is protected (e.g., network | AC-4, AC-10 A13.13,
sepre ation m.ei/'vork seg- SC—7’ ' A13.2.1, OM-NET-001
mgntgtion) ' ° Al4.1.2,
) A.14.1.3
PR.DS-1: Data-at-rest is MP-8, SC-12, AS23 OM-DTA-002
protected. SC-28
A.8.2.3,
Data Secu- A.13.1.1,
rity (PR.DS) | PR.DS-2: Data-in-transitis | SC-8, SC-11, A.13.2.1, OM-DTA-
002, PR-
protected. SC-12 A.13.2.3, CDA-001
A.14.1.2,
A.14.1.3
NIST SP 1800-25B: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 11
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Cybersecurity Framework v1.1

Standards and Best Practices

Func- T Subcategor NIST SP 800- ISO/IEC NIST SP 800-
tion e el 53 R4 27001:2013 181
PR.DS-6: Integrity checking 21;;1’
mechanisms are usedto | ¢ 15 517 | A14.12, OM-DTA-001
verify software, firmware,
and information integrit A14.13,
erity- A14.2.4
PR.IP-1: A baseline config-
uration of information A12.1.2,
technology/industrial con- | CM-2, CM-3, A.12.5.1,
troI. sys_tems .|s created énd CM-4, CM-5, A.12.6.2, SP-ARC-001
maintained, incorporating | CM-6, CM-7, A.14.2.2,
security principles (e.g., CM-9, SA-10 A.14.2.3,
concept of least function- A.14.2.4
ality).
A12.1.2,
. . A.12.5.1,
cPI‘F:;: ‘2-CEZ::§UV?$L225eS CM-3, CM-4, A12.6.2, SOPI\_/ID,E\I\/IAOO1
Infor- "8 | P SA-10 A.14.2.2, 001
mation are in place. A.14.2.3,
Protection Al42.4
Processes
. A.12.3.1,
and Proce- PR.IIF’-4. Backups of infor- CP-4,CP-6, CP- | A17.1.2,
dures mation are conducted, 9 A1713 SP-SYS-001
(PR.IP) maintained, and tested. A18.13
PR.IP-9: Response plans
rodertiemorse |2, o | Ao
recovery plans (Inc»ildent 12,CP-13,IR- 1 A17.1.1, PR-CIR-001
Recovery F;.md Disaster Re- 7, IR, IR-9, Al7.1.2,
y . PE-17 A.17.1.3
covery) are in place and
managed.
PR.IP-10: Response and re- | CP-4, IR-3, A17.13 SP-SYS-001
covery plans are tested. PM-14
NIST SP 1800-25B: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 12
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Cybersecurity Framework v1.1

Standards and Best Practices

Func- Category Subcategory NIST SP 800- ISO/IEC NIST SP 800-
tion 53 R4 27001:2013 181
A.12.6.1,
PR.IP-12: A vulnerability A.14.2.3,
management plan is devel- EA_3' RA-S, SI- A.16.1.3, SP-RSK-002
oped and implemented. A.18.2.2,
A.18.2.3
PR.MA-1: Maintenance
and repair of organiza- A11.1.2,
tional assets are per- MA-2, MA-3, A.11.2.4, OM-ADM-
formed and logged, with MA-5, MA-6 A.11.2.5, 001
) approved and controlled A11.2.6
Mainte- tools.
nance -
(PR.MA) PR.MA—Zf: Remc?te rnaw:te—
nance of organizational as-
sets is appr(g)ved logged A11.2.4,
N ’ MA-4 A.15.1.1, SP-TRD-001
and performed in a man-
A.15.2.1
ner that prevents unau-
thorized access.
PR.PT-1: Audit/log records A.12.4.1,
are determined, docu- A12.4.2,
mented, implemented, AU Family A.12.4.3, OV-LGA-002
] and reviewed in accord- A.12.4.4,
Protective | jce with policy. A12.7.1
Technology
(PR.PT) PR.PT-3: The principle of
least functionality is incor- PR-CDA-001,
porated by configuring sys- | AC-3, CM-7 A9.1.2 OM-ANA-
tems to provide only es- 001
sential capabilities.
NIST SP 1800-25B: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 13
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Cybersecurity Framework v1.1 Standards and Best Practices
Func- e Subcategor NIST SP 800- ISO/IEC NIST SP 800-
tion e A 53 R4 27001:2013 181
AC-4, AC-17,
AC-18, CP-8,
SC-7, SC-19,
SC-20, SC-21,
PR.PT-4: Communications | SC-22, SC-23, A.13.1.1,
and control networks are SC-24, SC-25, A.13.2.1, SP-ARC-002
protected. SC-29, SC-32, A.14.1.3
SC-36, SC-37,
SC-38, SC-39,
SC-40, SC-41,
SC-43
Security
DETECT Cont!nuc?us DE.CM-8: Vulnerability RA-S A12.61 SP-TRD-001
(DE) Monitoring | scans are performed.
(DE.CM)
RS.MI-3: Newly identified
Mitigation vulnerabilities are miti- CA-7, RA-3,
(RS.M1) gated or documented as RA-5 Al2:6.1 PR-CIR-001
accepted risks.

3.5 Technologies

Table 3-2 lists all the technologies used in this project and provides a mapping among the generic
application term, the specific product used, and the security control(s) the product provides. Refer to
Table 3-1 for an explanation of the NIST Cybersecurity Framework Subcategory codes.

Please note that PR.AC-4 is not included in this table. Access controls are detailed more thoroughly in
other NCCoE practice guides [18], [19]. For the purposes of this practice guide, we assume a minimal
Active Directory setup with an administrator and several users.

NIST SP 1800-25B: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 14
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Table 3-2 Products and Technologies

Component  Product Function Cybersecurity Frame-
work Subcategories
Inventory Cisco ISEv2.4 Identification and status information for users ID.AM-1, ID.AM-2,
Symantec Data Loss Pre- Identification and status information for devices PR.AC-1, PR.PT-2
vention (DLP) v15.1 Identification and status information for software
Identification and status information for data assets
Vulnerability | Tripwire IP360v9.0.1 Identification for vulnerabilities on various systems in the enter- | ID.RA-1, ID.RA-5,
Management prise PR.IP-12, DE.CM-8,
An interface for managing/prioritizing vulnerabilities, based on RS.MI-3
organizational needs
Policy En- Cisco ISE v2.4 Enforce machine posture across an enterprise ID.RA-1, PR.AC-3,
forcement Quarantine machines that do not comply with organizational PR.MA-1, PR.MA-2,
policy RS.MI-3
Integrity Tripwire Enterprise v8.7 Baselines integrity activity for data PR.DS-6, PR.IP-3,
Monitoring Semperis Directory Ser- Baselines integrity activity for Active Directory PR.PT-1
vices Protector (DSP) Provides file hashes and integrity baselines for files and soft-
v2.7 ware, regardless of file type
Logging Micro Focus ArcSight Provides auditing and logging capabilities configurable to corpo- | PR.IP-1, PR.IP-3,

Enterprise Security
Manager (ESM) v7.0
Patch 2

rate policy
Provides logs of baseline network operations

PR.PT-1
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Component

Product

Function

Cybersecurity Frame-

Tripwire Log Center
v7.3.1

Provides logs of database activity and database backup opera-
tions

Provides logs of integrity changes
Provides logs of some user activity of monitored systems

work Subcategories

Backups

Semperis Active Direc-
tory Forest Recovery
(ADFR) v2.5

Filezilla v0.9.60.2 OPEN
SOURCE

Duplicati v2.0.3.3 OPEN
SOURCE

Backs up Active Directory information
Backs up systems

Backs up configurations

Backs up organizational data

PR.DS-1, PR.IP-3,
PR.IP-4, PR.IP-9,
PR.IP-10

Secure Stor-
age

GreenTec WORMdisk
v151228

Provides immutable storage
Provides configurable prevention of backup modification

PR.DS-1, PR.IP-4

Network Pro-

CryptoniteNXT v2.9.1

Prevents unapproved network communication

ID.AM-1, PR.AC-1,

tection Prevents malicious reconnaissance PR.AC-3, PR.AC-5,
Quarantines unauthorized machines on the network PR.DS-2, PR.PT-4

Blacklisting Cisco Web Security Ap- Provides capability to blacklist websites PR.AC-3, PR.AC-5,
pliance v10.1 Provides capability to blacklist communication with malicious or | PR.DS-2, PR.PT-4

disallowed IP addresses
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This section presents the high-level architecture used for implementation of a DI solution that identifies
and protects assets from ransomware and other destructive events.

4.1 Architecture Description

4.1.1 High-Level Architecture
The DI solution is designed to address the security Functions and Subcategories described in Table 3-1
and is composed of the capabilities illustrated in Figure 4-1.

Figure 4-1 DI Identify and Protect High-Level Architecture
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= |nventory allows discovering and keeping track of devices connected to the enterprise.

= Vulnerability Management provides a mechanism for analyzing various system and network
components, for a better understanding of resolved and unresolved vulnerabilities in the
enterprise.

=  Policy Enforcement uses feedback from logs and vulnerability management to target machines
with unresolved vulnerabilities and maintain overall enterprise health.
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= Integrity Monitoring establishes baselines of file/system integrity.
= Logging records and stores all the log files produced by the components within the enterprise.
= Backups allow components within the enterprise to produce backups.

= Secure Storage allows data storage with additional data protection measures, such as Write
Once Read Many (WORM) technologies. Data encryption can also be used, but this will not
inherently protect data against corruption.

= Network Protection can defend an enterprise network against both intrusion and lateral
movement of malicious actors and programs.

= Blacklisting can filter allowed programs or network communications. Often, this may be
provided in the form of a firewall or even a white list, but products exist that allow finer-grained
control over these filters.

These capabilities work together to provide the Functions of Identify and Protect for the reference
architecture. The Inventory capability allows accurate and complete discovery and status reporting of all
network assets. The Inventory capability feeds into Vulnerability Management, which analyzes the
assets and network for vulnerabilities. Vulnerability Management feeds its information into Logging,
which aggregates and collects logs from various sources for use as a baseline of normal system
operations. Policy Enforcement uses information from Logging and Vulnerability Management, to repair
vulnerabilities found in the enterprise and maintain the system with up-to-date patches. Integrity
Monitoring records normal file/system integrity information to be used as a baseline in the event of an
attack and forwards this information to the Logging capability as part of the organization’s baseline.
Backups create periodic backups of organizational data to be used in a cybersecurity event. Secure
Storage allows storing files—such as backups, gold images, logs, or configuration files—in a format that
cannot be corrupted, because files cannot be altered or changed while in storage.

4.1.2 Architecture Components

4.1.2.1 Inventory

The Inventory capability allows discovering and visualizing the enterprise’s network as well as the
present network devices. This component also informs the other components in the enterprise,
providing information such as what systems to monitor, back up, and scan for vulnerabilities. This
component provides the basic knowledge of what assets there are to protect.

For the Inventory capability, we use a combination of two products: Cisco ISE and Symantec DLP. Cisco
ISE provides inventory capabilities for machines, devices, and users on its network and can use that
information in tandem with other capabilities. Symantec DLP provides data asset inventory, allowing
organizations to identify potentially sensitive data.
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4.1.2.2 Vuinerability Management

The Vulnerability Management capability allows scanning and managing vulnerabilities across the
enterprise. It provides a priority system for these vulnerabilities, as well as logs on existing
vulnerabilities and potentially resolved vulnerabilities. The information produced by this capability
informs the Policy Enforcement capability, which aims to fix the discovered vulnerabilities or quarantine
the machine until they are fixed.

For the Vulnerability Management capability, we use Tripwire IP360. Tripwire IP360 is a vulnerability
scanner and management tool, which can scan a variety of hosts for known vulnerabilities and report on
the results. Furthermore, the tool can manage and assign risk levels to these vulnerabilities, allowing
security teams to effectively manage vulnerabilities throughout the enterprise.

4.1.2.3 Policy Enforcement

Through various mechanisms, the Policy Enforcement capability maintains the health of the enterprise.
Policy Enforcement acts on log information provided by the Inventory and Vulnerability Management
capabilities, often with the help of a security team, to ensure the health and compliance of enterprise
systems. This can include mechanisms such as pushing software updates, resolving vulnerabilities, or
qguarantining noncompliant machines, but the capabilities of policy enforcement tools vary from product
to product.

For Policy Enforcement, we use Cisco ISE. Cisco ISE can identify machines on its network and perform a
posture check on these machines. This can entail checking that certain services are enabled, that anti-

malware is installed, or that certain files are present. Using this information, Cisco ISE can then disable
network access to noncompliant machines.

4.1.2.4 Integrity Monitoring

Integrity monitoring provides the ability to test, understand, and measure attacks that occur on files and
components within the enterprise. When considering DI from the perspective of protecting assets prior
to an attack, it is important to establish an integrity baseline for files and systems across the enterprise,
to be used in comparison with daily operations. The value of integrity monitoring becomes clear both
during and after an attack. Alerts can be set to notify the security team to act when abnormal changes
are detected to a file or system, such as changes made at abnormal times or by users who typically do
not make changes to these assets. Furthermore, the information produced by integrity monitoring
systems can be used to inform a recovery process; they provide information about what changes
happened, when changes began to take place, as well as what programs were involved in the changes.

For Integrity Monitoring, we use a combination of two tools: Tripwire Enterprise and Semperis Directory
Services Protector. Tripwire Enterprise is a file integrity monitoring tool that establishes a baseline for
integrity activity within the enterprise. This baseline is used in the event of an attack, to detect and alert
on changes within the enterprise as well as aid recovery should it be necessary. Semperis Directory
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Services Protector also provides integrity monitoring, but for Active Directory it allows granular rollbacks
of Active Directory changes and provides a baseline for any attacks on the enterprise account
configuration.

4.1.2.5 Logging

Logging from each enterprise component serves several functions in an architecture that aims to
identify and protect assets. Logs are produced through Integrity Monitoring, which aids in establishing a
baseline for the enterprise’s daily activity. Logs are also produced through vulnerability scanning and
asset inventory, which inform Policy Enforcement: maintaining up-to-date systems requires information
about what systems exist in the enterprise and their status.

For Logging, we use a combination of two tools: Micro Focus ArcSight and Tripwire Log Center (TLC).
While TLC’s purpose in this build is primarily to collect, transform, and forward logs from Tripwire IP360
and Tripwire Enterprise to ArcSight, ArcSight performs a wider function. ArcSight collects logs from
various sources in the enterprise, such as Vulnerability Management, Backups, Network Protection,
Blacklisting, Inventory, Integrity Monitoring, as well as Windows event logs and Ubuntu syslogs. This
widespread collection aims to provide a baseline for activity throughout the enterprise. ArcSight can
analyze and alert, which can be used in the event of an attack, but it requires thorough log collection
from all components of the enterprise.

4.1.2.6 Backups

The Backups capability backs up both the organization’s data and data from other components, such as
logs and integrity information. These backups are most often used as part of the Recover Function as
part of the restoration process. Backups must be taken prior to an event to be useful, though; the
restoration process requires backups from before the event to adequately restore a system.

The configuration of this capability needs to align with the tempo of the enterprise. For example, if an
enterprise performs thousands of transactions per hour per day, then a backup solution that performs a
backup only once a day would not adequately provide for the enterprise. This type of configuration
would allow a potentially large data loss. If backups occur every morning and a loss of DI happened at
the end of the day, then a full day’s worth of transactions would be lost. The decision for the correct
configuration of backups is determined by an organization’s risk tolerance.

For the Backups capability, we use a combination of two open-source tools: FileZilla and Duplicati.
FileZilla is a user-based File Transfer Protocol (FTP) server with the option to force FTP over TLS. It allows
control over where individual users/groups store files, and its primary purpose in this build is as a
receptacle for backups produced by Duplicati. Duplicati is a client-based backup system configured on
individual hosts to back up to a provided FTP server. It packages and encrypts backups before sending
them to the FTP server, potentially on a schedule.
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We also use Semperis ADFR to provide more fine-grained backups for Active Directory. As Active
Directory is often critical to enterprise operations, Semperis ADFR is designed to work off-site in the
event of a disaster.

4.1.2.7 Secure Storage

Secure Storage stores the most critical files for an enterprise. These include backup data, configuration
files, logs, golden images, and other files critical to both system operation and the organization’s
mission. Additional measures need to be applied to provide increased security to these files so they are
not subject to attacks or corruption.

For Secure Storage, we use GreenTec’s WORMdisk, a transparent hard disk that can prevent any data
deletion and modification at a firmware level. WORMdisks provide an easy-to-use graphical user
interface and a command line interface for automating locking and disk rotation. In this architecture
they are used primarily to store backups to prevent any damage to the backups, but they can be used at
the discretion of the organization to store other critical files.

4.1.2.8 Network Protection

Network Protection defends the network against threats that require network movement. This should
preemptively protect against lateral movement, in which malware or a malicious actor attempts to
spread across machines in the network. Furthermore, it should also protect against external threats
attempting to gain access to the network.

For Network Protection, we use CryptoniteNXT. CryptoniteNXT provides zero-trust moving-target
defense for the network it protects. This means that all enterprise communication goes through the
CryptoniteNXT device, which provides granular access control for allowed types of communication. This
allows defense against lateral propagation. Furthermore, as internet protocol (IP) addresses are dynamic
and managed by CryptoniteNXT, reconnaissance is significantly more difficult for attackers on and
outside the network.

4.1.2.9 Blacklisting

Blacklisting enables control of allowed communications and applications within an enterprise. This may
include restricting installed software on enterprise machines to a predefined list or specifically
disallowing software. Furthermore, it should restrict network communication with websites, servers, or
external actors as well as restrict based on protocol or port usage. Some of these capabilities are
covered by firewalls, but further control can allow more complex policies based on the organization’s
needs.

For the Blacklisting capability we use Cisco Web Security Appliance (WSA). Cisco WSA enables
enterprises to blacklist web traffic through a proxy. This allows for prevention of malware downloads
from known malicious websites as identified by site reputation updates from Cisco Talos threat

NIST SP 1800-25B: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 21



575
576

577

578
579
580

581
582

583
584

585
586
587

588

589
590
591
592
593

594
595
596
597

598

599
600
601
602
603
604
605

DRAFT

intelligence. These websites can also be identified through the implementation of a Detect and Respond
build and can also be provided by an integration with other information sharing services.

The purpose of the security characteristic analysis is to understand the extent to which the project
meets its objective of demonstrating a DI identify-and-protect solution. In addition, it seeks to
understand the security benefits and drawbacks of the example solution.

5.1 Assumptions and Limitations

The security characteristic analysis has the following limitations:

= |tis neither a comprehensive test of all security components nor a red-team exercise.
= |t cannot identify all weaknesses.

= |t does not include the lab infrastructure. It is assumed that devices are hardened. Testing these
devices would reveal only weaknesses in implementation that would not be relevant to those
adopting this reference architecture.

5.2 Build Testing

The purpose of the security characteristic analysis is to understand the extent to which the building
block meets its objective of identifying enterprise assets and vulnerabilities. Furthermore, the project
aims to protect these assets prior to the start of an attack. In addition, it seeks to understand the
security benefits and drawbacks of the reference design. To accomplish this, we created a set of use
cases—each an individual attack on DI with different aspects to test various parts of the build.

When doing this, we aim not to test individual components for their capabilities but rather for the ability
of the architecture to deal with these use cases. Furthermore, as this architecture is focused on
defending against attacks before they happen, the resolutions to these use cases are primarily
preventative rather than responsive.

5.3 Scenarios and Findings

One aspect of our security evaluation involved assessing how well the reference design addresses the
security characteristics it was intended to support. The Cybersecurity Framework Subcategories were
used to provide structure to the security assessment by consulting the specific sections of each standard
that are cited in reference to a Subcategory. The cited sections provide validation points that the
example solution would be expected to exhibit. Using the Cybersecurity Framework Subcategories as a
basis for organizing our analysis allowed us to systematically consider how well the reference design
supports the intended security characteristics.
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Below is a list of the scenarios created to test various aspects of this architecture. More detailed
resolutions and mappings of these scenarios’ requirements to the Cybersecurity Framework can be

found in Appendix D.
5.3.1 Ransomware via Web Vector and Self-Propagation

5.3.1.1 Scenario

The following scenario was simulated to test the architecture’s defense against ransomware.

A user mistakenly downloads ransomware from an external web server. When the user executes this
malicious software, it generates a cryptographic key, which is sent back to the external web server. The
malware then utilizes a privilege escalation exploit to propagate across the network. The malicious
software encrypts files on the machines it propagated to, and it demands payment in exchange for
decrypting these files.

5.3.1.2 Resolution

This build provides a significant defense in depth against this use case to prevent the majority of its
functions from taking place.

The Blacklisting capability is used to prevent the user from reaching the malicious site that hosts the
ransomware, preventing the download before it happens.

The Vulnerability Management capability is used to detect the vulnerability exploited by the
ransomware to propagate, allowing resolution before the attack occurs.

The Network Protection capability is used to prevent the ransomware’s propagation by disallowing
network traffic between computers on the network, through a traffic white-list policy.

The Inventory capability is used to identify the enterprise’s assets for backup and monitoring.

The Backups capability is used to take backups of potential ransomware targets before the attack hits,
nullifying the effects of potential attacks on files.

The Integrity Monitoring capability, in tandem with the Logging capability, is used to take a baseline of
the file system, so that an attack on the file system is detected and the scope can be identified.

5.3.1.3 Other Considerations

Malware comes in many forms and from many places, and as a result, requires a defense in depth
against it. For example, though preventing a piece of malware from getting on enterprise systems may
be as simple as blacklisting a website, it is often impossible to have full knowledge of all malicious
websites before an attack happens. Because of this, other tools are necessary to prevent the effects of
malware at every step of its potential execution, and preparation is necessary to mitigate effects.
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It is important to improve upon these capabilities over time by learning from attacks on the enterprise
and from attacks on other enterprises. Both information-sharing technologies and after-the-fact analysis
of attacks can inform capabilities to prevent future attacks.

5.3.2 Destructive Malware via USB Vector

5.3.2.1 Scenario

The following scenario was simulated to test the architecture’s defense against destructive malware.

A user finds an unmarked Universal Serial Bus (USB) device and inserts it into his or her system. The USB
device contains malicious software that may run automatically or with user interaction. The malicious
software modifies and deletes the user’s files, removing text from text files and entirely deleting any
media files it finds. The software does not offer a recovery mechanism as ransomware might, aiming
only to corrupt files.

5.3.2.2 Resolution

This build provides two main layers of defense against this scenario: Backups and Integrity baselining.

The Integrity Monitoring capability provides a baseline for file system activity as a point of comparison
post-modification/deletion.

The Logging capability provides a baseline for events across the enterprise, including typical USB and file
modification activity.

The Backups capability provides the ability to take backups of the file system, allowing restoration of
files after the incident is resolved.

5.3.2.3 Other Considerations

A use case involving USBs is often best prevented through organizational training. In some cases, just
the action of inserting the USB is enough to destroy an entire system on a physical level. Furthermore,
not all malicious USBs will be simple file systems with auto-run malware on them—they can come
disguised as keyboards or use lower-level attacks. Because of this, it is important for organizations to
educate members on the dangers of unknown USB insertion, while also preparing if the attack occurs
anyway.

5.3.3 Accidental VM Deletion via Maintenance Script

5.3.3.1 Scenario

The following scenario was simulated to test the architecture’s defense against DI events that occur on
virtual machines (VMs).
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A routine maintenance script on the system causes an error. During a move operation in the Hyper-V
system, the script deletes an important VM. A maintenance script with an error of this type could be a
side effect of a normal system function or an error made by a member of the organization. The build is
expected to mitigate the damage caused to VMs in such an incident.

5.3.3.2 Resolution

This build provides two main layers of defense against this scenario: Backups and Integrity baselining.

The Integrity Monitoring capability provides a baseline for virtual machine activity, as a point of
comparison post-deletion.

The Logging capability provides a baseline for events across the enterprise, including typical Hyper-V
activity.

The Backups capability enables backups of entire VMs. In the event of a deletion, these backups can be
used to restore the VMs.
5.3.3.3 Other Considerations

The Backups capability can also be installed on individual VMs, given proper networking, to back up the
contents of VMs if desired. This will likely depend on the needs of the organization.

5.3.4 Backdoor Creation via Email Vector

5.3.4.1 Scenario

The following scenario was simulated to test the architecture’s defense against malicious email
attachments.

A user unknowingly opens a malicious attachment they received in an email. When opened, the
attachment quietly fetches files from an external web server. It then creates several unapproved
backdoor accounts on the authentication server. The build is expected to mitigate the impacts of such
an incident.

5.3.4.2 Resolution

The build provides several layers of defense against this use case. The Integrity Monitoring capability
provides a baseline for Active Directory as a point of comparison against a compromised system.
Furthermore, it also provides a baseline of the file system, to aid in identifying the malicious file during
and after the attack has happened.

The Logging capability provides a baseline for activity across the enterprise, including the name of the
account used to create the backdoors.
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Lastly, the Blacklisting capability is used to prevent web requests to the malicious web server. This
capability is informed by capabilities in the Respond Category of the Cybersecurity Framework.

5.3.4.3 Other Considerations

Note that for this scenario, prevention of the downloads before an attack happens requires
organizations to know what web servers are “known bad.” Organizations can acquire this knowledge in
two ways: through threat-sharing services and through self-information as part of the Respond Category
of the Cybersecurity Framework. The former refers to services that collect the names of malicious
domains and share them with customers. The latter refers to the addition of known-bad websites to the
blacklist after they are detected as malicious through the organization’s own logs and analytics during or
after an event. This build allows protecting against attacks given this knowledge, but the knowledge
must be gained in some way first.

Another defense that can partially prevent this use case is simply blacklisting the sender of the phishing
email or sorting it into spam. However, as this is typically a function of the email provider and not a
separate security solution, it is out of scope for this build.

5.3.5 Database Modification via Malicious Insider

5.3.5.1 Scenario

The following scenario was simulated to test the architecture’s defense against unwanted database
modification.

A malicious insider has access to an enterprise database through a web page. The insider leverages a
vulnerability in the web page to delete a large portion of the database. Though this scenario deals with a
web vulnerability, other vulnerabilities could be used to modify the database undesirably. The build is
expected to mitigate a user’s potential impact on the database.

5.3.5.2 Resolution
This build provides two main layers of defense against this scenario: Backups and Integrity baselining.

The Integrity Monitoring capability provides a baseline for database activity as a point of comparison
post-deletion.

The Logging capability provides a baseline for events across the enterprise, including typical database
activity.

The Backup capability enables backups of the entire database. In the event of a deletion, these backups
can be used to restore the database.
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5.3.5.3 Other Considerations

Creating backups of the entire database may, in some cases, be undesirable, particularly for enterprises
that heavily use the database. For these cases, we recommend built-in database backups. Microsoft
Structured Query Language databases have built-in backups that can be more granular than a full
database backup.

For many applications, though, a periodic backup of the entire database is sufficient and potentially can
be used in tandem with built-in database backups.

5.3.6 File Modification via Malicious Insider

5.3.6.1 Scenario

The following scenario was simulated to test the architecture’s defense against malicious file and backup
modification.

A malicious insider is assumed to have stolen administrator-level credentials through nontechnical
means. The insider, using these credentials, uses remote Windows PowerShell sessions to uniformly
modify employee stock information across several machines, to the insider’s benefit. This attack will also
target the enterprise's backups system, to modify all records of the previous stock information. The
aspects of the build described above are expected to mitigate the ability of the user to target and
modify enterprise data and backups. The method of securing administrator credentials will be
considered out of scope for this solution.

5.3.6.2 Resolution

The build provides several layers of defense against this use case. Because this use case specifically
targets the backups, the solution includes mechanisms for protecting and monitoring the backups.

The Inventory capability is used to identify potentially sensitive information across the enterprise.

The Integrity Monitoring capability is used to baseline file activity, both for backups and for
organizational files.

This information is forwarded to the Logging capability for analysis.

The Backups capability is used to take encrypted backups of the file system, preventing targeted attacks
against information in the backups.

The Secure Storage capability is used to prevent write-access to the backups once taken, allowing a
guarantee of modification/deletion protection for backups stored on the disk.
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5.3.6.3 Other Considerations

A significant trade-off between memory and frequency of backups occurs when implementing a secure
storage solution for backups. As WORM space may be limited by the number of disks purchased or by a
cloud service’s limitations, it is important for organizations to consider the cost of storing all backups in
secure storage, especially for organizations that frequently take backups to reduce the loss of data.

5.3.7 Backdoor Creation via Compromised Update Server

5.3.7.1 Scenario

The following scenario was simulated to test the architecture’s defense against compromised update
servers.

An update server that services an enterprise machine is compromised and provides an update to the
enterprise machine that contains a backdoor. The update contains a vulnerable version of vsftpd,
allowing a malicious actor root access into the machine updated by the compromised server. The build is
expected to mitigate the impact of a compromised update server.

5.3.7.2 Resolution

The build provides several layers of defense against this use case. The Integrity Monitoring capability is
used to baseline the integrity of both files and programs, as an intrusion via compromised update server
can potentially affect both. This aids in early detection and recovery.

The Backups capability is used to back up the file system, to preemptively mitigate the damage done by
the intrusion.

The Blacklisting capability is used to blacklist the compromised update server, to prevent use of the
update server by other machines.
5.3.7.3 Other Considerations

To prevent updates through Blacklisting, organizations should either use their blacklisting capability as a
transparent proxy or ensure that the update mechanism uses the proxy; the process for configuring this
will differ between update mechanisms. The Blacklisting and Network Protection capabilities are

especially important in the event of a breach, as these two can help prevent the spread of the intrusion.

5.3.8 New Employee

5.3.8.1 Scenario

The following scenario was simulated to test the architecture’s identification capabilities with respect to
machines and vulnerabilities.

NIST SP 1800-25B: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 28



786
787
788
789

790

791
792
793
794

795
796
797

798
799
800

801

802
803
804

805

806
807
808
809
810

811
812
813
814

DRAFT

A new employee joins the organization and connects his or her machine to the network. The machine,
however, is not up-to-date on its patches and poses a security risk to the organization. The build is
expected to be able to identify the machine and its noncompliance with organizational maintenance

policy.

5.3.8.2 Resolution

The build provides several layers of defense against this use case. The Inventory capability provides logs
and information about newly connected machines, including operating system, MAC address, IP
address, and date of login. It also generates logs for the Logging capability to collect and use for
comparison against a baseline in the event of an incident.

The Policy Enforcement capability provides the ability to grant or deny network access based on the
machine’s posture—essentially, this verifies existence of security software and machine update status
before the machine is ever allowed to use the network.

Lastly, the Vulnerability Management capability detects and keeps track of vulnerabilities on the newly
discovered machine, allowing better understanding of the machine’s vulnerabilities before and after it is
allowed onto the network.

5.3.8.3 Other Considerations

Though this use case primarily targets desktops, similar considerations should be taken for enterprises
that aim to include employee-owned mobile devices. These devices should be inventoried and scanned
for relevant security posture, before being allowed to join the network.

The NCCoE is creating an overarching guide to combining the architectures of the various DI projects:
Identify and Protect, Detect and Respond, and Recover. These architectures have some commonalities,
such as integrity monitoring, as well as some potential integrations and cycles that could not be
expressed in just one of the practice guides. The different functions of the Cybersecurity Framework are
intended to prepare and inform one another, and the overarching guide addresses those issues.

The NCCoE is also considering additional data security projects that map to the Cybersecurity
Framework Core Functions of Identify, Protect, Detect, Respond, and Recover. These projects will focus
on data confidentiality—the defense of enterprise systems from attacks that would compromise the
secrecy of data.
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col
DI
DSP
ESM
IT

ISO/IEC

NCCoE
NIST
NIST IR
RMF
SP

TLC
UsB
VM
vsftpd
WORM
WSA

community of interest

data integrity

Directory Services Protector
Enterprise Security Manager
Information Technology

International Organization for Standardization/International
Electrotechnical Commission
National Cybersecurity Center of Excellence

National Institute of Standards and Technology
NIST Interagency Report

Risk Management Framework

Special Publication

Tripwire Log Center

Universal Serial Bus

Virtual Machine

Very Secure File Transfer Protocol Daemon
Write Once Read Many

Web Security Appliance
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816

Access Control

Architecture

Audit

Backdoor

Backup

Compromise

The process of granting or denying specific requests to: 1) obtain and use
information and related information processing services; and 2) enter specific
physical facilities (e.g., federal buildings, military establishments, border crossing
entrances)

SOURCE: Federal Information Processing Standard (FIPS) 201; CNSSI-4009

A highly structured specification of an acceptable approach within a framework
for solving a specific problem. An architecture contains descriptions of all the
components of a selected, acceptable solution while allowing certain details of
specific components to be variable to satisfy related constraints (e.g., costs, local
environment, user acceptability).

SOURCE: FIPS 201-2

Independent review and examination of records and activities to assess the
adequacy of system controls and ensure compliance with established policies and
operational procedures

SOURCE: CNSSI 4009-2015

An undocumented way of gaining access to a computer system. A backdoor is a
potential security risk.

SOURCE: National Institute of Standards and Technology (NIST) Special Publication
(SP) 800-82 Rev. 2

A copy of files and programs made to facilitate recovery if necessary
SOURCE: NIST SP 800-34 Rev. 1

Disclosure of information to unauthorized persons, or a violation of the security
policy of a system in which unauthorized intentional or unintentional disclosure,
modification, destruction, or loss of an object may have occurred

SOURCE: NIST SP 800-32
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Continuous
Monitoring

Cybersecurity

Data

Data Integrity

Information
Security

Information
Security Risk

Information
System

Insider

Maintaining ongoing awareness to support organizational risk decisions
SOURCE: NIST SP 800-137

Prevention of damage to, protection of, and restoration of computers, electronic
communications systems, electronic communications services, wire
communication, and electronic communication, including information contained
therein, to ensure its availability, integrity, authentication, confidentiality, and
nonrepudiation

SOURCE: CNSSI 4009-2015 (NSPD-54/HSPD-23)

A subset of information in an electronic format that allows it to be retrieved or
transmitted

SOURCE: CNSSI-4009

The property that data has not been changed, destroyed, or lost in an
unauthorized or accidental manner

SOURCE: CNSSI-4009

The protection of information and information systems from unauthorized access,
use, disclosure, disruption, modification, or destruction in order to provide
confidentiality, integrity, and availability

SOURCE: FIPS 199 (44 U.S.C., Sec. 3542)

The risk to organizational operations (including mission, functions, image,
reputation), organizational assets, individuals, other organizations, and the Nation
due to the potential for unauthorized access, use, disclosure, disruption,
modification, or destruction of information and/or information systems

SOURCE: CNSSI 4009-2015 (NIST SP 800-30 Rev. 1)

A discrete set of information resources organized for the collection, processing,
maintenance, use, sharing, dissemination, or disposition of information

SOURCE: FIPS 200 (44 U.S.C., Sec. 3502)

An entity inside the security perimeter that is authorized to access system
resources but uses them in a way not approved by those who granted the
authorization
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Kerberos

Log

Malware

Privacy

Risk

Risk
Assessment

Risk
Management
Framework

SOURCE: NIST SP 800-82 Rev. 2 (RFC 4949)

An authentication system developed at the Massachusetts Institute of Technology
(MIT). Kerberos is designed to enable two parties to exchange private information
across a public network.

SOURCE: NIST SP 800-47
A record of the events occurring within an organization’s systems and networks
SOURCE: NIST SP 800-92

A program that is inserted into a system, usually covertly, with the intent of
compromising the confidentiality, integrity, or availability of the victim’s data,
applications, or operating system

SOURCE: NIST SP 800-111

Assurance that the confidentiality of, and access to, certain information about an
entity is protected

SOURCE: NIST SP 800-130

The level of impact on organizational operations (including mission, functions,
image, or reputation), organizational assets, or individuals resulting from the
operation of an information system given the potential impact of a threat and the
likelihood of that threat occurring

SOURCE: FIPS 200

The process of identifying the risks to system security and determining the
probability of occurrence, the resulting impact, and additional safeguards that
would mitigate this impact. Part of Risk Management and synonymous with Risk
Analysis

SOURCE: NIST SP 800-63-2

The Risk Management Framework (RMF), presented in NIST SP 800-37, provides a
disciplined and structured process that integrates information security and risk
management activities into the system development life cycle.

SOURCE: NIST SP 800-82 Rev. 2 (NIST SP 800-37)
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Security A protection measure for a system
Control
SOURCE: NIST SP 800-123

Virtual Software that allows a single host to run one or more guest operating systems
Machine
SOURCE: NIST SP 800-115

Vulnerability Weakness in an information system, system security procedures, internal controls,
or implementation that could be exploited or triggered by a threat
source SOURCE: FIPS 200 (Adapted adapted from CNSSI 4009)
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A functional evaluation of the data integrity (DI) example implementation, as constructed in our
laboratory, was conducted to verify that it meets its objective of identifying assets and vulnerabilities
within the enterprise. Furthermore, the project aims to protect these assets prior to an attack. The
evaluation verified that the example implementation could perform the following functions:

= discover assets on the network

= discover and mitigate vulnerabilities in assets on the network
= protect data from modification prior to an attack

= provide a baseline for daily activity and asset integrity

Section D.1 describes the format and components of the functional test cases. Each functional test case
is designed to assess the capability of the example implementation to perform the functions listed
above and detailed in Section D.1.

D.1 Data Integrity Functional Test Plan

One aspect of our security evaluation involved assessing how well the reference design addresses the
security characteristics it was intended to support. The Cybersecurity Framework Subcategories were
used to provide structure to the security assessment by consulting the specific sections of each standard
that are cited in reference to that Subcategory. The cited sections provide validation points that the
example solution is expected to exhibit. Using the Cybersecurity Framework Subcategories as a basis for
organizing our analysis allowed us to systematically consider how well the reference design supports the
intended security characteristics.

This plan includes the test cases necessary to conduct the functional evaluation of the DI example
implementation, which is currently deployed in a lab at the National Cybersecurity Center of Excellence.
The implementation tested is described in Section 4.

Each test case consists of multiple fields that collectively identify the goal of the test, the specifics
required to implement the test, and how to assess the results of the test. Table 6-1 describes each field
in the test case.

Table 6-1 Test Case Fields

Test Case Field Description

Parent Requirement Identifies the top-level requirement or the series of top-level require-
ments leading to the testable requirement

Testable requirement Drives the definition of the remainder of the test case fields. Specifies the
capability to be evaluated.
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Test Case Field Description

Description Describes the objective of the test case

Associated Cybersecu- Lists the National Institute of Standards and Technology (NIST) Special

rity Framework Subcate- | Publication (SP) 800-53 Rev. 4 controls addressed by the test case

gories

Preconditions The starting state of the test case. Preconditions indicate various starting
state items, such as a specific capability configuration required or specific
protocol and content.

Procedure The step-by-step actions required to implement the test case. A procedure
may consist of a single sequence of steps or multiple sequences of steps
(with delineation) to indicate variations in the test procedure.

Expected results The expected results for each variation in the test procedure

Actual results The observed results

Overall result The overall result of the test as pass/fail. In some test cases, determina-
tion of the overall result may be more involved, such as determining
pass/fail based on a percentage of errors identified.

909 D.2 Data Integrity Use Case Requirements

910 Table 6-2 identifies the DI functional requirements addressed in the test plan and associated test cases.

911 Table 6-2 Capability Requirements

Capability Re- Parent Requirement Sub requirement 1 | Test Case

quirement (CR)
ID

CR1 The DI example imple-
mentation shall identify
and protect assets
against malware that
encrypts files and dis-
plays notice demanding
payment.

CR1l.a Vulnerability in Ac- | Data Integrity IP-1
tive Directory server
is identified.

CR1l.b User is blocked from | Data Integrity IP-1
visiting malicious
site.
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Capability Re-

quirement (CR)
ID

CR1l.c

Parent Requirement

Sub requirement 1

Downloads from
site are blocked.

Test Case

Data Integrity IP-1

CR1d

Vulnerability is
patched.

Data Integrity IP-1

CR1.e

Ransomware can-
not send infor-
mation to home
server.

Data Integrity IP-1

CR1.f

Backups are taken.

Data Integrity IP-1

CR1lg

File integrity infor-

mation is baselined.

Data Integrity IP-1

CR2

The DI example imple-
mentation shall identify
and protect assets
against malware in-
serted via Universal Se-
rial Bus (USB) that modi-
fies and deletes user
data.

Data Integrity IP-2

CR2.a

Backups are taken.

Data Integrity IP-2

CR2.b

File integrity infor-

mation is baselined.

Data Integrity IP-2

CR3

The DI example shall
identify and protect vir-
tual machines against
deletion.

Data Integrity IP-3

CR3.a

Backups of virtual

machines are taken.

Data Integrity IP-3

CR4

The DI example imple-
mentation shall identify
and protect assets
against malware re-
ceived via phishing
email.

Data Integrity IP-4
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Capability Re- Parent Requirement Sub requirement 1 | Test Case
quirement (CR)
ID
CR4.a Downloads from the | Data Integrity IP-4
spreadsheet are
blocked.
CR4.b Backups of configu- | Data Integrity IP-4
rations are taken.
CR4.c Configuration integ- | Data Integrity IP-4
rity information is
baselined.
CR5 The DI example imple- Data Integrity IP-5
mentation shall identify
and protect the data-
base against changes
made through a web
server vulnerability in
custom code.
CR5.a Vulnerability is iden- | Data Integrity IP-5
tified.
CR5.b Vulnerability is re- Data Integrity IP-5
solved.
CR5.c Backups of database | Data Integrity IP-5
are taken.
CR5.d Database integrity Data Integrity IP-5
information is base-
lined.
CR6 The DI example imple- Data Integrity IP-6
mentation shall identify
and protect assets
against targeted modifi-
cation by malicious in-
siders with elevated
privileges.
CR6.a Backups are taken. Data Integrity IP-6
CR6.b File integrity infor- Data Integrity IP-6
mation is baselined.
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Capability Re-

quirement (CR)
ID

Parent Requirement

Sub requirement 1

Test Case

not up-to-date are
identified.

CR6.c Backups are en- Data Integrity IP-6
crypted.
CR6.d Backups are stored | Data Integrity IP-6
securely.
CR7 The DI example imple- Data Integrity IP-7
mentation shall identify
and protect assets
against an intrusion via
compromised update
server.
CR7.a Downloads from Data Integrity IP-7
site are temporarily
blocked.
CR7.b Backups are taken. Data Integrity IP-7
CR7.c Program integrity Data Integrity IP-7
information is base-
lined.
CR7.d File integrity infor- Data Integrity IP-7
mation is baselined.
CR 8 The DI example imple- Data Integrity IP-8
mentation shall identify
new and unmaintained
assets on the network.
CR 8.a Machines that are Data Integrity IP-8
new to the network
are identified.
CR8.b Machines that are Data Integrity IP-8
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D.3 Test Case: Data Integrity IP-1
Table 6-3 Test Case ID: Data Integrity IP-1

Parent requirement

Testable requirement

Description

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

Expected Results (pass)

(CR 1) The DI example implementation shall identify and protect
assets against malware that encrypts files and displays notice
demanding payment.

(CR 1.a) Vulnerability identification, (CR 1.b, 1.c, 1.e) Blacklisting, (CR
1.d) Maintenance, (CR 1.f) Backups, (CR 1.g) Integrity Baselining

Show that the DI solution can identify and resolve vulnerabilities
and protect against ransomware.

ID.AM-1, ID.AM-2, ID.RA-1, ID.RA-2, ID.RA-6, DE.CM-8, PR.IP-12,
RS.MI-3, PR.IP-4, PR.DS-1, PR.DS-6, PR.PT-1, PR.MA-2

User navigates to a malicious website and clicks on an ad for a virus
cleaner. The virus cleaner is actually ransomware, which propagates
across the domain and encrypts user files.

The Blacklisting capability is used to prevent access to and
downloads from known malicious sites.

The Inventory capability is used to identify organizational assets and
devices.

The Network Protection capability is used to prevent the
propagation of ransomware across the enterprise.

The Vulnerability Management capability is used to identify
vulnerabilities that allow malware to propagate.

The Integrity Monitoring and Logging collect integrity information
and baseline the file system.

The Backups capability is used to take backups of the file system.
The vulnerability that allows the ransomware to propagate is

identified (CR 1.a).

The user cannot access the site when it is blocked (CR 1.b).
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Actual Results

Overall Result

The user cannot download the ransomware from the site when it is
blocked (CR 1.c).

The build can identify (and possibly execute) a fix for the
vulnerability. When the fix is made, the ransomware is unable to
propagate (CR 1.d).

The ransomware is unable to communicate with its home server
when the site is blocked (CR 1.e).

The build can take backups of file systems (CR 1.f).

The build can take and log integrity baselines of file systems (CR
1.g).

Cisco WSA (Blacklisting) stops the user from accessing the site when
it is blocked.

Cisco ISE (Inventory) is used to identify devices on the network.

Symantec DLP (Inventory) is used to identify organizational data
assets on monitored machines.

CryptoniteNXT (Network Protection) prevents propagation of
ransomware through a white list of allowed communications in the
enterprise.

Tripwire IP360 (Vulnerability Management) detects vulnerabilities
in Active Directory that allow ransomware to propagate.

Tripwire Enterprise (Integrity Monitoring) and ArcSight ESM
(Logging) baseline critical data assets across the enterprise.

Duplicati and FileZilla (Backups) create backups of organizational
data as a contingency, should ransomware be able to affect any
systems.

Pass. All requirements for this use case are met.

914 D.4 Test Case: Data Integrity IP-2

915  Table 6-4 Test Case ID: Data Integrity IP-2

Parent requirement

(CR 2) The DI example implementation shall identify and protect
assets against malware inserted via USB that modifies and deletes
user data.
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Testable requirement

Description

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

Expected Results (pass)

Actual Results

Overall Result

(CR 2.a) Backups, (CR 2.b) Integrity Baselining

Show that the DI solution can preemptively protect against
destructive malware.

PR.IP-4, PR.DS-1, PR.DS-6, PR.PT-1

A user inserts an unidentified USB drive into their computer. They
click on a file on the drive, which immediately destroys any files on
their machine.

Backups schedules and creates backups of the user’s documents.

The Integrity Monitoring capability is used to take integrity
baselines of the file system.

Logging collects logs and baselines system activity.
The build can take backups of file systems (CR 2.a).

The build can take and log integrity baselines of file systems (CR
2.b).

Duplicati and FileZilla (Backups) are used to take and store backups
of the user’s documents.

Tripwire Enterprise (Integrity Monitoring) is used to take an
integrity baseline of the user’s file system prior to the malicious USB
drive being inserted into the computer.

ArcSight ESM (Logging) takes a baseline of system activity prior to
the USB drive being inserted into the computer.

Pass. All requirements for this use case are met.

916 D.5 Test Case: Data Integrity IP-3

917  Table 6-5 Test Case ID: Data Integrity IP-3

Parent requirement

Testable requirement

Description

(CR 3) The DI example implementation shall identify and protect
virtual machines against deletion.

(CR 3.a) Backups

Show that the DI solution can preemptively protect against data
integrity events that involve virtual machines (VMs).
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Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

Expected Results (pass)
Actual Results

Overall Result

PR.IP-4, PR.DS-1

A routine maintenance script contains an error that accidentally
deletes a VM.

The Backups capability is used to schedule and create backups of a
VM.
The build can take backups of VMs (CR 3.a).

Duplicati and FileZilla (Backups) take and store backups of VMs.

Pass. All requirements for this use case are met.

D.6 Test Case: Data Integrity IP-4
Table 6-6 Test Case ID: Data Integrity IP-4

Parent requirement

Testable requirement

Description

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

(CR 4) The DI example implementation shall identify and protect
against malware received via phishing email.

(CR 4.3, CR 4.b) Blacklisting, (CR 4.c) Backups, (CR 4.d) Integrity
Baselining

Show that the DI solution can identify phishing emails and protect
against configuration changes made by malicious attachments.

ID.AM-2, ID.AM-3, ID. RA-1, ID.RA-2, ID.RA-5, DE.CM-§, PR.IP-4,
PR.DS-1, PR.PT-1

The user receives a phishing email with a malicious attached
spreadsheet. The spreadsheet is downloaded and opened, causing
account changes in Active Directory.

The Integrity Monitoring capability is used to baseline Active
Directory activity.

This information is forwarded to the Logging capability, along with
other available Active Directory information.

The Backups capability is used to take backups of the Active
Directory configuration.
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Expected Results (pass)

Actual Results

Overall Result

The malicious web server is added to the Blacklisting capability to
prevent downloads.
The spreadsheet cannot download files (CR 4.a).

The build can take backups of configurations (CR 4.c).

The build can take and log integrity baselines of configurations (CR
4.d).

Semperis DSP (Integrity Monitoring) successfully baselines Active
Directory activity.

ArcSight ESM (Logging) successfully logs activity from Active
Directory, including log-ons and changes.

When the external web server is added to the blacklist, Cisco WSA
(Blacklisting) prevents the Excel sheet from downloading malicious
files.

Semperis ADFR (backups) is used to successfully take backups of the

Active Directory configuration.

Pass. All requirements for this use case are met.

920 D.7 Test Case: Data Integrity IP-5

921  Table 6-7 Test Case ID: Data Integrity IP-5

Parent requirement

Testable requirement

Description

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

(CR 5) The DI example implementation shall identify and protect the

database against changes made through a web server vulnerability
in custom code.

(CR 5.c) Backups, (CR 5.d) Integrity Baselining

Show that the DI solution can protect the database against a
vulnerability in the custom code of a web server.

PR.IP-4, PR.DS-1, PR.PT-1, PR.DS-6

A vulnerability in the source code of an intranet webpage is
discovered by a malicious insider. The insider exploits this
vulnerability to delete significant portions of the database.

The Backups capability is used to take backups of the database.
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Expected Results (pass)

Actual Results

Overall Result

The Integrity Monitoring and Logging capabilities take baselines of
the database, for comparison post-modification.
The build can take backups of the database (CR 5.c).

The build can take and log integrity baselines of the database (CR
5.d).

Duplicati and FileZilla (Backups) successfully backs up the database.

Tripwire Enterprise (Integrity Monitoring) successfully detects
changes in the database.

ArcSight ESM (Logging) successfully logs changes to the database.

Pass. All requirements for this use case are met.

922 D.8 Test Case: Data Integrity IP-6
923  Table 6-8 Test Case ID: Data Integrity IP-6

Parent requirement

Testable requirement

Description

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

(CR 6) The DI example implementation shall identify and protect
assets against targeted modification by malicious insiders with
elevated privileges.

(CR 6.a) Backups, (CR 6.b) Integrity Baselining, (CR 6.c) Encrypted
backups, (CR 6.d) Secure Storage

Show that the DI solution can protect assets and backups against
targeted modification by malicious insiders.

PR.IP-4, PR.DS-1, PR.PT-1, PR.DS-6

A malicious insider attempts to modify targeted information in both
the enterprise systems and the backup systems, using elevated
credentials obtained extraneously.

The Inventory capability is used to identify data assets.
The Backups capability provides encrypted backups.
Secure Storage prevents modification or deletion of backups.

Integrity Monitoring and Logging collect integrity information and
baseline the file system.
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Expected Results (pass)

Actual Results

Overall Result

The build can take backups of the file system (CR 6.a).

The build can take and log integrity baselines of the file system (CR
6.b).

Backups are encrypted (CR 6.c).

Backups are stored securely and cannot be modified or deleted (CR
6.d).

Symantec DLP (Inventory) identifies critical data assets across the
enterprise.

Duplicati and FileZilla (Backups) provide encrypted backups of the
file system.

GreenTec WORM(disks (Secure Storage) provide write-protection
for backups, preventing them from being modified or deleted.

Tripwire Enterprise (Integrity Monitoring) and ArcSight ESM
(Logging) baseline critical data assets across the enterprise.

Pass. All requirements of this use case are met.

924 D.9 Test Case: Data Integrity IP-7

925  Table 6-9 Test Case ID: Data Integrity IP-7

Parent requirement

Testable requirement

Description

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

(CR 7) The DI example implementation shall identify and protect
assets against an intrusion via compromised update server.

(CR 7.a) Blacklisting, (CR 7.b) Backups, (CR 7.c, 7.d) Integrity
Baselining

Show that the DI solution can protect against compromised update
server as well as intrusion made possible by vulnerable programs.

ID.RA-1, ID.RA-2, ID.RA-5, DE.CM-8, PR.IP-12, RS.MI-3, PR.IP-4,
PR.DS-1, PR.PT-1, PR.DS-6, PR.MA-2
An external update server has been compromised, and a user

workstation attempts to update from this server.

Integrity Monitoring capability is used to take baselines of the
integrity of both the programs and the file systems.

The Backups capability is used to back up the file system.
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Expected Results (pass)

Actual Results

Overall Result

The Blacklisting capability is used to prevent communication
between the update server and the machine.
Machines cannot update from this site while it is blacklisted (CR 7.a).

The build can take backups of file systems (CR 7.b).
The build can take integrity baselines of programs (CR 7.c).

The build can take integrity baselines of file systems (CR 7.d).

Tripwire Enterprise (Integrity Monitoring) successfully takes an
integrity baseline of both programs and files.

Duplicati and FileZilla (Backups) successfully takes backups of the
file system.

Cisco WSA (Blacklisting) successfully prevents communication
between the update server and workstations.

Pass. All requirements for this use case are met.

926 D.10 Test Case: Data Integrity IP-8
927  Table 6-10 Test Case ID: Data Integrity IP-8

Parent requirement

Testable requirement

Description

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

(CR 8) The DI example implementation shall identify new and
unmaintained assets on the network.

(CR 8.a) Asset Identification, (CR 8.b) Vulnerability Identification
Show that the DI solution can identify machines new to the
network, as well as unpatched machines.

ID.AM-1, ID.AM-2, ID.RA-1, ID.RA-2, ID.RA-5, DE.CM-8

A new machine with several critical patches missing is connected to
the network for the first time.

The Inventory capability is used to identify various aspects about
the machine.
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The Policy Enforcement identifies the existence of security solutions
on the machine and grants/denies access to the network, based on
their presence.

The Vulnerability Management capability is used to scan for
vulnerabilities on the new machine.

Expected Results (pass) New machine is identified on the network (CR 8.a).

New machine is identified as unmaintained, and required fixes are
identified (CR 8.b).

Cisco ISE (Inventory) successfully logs information about new
connections, including the user, date, device, and network
information.

Actual Results

Cisco ISE (Policy Enforcement) successfully prevents the new
machine without 50 security software from connecting to the
network.

Tripwire IP360 (Vulnerability Management) successfully identifies
vulnerabilities on the new machine.

Pass. All requirements for this use case are met.
Overall Result
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The National Cybersecurity Center of Excellence (NCCoE), a part of the National Institute of Standards
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academic institutions work together to address businesses’ most pressing cybersecurity issues. This
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adoption of standards-based approaches to cybersecurity. They show members of the information
security community how to implement example solutions that help them align more easily with relevant
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information they need to implement a similar approach.

The documents in this series describe example implementations of cybersecurity practices that
businesses and other organizations may voluntarily adopt. These documents do not describe
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Ransomware, destructive malware, insider threats, and even honest user mistakes present ongoing
threats to organizations. Organizations’ data, such as database records, system files, configurations,
user files, applications, and customer data, are all potential targets of data corruption, modification, and
destruction. Formulating a defense against these threats requires two things: a thorough knowledge of
the assets within the enterprise, and the protection of these assets against the threat of data corruption
and destruction. The NCCoE, in collaboration with members of the business community and vendors of
cybersecurity solutions, has built an example solution to address these data integrity challenges.
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The following volumes of this guide show information technology (IT) professionals and security
engineers how we implemented this example solution. We cover all of the products employed in this
reference design. We do not re-create the product manufacturers’ documentation, which is presumed
to be widely available. Rather, these volumes show how we incorporated the products together in our
environment.

Note: These are not comprehensive tutorials. There are many possible service and security
configurations for these products that are out of scope for this reference design.

1.1 How to Use this Guide

This National Institute of Standards and Technology (NIST) Cybersecurity Practice Guide demonstrates a
standards-based reference design and provides users with the information they need to replicate the
data integrity identify-and protect-solution. This reference design is modular and can be deployed in
whole or in part.

This guide contains three volumes:

= NIST SP 1800-25A: Executive Summary
= NIST SP 1800-25B: Approach, Architecture, and Security Characteristics — what we built and why

= NIST SP 1800-25C: How-To Guides — instructions for building the example solution (you are
here)

Depending on your role in your organization, you might use this guide in different ways:

Business decision makers, including chief security and technology officers, will be interested in the
Executive Summary (NIST SP 1800-25A), which describes the following topics:

= challenges that enterprises face in identifying assets and protecting them from data integrity
events

= example solution built at the NCCoE
= benefits of adopting the example solution

Technology or security program managers who are concerned with how to identify, understand, assess,
and mitigate risk will be interested in NIST SP 1800-25B, which describes what we did and why. The
following sections will be of particular interest:

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 1
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= Section 3.4.1, Assessing Risk Posture, provides a description of the risk analysis we performed.

= Section 3.4.2, Security Control Map, maps the security characteristics of this example solution
to cybersecurity standards and best practices.

You might share the Executive Summary, NIST SP 1800-25A, with your leadership team members to help
them understand the importance of adopting standards-based data integrity solutions.

IT professionals who want to implement an approach like this will find the whole practice guide useful.
You can use this How-To portion of the guide, NIST SP 1800-25C, to replicate all or parts of the build
created in our lab. This How-To portion of the guide provides specific product installation, configuration,
and integration instructions for implementing the example solution. We do not recreate the product
manufacturers’ documentation, which is generally widely available. Rather, we show how we
incorporated the products together in our environment to create an example solution.

This guide assumes that IT professionals have experience implementing security products within the
enterprise. While we have used a suite of commercial products to address this challenge, this guide
does not endorse these particular products. Your organization can adopt this solution or one that
adheres to these guidelines in whole, or you can use this guide as a starting point for tailoring and
implementing parts of a data integrity identify-and-protect solution. Your organization’s security experts
should identify the products that will best integrate with your existing tools and IT system
infrastructure. We hope that you will seek products that are congruent with applicable standards and
best practices. Section 3.5 of Volume B, Technologies, lists the products we used and maps them to the
cybersecurity controls provided by this reference solution.

A NIST Cybersecurity Practice Guide does not describe “the” solution, but a possible solution. This is a
draft guide. We seek feedback on its contents and welcome your input. Comments, suggestions, and
success stories will improve subsequent versions of this guide. Please contribute your thoughts to ds-

nccoe@nist.gov.

1.2 Build Overview

The National Cybersecurity Center of Excellence (NCCoE) built a hybrid virtual-physical laboratory
environment to explore methods to effectively identify assets and protect them against a data
corruption event in various IT enterprise environments. The NCCoE also explored identifying
vulnerabilities in advance of an incident. The servers in the virtual environment were built to the

hardware specifications of their specific software components.
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The NCCoE worked with members of the Data Integrity Community of Interest to develop a diverse but
noncomprehensive set of use case scenarios against which to test the reference implementation. These
are detailed in Volume B, Section 5.2. For a detailed description of our architecture, see Volume B,

Section 4.

Typographic Conventions

The following table presents typographic conventions used in this volume.

Typeface/Symbol

Meaning

Example

screen computer output,
sample code examples, and
status codes

Italics file names and pathnames; For language use and style guidance,
references to documents see the NCCoE Style Guide.
that are not hyperlinks; new
terms; and placeholders
Bold names of menus, options, Choose File > Edit.
command buttons, and
fields
Monospace command-line input, on- mkdir

Monospace Bold

command-line user input
contrasted with computer
output

service sshd start

blue text

link to other parts of the
document, a web URL, or an
email address

All publications from NIST’s NCCoE
are available at
https://nccoe.nist.gov.

2 Product Installation Guides

This section of the practice guide contains detailed instructions for installing and configuring all of the

products used to build an instance of the example solution.
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293 2.1 Active Directory and Domain Name System (DNS Server)

294  As part of our enterprise emulation, we included an Active Directory server that doubles as a DNS
295 server. This section covers the installation and configuration process used to set up Active Directory and
296 DNS on a Windows Server 2012 R2 machine.

297 2.1.1 Installing Features

298 1. Open Server Manager.

B Dt d WELCOME TO SERVER MANAGER
i wr |
s 4 Servers o Confiqure this local server
i‘ Fée and Storage Services P o
CHACK START
BHATS NEW
L’-""m

ROLES AND SERVER GROUPS

K File and Storage

Sefvices

(T Manageaniity (T} Manageasility (D Manageatitay
Events | B
Pertormance Serv

BPA results

299 2. Click the link Add roles and features.
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DESTINATION SERVER

Before you beg in WIN-RMHE2ISELNO

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Selaction

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

< Previous | | Nes = | | Install || Cancel

300 3. Click Next.
301 4. Select Role-based or feature-based installation.
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DESTINATION SERVER

Select installation ‘[ype WIN-RMHOZISELNO

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin : S ;
machine, or on an offline virtual hard disk (VHD).

@ Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

() Remote Desktop Services i
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | ﬂ}@d > | | Install | | Cancel
302 5. Click Next.
303 6. Select Select a server from the server pool.
304 7. Select the intended Active Directory server.
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DESTINATION SERVER

Select destination server AD.DNS

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®); Select a server from the server pool

) Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
MName IP Address Operating System

AD-DNS L Microsoft Wind

1 Computerl(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous ﬂe_ﬂL> | Install | | Cancel

305 8. Click Next.
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DESTINATION SERVER
Select server roles A0-0NS
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
Server Selection & P FE e ey S g
P g : ry Domain Services
[ Active Drector_',,r Cerllfla Services (AD DS} stores information about
Dir nain Serv objects on the network and makes
Features Active Directory Federation Services this information available to users
[] Active Directory Lightweight Directory Services anc o fk administraioe: #D D3
uses domain controllers to give
[] Active Directory Rights Management Services network users access to permitted
[] Application Server s resources anywhere on the network
[] DHCP Server through a single logon process.
[] DMNS Server
[ Fax Server
> [®] File and Storage Services (1 of 12 installed)
[ Hyper-v
[] Network Policy and Access Services -
[] Print and Document Services
[ Remaote Access
[[] Remote Desktop Services —
v
| < Previous | | Mext = | | Install | | Cancel

306 9. Check the box next to Active Directory Domain Services.
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Add Roles and Features Wizard = IEl

WI

DESTINATION SERVER

Select server roffig

AD-DNS
— W,
Add features that are required for Active Directory
i i 74
Domain Services? =
You cannot install Active Directory Domain Services unless the irechory_r Domﬂif_l Services
following role services or features are also installed. stores information about
bn the network and makes
[Tacls] Group Policy Management ation available to users

ork administrators. AD DS

ain controllers to give
4 Role Administration Tools users access to permitted

4 AD DS and AD LDS Tools = al_'l]rwhere on the network
Active Directory module for Windows PowerShell asingle logon/process.

4 AD DS Tools

4 Remote Server Administration Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

|MdFeat{\sH Cancel ‘

| < Previous | | Next > | | Install | | Cancel

307 10. Click Add Features.
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DESTINATION SERVER

Select server roles ASiois

Select one or more roles to install on the selected server.

Before You Begin

Installation Type Roles Description
Server Selection 75 Bt Chree oy Do S
Py & : ry Domain Services
—D Aictive Drectﬂr)r Cemﬁ Sces ] (AL DS) stores information about

tory Domain Services| objects an the network and makes
Features [] Active Directory Federation Services this information available to users
AD DS [] Active Directory Lightweight Directory Services and ”e“’“’fk Al P‘D s

i . i i uses domain controllers to give

Confirmation [ Active Directory Rights Management Services network users access to permitted

[] Application Server s resources anywhere on the network

] DHCP Server through a single logon process.

[] DNS Server

[] Fax Server

p [® File and Storage Services (1 of 12 installed)

O Hyper-v

[] Network Policy and Access Services ]

[ Print and Document Services

[] Remote Mccess

[J Remote Desktop Services ]

w

< Brevious | [ Next | install | [ Cancel

308 11. Click Next.
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Select features

Before You Begin
Installaticn Type

Server Selection

Server Roles

AD DS

Confirmation

Select one or more features to install on the selected server.

Features

[ [H] .MET Framewark 4.5 Features (2 of 7 installed)

P O Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[ BitLocker Network Unlock
[ BranchCache
[] Client for NFS
[] Data Center Bridging
[] Direct Play
[] Enhanced Storage
[] Failover Clustering
Group Policy Management
[1 115 Hostable Web Core
[ Ink and Handwriting Services

—ag = =

| >

<] " |

DESTIMATION SERVER
AD-DNS

Description

.MET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

Install | [ Cancel

12. Click Next.
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. . . . DESTIMATION SERVER
Active Directory Domain Services AD-DNS
Before You Begin Active Directory Domain Services (AD DS) stores information about users, computers, and other devices

on the network. AD DS helps administrators securely manage this information and facilitates resource
sharing and collaboration between users. AD DS is also required for directory-enabled applications
Server Selection such as Microsoft Exchange Server and for other Wind Server technologies such as Group Policy.

g

Installation Type

Server Roles Things to note:

Features

* To help ensure that users can still log on to the network in the case of a server outage, install a
minimum of two domain controllers for a domain.

Confirmation * AD D5 requires a DNS server to be installed on the network. i you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.

* Installing AD DS will also install the DFS Namespaces, DFS Replication, and File Replication services
which are required by AD DS,

install | [ Cancel

310 13. Click Next.
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T = g DESTINATION SERVER
Confirm installation selections a5.oN
Before You Begin To install the following roles, role services, or features on selected server, dlick Install.
Installation Type [ Restart the destination server automatically if required
server Selection Optional features (such as administration tools) might be displayed on this page because they have
| been selected automatically. If you do not want to install these optional features, click Previous to clear
SERELRDS their check boxes.
Features
AD DS Active Directory Domain Services

Group Policy Management

Remaote Server Administration Tools
Reole Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

<Previous || Nea> | [ pinstall | [ cancel

14. Click Install.
15. Wait for the installation to complete.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events
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Installation progress

View installation progress

o Feature installation

Group Policy Management

AD DS Tools

Export configuration settings

N
Configuration required. Installation succeeded on AD-DNS.

Active Directory Domain Services
Additional steps are required to make this machine a domain controller.

Promote this server to a domain controller

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell

Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

DESTINATION SERVER
AD-DMNS

A~

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

< Previous | | Next > | fﬂose | | Cancel

313 16. Click Close.
[

EEETEE Voo SR ManaGR
§ Local Senver =
i Al Servers
Wl aoos
BE File and Storage Senvices b R START

o Configure this local server

A Post-deplaymens Configura_ |

Casliquration raqused Kot Actwe Disctory Domsin
5 at AD-DNS
Promgtc B 4 o a damain gonbiglic

) Festure instaliation
————
ration required. Installation succeeded on

AD-ONS.

ekl Rises anet Faaturet

WHATS NEW = Task Dot

ROLES AND SERVER GROUPS

Roles:2 | Servergroups: 1 | Servers totat 1

Fite and Storage
@ manageability (D Manageatility | @ manageabitity (O mMansgeaility
Events Events | B [
Seraces Performance Sendcos Services
Performance BPA results. Pedormance Performance
BPA results BPA results BPA results.
w20 TIM2017 235 PM
314 17. Click Promote this server to a domain controller.

315 18. Select Add a new forest.
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316 19. Enter a Root domain name.
- . TARGET SERVER
Deployment Configuration A
=nt Configuration -
= Select the deployment cperation
Domain Centroller Options i 2 3
. ) ) Add a domain controller to an existing domain
Hiliond Sipos ) Add a new domain to an existing forest
Paths ® Add a new forest
Review Cptions 2 2z : ¢ _
Specify the domain information for this operation
Prereguisitas Check
Root domain name: _DI.IPDI#
More about deployment configurations
< Previous MNext i | Install | | Cancel
317 20. Click Next.
318 21. Select Windows Server 2012 R2 for Forest functional level and Domain functional level.
319 22. Check the box next to Domain Name System (DNS) server.
320 23. Enter a password.
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. . TARGET SERVER
Domain Controller Options AD-DNS

Deployment Configuration | . -
| Select functional level of the new forest and root domain

Forest functional level: [ Windows Server 2012 R2 [~]

DNS Options
Additional Cptions

Domain functional level: [ Windows Server 2012 R2 [~]

Paths Specify domain controller capabilities

BeVEWOpon: Domain Name System (DNS) server

Prereguisites Chack Global Catalog (GC)
-2 - [] Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: sssssssssssssss

" |

Confirm password:

More about domain controller options

e =T [ nstall | [ cancel

321 24. Click Next.

DNS Options -

Deployment Configuration | = _ :
| Specify DNS delegation options
Domain Controller Cptions | i
| [ Create DNS delegation

Additional Cptions
Paths

Review Cptions

Prareguisites Chack

More about DNS delegation

cpooe | By | | et | [
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25. Click Next.

26. Ve

rify the domain name.

TARGET SERVER

Additional Options AD-DNS

Deployment Configuration . - s g
Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Options

DN5 Options

The NetBIOS domain name: [o]]

Paths
Review Cptions

Prereguisites Chack

< Previous ﬂﬂ) | Install | | Cancel

27. Click Next.

NIST SP 1800

-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events
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28.

TARGET SERVER
Paths AD-DNS

Deployment Configuration | 5 :

Specify the location of the AD DS database, log files, and SYSVOL

Domain Controller Options
DINS Options Database folder: CAWindows\NTDS

Additional Options . Log files folder: CA\Windows\NTDS

SYSVOL folder: CAWindows\SYSVOL

[IEIE]

Review Cptions

Prereguisitas Chack

More about Active Directory paths

< Previous | | Nyt > | | Install | | Cancel

Click Next.

. . TARGET SERVER
Review Options AD-DNS

Deployment Configuration | Review your selections:

Domain Controller Options Configure this server as the first Active Directory domain controller in a new forest. E
DNS Options The new domain name is "DLIPDR", This is also the name of the new forest.
Addmonalopions The NetBIOS name of the domain: DI L
Paths i
Forest Functional Level: Windows Server 2012 R2
Prereguisites Chack | Domain Functional Level: Windows Server 2012 R2 ||
Additional Options:
Global catalog: Yes
DNS Server: Yes
Create DNS Delegation: No z

These settings can be exported to a Windows PowerShell script to
additional installations View script

More about installation options

< Previous || Nef = | | Install || Cancel
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29.

30.
31.

Click Next.

o TARGET SERVER
Prerequisites Check AD-DNS
| ® Al prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show mare x

Deployment Configuration s . s o 3 = :
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Cptions computer

DNS Options
Additional Options
Paths ~ View results
Review Cptions A, Windows Server 2012 R2 domain controllers have a default for the security setting [A]

named "Allow cryptography algerithms compatible with Windows NT 4.0" that prevents
weaker cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (hitp://
go.microsoft.com/fwlink/?Linkld=104751).

A This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties. If both IPv4 and IPv6 are enabled for a network |
adapter, both IPv4 and |Pv6 static IP addresses should be assigned to both IPv4 and
IPvG Properties of the physical network adapter. Such static IP address(es) assignment
should be done to all the physical network adapters for reliable Domain Name System v

& Ifyou click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

<Previous | | Newt> | [ mal ][ Cancel

Click Install.
Wait for the installation to complete.

32. The server automatically reboots.

2.1.2 Creating a Certificate Authority

1.

Open Server Manager.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events
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B Local Server

WE AN Servers

W apos

& o

BR Fie and Storage Services b

ervers to manage

4 Create a server group

ROLES AND SERVER GROUPS
Roder:1 | Server groupe 1 | Servers tatak 1
File and Storag
i@ apDs 1) & oDns | 1, Bdedois sl m
(@ manageaniliy | | @ wmanageabany @ Manageatility (@ Manageabiity
Events Events tvents | S
Services Senvices Services Services
Performance Performance Pectormance Performance
BPA results BPA resubts P results BPA rosults

117672017 301 PM

(@ Mansgestiity

332 2. Click Add roles and features.

Before you begin

Installation Type

Server Selection

DESTIMATION SERVER
AD-DNS.DLIPDR

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hasting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

< Previous | i

Install | | Cancel

333 3. Click Next.

334 4. Select Role-based or feature-based installation.
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. . DESTINATION SERVER
Select installation type AD-DNS D119DR
Before You Begin Seied. the installation .type..\"ou can inslel roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).
- @) Role-based or feature-based installation
Server Selection
Configure a single server by adding roles, role services, and features.
Server Roles
Features LR Lesklop Setusces i
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.
\ﬁ:\{s_‘ | Install | | Cancel
335 5. Click Next.
336 6. Select Select a server from the server pool.
337 7. Select the intended Active Directory server.
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DESTIMATION SERVER

Select destination server AD-DNS.DLIPDR

Before You Begin Select a server or a virtual hard disk on which to install roles and features,

Installation Type

() Select a virtual hard disk

Server Roles Server Pool
Features
Filter:
MName IP Address Operating System

AD-DNS.DLIPDR 92, /! i erver 2012

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous | | Nex{ | | Install | | Cancel
338 8. Click Next.
DESTIMATION SERVER
Select server roles AD-DNSDLIPDR
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
Server Selection ~ Active Directory Certificate Services
W {AD C5) is used to create
Active Directory Domain Services (Installed) certification authorities and related
Features [] Active Directory Federation Services role services that allow you to issue
[] Active Directory Lightweight Directory Services "”‘? ot ls Ct_ErtIﬁcaleS usedina
variety of applications.
[] Active Directory Rights Management Services
[] Application Server =
[] DHCP Server
DNS Server (Installed)
[] Fax Server
 [H] File and Storage Services (2 of 12 installed)
[] Hyper-v
[] Network Plicy and Access Services N
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services —
W
| < Previous | | Next > | | Install | | Cancel
339 9. Check the box next to Active Directory Certificate Services.
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Add Roles and Features Wizard =8| %

ﬂl

DESTINATIOM SERVER

Select server rofie

AD-DNS.DLIPDR
X

Add features that are required for Active Directory

Certificate Services? i
The following tools are required to manage this feature, but do not irmow Certificate Services
have to be installed on the same server. is used to create

ion authorities and related
4 Remote Server Administration Tools ices that allow you to issue

age certificates used in a

4 Role Administration Tools :
f applications.

4 Active Directory Certificate Services Tools
[Tools] Certification Authority Management Tools

Include management tools (if applicable)

|dens|| Cancel |

| < Previous | | Next > | | Install | | Cancel

10. Click Add Features.

DESTINATION SERVER
Select server roles AD-DNSDLEDR
Before You Begin Select one or more roles to install on the selected server,
Installation Type Roles Description
Server Selection A Active Directory Certificate Services
(AD CS§) is used to create
v| Active Directory Domain Services (Installed) certification authorities and related
izl [] Active Directory Federation Services role services that allow you to issue
ADCS [] Active Directory Lightweight Directory Services anc_l g ct_Ertiflcates etine
variety of applications.
Rolz Services [] Active Directory Rights Management Services
Confirmation [ Application Server =
[] DHCP Server
DNS Server (Installed)
[] Fax Server
b [®] File and Storage Services (2 of 12 installed)
[ Hyper-v
[[] Network Policy and Access Services N
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services -
< Previous | ‘ Mext | Install | | Cancel
2

11. Click Next.
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DESTIMATIOM SERVER
Select features AD-DNS.DLIPDR
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description
server selection NET Frames A .MET Framework 3.5 combines the
Server Roles ° — power of the NET Framework 2.0
I [®] .NET Framework 4.5 Features (2 of 7 installed) APls with new technologies for
| |» [ Background Intelliigent Transfer Service (BITS) | =|  building applications that offer
AD CS [ BitLocker Drive Encryption appealing user interfaces, protect
) —] your customers' personal identity
Role Services [ BitLocker Network Unlock information, enable seamless and
Confirmation [] BranchCache secure communication, and provide
[ Client for NFS the ability to model a range of
o business processes.
[] Data Center Bridging
[ Direct Play
[] Enhanced Storage
[] Failover Clustering
Group Policy Management (Installed)
[] 115 Hostable Web Core
[] Ink and Handwriting Services |
— o= = =i v
< n [ ]3]
| < Previous | | Next > QJ | Install | | Cancel

342 12. Click Next.

DESTIMATIOM SERVER

Active Directory Certificate Services AD-DNS DLIEDR

Active Directory Certificate Services (AD C5) provides the certificate infrastructure to enable scenarios
such as secure wireless networks, virtual private networks, Internet Protocol Security (IPSec), Network
Installation Type Access Protection (NAP), encrypting file system (EFS) and smart card log on.

Server Selection

Before You Begin

Things to note:
Server Roles

Fatires * The name and domain settings of this computer cannot be changed after a certification authority
(CA) has been installed. If you want to change the computer name, join a domain, or promote this
server to a domain controller, complete these changes before installing the CA. For more
infarmation, see certification authority naming.

Role Services

Confirmation

< Previous | | ﬂeﬂ‘th [ st || cancel

343 13. Click Next.
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344 14. Check the box next to Certification Authority.

DESTINATIOM SERVER

Select role services AD-DNS.DLBDR

Bsfore You Begin Select the role services to install for Active Directory Certificate Services

Installation Type Role services Description

Server Selection ificati i i

R : Cerhﬁcatlon Authority (CA] is used
Server Roles to issue and manage certificates.

[] Certificate Enrollment Policy Web Service Multiple CAs can be linked to form a
Fealures [[] Certificate Enrollment Web Service public key infrastructure.
AD C5 [] Certification Autharity Web Enrollment

[] Metwork Device Enroliment Service
Confirmation [] Online Responder

< Previous ﬂ% £ | Install | | Cancel
345 15. Click Next.

DESTINATIOM SERVER

Confirm installation selections A DS TAIPOR

Before You Begin To install the following rales, role services, or features on selected server, click Install.

Installation Type

Server Selection Optional featy (such as admini ion tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these opticnal features, click Previous to clear

server Roles their check boxes.

Features

AD CS Active Directory Certificate Services

Certification Authority

Role Services

Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

Export configuration settings
Specify an alternate source path

<Previous | | Next> | | |mtaL\\§J| Cancel
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16.
17.

18.

Click Install.
Wait for the installation to complete.

DESTIMATION SERVER

Installation progress AD-DNS DI2DR

View installation progress

o Feature installation
0 ——
Configuration required. Installation succeeded on AD-DNS.DIIPDR.

Active Directory Certificate Services
Additional steps are required to configure Active Directory Certificate Services on the destination
server
Configure Active Directory Certificate Services on the destination server
Certification Authority
Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Mext > i | CIos{\ | | Cancel

Click Close.
2.

-

WELCOME TO SERVER MANAGER

B Local Server

M it v 0 Configure this local server e e it e
”® e £ =
) Festure instatation
i aDos QUICK START
& DNS | 2 Add roles and features Canfigumnen requrecd. installation sueceeded on
4 Task Detaids
L 8
ROLES AND SERVER GROUPS
Ralewc 4 | Server groups 1 | Servers totak 1
File and Sterage
"8 socs 1 # aops 1 & Ons 1 g i
@ Manageability @ Manageakility @ Manageability @ Manageaability
Events Events Events Events
Services Sernces Sernces Services
Performance Performance Performance Performance
BPA results BPA results BEA results BPA results.
(@ Manageability @ Manageability
- . [ ]
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19. Click Configure Active Directory Certificate Services on the destination server.

Credentials

Role Services

DESTINATION SERVER
AD-DNS.DLIPDR

Specify credentials to configure role services

To install the following role services you must belong to the local Administrators group:

* Standalone certification authority
* Certification Authority Web Enrollment
* Online Responder
To install the following role services you must belong to the Enterprise Admins group:
Enterprise certification authority
Certificate Enrollment Policy Web Service
Certificate Enrollment Web Service
MNetwork Device Enrollment Service

Credentials: D\Administrator

More about AD CS Server Roles

< Previous | | MNext = | | LConfigure | | Cancel

20. Click Next.

21. Check the box next to Certification Authority.
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Role Services

Credentizls

Setup Type

CA Type

Private Key
Cryptography
CA MName
Velidity Period

Certificate Database

Confirmation

DESTINATION SERVER
AD-DNS.DLIPDR

Select Role Services to configure

Certification Authority

[[] Certification Authority Web Enrollment
[] Online Responder

[[] Metwork Device Enrcliment Service

[[] Certificate Enrollment Web Service

[[] Certificate Enroliment Policy Web Service

Maore about AD CS Server Roles

< Previous. | | ﬂé{}) l | Configure | | Canoel

22. Click Next.
23. Select Enterprise CA.
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DESTINATION SERVER

Setup Type AD-DNS.DLIPDR

Cradentials Spedify the setup type of the CA

Raole Services

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage

CApe certificates.
Private Kay
h O rise CA

Crhypiooteply Enterprise CAs must be domain members and are typically online to issue certificates or

CA Mame certificate policies.

Validity Period

s () Standalone CA
Certificate Database Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
Corfirmation DS and can be used without a network connection (offline).
More about Setup Type

< Previous Nepeg = Configure Cancel

354 24. Click Next.
355 25. Select Root CA.

DESTINATION SERVER

CA Type AD-DNS.DLIPDR
Cradentials Specify the type of the CA
Role Services
Setup Type When you install Active Directory Certificate Services (AD C5), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
Private Key hierarchy.
Cryptography @ Root CA
CA Name Root CAs are the first and may be the only CAs configured in a PKI hierarchy.
validity Period
i ERs bk O Subordinate CA
Certificate Database Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Confirmation the CA above them in the hierarchy.
More about CA Type
< Previous | | Mext t | Lonfigure | | Cancel
356 26. Click Next.
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27. Select Create a new private key.

. DESTINATION SERVER
Private Key AD-DNS.DLIPDR
Credentials Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
CA Type (®) Create a new private key
se this option if you do not have a private or want to create a new private 5
Use this option if you d h pri key pri key.
Cryptograph
YRS () Use existing private key
CA Nams Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Validity Pericd () Select a certificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to
. import a certificate and use its associated private key.
Confirmation

() Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

More about Private Key

< Previous | | ﬂeﬂdw | Lonfigure | | Cancel

28. Click Next.

29. Select RSA#Microsoft Software Key Storage Provider.
30. Set the Key length to 2048.

31. Select SHA512 from the list.
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DESTINATION SERVER
Cryptography for CA AD-DNS.DLIPDR
Credentials Specify the cryptographic options
Role Services
Setup Type Select a cryptographic provider: Key length:
i [ Rsa#Microsoft Software Key Storage Provider [~][2048 [-]
LB Select the hash algorithm for signing certificates issued by this CA:
SHA256 |
CA Name SHAZ84 = |
validity Period SHAS12 ]
Certificate Database SHAL
) Mns b |
Confirmation
[ Allow administrator interaction when the private key is accessed by the CA.
More about Cryptography
< Previous | | ﬂq\g > | | Configure | | Cancel
362 32. Click Next.

DESTINATION SERVER

CA Name AD-DNS.DLIPDR
Credentials Specify the name of the CA
Role Services
Setup Type Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
CAYDE be modified.
Private Key
o h Common name for this CA:
ryptogra
L] DI-AD-DNS-CA
Validity Period Distinguished name suffix:
Certificate Database DC=DIDC=IFDR

Confirmation

Preview of distinguished name:
CN=DI-AD-DNS-CA,DC=DI,DC=IPDR

More about CA Name

< Previous ﬂ$> | LConfigure | | Cancel
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33. Click Next.

34. Set the time to 5 years.

Validity Period

Cradentials
Role Services
Setup Type
CA Type

Private Key

Cryptography
CA Name

Certificate Databaze

Confirmation

DESTINATION SERVER
AD-DNS.DLIPDR

Specify the validity period

Select the validity period for the certificate generated for this certification authority (CA):

N

CA expiration Date: 11/6/2022 3:19:00 PM

The validity period configured for this CA certificate should exceed the validity period for the
certificates it will issue.

More about Validity Period

< Previous | | ﬂe:% | | LConfigure | | Cancel

35. Click Next.
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DESTINATION SERVER

CA Database AD-DNS.DLIPDR
Credentials Specify the database locations
Role Services
Setup Type Certificate database location:
CA Type CAWindows'systern32\Certlog
RvAtekey Certificate database log location:
Cryptography CAWindows\system32\Certlog
CA Name
Validity Period
Confirmation
| More about CA Database
[<Brevious | [ Mrt> | | Configue || Cancel ]
366 36. Click Next.

DESTINATION SERVER

Confirmation AD-DNS.DLIPDR
Cradentials To configure the following roles, role services, or features, click Configure.
Role Services ~ Active Directory Certificate Services
Setup Type
Certification Authority
CA Type 3
CAType: Enterprise Root
Evate key Cryptographic provider: RSA#Microsoft Software Key Storage Provider
Cryptography Hash Algorithm: SHAS1Z
CA Mame Key Length: 2048
validity Pariod Allow Administrator Interaction: Disabled
Certificate Validity Period: 11/6/2022 3:19:00 PM
Certificate Database ) _I ca_e elidity Perio i
Distinguished Name: CN=DI-AD-DNS-CA,DC=DI,DC=IPDR
Certificate Database Location:  C\Windows\system32\Certlog
Certificate Database Log C\Windows\system32\CertLog
Location:
< Previous | | Next > | | Qonﬁgure | | Cancel

367 37. Click Configure.
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DESTINATION SERVER
Results AD-DNS.DLIPDR
The following roles, role services, or features were configured:
»~ Active Directory Certificate Services
Certification Authority o Configuration succeeded
More about CA Configuration
< Previous | | Next > | | Clt?a | | Cancel

368 38. Click Close.

369 2.1.3 Configure Account to Add Computers to Domain

370 1. Open the Start menu.
371 2. Enter dsa.msc and run the program.
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;)

Windows
Peraerehell

Controd Panel

372 3. Right-click on Users in the left panel.

] Active Directory Users and Computers

File Action View Help

|2 {8 XEc=z HE taarda

: Active Directory Users and Com|| Name Type Description

I ] Saved Queries _aJ- Administrator  User Built-in account for ad...

4 3 DLIPDR BIFJAllowed RO.. Security Group... Members in this group c...
4 - Builtin 42 Cert Publish... Security Group... Members of this group ...
b Computers 82, Cloneable D... Security Group... Members of this group t...
F al Domain Controllers 52, Denied ROD... Security Group... Members in this group c...
b = FDreignSecurit;,.rPrincipall ia_,DnsAdmins Security Group... DNS Administrators Gro...
- || Managed Service Accour

= 2, DnsUpdateP... Security Group... DNS clients who are per...
= L&ers 52, Domain Ad... Security Group... Designated administrato...
52, Domain Co...  Security Group...  All workstations and ser...
82, Domain Con... Security Group... All domain controllers ...
42 Domain Gue... Security Group... All domain guests

2, Domain Users  Security Group... Al domain users
Sla‘EnterpriseA... Security Group... Designated administrato...
82, Enterprise R...  Security Group... Members of this group ...
:’EGroup Polic... Security Group... Members in this group c...
!. Guest User Built-in account for gue...
52, Protected Us... Security Group... Members of this group ..
52, RAS and IAS ... Security Group... Servers in this group can...
42 Read-only D... Security Group... Members of this group ...
2 Schema Ad... Security Group... Designated administrato...
< m 5 ||| %, WinRMRem... Security Group... Members of this group ...

373 4. Click Delegate Control.
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Welcome to the Delegation of
Control Wizard

This wizard helps you delegate control of Active Directory
objects. You can grant users pemmission to manage Users,
groups, computers, organizational units, and other objects
stared in Active Directory Domain Services.

To cortinue, click Mext.

5. Click Next.

Users or Groups
Select one or more users or groups to whom you want to delegate control.

Selected users and groups:

6. Click Add to select users or groups.
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7. Add users or groups.
Delegation of Control Wizard | x|

Select this object type:
|Users, Groups, or Built-in security principals

From this location:
|DI.IF‘DF{

Enter the object names to select (2amples):
Domain Admins

8. Click OK.

Users or Groups
Select one or maore users or groups to whom you want to delegate control.

Selected users and groups:
B2, Domain Admins (D1\Domain Admins)

9. Click Next.
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10. Choose Create a custom task to delegate.
Delegation of Control Wizard =N
Tasks to Delegate ?ﬁ&
3

You can select common tasks or customize your own. u’

() Delegate the following common tasks:

[] Create, delete, and manage user accounts -
] Reset user passwords and force password change at next logon
[ Read all user information

] Create, delete and manage groups

[ Modify the membership of a group

] Create, delete, and manage inetOrgPerson accounts

[ | Reset inetOraPerson passwords and force password change at next Ic
< m >

(® Creste a custom task to delegate;

<Back | [l'w¢> | | Cancel | | Hebp

11. Click Next.

12. Choose Only the following objects in the folder.

13. Check the box next to Computer objects.

14. Check the box next to Create selected objects in this folder.
15. Check the box next to Delete selected objects in this folder.
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Active Directory Object Type
Indicate the scope of the task you want to delegate.

Delegate control of:
() This folder, existing objects in this folder, and creation of new objects in this folder
(#) Onty the following objects in the folder:

[] account objects
[] aC5Resourcelimits objects

[7] applicationVersion ohjects
[[] boctable Device objects

[] cerficationAuthority objects
[+] Computer object

— - e

[#] Create selected objects in this folder
[l ielete selected obiects in this folden

385 16. Click Next.
386 17. Check the boxes next to Reset password, Read and write account restrictions, Validated write
387 to DNS host name, and Validated write to service principal name.
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Permissions
Select the permissions you want to delegate.

Show these pemissions:
[w] General
[ | Property-specific
[ Creation/deletion of specific child objects
Permizsions:
[] Receive as
[+] Read and write account restrictions
[] Fead and wite personal information

[] Read and write public information
[+] Validated write to DMS host name

B

(<] [m]

Validated write to service principal name

g

18. Click Next.

Completing the Delegation of
Control Wizard

You have successfully completed the Delegation of Caontrol
wizard.

‘You chose to delegate control of objects ]
in the following Active Directory folder: ]

DILIPDR/Users

The groups, users, or computers to which you
have given control are: —

Domain Admins (D1Domain Admins)
They have the following pemissions: ||
W
To close this wizard, click Finish.
<Back | | Hep

19. Click Finish.
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390 2.1.4 Adding Machines to the Domain

391 1. Right-click the network icon in the task bar on a computer that you wish to add to the domain.
392 2. Click Open Network and Sharing Center.
T |§ + Control Panel » Network and Internet » Network and Sharing Center v C,| | Search Control Panel » |
Coik v e View your basic network information and set up connections
View your active networks
Change adapter settings
Change advanced sharing Network Access type: Internet
settings Public network Connections: «* Ethemet0
Change your networking settings
Set up a new connection or netwark
" Setup a broadband, dial-up, or VPN connection; o set up a router or access point.
Troubleshoot problems
Diagy and repair rk probl or get troubleshooting infe ti
See also
Internet Options
Windows Firewall
393 3. Click the name of the internet adapter.
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IPv4 Connectivity: Internet
IPvi Connectivity: No Internet acoess
Media State: Enabled
Duration: 02:16:05
Speed: 1.0 Gbps

Bytes: 3,043,324 | 2,073,372

| “Properties | | “ypisable || oiagnose |

394 4. Click Properties.

Networking

Connectusing:
# Intel{R) 82574L Gigabit Network Connection

This connection uses the follawing items:

i & Client for Microsoft Networks

¥ 8L File and Prnter Sharing for Microsoft Networks

¥ 8l oS Packet Scheduler

[ wa Microsoht Network Adapter Multiplexor Pratocal

i .4 Link-Layer Topology Discovery Mapper |fO Driver
™ & Link-Layer Topology Discovery Responder

¥ i Internet Protocol Version 6 (TCP/IPvE)

Description
Transmission Control Protocelfintemet Protocol. The default wide
area network protocol that provides communication across
diverse inferconnected networks.

[ ok [[ come |
395 5. Double-click Internet Protocol Version 4 (TCP/IPv4).
396 6. Select Use the following DNS server addresses.
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397 7. Enter the IP address of the DNS server.

General mwmi

You can get IP settings assigned automatically If your network
suppaorts this capability. Otherwise, you need to ask your network
administrator for the appropriate IF settings.

(@) Obtain an IP address automatically
(7} Uee the following TP address:

() Obtain DNS server address automatically
(@) Use the following DNS server addresses

Preferred DNS server: 192 .168 . 78 . 4
e I B

e
Lok || comcer |
398
399 8. Click OK.
400 9. Click OK.
Connection
P4 Connectivity: Tnternet
IPv6 Connectivity: No Intermet access
Media State: Enabled
Duration: 02:30:01
Speed: 1.0 Gbps
Activity
=4
Bytes 3,043,845 I 2,074,110
| S Properties | | <y nisable | | Diagnose |
401
402 10. Click Close.
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403 11. Navigate to This PC.
Computer  View v @
+ [ » ThispC » v @] [ Search This e 2]
& Favorites 4 Folders (6)
Il Desktop
ls Downloads \h Desktop Documents

2 Recent places

F
W This PC h Downloads b Music
& Network \h Pictines i

4 Devices and drives (3)

Videos

Local Disk (C)
y Floppy Disk Drive (A) L —
7 71068 free ol 79668
DVD Drive (D)
IR2_S55_X64FREV_EN-US_DV3
0 bytes free of 4.16 GB
4 0 4 9 items
405 12. Right-click in the window and click Properties.
+ |ﬂ » Control Panel » System and Security » System v & ‘ ‘ Search Control Panel 2 |
Control Panel Home (2]
SIS View basic information about your computer
% Device Manager Windows edition
@ eiriote séogs Windows Server 2012 R2 Standard
% Advanced system settings © 2013 Microsott Corporation. All rights reserved. .Wmdows Server2012R2
System
Processor: Intel(R) Xeon(R) CPU E5-2660 0 @ 220GHz 2.20 GHz
Installed memory (RAM):  8.00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display
Computer name, domain, and workgroup settings
Computer name: REMOTEDESKTOP1 & Change settings
Full computer name: REMOTEDESKTOP1
Computer description:
Workgroup: WORKGROUP
Windows activation
Windows is not activated. Read the Microsoft Software License Terms
Product ID: 00252-70000-00000-AA535 Activate Windows
See also
Action Center
Windows Update

407 13. Click Change Settings.
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Computer Name | Hardware | Advanced | Remote |
“ Windows uses the following inft ion 1o identify your computer on
the network.
Computer dascriplion: i|
For example: "IS Production Server” or "Accounting
Semver”.
Full computer name: REMOTEDESKTOP1
Workgroup: WORKGROUP
T this comp hange its domai
W:F‘(QI‘DL]J. chck Change. G *
ok || cameat || Apoy |
408
409 14. Click Change.
410 15. Select Domain.
411 16. Enter the domain.
You can change the name and the membership of this computer.
Changes might affect access lo network resources.
Compuler name.
REMOTEDESKTOP1 |
Full computer name.
REMOTEDESKTOP1
Member of
(@) Domain:
|mu=DR |
(0 Workgroup:
|WORKGROUP |
ok || Cancel |
412
413 17. Click OK.
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414 18. Enter the username and password of an account with privileges to add computers to the
415 domain.

Computer Name/Domain Changes

Enter the name and password of an account with permission to join the
domain.

| DihAdministrator I

Domain: DI

| ok || conce
416
417 19. Click OK.
You must restart your computer to apply
these changes
Before restarting, save any open files and close all
programs.
418
419 20. Click OK when prompted to restart the computer.

420 2.1.5 Configure Active Directory to Audit Account Activity

421 1. Open the Start menu.
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Search

2. Enter “Local Security Policy” in the search bar and open the program.

3. Navigate to Local Policies > Audit Policy.

4. Right-click Audit account management.

|
File Action View Help
s XE = HE

Local Security Policy

_I:I-

T Security Settings

b [ 3 Account Policies

4[4 Local Policies
I [ Audit Policy
I+ & User Rights Assignment
I 4 Security Options

I [ Windows Firewall with Advanced Seci
| Metwork List Manager Policies

> || Public Key Policies

- || Software Restriction Policies

[ | Application Control Policies

[ .g IP Security Policies on Local Compute

[ [ Advanced Audit Policy Configuration

-

Policy
| Audit account logon events
4| Audit accountgnanagement
| Audit directory Service access
| Audit logon events
| Audit object access
| Audit policy change
| Audit privilege use
| Audit process tracking
| Audit system events

Security Setting
Me auditing
Ne auditing
Mo auditing
Mo auditing
Mo auditing
MNe auditing
Mo auditing
Mo auditing
Mo auditing
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5. Click Properties.
6. Check the boxes next to Success and Failure.

Local Securty Setting | Explain

Audit account management

Audit these attempts:
[w] Success

[v] Failure

& This setting might not be erforced if other policy is configured to
£=%  pvemde category level audit policy.
For mare information, see Audit account management. (3921468)

0K Cancel Apply
ok ) [caes | [owr |

7. Click OK.

2.1.6 Configure Reverse Lookup Zones

1. Open DNS Manager by right-clicking the DNS server in Server Manager.
2. Click Reverse Lookup Zones.
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File Action View Help
e 2 B § S
£, DNS
4 7 AD-DNS.DLIPDR @ Add 2 New Z
» 7] Forward Lookup Zones
 Reverse Lookufiones || 1 b e System (DNS] allows a DNS namespace to be divided into zones. Each zone stores
b [ Trust Points i ion about one or more conti DNS domsins.
» [ Conditional Forwarders
» g Global Logs To add a new zane, on the Action menu, click New Zone.
. R
435 3. Click Action > New Zone.

. Welcome to the New Zone
Wizard

- This wizard helps you create a new zone for your DNS
SErver,

A zone translates DNS names to related data, such as IP
addresses or network services.

To continue, dick Next.

436
437 4. Click Next.
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Zone Type
The DMS server supports various types of zones and storage.

Select the type of zone you want to create:

(#®) Primary zone
Creates a copy of a zone that can be updated directly on this server.

() Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides fault tolerance.,

() Stub zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority
(S0A), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

[ Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)

438
439 5. Click Next.
Active Directory Zone Replication Scope
‘fou can select how you want DMS data replicated throughout your network.
Select how you want zone data replicated:
() To all DNS servers running on domain controllers in this forest: DI.IPDR
(® To all DNS servers running on domain controllers in this domain: DI IPDR.
() To all domain controllers in this domain (for Windows 2000 compatibility): DL IPDR
() To all domain controllers specified in the scope of this directory partition:
440
441 6. Click Next.
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Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPv6
addresses.

(@) IPv4 Reverse Lookup Zone

() IPv6 Reverse Lookup Zone

7. Click Next.
8. Enter the first three parts of the IP address of the Active Directory (AD)/DNS server (for

example, 192.168.1).

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

To identify the reverse lookup zone, type the network ID or the name of the zone.
(® Network ID:

|192 IR

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal {not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and netweork ID 10,0 would create
zone 0. 10.in-addr.arpa.

() Reverse lookup zone name:
| 1.168. 192.in-addr.arpa

9. Click Next.
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Dynamic Update
‘fou can spedfy that this DNS zone accepts secure, nonsecure, or no dynamic
updates.

Diynamic updates enable DMS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

(®) Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

() Allow both nonsecure and secure dynamic updates %
Dynamic updates of resource records are accepted from any dient.
& This option is a significant security wulnerability because updates can be
accepted from untrusted sources.

() Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

<Back || Next> | [ concel |

10. Click Next.

Completing the New Zone Wizard

‘You hawve successfully completed the Mew Zone Wizard. You
spedified the following settings:

Mame:  1.168.192.in-addr.arpa
Type: Active Directory-Integrated Primary

Lookup type: Reverse

Mote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Fmii.

11. Click Finish.
12. Click on the newly created reverse lookup zone.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events

52



DRAFT

File Action View Help

e« rnEEczBE § 88

£ DNS Name Type Data Timestamp
4 | AD-DNS.DIIPDR 5 (same as parent folder) Start of Authority (SOA)  [1], ad-dns.di.ipdr, hostm... ~static
I+ [ Ferward Lockup Zones || ] (same as parent folder) Name Server (NS} ad-dns.diipdr. static

4[] Reverse Lookup Zones
(2] 1.168.192.in-addr.arp|

> | Trust Points

b [ Conditional Forwarders [%

b Global Logs

453 L

454 13. Right-click in the window and select New Pointer (PTR)....
455 14. Enter the IP address of the AD/DNS server.

456 15. Enter the hostname of the AD/DNS server.

Pointer (PTR)
Host IP Address:
| 192.168.1.12

Fully qualified domain name (FQDM):
| 12.1.168. 192.in-addr.arpa |

Host name:
|ad-dns.di.ipdr| | | Browse. .. |

[T] Allgw any authenticated user to update all DNS records with the same
name. This setting applies only to DNS records for a new name.

457
458 16. Click OK.
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File Action View Help

e« 2EEcRz Bm 6 86

£, DNS Name Type Data Timestamp
4 i AD-DNS.DLIPDR ] (same as parent folder) Start of Authority (SOA) [1], ad-dns.di.ipdr, hostm... static

b 1 Forward Lookup Zones || ] (same as parent folder) Name Server (NS} ad-dns.diipdr. static

4 [7] Reverse Lookup Zones || =] 192,168.1.12 Pointer (PTR) ad-dns.diipdr

|21 1.168.192.in-addr.arp|
p ] Trust Points
p ] Conditional Ferwarders
b (] Global Logs

(<] m [>

459

460 2.2  Microsoft Exchange Server

461  As part of our enterprise emulation, we include a Microsoft Exchange server. This section covers the
462 installation and configuration process used to set up Microsoft Exchange on a Windows Server 2012 R2
463 machine.

464 2.2.1 Install Microsoft Exchange

465 1. Run Exchange2016-x64.exe.
466 2. Choose the directory for the extracted files.

Choose Directory For BEdracted Files
C:\Program FilesMicrosoftExchange Server|

467
468 3. Click OK.
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Application Tools

Home Share View Manage A ﬂ
© = 4 [ « LocalDisk (C) » Program Files » Microsoft » Exchange Server » w & [ search Exchange Server 2]
- .
7 Favorites o G ML = 5
I Desktop L syl B/14/201710:22 AM  File folder
{8 Downloads Losv 8/14/201710:22 AM  File folder
& Recent places e 81472017 1022 AM  File folder
o ta 8/14/201710:22 AM  File folder
18 This PC Lte B/14/201710:22 AM  File folder
& th 8/14/2017 10:22 AM  File folder
€ Network B 8/14/201710:22 AM  File folder
o uk 81472017 10:22 AM  File folder
& ur 8/14/2017 10:22 AM  File folder
i vi 8/14/201710:22 AM  File folder
. zh-hans 8/14/201710:22 AM  File folder
L zh-hant 8/14/2017 10:22 AM  File folder
] autorun 9/20/2015 441 AM  Setup Information 1KB
@ exchangeserver 9/20/2015 441 AM  Windows Installer ... 22,383 KB
%] microsoft.exchange.cabutility.dil 9/20/20154:41 AM  Application extens.., 278 KB ]
@ microsoft.exchange.data.common.dil 9/20/2015 441 AM  Application extens... 1,684 KB
@ microsoft.exchange.diagnostics.dil 9/20/2015 441 AM  Application extens... 1,648 KB =
@ microsoft.exchange.setup.acquirelangua...  9/20/20154:41 AM  Application extens... 68 KB -
@ microsoft.exchange.setup.bootstrapper.c..  9/20/20154:41 AM  Application extens... 90 KB
@ microsoft.exchange.setup.signverfwrapp...  9/20/2015 441 AM  Application extens... 83 KB
[ET setup N 9/20/2015 441 AM  Application 31KB ]
T2items 1 item selected 300K - =]

4. Enter the directory and run setup.exe.
5. Select Connect to the Internet and check for updates.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Check for Updates?

You can have Setup download Exchange Server 2016 updates from the Internet before you install Exchange. If updates are available,
they'll be downloaded and used by Setup. By downloading updates now, you'll have the latest security and product updates. If you
don't want to check for updates right now, or if you don't have access to the Internet, skip this step. If you skip this step, be sure to
download and install any available updates after you've completed Setup.

Select one of the following options:

@ LConnect to the Internet and check for updates

O Don't check for updates right now

@8 Exchange

6. Click Next.
7. Wait for the check to finish.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Downloading Updates...

No updates found, click next to continue with setup.

@8 Exchange

8. Click Next.
9. Wait for the copying to finish.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Introduction

Welcome to Microsoft Exchange Server 2016!

Exchange Server is designed to help you increase user productivity, keep your data safe, and provide you with the control you need.
‘You can tailor your solution to your unique needs with flexible deployment options, including hybrid deployments that enable you to
take advantage of both on-premises and online solutions. You can use compliance management features to protect against the loss of
sensitive information and help with internal and regulatery compliance efforts, And, of course, your users will be able to access their
email, calendar, and voice mail on virtually any device and from any location. This wizard will guide you through the installation of
Exchange Server 2016,

Plan your Exchange Server 2016 deployment:
Read about Exchange Server 2016
Read about supported languages

Use the Exchange Server Deployment Assistant

@8 Exchange

478
479 10. Click Next.
480 11. Click I accept the terms in the license agreement.
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MICROSOFT EXCHANGE SERVER 2016 SETUP s ? X

License Agreement

Please read and accept the Exchange Server 2076 license agreement,

MICROSOFT SOFTWARE LICENSE TERMS i
MICROSOFT EXCHANGE SERVER 2016 STANDARD, ENTERPRISE, TRIAL AND HYBRID
These license terms are an agreement between Microsoft Corporation (or based on where you live, one of its affiliates)

and you. Please read them. They apply to the software named above, which includes the media on which you received
it, if any. The terms also apply to any Microsoft

» updates,

« supplements,

s Internet-based services, and
* support services

for this software, unless other terms accompany those items. I so, those terms apply.

By using the software, you accept these terms. If you do not accept them, do not use the software.
d If you cannot obtain a refund there, contact Microsoft or W

B efiem S bt e

@ | zccept the terms in the license agreement

‘-/_\, | do not accept the terms in the license agreement.

@8 Exchange

12. Click Next.
13. Click Use Recommended Settings.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ?7 X

Recommended Settings

(@) Userecommended settings

Exchange server will automatically check online for selutions when encountering errors and provide usage feedback to Microsoft to
help improve future Exchange features,

O Don't use recommended settings

Manually configure these settings after installation is complete (see help for more information).

Read more about providing usage feedback to Microsoft

Read more about checking for error solutions online

@8 Exchange N O

14. Click Next.

15. Check Mailbox role.

16. Check Automatically install Windows Server roles and features that are required to install
Exchange Server.
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MICROSOFT EXCHANGE SERVER 2016 SETUP

Server Role Selection

Select the Exchange server roles you want te install on this computer:

Mailbox role

Automatically install Windows Server roles and features that are required to install Exchange Server

@& Exchange

17. Click Next.
18. Specify the installation path for MS Exchange.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Installation Space and Location

Disk space required: 8696.2 MB

Disk space available: 19407.9 MB

Specify the path for the Exchange Server installation:

i C\Program Files\Microsoft\Exchange Server\V13

[&Exchange

19. Click Next.
20. Specify the name for the Exchange organization, e.g., DI.
21. Decide whether to apply split permissions based on the needs of the enterprise.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Exchange Organization

Specify the name for this Exchange organization:
‘Dll

[I Apply Active Directory split permissions security model to the Exchange organization

The Active Directory split permissions security model is typically used by large organizations that completely separate the responsibility
for the management of Exchange and Active Directory among different groups of people. Applying this security model removes the
ability for Exchange servers and adrministrators to create Active Directory objects such as users, groups, and contacts. The ability to
manage non-Exchange attributes on those objects is also removed.

You shouldn't apply this security model if the same person or group manages both Exchange and Active Directory, Click '?' for more
information.

@8 Exchange back | [ net

22. Click Next.
23. Select No.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Malware Protection Settings

Malware scanning helps protect your messaging environment by detecting messages that may contain viruses or spyware, It can be
turned off, replaced, or paired with other premiurm services for layered protection.

Malware scanning is enabled by default. However, you can disable it if you're using another product for malware scanning. If you
choose to disable malware scanning now, you can enable it at any point after you've installed Exchange.

Disable malware scanning.

O Yes
® Mo

Internet access is required to download the latest anti-malware engine and definition updates.

back | | next

@8 Exchange

24. Click Next.
25. Install any prerequisites listed.
26. If necessary, restart the server and rerun setup.exe, following through steps 3—22 again.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Readiness Checks

The computer will be checked to verify that setup can continue,

Prerequisite Analysis 100%
Warning:

Setup can't detect a Send connector with an address space of "', Mail flow to the Internet may not work properhy.

For more information, visit: hitp://technet.microseft.com/library(EXCHG.160) /ms.exch.setupreadiness.MoConnectorT oStar.aspx

@8 Exchange

27. Click Install.

2.3  Windows Server Hyper-V Role

As part of our simulated enterprise, we include a Windows Hyper-V server. This section covers the

instructions for installing the Windows Server Hyper-V Role on a Windows Server 2012 R2 machine.

The instructions for enabling the Windows Server Hyper-V Role are retrieved from
https://technet.microsoft.com/en-us/library/hh846766(v=ws.11).aspx and are replicated below for

preservation and ease of use.

2.3.1 Production Installation

1. In Server Manager on the Manage menu, click Add Roles and Features.
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| F

Manage To View Help

Ad{:8oles and Features

Remove Roles and Features

| Add Servers

Server Manager * Dashboard "

B Local Server i Create Server Group
i Allservers o Configure this local server e Mt et
QUICK START
2 Add roles and features
3 Add other servers to manage =
IRV 4 Create a server group
5 Connect this server to cloud services
LEARN MORE e
ROLES AND SERVER GROUPS =
Roles:0 | Servergroups:1 | Servers total: 1
# Local Server 1 ii All Servers 1
@ Manageability @ Manageability
5 1 3 Events Events g
514 2. Onthe Before you begin page, verify that your destination server and network environment are
515 prepared for the role and feature you want to install.
= Add Roles and Features Wizard - | = [
Before you begin WNNRSEOTCANG T D TEET

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organizaticn, such as sharing documents, or
Installation Typs hosting a website,

Server Selection .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by default

< Previous Install
516
517 3. Click Next.
518 4. On the Select installation type page, select Role-based or feature-based installation.
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5.
6.

. . DESTINATION SERVER
Select installation Type WIN-MR2807CRMO1.DLTEST
Before You Begin Seleq the installation .type..\"ou can ins?ail roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).
. ® Role-based or feature-based installation
Server Selection ; : .
Configure a single server by adding roles, role services, and features.
Server Rolas
D S
Features £ PSS 3 2 B
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.
| < Previous | ‘ ﬂe&) | | Install | | Cancel
Click Next.

On the Select destination server page, select a server from the server pool.

DESTIMATION SERVER

Select destination server WIN-MR2B07CRMO1.DLTEST

Before You Begin Select a server or a virtual hard disk on which to install roles and features,

Installation Type (O]

i Select a server from the server pool
() Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
MName IP Address Operating System

Server 2012 R2 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous ﬂi’ﬁ B | Install | ‘ Cancel
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523 7. Click Next.
524 8. On the Select server roles page, select Hyper-V.
525 9. To add the tools that you use to create and manage virtual machines, click Add Features.

DESTINATION SERVER

Select server roles WIN-MR2307CRMO1.DLTEST

Select one or more roles to install on the selected server,

Before You Begin

Installation Type Roles Description
Server Selection ) - 5
[ Active Directory Certificate Services o Hypetl provdes the senncestheit
) X . you can use to create and manage
[0 Active Directory Domain Services wvirtual machines and their resources.
Features [ Active Directory Federation Services Each virtual machine is a virtualized
Hyper-\v R D R DR computer systemn that operates in an
¥ O R EECRIIGRERCY SRR isolated execution environment. This
Virtual Switches [] Active Directory Rights Management Services allows you to run multiple operating
Migration 3 Application Server (Installed) - systems simultaneously.
Default Stores [ DHCP Server
DNS Server
Confirmation .
[ Fax Server
> [H] File and Storage Services (2 of 12 installed)
Hyper-V]
[ Network Policy and Access Services |
[ Print and Document Services
[] Remote Access
[] Remote Desktop Services
v

< Previous Ney:> Install Cancel

526
527 10. Click Next.
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DESTINATION SERVER
Select features WIN-MR2BO7CRMO1.DLTEST
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description
Server Selection i
b NET Framework 3.5 Features (Installed) AL GHED framework s ocombines the
Server Roles power of the .NET Framework 2.0
2 .NET Framewaork 4.5 Features (Installed) APIs with new technologies for
b [] Background Intelligent Transfer Service (BITS)  |=|  building applications that offer
Hyper-v I:l BitLocker Drive Encryption appealing user interfaces, .p rotPTct
) — your customers' personal identity
Virtual Switches [ BitLocker Network Unlock information, enable seamless and
Migration [J BranchCache secure communication, and provide
- the ability to model a range of
Default Stores L1 Sietior ey business processes.
) [] Data Center Bridging
Confirmation )
[] Direct Play
[] Enhanced Storage
[] Failover Clustering
[] Group Policy Management
115 Hostable Web Core (Installed)
[ Ink and Handwriting Services |
— . o e v
<] " | ]
< Previous | | Mext >,\eJ | Install | | Cancel
528 “
529 11. Click Next.
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Hyper-V

Before You Begin
Installation Typs
Server Selection
Server Roles

Features

Virtual Switches

Migration
Default Stores

Confirmation

DESTINATIOM SERVER
WIN-MRZBOTCRMO1.DLTEST

Hyper-V allows you to virtualize your server workloads by running those workloads on virtual machines.

You can use virtual machines to consolidate multiple workloads on one physical server, to improve
server availability, and to increase efficiency in developing and testing software.
Things to note:

* Before you install this role, you should identify which network connections on this server you want to
use for setting up virtual switches.

* After you install Hyper-V, you can use Hyper-\V Manager to create and configure your virtual
machines,

More information about Hyper-V

| | Cancel

< Previous | | MNext >%J | Install

12. Click Next.

13. On the Create Virtual Switches page, select the appropriate options.
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DESTINATION SERVER

Create Virtual Switches WIN-MR2BOTCRMO1.DLTEST

Virtual machines require virtual switches to communicate with other computers. After you install this

Before You Begin _ 4 = 5
role, you can create virtual machines and attach them to a virtual switch.
Installation Typs

One virtual switch will be created for each network adapter you select. We recommend that you create

Server Selection at least one virtual switch now to provide virtual machines with connectivity to a physical network. You

Server Boles can add, remove, and medify your virtual switches later by using the Virtual Switch Manager.
Features Network adapters:
Hyper-V MName Description

Ethernet Intel(R) PRO/1000 MT Network Connection

Migration

Default Stores

Confirmation 'J.I We recommend that you reserve one network adapter for remote access to this server, To reserve a

network adapter, do not select it for use with a virtual switch.

< Previous ﬂft B ‘ Install | | Cancel
533

534 14. Click Next.
535 15. On the Virtual Machine Migration page, select the appropriate options.

DESTINATION SERVER

Virtual Machine Mlg ration WIN-MR2BOTCRMO1.DLTEST

Hyper-V can be configured to send and receive live migrations of virtual machines on this server,
Configuring Hyper-V now enables any available network on this server to be used for live migrations. If
Installation Type you want to dedicate specific networks for live migration, use Hyper-V settings after you install the role.

Before You Begin

Server Selection . e . ;
[[] Allow this server to send and receive live migrations of virtual machines

Server Roles

Authentication protocol

Features . o - .
Select the protocol you want te use to authenticate live migrations,

(@) Use Credential Security Support Provider (CredSSP)

Virtual Switches This protocol is less secure than Kerberos, but does not require you to set up constrained
delegation. To perform a live migration, you must be logged on to the source server.

Hyper-v

() Use Kerberos
Default Stores This protocel is more secure but requires you to set up constrained delegation in your
Carfirmation environment to perform tasks such as live migration when managing this server remotely.

b, If this server will be part of a cluster, do not enable migration now. Instead, you will canfigure the
server for live migration, including specifying networks, when you create the cluster.

<£reviuus‘: ext > | | Install || Cancel

536
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537 16. Click Next.
538 17. On the Default Stores page, select the appropriate options.
Default Stores WINAREE0TCROT B ST
Before You Begin Hyper-V uses default locations to store virtual hard disk files and virtual machine configuration files,
unless you specify different locations when you create the files. You can change these default locations
Installation Type now, or you can change them later by modifying Hyper-V settings.
Server Selection
Default location for virtual hard disk files:
Server Roles
Eealiiies CAUsers\Public\Documents\Hyper-Vi\Virtual Hard Disks Browse...
Hyper-V Default location for virtual machine configuration files:
Virtual Switches CAProgramData\Microsoft\Windows\Hyper-V Browse...
Migration
Confirmation
< Previous | | ﬂ:{\g = | | Install | | Cancel
539
540 18. Click Next.
541 19. On the Confirm installation selections page, select Restart the destination server automati-
542 cally if required.
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[ Add Roles and Features Wizard - | = [

DESTINATION SERVER

Confirm installation selections WIN-MR2BOTCRMO1 DLTEST

Before You Beain To install the following roles, role services, or features on selected server, click Install.

Installation Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Hyper-V
Remote Server Administration Tools
Role Administration Tools
Hyper-V Management Toals
Hyper-V Medule for Windows PowerShell

Hyper-V GUl Management Tools

Export configuration settings
Specify an alternate source path

< Previous Next > Cancel

543

544 20. Click Install.

545 21. When installation is finished, verify that Hyper-V installed correctly. Open the All Servers page
546 in Server Manager, and select a server on which you installed Hyper-V. Check the Roles and
547 Features tile on the page for the selected server.

548 2.4 MS SQL Server

549  As part of both our enterprise emulation and data integrity solution, we include a Microsoft SQL Server.
550 This section covers the installation and configuration process used to set up Microsoft SQL Server on a
551  Windows Server 2012 R2 machine.

552 2.4.1 Install and Configure MS SQL

553 1. Acquire SQL Server 2014 installation media.
554 2. Locate the installation media in the machine and click on SQL2014_x64_ENU to launch SQL
555 Server Installation Center.
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~
Planning Hardware and Software Requirements i
Installation View the hardware and software requirements.
Maintenance Security Documentation
Tools View the security documentation.
Resources Online Release Notes =
Advanced View the latest information about the release. %
Dptions ﬁ How to Get SOL Server Data Tools
< 50L Server Data Tools provides an integrated environment for database developers to
carry out all their database design work for any SGL Server platform,
a“oﬁ\ System Cenfiguration Checker
& Launch a teol to check for conditions that prevent a successful SGL Server installation.
H Install Upgrade Advisor
Upgrade Advisor analyzes any SOL Server 2012, SCL Server 2008 R2, 50L Server 2008 or
SQL Server 2005 compenents that are installed and identifies issues to fix either before
or after you upgrade to SOL Server 2014,
Online Installation Help
Launch the online installation documentation.
How to Get Started with SOL Server 2014 Failover Clustering
Read instructions on how to get started with S5QL Server 2014 failover clustering.
How to Get Started with a PowerPivet for SharePoint Standalone Server Installation
5 Read instructions on how to install PowerPivot for SharePoint in the fewest possible
Microsoft SQL Server2014 steps on a new SharePoint 2010 server,
556 x
557 3. On the left menu, select Installation.
Planning % Mew SCGL Server stand-alone installation or add features to an existing installation
= Launch a wizard to install QL Server 2014 in a non-clustered environment or to add
features to an existing SOL Server 2014 instance.
MaintéRance
MNew SCL Server failover cluster installation
Tools
Launch a wizard to install a single-node 5L Server 2014 failover cluster.
Resources
Advanied g?‘ﬁ‘ Add node to a 50U Server failover cluster
Launch a wizard to add a node to an existing SOL Server 2014 failover cluster.
Options
g Upgrade from SQL Server 2003, SOL Server 2008, SOL Server 2008 R2 or SOL Server 2012
Launch a wizard to upgrade 5QL Server 2005, 5QL Server 2008, SQL Server 2008 R2 or SQL
Server 2012 to SOL Server 2014,
Microsoft SQL Server2014
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559 4. Select New SQL Server stand-alone installation or add features to an existing installation. This
560 will launch the SQL Server 2014 setup.
561 5. Inthe Product Key section, enter your product key.
b SQL Server 2014 Setup - |o [T
Product Key

Specify the edition of SOL Server 2014 to install.

Product Key Validate this instance of 5QL Server 2014 by entering the 25-character key from the Microsoft ~
certificate of authenticity or product packaging. You can also specify a free edition of SQL Server, such
as Evaluation or Express. Evaluation has the largest set of SQL Server features, as documented in SQL

License Terms

Global Rules Server Books Online, and is activated with a 180-day expiration. To upgrade from one edition to

Product Updates another, run the Edition Upgrade Wizard,

Install Setup Files

Install Rules O Specify a free edition:

Setup Role Evaluation =

Feature Selection i
(@) Enter the product key:
Feature Rules

Feature Configuration Rules “__—_—_—_—

Ready to Install

Installation Progress

Complete

< Back | Ma% | | Cancel

562
563 6. Click Next.
564 7. Inthe License Terms section, read and click | accept the license terms.
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License Terms

To install SOL Senver 2014, you must accept the Microsoft Software License Terms.

Product Key
License Terms
Global Rules
Product Updates
Install Setup Files
Install Rules

Setup Role

Feature Selection
Feature Rules
Feature Configuration Rules
Ready to Install
Installation Progress
Complete

MICROSOFT SQL SERVER 2014 ENTERPRISE SERVER/CAL EDITION

These license terms are an agreement between Microsoft Corporation (or based on where you
live, one of its affiliates) and you. Please read them. They apply to the software named above,
which includes the media on which you received it, if any. The terms also apply to any Microsoft

» updates,

'+ supplements,

[w] | accept the license terms.

0 Turn on Customer Experience Improvement Program ("CEIP") and Error Reporting to help improve the
quality, reliability and performance of Microsoft SQL Server 2014,

See the Microsoft SQL Server 2014 Privacy Statement for more information.

* Microsoft SOL Server 2014 also includes a Visual Studio component that will have CEIP settings turned
off by default. If Visual Studio is installed, this component will use the CEIP settings for Visual Studio.

MICROSOFT SOFTWARE LICENSE TERMS D

< Back H ﬂext)h || Cancel

8. Click Next.

9. Inthe Install Rules section, note and resolve any further conflicts.
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Install Rules
Setup rules identify potential problems that might occur while running Setup. Failures must be corrected before Setup
«can continue.

Product Key Cperation completed, Passed: 6. Failed 0. Warning 1. Skipped 0.

Global Rules

Product Updates Hide details <<

Install Setup Files View detailed report

Install Rules

Setup Rele Rule Status

Ecafure Selechon @ Fusion Active Template Library (ATL) Passed

Feature Rules @ Previous releases of SOL Server 2008 Business Intelligence Devel... | Passed

Feature Cenfiguration Rules @ Consistency validation for SQOL Server registry keys Passed

Ready to Install @ Computer domain controller Pasced

Installation Progress @ Micresoft NET Application Security Passed

Complete I\ | Windows Firewall Warning

@ Block install when Microsoft SQL Server 2014 CTP1 is present. Pacsed
< Back | | Next % | | Cancel | | Help

568 |
569 10. Click Next.
570 11. In the Setup Role section, select SQL Server Feature Installation.
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580
581
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ol

Setup Role

Click the SQL Server Feature Installation option to individually select which feature components to install, or click a

feature role to install a specific configuration.

Product Key
License Terms
Global Rules
Product Updates
Install Setup Files
Install Rules

Setup Role

Feature Selection
Feature Rules
Feature Cenfiguration Rules
Ready to Install
Installation Progress

Complete

12. Click Next.

13. In the Feature Selection section, select the following options:
Database Engine Services
Client Tools Connectivity

S® 0 a0 T oW

SQL Server 2014 Setup

(® SOL Server Feature Installation

Install SQL Server Database Engine Services, Analysis Services, Reporting Services, Integration Services,
and other features.

) SOL Server PowerPivot for SharePoint

Install PowerPivot for SharePoint on a new or existing SharePoint server to support PowerPivot data
access in the farm. Optionally, add the SQL Server relational database engine to use as the new farm’s

database server,

O All Features With Defaults

Install all features using default values for the service accounts.

< Back | \_%axt > ‘ | Cancel | | Help

Client Tools Backwards Compatibility
Client Tools SDK
Management Tools — Basic
Management Tools — Complete
SQL Client Connectivity SDK
Any other desired features
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Feature Selection

Select the Enterprise features to install.

Product Key Eeatures: Feature description:

License Terms |[The configuration and operation of each [A]

Global Rules [/] Database Engine Services instance feature of a SOL Server instance is E

Product Updates [] sQL Server Replication isolated from other SOL Server instances. SQL |

Irestall Setup Files [] Full-Text and Semantic Extractions for Sea _ SEREENslancEs catinpetate e s ElEn

B |:| Data Quality Services Prerequisites for selected features:
Install Rules [[] Analysis Services T
Setup Role [ Reporting Servi Nati Already installed: Al
P i durt e . Windows PowerShell 2.0
Feature Selection Shared Features oL e .
Feature Rules [] Reporting Services - SharePoint < ] m | [
L 3 [] Reporting Services Add-in for SharePoint Proc 5 =
Instal Configurat Dizk Space uirements
e [ Data Quality Client =

pensESantiotiaton [ Client Tools Connectivity Drive C: 2334 ME required, 21393 ME available |~ |

Datal Engine Confi [] Integration Services

Feature Configuration Rules 3 [ m [

Ready to Install

_ | Selectall || Unselectan |

Installation Progress

Complete Instance roct directony: |Q\Program Files\Microsoft SOL Serverl, | I:I
Shared feature directory: |C:\Program Files\Microsoft SQL Server\, | I:I
Shared feature directory (x86): |C:\Prugram Files (x86)\Microsoft SOL Server, | I:I

‘ < Back | ‘ Next )R ‘ | Cancel ‘ | Help |
583 14. Click Next.
584 15. In the Instance Configuration section, select Default instance.
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Instance Configuration

Specify the name and instance ID for the instance of SOL Server. Instance ID becomes part of the installation path.

Product Key (®) Default instance
License Terms
Global Rules
Product Updates

O Named instance:  MSSOLSERVER |

Install Setup Files Instance ID: ‘WSQLSER\FER |
Install Rules

Setup Role
Feature Selection SQL Server directory:  C:\Program Files\Microsoft SOL Server\MSSCQL12.MSSQLSERVER

Feature Rules
Instance Configuration

Installed instances:

Instance Name Instance ID Features Edition Version

Server Configuration

Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

585 J
586 16. Click Next.

Server Configuration

Specify the service accounts and cellation configuration.

Product Key Service Accounts | Collation

License Terms
Global Rules
Product Updates | Service Account Name Password Startup Type
Install Setup Files NT Service' SOLSERVERA... Manual w
Install Rules 5CL Server Database Engine NT Servicet MSSOLSERVER Automatic
Setup Role SOL Server Browser NT AUTHORITY\LOCAL ... Disabled

Microsoft recommends that you use a separate account for each SOL Server service,

<

<

Feature Selection

Feature Rules

Instance Configuration

Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

< Back ‘ | Ltg'l ES | | Cancel | | Help

587 4
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17. In the Server Configuration section, click Next.

18. In the Database Engine Configuration section, make sure Mixed Mode is selected.

19. Add all desired users as Administrators under Specify SQL Server Administrators by pressing
Add Current User.

a.

|

o

For Domain accounts, simply type in SDOMAINNAME\SUSERNAME into Enter the
object names to select text box.

Click OK.

For local computer accounts, click on locations and select the computer’s name.
Click OK.

Type the username into the Enter the object names to select text box.

Once you are finished adding users, click Next.

SQL Server 2014 Setup - | o =

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Product Key Server Configuration \DataDirectories FILESTREAM

License Terms
Global Rules

Product Updates Authentication Mode
Install Setup Files

Install Rules . L X .

® Mixed Mode (SQL Server authentication and Windows authentication)
Setup Role
Feature Selection Specify the password for the SQL Server system administrator (sa) account.

Feature Rules
Instance Configuration

Server Configuration

Database Engine Configuration Specify SOL Server administrators
Feature Configuration Rules WIN-MRZBO7CRMOT\Administrator (Administrator) ST e

Ready to Install have unrestricted access
Installaticn Progress

Complete

Specify the authentication mede and administrators for the Database Engine.

O Windows authentication mode

Enter password: |n-uun-uu- |

Confirm password: |l.l....l.l....l |

to the Database Engine.

Add Current User | ‘ Add... | | Remove |

‘ < Back | ‘ ﬂer{‘» ‘ | Cancel ‘ | Help

20. In the Ready to install section, verify the installation and click Install.
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Ready to Install

Verify the SQL Server 2014 features to be installed.

Product Key

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Setup Role

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Ready to install SQL Server 2014:

= Summary -~
- Edition: Enterprise

- Action: Install (Product Update)

[=1- Prerequisites =
B Already installed:

Windows PowerShell 2.0

Microseft NET Framework 3.5

Microsoft NET Framework 4.0

-To be installed from media:

Microsoft Visual Studic 2010 Redistributables
Microsoft Visual Studie 2010 Shell

(=1 General Configuration

5. Features

‘... Database Engine Services

Client Tools Connectivity

Client Tools Backwards Compatibility

Client Tools 5DK

¥ + Trnle - Bari

Configuration file path:

|C:\Proglam Files\Microsoft SOL Server\12045etup Bootstrap\Logh20170814_070653\ ConfigurationFile.ini |

< Back ‘ | lnstTI | Cancel | | Help |

21

Complete

Wait for the installation to finish.

Your SQL Server 2014 installation completed successfully with product updates,

Product Key

License Terms
Global Rules
Product Updates
Install Setup Files
Install Rules

Setup Role

Feature Selection
Feature Rules
Instance Configuration
Server Configuration

Datak Engine C

Feature Configuration Rules
Ready to Install

Installation Progress
Complete

Information about the Setup operation or possible next steps:

Feature Status |~

Succeeded

& Management Tools - Complete

(@ Client Tools Connectivity Succeeded =
(@ Client Tools SDK Succeeded

(@ Client Tools Backwards Compatibility Succeeded

% Management Tools - Basic Succeeded ol
(4 Database Enaine Services Succeeded |
Details:

Viewing Product Documentation for SQL Server ~

Only the components that you use to view and manage the documentation for SQL Server have
been installed. By default, the Help Viewer component uses the online library. After installing
SQL Server, you can use the Help Library Manager component to download documentation to

your local computer. For more information, see Use Microsoft Books Online for SQL Server

<http://go.microsoft. com/fwlink/?LinklD=299578=). =

Summary leg file has been saved to the following location:

C:A\Program Files\Microsoft SQL Server\120\Setup BootstraphLogh20170814 070 553\5um@g WIN-

MRZBOTCRMCT 20170814 070653 txt
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604 22. Click Close.

605 2.4.2 Open Port on Firewall

606 1. Open Windows Firewall with Advanced Security.

File Action View Help
LY

e e et Windows Firewall with Advanced Security on Local Computer | Actions

B3 Inbound Rules

&3 OutboundRules ‘
Windows Firewall with Advanced S ides network for Wind i =)
%4 Connection Security Rules oS frena TR secutyior & Import Policy...
1 B Monitoring &) Export Policy...
Overview Restore Default Palicy
Domain Profile Diagnose / Repair
@ Windows Firewallis on View »
© Inbound connactions that do not match a nule are blacked =
[d] Refresh
@ Outbound connections thet do not match a nule ars allowed
Properties
Private Profile
H Hep

@ Windows Firewallis on
© Inbound connections that do not maich a e are blocked
@ Outbound connections that do not match a rule are allowed.

Public Profile is Active

@ Windows Frewallis on

® Inbound connections that do not match a rule are blocked
@ Outbound connections that do not match a ule are allowed

Windows Firewall Properties

Getting Started

Create connestion securty ruies to specify how and when connections between computers are authenticated and|
protected by using Intemet Protocol securty (IPsec).

Connection Secury Rules

View and create firewall rules

Create firewall niles to allow or block connections to specied programs or ports. You can akso allow a connection |
itis authenticated, or f it comes from an authorized user, aroup, or computer. By defaut, inbound connections are |
blocked nless they match a rule that allows them, and outbound comnections are allowed unless they match a ik
bocks them

3 e ik - r

607
608 2. Click Inbound Rules.
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File Action View Help

R GINEIN

fnboiindRuks) Name Group Profie  Ensbled A~ || Inbound Rules -
OutboundiBilesy @ BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr... Al No @ NewRul
i‘!‘ Connection Security Rules || gy o 1 chCache Hosted Cache Server (HTT... BranchCache - Hosted Cach.. Al No
b4 Monitoring| ranchCache Peer Discovery (WSD-In)  BranchCache - Peer Discove... Al No W Filter by Profile 4
(@) COM+ Network Access (DCOM-In) COM Network Access Al Yes T Filterby State 3
@ COM- Remote Administration (DCOM-In) COM Remote Administrati.. Al No =|| ¥ Fiterby Group b
(@ Core Networking - Destination Unreacha... Core Networking Al Ves
(@ Core Networking - Destination Unreacha... Core Networking Al Yes Hiew ’
(@ Core Networking - Dynamic Host Config... Core Networking All Yes 1G] Refresh
(@ Core Networking - Dynamic Host Config... Core Networking Al Yes B ExportList..
{8 Core Networking - Internet Group Mana...  Core Networking Al Yes AT @ Hep
(@ Core Networking - IPHTTPS (TCP-In) Core Networking Al Yes A
(@ Core Netwarking - IPv6 (IPvé-In) Core Networking Al Yes A
{8 Core Networking - Multicast Listener Do...  Core Networking Al Yes A
(@ Core Networking - Multicast Listener Qu... Core Networking Al Ves A
{8 Core Networking - Multicast Listener Rep.. Core Networking Al Ves A
{8 Core Networking - Multicast Listener Rep.. Core Networking Al Ves A
(@ Core Networking - Neighbor Discovery A... Core Networking Al Ves A
(@ Core Networking - Neighbor Discovery S... Core Networking Al Ves A
(@ Core Networking - Packet Too Big (ICMP... Core Networking Al Ves A
(@) Core Networking - Parameter Problem (1. Core Networking Al Yes A
(@) Core Networking - Router Advertisement... Core Networking Al Ves A
(@ Core Networking - Router Solicitation (IC... Core Networking Al Yes A
(@ Core Networking - Teredo (UDP-In) Core Networking Al Yes A
(@ Core Networking - Time Exceeded (CMP... Core Networking Al Yes A
(@ Distributed Transaction Coerdinator (RPC)  Distributed Transaction Coo.. Al Yes A
(@ Distributed Transaction Coordinator (RP... Distributed Transaction Coo.. Al Yes A
(@ Distributed Transaction Coordinator (TC... Distributed Transaction Coo.. Al Yes A
@ File and Printer Sharing (Echo Request - | File and Printer Sharing Al No A
@ File and Printer Sharing (Echo Request - | File and Printer Sharing Al No A
le and Printer Sharing (LLMNR-UDP-In)  File and Printer Sharing Al No A
@ File and Printer Sharing (NE-Datagram-In) ~ File and Printer Sharing Al No A
@ File and Printer Sharing (NE-Name-In)  File and Printer Sharing Al No AL

<[ m ] >
609 New Rule..
610 . Click New Rule.

3
611 4. Select Port.
612 5. Click Next.
6
7

-

613
614

. Select TCP and Specific local ports.
. Type 1433 into the text field.
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Protocol and Ports
Specify the protocols and ports to which this rule applies.
Steps:
@ Rule Type Does this rule apply to TCF or UDP?
& Protocol and Ports ® TCP
@ Action ) UDP
@ Profile
@:iHems Does this rule apply to all local ports or speaiic local ports?
) All local ports
® Specific local ports: [1433
Example: 80, 443, 5000-5010
615
616 8. Click Next.
617 9. Select Allow the connection.
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Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

@ Rule Type What action should be taken when a connection matches the specified conditions?

@ Protocol and Ports

z ® Allow the connection
@ iction This includes connections that are protected with |Psec as well as those are not.
@ Profile
N () Allow the connection if it is secure

bl This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

Customiz %

) Block the connection

<Back || Net> |[ Cancel

10. Click Next.
11. Select all applicable locations.
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Profile
Specify the profiles for which this rule applies.
Steps:
@ Rule Type When does this rule apply?
& Protocol and Ports
@ Action [+ Domain
@ Profile Applies when a computer is connected to its corporate domain.
@ Name [V Private
Applies when a computer is connected to a private network location, such as a home
or work place.
[v] Public
Applies when a computer is connected to a public network location.
<Back || Ned> N [ Cancel
621
622 12. Click Next.
623 13. Name the rule Allow SQL Access.
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Name
Specify the name and description of this rule.

Steps:

Rule Type
Protocol and Ports
Action

Profile Name:

|;\Ilorw SQL Access

Name:

= & & & &

Description (optional):

<Back || iy || Cancdl

624
625 14. Click Finish.

626 2.4.3 Add a New Login to the Database

627 1. Open SQL Server Management Studio.
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” Microsoft SO Server Management Studio (Administrator) [=lol= x|
fie Ede Vs Tosh Window Hep

Pl | New ey T (5] A S0 e e LT L | ] B Crim SO

Eibjact Laplooes

Connect= & 3, m T 1.5

Conmect 1o Server

Microsoft SQL Server 2014

2. Click Connect to connect to the database.
3. Inthe Object Explorer window, expand the Security folder.

F‘k Lt Www Oebog Tooh Window Mep
[t e = I N e e e I = e e A 1 L] « |52 30 e o

4. Right-click on the Logins folder and click New Login....
5. Input the desired user.
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i Microsoft SOL Server Management Studsa (Administrator) (=[O =
File Edt Wiew Debug Tooh Wiedow Hep
i e I I e o b
hgent brphorer
Conesr» 3/ 81 m T 7] .4
& I WI-ASIBOTCRAGT (SO Server 120
# 3 Detaburias
3 facurey
= 4 Logm
w3 Sarve R
& 3 Credentun
= L Cryptographic Providen

s el b

=3 x

6. Click OK.

2.5 Microsoft IIS Server

As part of our enterprise emulation, we include a Microsoft IIS server. This section covers the

installation and configuration process used to set up Microsoft Exchange on a Windows Server 2012 R2

machine. This was conducted on the same machine as in Section 2.4.

2.5.1 Install lIS

1. Open Server Manager.
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WELCOME TO SERVER MANAGER

ofc

]

B Lot Server
B A0 Servers
B File and S1cenge Senvicrs &

figure this local server

i

A oK
ROLES AND SERVER GROUPS
Botew1 | Sarvrrgroupe 1 | Servers
File and Storage
1 1 All 1
s B tocal server B sorvers
() Manageabiity (D Manageabisty @ Manageabisey
Events. Events Events.
Perfomunce Sanvices Services
BPA results Pertormance Pedamance
BPA resuits BPA results

642 o
643 2. Click Add Roles and Features.

DESTINATIOM SERVER

Before you begin WssQ. DLEDR

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organizaticn, such as sharing documents, or
Installation Type hasting a website.

Server Selection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by default

<Prewous|| MNext > | | Install || Cancel

644
645 3. Click Next.
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4.

5.
6.

7.

Select Role-based or feature-based installation.

DESTINATION SERVER

Select installation type MSSQLDLPDR

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Mext > | | Install | ‘ Cancel

Click Next.
Select MSSQL (or the correct Windows Server name) from the list.

DESTINATION SERVER

Select destination server MSSQLOLIPDR
Before You Begin Select a server or a virtual hard disk on which to install roles and features,

Installation Type (®) Select a server from the server pool
O Select a virtual hard disk

Server Rolas Server Pool
Features
Filter: |
MName IP Address Operating System

192.168.78.103  Microsoft Win

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous | | Next > | | Install | | Cancel

Click Next.
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DESTINATION SERVER

Select server roles MSSQLDLPDR

Before You Begin Select one or more roles to install on the selected server,

Installation Type Roles Description

Server Selection

[>

o Web Server (IIS) provides a reliable,
[ Application Server manageable, and scalable Web
[] DHCP Server application infrastructure.

[] DNS Server
[ Fax Server
p @ Fileand Storage Services (1 of 12 installed)
[] Hyper-v
[] Metwork Policy and Access Services
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services
[ Volume Activation Services
[MRWeb Server (IIS]
[ Windows Deployment Services
[[] Windows Server Essentials Experience
[J Windows Server Update Services

Features

W

| < Previous || MNext » | | Install || Cancel

652

653 8. Check the box next to Web Server (lIS).
s Add Roles and Features Wizard -|O]| x

DESTINATION SERVER
MSSQLDLIPDR

X

Select server ro B

Add features that are required for Web Server (IIS)?
tion
The following tools are required to manage this feature, but do not

have to be installed on the same server. eallbliproveks e ietiabley

pble, and scalable Web
on infrastructure.

4 Web Server (IIS)
4 Management Tools

[Tools] IS Management Console

Include management tools (if applicable)

| Add Features | | Cancel

< Previous | | Next > ‘ | Install | | Cancel

654
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9. Click Add Features.

Select server roles

Befcre You Begin
Installation Type

Server Selection

Features
Web Server Role (lI5)
Role Services

Confirmation

Select one or more roles to install on the selected server.

DESTINATIOM SERVER
MSSQLDLIPDR

Roles Description
g ~ Web Server (IIS) provides a reliable,
[ Application Server B manageable, and scalable Web
[[] DHCP Server application infrastructure,
[] DNS Server
[] Fax Server |
> [®] File and Storage Services (1 of 12 installed)
[ Hyper-v
[] Network Policy and Access Services
[] Print and Daocument Services
[] Remate Access
[[] Remote Desktop Services -
[1 Volume Activation Services
[] Windows Deployment Services
[[] Windows Server Essentials Experience
[] Windows Server Update Services ]
| < Previous | | Mext » | | Install | | Cancel

10. Click Next.

11. Ensure that all desired features are selected.

Select features

Before You Begin
Installation Type

Server Selection

Server Roles

‘Web Server Role (I1S)
Role Services

Confirmation

Select one or more features to install on the selected server.

Features

S | Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[ BitLocker Netwark Unlock
[] BranchCache
[ Client for NFS
[[] Data Center Bridging
[] Direct Play
[] Enhanced Storage
[] Failover Clustering
[ Group Policy Management
[] 1s Hostable Web Core

[] Ink and Handwriting Services

[ [M] .NET Framework 4.5 Features (2 of 7 installed)

<] [} |

DESTINATION SERVER
MSSQLDUIPDR

Description

NET Framework 3.5 combines the
power of the .NET Framework 2.0
APIs with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

< Previous | | Mext » | | Install | | Cancel

12. Click Next.
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Web Server Role (Il

Before You Begin
Installation Type
Server Selection

Server Roles

Features

Role Services

Confirmation

S)

Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (IIS) 8.5 with enhanced security,
diagnostic and administration, a unified Web platform that integrates IS 8.5, ASP.NET, and Windows

Communication Feundation.

Things to note:

* Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web
server traffic, especially when there are multiple roles on this computer,

* The default installation for the Web Server (1I5) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP
errars), monitor and log server activity, and configure static content compression.

More information about Web Server IS

DESTINATION SERVER
MSSQLDIIPDR

<Previu|.|s|| MNext = | |

install | [ Cancel

13. Click Next.

14. Ensure that Default Document, Directory Browsing, HTTP Errors, Static Content, HTTP Logging,

and any other desired Role services are selected.

Select role services

Before You Begin
Installation Type
Server Sslection
Server Roles

Features

Web Server Role {1IS)

Confirmation

Select the role services to install for Web Server (115)

Role services

4
4 Common HTTP Features
Default Document
Directory Browsing
HTTP Errors.
Static Content
[] HTTP Redirection
[[] WebDAV Publishing
4 Health and Diagnostics
HTTP Logging
[] Custom Logging
[] Logging Tools
[] obec Logging
[] Request Monitor

| >

<| 1]

HEY

1<|

DESTIMATION SERVER
MSSQLDIIPDR

Description

Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. You can use the
Web Server to host an internal or
external Web site or to provide an
environment for developers to
create Web-based applications.

<Previuu5|| Mext » |

[ instal | [ Cancel
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666 15. Click Next.
. - - DESTIMATION SERVER
Confirm installation selections MSSQLDLFOR
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [] Restart the destination server automatically if required
Server Salection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
Server Roles their check boxes.
Features
-
Web Server Role (IS) Web Server (IIS) —
R Management Tools
Role Services
115 Management Console
Web Server =
Common HTTP Features
Default Document
Directory Browsing | |
HTTP Errors
Static Content
Health and Diagnostics 1
v
Export configuration settings
Specify an alternate source path
<Previous | | Mext> | [ nstall | [ Cancel

668 16. Click Install.

Insta ”ati(}l"l prog ress DESTINATION SERVER

MS5QLDLIPDR

View installation progress

o Starting installation

‘Web Server (l15)
Management Tools

[>]

115 Management Console
Web Server
Common HTTP Features
Default Document
Directory Browsing
HTTP Errors |
Static Content

Health and Diagnostics
HTTP Logaina

<]

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous ‘ ‘ Next > | ‘ Install | | Cancel

669
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17. Wait for the installation to complete.

Installation progress

View installation progress

o Feature installation

Installation succeeded on MSSQLDLIPDR.

Web Server (1IS)
Management Tools
115 Management Consaole
Web Server
Common HTTP Features
Default Document

Directory Browsing
HTTP Errors
Static Content

Health and Diagnostics
HTTP Logaing

Export configuration settings

DESTINATION SERVER
MSSQLDLIPDR

[<]

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

< Previous ‘ | Next > |

Close

| | Cancel

18. Click Close.
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673 2.5.2 |IS Configuration

674

675
676

677

678

1. Open Windows Explorer and click This PC.

Drive Tools
Home Share View [ Manage A 0
® = [ » ThisPC » Local Disk (C) v & [ Sesrch Local Disk (<) o]
A Favorites MName “ Date modified Type Size
B Desktop L inetpub 1/26/2018 1:52 PM File folder
|l Downloads | Perflogs 8/22/2013 &:52 AM  File folder
5l Recent places |, Program Files 11/6/2017 6:26 PM File folder
h Program Files (x86) 11/9/2017 &:26 PM File folder
1% This PC | Users 11/9/2017 6:27 PM File folder
1 Windows 1/26/2018 1:52 PM File folder
f" Metwork
6 items E =
2. Right-click and select Create Folder.
3. Name the folder www.
Home Share View v 9
(€ (3) ~ 1 [E » ThisPC b Local Disk (C) » v @& [ Search Local Disk (C:) 2]
P Favorites Name - Date modified Type Size
B Desktop L inetpub 1/26/2018 5:32 PM File folder
|18 Downloads | Perflogs 8/22/2013 8:52 AM  File folder
% Recent places |\ Program Files 1/29/2018 4:04 PM File folder
L. Program Files (x86) 1/29/2018 2:40 PM File folder
18 This PC |l Users 1/26/2018 5:52 PM File folder
1. Windows 1/28/2018 2:25 PM File folder
€ Network ] 2/1/2018 1:38PM  File folder

7items  1item selected
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679 4. Open the Internet Information Services (11IS) Manager.

@Y » StartPage

File View Help

b8 MSSQL (MSSQL\Administratc

arne 0 atio A ag 8
Name Server Connect to localhest 1IS News and Infermation
q MSSQL localhost Connect to a server... 115 Downloads
Connect te asite... 115 Forums
Connect to an spplication... TechNet
MSDN
ASP.NET News
Microsoft Web Platform
<] m [>]
\. J J

IS News.

115 News is disabled, click the Enable IIS News link to get the most recent enline news.

<] m B ~ -
680 =
681 5. Click the arrow next to MSSQL (or the chosen name of the server).

682 6. Click Sites.

@3 sites

Filter: = % Go - E Chow All | Greupby: Mo Grouping

Neme  * ]
& Defouh Web Site 1

Status Binding
Started (ht...  *:30 {htp]

Path

HSystemDrive Khinetpubimwwroot

L Add Website..
Set Website Defauhts...

@ Help

@-id |2 &
'y Saan Page
-85 MSSQL (MSSQL\Administrate
2 Apphcstion Peols
» 8] Sites|
<] [ RE
683 =

1| Festures View | & Content View

684 7. Click Add Website....
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8.

Site name: Application pook
|| | |DelauhAppPooI ‘ | Select... |

Content Directory
Physical path:

Pass-through authentication

| Connect as... ‘ ‘ Test Settings... |
Binding
Type: IP address: Port:
|http v| |Al( Unassigned v| |BD |
Host name:

Example: www.contoso.com or marketing.contaso.com

[ Start Website immediately

| o |[ canea ]

Enter the desired site name.

Site name: Application pook
[MSSOLSITE | [mssaLsTe | Select...
Content Directory
Physical path:

I[=]

Pass-through authentication

‘ Connect as... | | Test Settings... |
Binding
Type: IP address: Port:
|http v| |AIE Unassigned v| |M |
Host name:

Example: www.contoso.com or marketing.contoso.com

[ Start Website immediately

o || Cancel

9. Click ... under Physical path:.
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Add Website CalEC

Site name: Application pook

[MsSQLSITE | [mssaLsiTe | Select...

Content Directory
Physical path:

Pass-through authentication h
Select a directory for the application.
Test Settings...

Binding b Bl Videos [~
T [ b < Floppy Disk Drive (4:)

|http v| |A|I Unassigr| D

» &% DVD Drive (D:) SQLSERVER

Host name: I 4 Libraries
| [ f- MNetwork =
Example: www.contoso.com or ma 1 B8 Control Panel by

'E] Recycle Bin

[ vakenewFolder | [ ok |[ cancel
[w] Start Website immediately
‘ oK | | Cancel
689
690 10. Locate and select the folder created in step 3.
Add Website Bl 2
Site name: Application pool:
[MssQLSITE | [mssaLsie || select..
Content Directory
Physical path:
,—|Connect = liTEit Setlingze Select a directory for the application,
Binding 4 &, Local Disk (C:) [
Type: IP address: bl inetpub
|http v| |AHUnasswgr & Perflogs
I . Program Files
Host name: I . Program Files (x86) il
| I . Users =
Example: www.contoso.com or mai I Windows
b &4 VD Drive (0 501 SERVER [v
[ MakerewFoder | [ ok || cancel
[ Start Website immediately
0K ‘ | Cancel
691
692 11. Click OK.
693 12. Set Type to http and Port to 80.
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13. Ensure that the IP address and Host name fields are filled in with the correct information for
the machine.
14. Ensure that Start Website immediately is selected.

Add Website [ = [

Site name:

[MssausiTE | [mssausiTe [ [ setect..

Content Directory

Physical path:

|C:\Www | lII

Pass-through authentication

| Connect as.. | |Test Settings... |

Binding
Type: IP address: Port:

http v v [s0 |

Host name:
| MssaLdiipdr |

Example: www.contoso.com or marketing.conteso.com

Start Website immediately

oK | | Cancel

15. Click OK.

2.6 GreenTec WORMdisks

See the Installation of GreenTec Command Line Utilities document, which should accompany the
installation disk, for a detailed guide on how to install the GreenTec command line utilities.
Furthermore, refer to the GT_WinStatus User Guide, which should also accompany the installation disk,
for instructions on how to effectively use GreenTec WORM(disks to preserve data. Read these
instructions carefully, as locking GreenTec WORM(disks can result in making some or all of the disk or
the entire disk unusable. Having portions of the disk or the entire disk permanently locked is sometimes
desirable, but it is dependent on the needs of your organization, e.g., if you want to store backup

information or logs securely.

The GT_WinStatus User Guide provides instructions for locking and temporarily locking disk sectors. In
this practice guide, we will not include instructions on when to lock GreenTec WORMdisks. However, we
will provide instructions detailing how to save data to these disks and various commands used in
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manipulating the disks. Below, find descriptions of some commands useful for automation of GreenTec
WORM(disks. Actual automation of these disks will vary per organization.

2.6.1 Format GreenTec WORMdisks

To format GreenTec WORM(disks for use, the following command can be used.

> gt_format.exe <disk number> /parts:<number of parts> /label:<id>

This command can be used to split a disk into a specified number of partitions, with each partition being
labeled according to the label id specified.

For example, this command will split drive 1 into four parts, labeled DI001, DI002, DI003, and DI004:
> gt_format.exe 1 /parts:4 /label:DlI

Formatting drive 1 partition 1 file system NTFS label "DIOO1"
Format successful

Formatting drive 1 partition 2 file system NTFS label "DI1002"
Format successful

Formatting drive 1 partition 3 file system NTFS label "DI003"
Format successful

Formatting drive 1 partition 4 file system NTFS label "D1004"

Format successful

2.6.2 Obtain Status Information About GreenTec WORMdisks

To verify information about GreenTec WORM(disks, use the following command.

> wvlist.exe <drive number>

This command can be used to display basic information about a drive, such as the amount of space of
each partition, whether it is a WORMdisk, whether they have been locked, and what drive letter to
which they are mapped.

For example, this command will list the characteristics of drive 1.
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736 > wvlist.exe 1

737 WVLIST: List WORM Volume (WDV) Status on Physical WORMdisks(tm).

738 Copyright (C) 2015 GreenTec-USA, Inc. All rights reserved.
739 Drive#=1 Type=ATA F/W=GT5G Size=500{GB)

740 > IS WORM > 1S *NOT* Finalized

741 *x**  WORMdisk Volume (WDV) Info ****

742 WDV # TB ENFORCED GREENTEC TLOCKED

743 <——> <> <o > <o > <o———- >

744 001 0.125 NO YES NO G:\

745 002 0.125 NO YES NO H:\

746 003 0.125 NO YES NO I:\

747 004 0.125 NO YES NO J:\

748 2.6.3 Map GreenTec WORM(disks to Drive Letters

749 1. Tounmap a partition from a drive letter, use the following command:

750 > wvmap.exe <drive letter>:

751 For example,

752 > wvmap.exe H:

753 will unmap H:, making it available for mapping to another partition.

754 2. To map a partition to a drive letter, use the following command:

755 > wvmap.exe <drive letter>: <drive number>._<partition number>
756 For example,

757 > wvmap.exe H: 1.2

758 will map the second partition of drive 1 to H:, making files available through accessing that drive
759 letter.

760 3. To map the next partition to a drive letter, use the following command:

761 > wvnext.exe <drive letter>:
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762 For example, if H: is mapped to partition 2 of drive 1 (1.2)
763 > wvnext.exe H:
764 will attempt to map H: to partition 3 of drive 1 (1.3).

765 2.6.4 Activate Write Protection in GreenTec WORM(disks

766 1. Running GT_WinStatus.exe will open the Graphical User Interface (GUI), which displays various
767 information such as drive mappings, partitions, total space, and space used, as well as a range
768 of other options.

6/28/2018 7:10:35 PM
7 Active, 0 Added, 0 Removed

FimwareVe FileSyster Status Size (KB) Pct BytesUsed
GT5G w2 NTFS WORM (RW) | 255,399,396 0.05 130,437,120

GT5Gw2  |NTFS WORM (RO) | 102,399,996 008  |93130,752

GT5Gw2  |NTFS WORM (RW) |129.853.436 0.09 |117.055.488
GT5Gw2  |NTFS WORM (RW) | 122,063,240 009 [116,776,960
GT5Gw2  |NTFS WORM (RW) | 122.063.240 009 |116.776.960
GT5Gw2  |NTFS WORM (RW) | 122,063,240 009 |116,776,960
GT5Gw2  |NTFS WORM (RW) | 122,065,736 0.09 |116,776,960

769
770 2. More columns can be added by right-clicking anywhere in the Active window, opening the
771 Settings window.
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User Field 1: | | pe: | |[2] Actverle: sctvers ] Wiaming Threshold (4 ful): [70_|
s m— Y e— o s it 5]
[ Prompt for User Fields ~ [] Assign drive letter ] Run when Auto-finalizing (] Finalze ot (4ful): [39_ | IE'
PhySlot DrivePart  SesilD S Path Model Controller C_E S Fi Ver File Status _ Size PctUsed BytesUsed BytesDeltal 0K
Siot  |DrivePat |ScsilD |SerialNum |Path | Model |Cortroller [C_E_S |F F Status | Size (KB) | Pet BytesUsed | BytesDelta
Show Active yes yes no no yes | no no yes yes yes yes yes yes yes Apply
Show Added yes yes yes yes yes | yes yes yes yes yes yes yes yes yes yes
Show Removed yes yes yes yes yes | yes yes yes yes yes yes yes yes yes
Alignment left left left  |left left |left left it |left left et | left left left left

3. Inthe Settings window, User Field 1 and User Field 2 are for any metadata to be stored for a
drive. Pre: runs a script prior to finalizing a drive, and Post: runs a script after finalizing a drive.

4. Also, from the Settings window, right-clicking on Critical Threshold or Warning Threshold will
allow the user to set up alert preferences for drives that are nearly full (at a configurable

percent value).
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User Information Logon Information

From Name: [WoRMaler | User Name: |

From Email Address: [WORMaler @greentec usa.com | B password: |

5. To display the GUI with options to lock and enforce locks on drives, the following command
must be used to start the GUI:

> GT_WinStatus.exe /tlock /enf
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6. This will add columns called TLock and Enforce (as well as the ability to use the Finalize

column).

7. The TLock column temporarily locks/unlocks a partition of the drive. This is useful to prevent
modification during times when modification should be disallowed.

Important: The following functions in steps 8 and 9 will permanently lock portions of the
drive, making them read-only.

The Enforce function permanently locks all volumes up to the enforced volume.

The Finalize function permanently locks the entire drive.

8. The Enforce column is a permanent incremental lock. This means that it permanently prevents
modification for the selected volume of a drive as well as all volumes that come before that
volume on the drive. Once these sections are enforced, they cannot be written to ever again.
This functionality is particularly useful in protecting data or backups that must never be
modified, but as the enforce function is permanent, it must be used carefully.

9. The Finalize column permanently locks the entire drive. This is useful when a drive is full and no
longer needs to be written to. Data can still be read and copied from this drive to other places,
but no write actions will be possible after this is used, so it also must be used carefully.
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2.7 CryptoniteNXT

See the CryptoniteNXT 2.6.2 Unified Installation Guide, which should accompany the device for a

detailed guide on how to install CryptoniteNXT on the provided device.

The CryptoniteNXT 2.6.2 Unified Installation Guide provides a full installation on both the

CryptoniteNXT device and the management workstation. When finished, it should be possible to log in

on the management workstation and interact with the CryptoniteNXT ACC GUL. Instructions are

provided below for performing various useful functions, including adding new devices/users, as well as

creating policy, but specific recommendations for policy are not provided, as those will be specific to the

organization. Some integrations with other security products used in this guide will be provided, as
exceptions for those products in CryptoniteNXT are often necessary for their functionality.

2.7.1 Configure Cryptonite NXT

2.7.1.1 Verify a New Device

1. Open the CryptoniteNXT ACC GUI application.

CryptoniteNXT ACC Client X

CRYPTONITE
N

ACC Engine Server Mame/IP:
Keystore File:

Keystore Password:

|acc

|sers\hdmiantmtor.DI\Dncuments\acc_gui_keystore.jks| [Keysture File: ]

|$$:*$:$::$:**:*

| &

2. Click OK.
3. Enter the password for the account created during the installation.

Connect to the ACC Engine *

Enter password for username ‘administrator’: |**"***********||

[ 0K ] [ Cancel ]
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814
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4. Click OK.
[} CryptonteNXT ACC Chient - Lisen admunistratar (READ_OMNLY) - n
SopEorng | ([ synchwehsever | [ About )
[ Refrech Registrabion State at Intenval (sack: o
Access Control Poboes 4 Users 1 Endponts
ea : B T — g
[ Show System Groups BERFRED L ) # n Showe T & O
Fheron: (NoFter < B | | feron: [NoFRer =)
= 5 B O
adriinws | SHXTSAdmn: 5] 8]
vhuntud... | alkux a B 5]
SHXT5AR Users, ... [H1CMP "
SHATSAR Users  [RTCP 1:65535 VISBLE  aktraflic
SHXTSAN Users  [RLUDP 1:65535 VISELE
"
| dngress N
| @ | abtraffc, block-dhcp A
5. Click Enable Editing at the top of the application.
Click the Endpoints tab.
ACC Chent - - o o
T - T
B s | B ot ioses, GF ncores &MI_&MIQ__ | @ ooy By 5o ]
ATTINTION: There are umvbrfd andoantii) 0 the enclive (hghlghted n med)
1. Saiect the ardpont n the el 16
?.Mmmmﬂ.mmlWIHI]W.BIﬂmNL\'mHﬂw“
v L Desrpan Doter P . K N PmB
acc DORchA IS sémrsirator I ACC DS Lo N = Y
e e | & Admw [v] [v] FI
'J-!..__m
Marma: .-7
Descrption: N |
wac 1
Tebind gatwway: - = —
nodress: | ]
& P f set for
State 1P Parrmson: (=T — |

configured to use Dynamic Host Configuration Protocol (DHCP).

Click the Unverified tab. Any new devices connected to the network should appear here, if

NIST SP 1800-25C: Identifying and Protecting Assets Against Ranso

mware and Other Destructive Events

110



818
819
820
821
822
823
824
825
826
827
828

829
830

831
832

DRAFT

I Cryptonitehlcl &CC Chat - User: sdminissratoe [1DIT)

oo 1oty resy

B rosey| B3 crotsnenct sotes| (] tncsorss | B pecs | @ mtacaten | @), ietwork i | ) Daoty | By settmare Uit

atmngr

0T ST

WOT SET

2 Ao e ecteal ingrs 17, € s, for mgrem (qutBound) taffc
Suatue Lnverfes

Statc B Pemission: Caalimnd

8. Click the machine to verify.
9. Enter a name.
10. Enter a description of the machine.

11. Select an owner if desired. If not selected, the owner will be the first user to log in to

CryptoniteNXT on the machine.

12. Leave Inbound gateway: as NOT SET to have it choose a default gateway.

13. Leave External ingress (inbound) IPv4 Address: blank.

14. Ensure the box next to Also use external ingress IP, if set, for egress (outbound) traffic is

checked.
15. Set Status: to Verified.

Confirm Change of State

S¥"  Please check it's policies in the Policy tab before making the change.

Are you sure you want to change the endpoint’'s verification state fru% un-verified to verified?

x

6 Warning: Switching to 'Verified' state will make the policies of the endpoint take effect immediately.

16. Click Yes.
17. Click Save.
18. The machine should now appear in the Verified tab.
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BB CryptontehiT ACC Clest - User: aderenatrates (E0NT) - a b 4
Enable E5iEng [ Sopiotrg | Synch with Serve T
B ot | B coeonemec sces) F corss | B, v | @ inagcen| @), eswock aras | @) o | B sotwar e
ATTENTION: Thare atn umsrfid andoant(s) i tha sactre (Rghighted m red )l
1. Select the endoont i the Wnverfed' tab
2 I Tngeont Detal’ panel, Change the endesnt "Satey’ 1o 8} Verfed, b Pemananty Urvefied o <) Quasantned
w:z:lmwimmmmw —
- 1l M L O b Desrpnon L Extarrl BPrd | M W Pem
[ | D00 b 352 admnatrator ACC & DS | 0 [w] 1
séw-eni | pecfectincid:n0:80 | sttt | & Aderm —a [=] F
833 2.7.1.2 Create a New User
834 1. Go to the Policy tab.
BB CryptontehiT ACC Clest - User: aderenatrates (E0NT) - a b 4
Enable E5iEng [ Sopiotrg | Synch with Serve T
B #ox | coproncwoioses | F eoooess| B, encive | & imacncen| @, mowork e | @ oo R st o |
‘Access Control Pokoes 4 Users + Endponts
0] Show Systam Grows LU R T — o R R T — & O
e Contod Pk N Ty — R —
Vave | GortaCris A Tioe  Grabied toame Sesteagt | DesamnGoes WW
| s [=] | il i3 o ] a| O
C] SOTHAGT L] 8] O
ubuntusestes | abinux a a Q
L
[ 4 :mumm
= Endpoint Nodes 4 Gamway Hodes
; - =
] | | : - B j [ I e Gasin) raes I fen Pretraes ]
| i ) T l :I Jomr | O | sbaratte, biock-chen |
835 : : :
836 2. Right-click in the Users window and select New User.
837 3. Enter the username, and uncheck the box next to Auto-generate and distribute first user TOTP
838 key to the portal.
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Insert Mew User >

Mew user name: |ubuntu—user

[) Auto-genererate and distribute first user TOTP key to the portal

R (o) ()

839
840 4. Click OK.
B CoyptomebtiT ACC Chert - User: admissstentor (EIT) - o x
Access Control Pokons. 1 Uses .l‘l'.lﬁw\'.l
|| & show sysmem sroups BREA@mE || oo b =l K | | shows [Veced = E=
it Caitiel Poces S B | ¥t On: (i Flr
Frotocsl  Port Aange Actan Cesanaton G Oefadt  Pem D
: z - = L -
353 VISIRE Fawc Exemal Acoems | | “ >
123123 NESEE Bt Extemal Atceds 1% = =
oz ses — ] CI
Iﬂ:?sﬁ NISIBLE e | | 1%
[L65335  VISERE  beaffe | | 18
T 4
Iﬁ?ﬂ BIVISBLE  biock-thap | { »
BA6S47  DVEBLE bleckdhp | | =
- ® Engoorit Nodes = :tmwrmn ==
o o o ][22 I a| |l I 3 [abtrafte, ock-than ]|
| ? L]
841
842 5. The new user should show up in the Users window. Click the key icon for the newly created user
843 under Auth Type.
844 6. Decide on an authentication method for the user. (Note: It is not recommended to use
845 passwords, but as this authentication decision depends on the needs of the organization,
846 passwords are used for the purposes of this practice guide.)
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Ml Modify User Authentication Key

User name: ubuntu-user

Authentication Type:

@ Keep current type: TOTP KEY <VALUE HIDDEN=
OR

(O Auto-generate and distribute new TOTP key (STRONGLY RECOMMENDED if making changes)
(O Manually enter TOTP key (for hardware tc-kens)[} |

() Basic password (WARNING: THIS IS INSECURE!): |

(Enter Base32 encoded key, exactly 32 characters using only A-Z, 2-7 MO zeros or ones)

(Passwords in general can be easiy replayed by malware, do not use this option!)

847
848 7. Click Save.
ACC Chert - Uy - a *®
(mEdng ) e
| B v |3 ot vt B s | 2, | ) | @, | @ o s o ..
én«mw + Uiy + Endponty
|| © show svstem Gioups BE X E || s sk = S W E | | shews (Vared =]
|| A ool ok = ] L Ty rr—
- e Seurce Grougm - 5 Il:‘
s Y]
e
= :MW
2 o A
Harms bt | ok ERR _-,I E,., = — o sttt :;:?m 3|
L
849 = ]
850 8. On the client machine, the user should be required to sign in on the CryptoniteNXT portal to
851

access the internet. Authenticate using the newly created user.
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ONITE L

User Portal

New user? If you were given a retrieval code, enter it in the Token field. If not, enter your password in the Token field.

“Only install safe software from legitimate sources.”

Status

2.7.1.3 Create a New Policy

Creating policy in CryptoniteNXT essentially requires specifying allowed types of traffic. To do this,
source groups and destination groups are created.

1. To create a source group, right-click in the Source Groups window and select New Source
Group.
2. Enter the name of the group.

Insert Group *

Mame of new client group
|alHinux |

|_OK | | Cancel |

3. Click OK.
4. The newly created group should appear in the Source Groups window.
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2 thes - D=
SHcT5Al Engpents Huoe  erea BIVESBLE  Block-thep m
SHCTSA Endponts BUDF  mETT  DVEBLE bocetho | )
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A K| | e W LI . o a
— s G
|t | velke || P on: o ’ s =
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b [=] [=] 12 fe a |
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remp [5] [5] [

861 5. Inthe Endpoints window, click the arrow button under the Source Groups column for any
862 machines to be added to this Source Group.

863 6. Select the newly created group (or groups).
864 7. Click the >> button to add the endpoint to this group.

M Select source groups for endpoint 'ubuntudesktop’ X

Available source groups Selected source groups

SNXTSAdmINS SNXT$Al Endpoints
al-pcs alHinux
all-users

temp

et

s £
866 8. Click Save.

867 9. The group should show under the Source Groups column for those endpoints.
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| Acewis Contrel Folon + U + Tndooery
) show System Geoups LR L R —| I S RN T — C =]
|| | | Froeronc [ it oo, 1. —
Seurce Grogm Prowsl et lange Ackern Centraton Groe Defmit  Pem D - - - o~
=E N — - : = = sn..mm-m1l s T n:'u m-lu I Sz cmm = .IM
HETIACE Engra fuoe 53T NEBE BBl Aooes | | o 5 m ool = i i
SIOXT4A Endponts e 13023 WVEBE  Basc Extemal Access I [t 8 8 1 O .?"""““k |l ; : =
B Te e m) 0 | [binatzo . | Wi
0TS Ly 0w poss  VSmE  bbeane 1 [
T8 s BT e VSBE it S
SecTsAl Uy Hiee  hesms  hmma pheoffe | D &
fnc\’w_ubn faed 0288 N et 1%
B To bedeshar e ey s L= I )
SHXTHAI Endpoints {‘I!.W .‘ZFM Ilﬁ'lSB‘I.E Ibmﬂﬂ!m ! |
seTEAl indoors L T Tl I =
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869 Destination groups are used to govern the allowed destinations of endpoints within certain source
870  groups. While destination groups can be created according to organizational property, this example
871 uses an existing group, all-traffic.

872 1. To allow or prevent the use of ping, we add it to the all-traffic group. In the Access Control
873 Policies window, right-click on the row labeled To: ‘all-traffic’ and select New Access
874 Control Policy Entry.

I Cryphoatab T ACE Chnt - ot sdmirsatratoe (10T

a o =
B o |9 cptntwer e | OF o 2, | @ o | @ vt | @) v | B o o
| Sosem Control Polces 2 b
0 Shaw System Eroups. BEREF g |- =
Snarce GO FProtacnl  Port Range it Cetrason Wog Cafadt  Pem T — I
T Tewseer U o
BMTIAE Engne Huoe £ WISBAL  Basc Cowmal Acom | | 1
ANOCTEAL [ndponty. Huoe 2323 L Basc Extormal Actem 15 : :: T =
s vnan fow s hmme et i
T nan Br0  es Vsl et | ® |
AT ey MUDP 165535 VEBLE  hemic | | = HH
ST Usary Hors s WIEBE it W Wt
LB Tei e el u [}
SHXTEA Endpomts fuoe  kran DB biock-chen )
BOTEAl ooy (006 BdaT  BUIIME bleckehen N I
Py Sets Source Groups CrystonEeliT Hodes
e || sow W X Trdooes Hoces [rrr——————
e wbie | A| | et 0ec [figFRe - =
el ] S | e e G g e Ingress {Souwca] Grops Tgress Deat) Gongs. ]
! L] ) al jm 0 abtafc, Sockthn 3|
i » a
ﬂl‘!c_i I
|| [puses
875 - '
876 2. Click the arrow button under the Source Groups column.
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3. Select the newly created source group.

Available source groups

SNXTSACC Engine
SNXTSAdmMINS
SNXTSAI Endpoints
SNXTSAI Nodes
SNXTSAN Users
alHinux

all-pcs

all-users

temp

<

M Select source groups that can connect to destination group .. X

Selected source groups

Click the >> button.

Available source aroups

SNXTSACC Engine
SNXTSAdmMINS
SNXT$Al Endpoints
SNXTSAI Nodes
SNXTSAN Users
all-pcs

allusers

temp

==

s

Ml Select source groups that can connect to destination group .. X

Selected source groups

alHinux

5. Click Save.

6. Select the Protocol. In this case, to prevent the machine from using ping, we choose ICMP.
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885 7. Enter the port range that this traffic can operate on.

Ehnaias s _Euebdtrg | [ mfiteg ] E T S w— " — S0

886
887 8. Select INVISIBLE for the Action column.
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888
889 9. This will prevent the members of this group from using ping.
890 10. To allow the members of this group to use ping, delete this rule. Right-click the entry and
891 select Delete Access Control Policy Entries.
I CopponeatT ACE Clumt - st admiristratos (10T R — S— s - o x
:::“E&mwm[dm[&mwm[ﬁ ].QM\:}E‘. | -
0] Shaw System Eroups Cl.i-l'-."!|9°-‘-ﬁ'ﬁj E ol R T — O
(P N T —] [ T r—
| [ —— S
it s 0| [l :me :' :: g
s ")
::‘".".;'J’g."”. ;Tgm?:;—-——-—-—-—-—f: .I. oMo | GerwGoes ‘:! Pame. = e
892
893 11. Add the newly created group to the existing policy entry by clicking the arrow for that entry
894 under Source Groups.
895 12. Select the newly created group.
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13.

Available source groups

$NXTSACC Engine
SNXT$AdmIns
$NXTSAl Endpoints
$NXTSAl Nodes
al-inux

al-pcs

allusers

temp

o

Save

M Select source groups that can connect to destination group .. X

Selected source groups

SNXTSAN Users

Click the >> button.

Available source groups

SNXT$AdmINS
$NXT3$Al Endpoints
SNXTSAI Nodes
al-pcs

allusers

temp

$NXT$ACC Engine

<<

s

M@l Select source groups that can connect to destination group .. >

Selected source groups

SNXT$Al Users
alHinux

sove

14. Click Save.
15. Click Stop Editing when finished.
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Now, the new machine should be allowed to use ping. With these policies it is possible to
manage all traffic through the specification of groups, ports, and protocols.

2.7.2 Integrate CryptoniteNXT with Active Directory

In this section, devices listed in Active Directory will be imported into CryptoniteNXT. For this to be
successful, the DNS server must have reverse lookup zones configured for the AD server. Please see
Section 2.1.6 for setting up reverse lookup zones on the AD/DNS server.

2.7.2.1 Generate a Keytab File

1.

Open Active Directory Users and Computers.
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File Action View Help
e 2@ f0/ XDz Hm T rYEh
 Active Directary Users and Com|| Name Last Name Type Description
p (] Saved Queries &, Abrsham Leptoceratops User User Account |
4 3 DIIPOR &, Administrator User Built-in account
b ] Buiktin 82 Allowed RODC Password Replication.. Security Group... Members in this
b [ Computers &, BRATVA_BACKDOOR O User Not & suspiciou
b &) Domain Contrallers || 2 pRaTVA BACKDOOR.! User Hek o suspicion]
b ([ ForeignSecurityPrincipalil 3 pparva BACKDOOR_2 User Mot & suspicious
D e ey nceoul| 8. Con Pubishes Security Group... Members of thi
p-ﬂ—ﬁ;;‘, 9% 44| & Cloneable Domain Controllers Security Group.. Members of this
R— 82, Denied RODC Password Replication ... Security Group.. Members in this &
2, oi y ilbo | 2 " Mai 268641 User
82, DnsAdmins Security Group... DNS Administra.
82, DnsUpdateProny Security Group... DNS clients whe
82, Domain Admins Security Group... Designated adm
82, Domain Computers Security Group...  All workstations
82 Domain Controllers Security Group...  All domain cont
82, Domain Guests Security Group... Auuum;..g::
82 Demain Users Security Group... Al domain user
88, Enterprise Admins Security Group.. Designated adry!
&2, Enterprise Read-only Domain Contra... Security Group... Members of this
!lf h g Onli 'r» - User
2, FederatedEmail < 1f4db-8179-4148... FederatedEmail 4c174dBb-8179-4148-0366-000... User
&, Franklin Delano Raptorvelt User User Account
82, Group Policy Creator Owners Secunty Group... Members in this
2, Guest User Built-in account
2 Harry S Triceratops User User Account
& 1ohn Quincy Ankylosaurus User User Account
: - - }ll.mcnn I:hnum User Us]e'M:mt‘
910
911 2. Right-click the Users folder in the left pane and select New > User.
912 3. Enter a name for this user, such as nxtadmin.
& Createin:  DI.IPDR/Users
S S— ] —
Last name: |NXTADMIN |
[NXTADMIN ]
|[@oLiPor
User logon name (pre-Windows 2000):
[on | [rodadmn
913
914 4. Click Next.
915 5. Enter a password for this user, and set the password policy.
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& Createin: DIIPDR/Users

Password: |oooooo|oooooool

Confirm password: |oouonooouon

[[] User must change password at next logon
["] User cannot change password

916
917 6. Click Next.

& Createin: DIIPDR/Users

When you click Finish, the following object will be created:

Full name: NXTADMIN

User logon name: rdadmin@DI1.IPDR

The password never expires.
918
919 7. Click Finish.
920 8. Right-click the newly created user and select Add to a group....
921 9. Enter DnsAdmins.
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Select this object type:
‘Gmups or Built4n security principals

From this location:
‘DI.IF‘DF{

Enter the object names to select (examples):
DnsAdmins

10. Click OK.
11. Right-click the Users folder in the left pane and select New > Group.
12. Enter NXTAdmins as the group name.

13. Click OK.
14. Right-click the Users folder in the left pane and select New > Group.
15. Enter NXTNodes as the group name.
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930
931 16. Click OK.
932 17. Click Computers in the left pane.
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File Action View Help

e« nm 40 XE =2

Bm 2 aaTdh

[ Active Directory Users and Com|| Name Last Name Type Description
b [ Saved Queries 1%IBACKUP-STORAGE Computer
4 4 DIIPDR %I DESKTOP-7REQTKD Computer
» [ Builtin & EXCHANGE Computer
1&IHYPERV Computer
[ Domain Controllers
b [£] ForeignSecurityPrincipal: greiﬂsﬁl}mssmom E::::::
= :_a"m;::":““;:“’ 1% REMOTEDESKTOP2 Computer
4 % U"’"“’ CRaNgE SECk | K REMOTEDESKTOP3 Computer
e 1% TRIPWIRE-E Computer
18I UC-TEST-SERVER Computer
& WIN-0LIQ7SMEHS2 Computer
8 WIN-JHAL7I215VT Computer
1%/ WIN-KRI2P6EGOKS Computer
1= WINDOWS10-1 Computer
& WINDOWS10-2 Computer
& WINDOWS10-3 Computer
s
< m > < m >
933
934 18. Right-click Computers in the left pane and select New > Computer.
935 19. Enter the name of the acc server for CryptoniteNXT (Node A).
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The following user or group can join this computer to a domain.

User or group:

[ Assign this computer account as a pre-Windows 2000 computer

936
937 20. Click OK.
938 21. Right-click the newly created computer and select Add to a group....
939 22. Enter NXTAdmins in the box labeled Enter the object names to select (examples):.
Select this object type:
‘G‘u.paa’&ﬁ-h security principals
From this location:
‘DI.IPDR
Enter the object names to select (examples):
940
941 23. Click OK.
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Active Directory Domain Services -

0 The Add to Group operation was successfully completed.

24. Click OK.

25. Open a new Administrator PowerShell window.

26. Enter the following command, using the newly created user in the DnsAdmins group:
> Ktpass -princ DNS/<user>.<domain>@<DOMAIN> -mapuser
<user>@<domain> -pass <user password> -out .\<keytab filename>
-ptype krb5_nt_principal -crypto all

For example:

> Ktpass -princ DNS/nxtadmin.di.ipdr@Il.I1PDR -mapuser
nxtadmin@di . idpr -pass passwordl23 -out .\keytab.out -ptype
krb5_nt_principal -crypto all

27. This will produce a keytab file. Copy this file to the CryptoniteNXT Management

workstation.

2.7.2.2 Import Keytab File to ACC

1. Onthe management workstation, open the CryptoniteNXT ACC GUI.

CryptoniteMNXT ACC Client

Keystore File:

Keystore Password:

CRYPTONITE

ACC Engine Server Name/IP: Jacc |

X

|sers\.-'-\dministmtor.DI'\Documents\acc_gui_keystore.jks| [ Keystore Fila:

|::=::::::=::::: | g

0K ' Cancel

2. Click OK.

3. Enter the password configured during installation.
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Connect to the ACC Engine >
Enter password for username "administrator' |**************||
| 0K | [ Dﬁncel ]
962
963 4. Click OK.
- ALCC Client - User: il  ONLY) nd a ®
op, Er Smchwehderer | [ About |
L. ) Refresh Rrgstration State at Inteval (sec: ¢
B v | B3 ctontatet oses | (F tots | B Encve | @ tegaton | @ tetwork st | @ vsvle| BB sotvare et
Access Control Pokoes :Ill.u ;
o e G BRExag | o e — =
o o FReron: (Mo Fees =l
el || [ o 8] al g
SNXTEALL Engne ;jii.nw Bas3 MISIBLE  Buse Baen... | F rewise | SHGiTeAdmRE 0 | CIm ]
- [uoR 123133 NTSBLE  Rasc Exen... o F al E1ms]
[ O | [
[SHXTSAl Users, . DR 0255 NISBLE  abraffe
MoTsAlsen TR 65535 MISBLE  Sbafic
[uoe  [1ESSIS  MISILE  abamfe
...a\xls.uusm 3
______ ; . uoe 6768 TVISIBLE _biock<dhan
HROCTEAN Endpol.. (3P 46547 BIVISINE Block-dhop
By sers + Source Groups . Nodes
ai-n'lht'mlms_-l q_x’mm.;l.}- _:mm
r - N
— Premshuiie—s) : bame | Sorcedemps | e | e et e
e L8| :|m'-'"' ! ""[_'I" ‘:’ ! ";m ; x:;mn | :I : ol | 3 [ ahtrtic, biock-dhep ]
i [ 0 | g | 7  E—
964
965 5. Click Enable Editing.
966 6. Click the Integration tab.
967 7. Check the box next to Use Keytab file (for LDAP and/or DDNS):.
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= AEC Chent - Us mom a x
Fnad { M‘! ]
Rl il (i<
- r
Use Keytab fe (for LOAP andor DONS): 6 [ Seleq ew Keytab E N T
-Lnap Enable ntegrasien wih Palo Ato Hetworks: 0
ok Symched with LOAR Server e
Dorran name: | Wrdy 851 Cortificate:
sanvee nama: | Usemame:
[sime| Fassword:
Domain:
Dymame DRS (DOIS)
L
e -n RADAUS Configuration
Enable Duit-in RADIS Accountng Server:
Ketheros Server: | i
IR s
Karheros Ream: | | [ Gt shared sacres |
Doman Suffi [ X
TTL {sack: R
[5ave] [caneal|
T AR Ky
e %
| Dl I Gererate Koy |

8. Click Select New Keytab.

Active Directory Integration

B If both LDAP and Dynamic DNS are enabled, single keytab file must contain credentials suitable for both.

N

x

9. Click OK.
10. Navigate to the keytab file.

Ol Select Keytab File

4 w0 & =y uss Drive (E) »

& |y Templtes :

| Windows10Uparade
LISB Drive (E2)

oL vaeos |—D g;le folder |_D girecfn\der
| cryersen
Lu cryersen.DI . DI Demo_15_259 25 ... _ keytab.out
=[] dataintegrity | g;cg?ss;:;m.en’omt Pr... |_| 30:2'I'bF|Ie h
& |y Default.migrated
- | ) jsexton
& |y mekstrom
& |y Public
| wiliarm
i Windows

Selected files:

] keytab

| |\_|' All files '| [Vchoosel [ KCanceI]

11. Click Choose.
12. Click Save.
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976 13. Under LDAP, enter the Domain name (such as DI.IPDR) and the Server name (such as ad-
977 dns).
978 14. Check the box next to Enable Dynamic DNS:.
979 15. Enter the fully qualified domain name of the DNS server (such as ad-dns.di.ipdr).
980 16. Enter the Kerberos realm (such as DI.IPDR).
981 17. Enter the domain suffix (such as di.ipdr).

B 2o B9 ot F oo £ o] § v (@ stk s © o B o o

aeedier DOMSY & - prr—
ui‘q\ : Erable integrtee wih fals Abs Netwada: [
= e
= ST e
HXT AR K . —

982
983 18. Click Save.
984 19. Click the Policies tab.

.NkrIE&an.'m [ [ L P — Go-n-.lam-.m _

) show Syitem Gisups BERdima [ show [T oA e - - =

e | EER| e —

19 e e | o e — 3 B e o 6|
985
986 20. Right-click in the Access Control Policies Window and select New Destination Group.
987 21. Enter kerberos.
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22.
23.
24,
25.
26.
27.
28.

29.
30. Right-click the To: ‘kerberos’ destination group, and select New Access Control Policy

Mew Destination Group >

Name of new destination group

|kerber05

Click OK.

Select TCP under Action.

Enter 53:53 under Port Range.

Select VISIBLE under Action.

Click the arrow under Source Groups.
Select SNXT$SAdmins.

Click the >> button.

@ Select source groups that can connect to destination group .. X

Available source groups Selected source groups

SNXT$ACC Engine SNXT5AdmINS
SNXT3$Al Endpoints
SMXTSAI Nodes
SNXTSAI Users
alHinux

al-pcs

all-users

temp

Click Save.

Entry.
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[ e S— ]

B o B oot notes| (FF inseeos B, e G
Ascrw Contrt oo

[SETe .

T TR P

o Lakna

Fpatee e.nnmm:ém B st s |
BR+sX@S ||

show: Exailed

e T

Seuri Conen. Bt | Pt B Ao Destraten Grme Dedndt  herw 61
T T e Gl Ao = 5 5 D [ e
FTRALL begne e e NEELE e L It —
fue  haian  voma B 13 ot
7
Mos oI ViEE mmne u
AT Iem  NBEE  mic 1
Bl mSin  NBEE ke (1]
[T VBEE i 1
Bute e ommu peene n
ite s WG e a
¥
Bre W Emr beben =
e LB NEEE  ebeos F13
] « Zosroe Gren « CrrEERTARCT o
K || e e O | [ e
P | | eron i -
Dttt L4 | Sa bragn
- wha  ow | mem _— 5

i
My

+ x|

]
L

2 =
Tadocrta

St (jnafied g
[t N

B

n
an
e fonres] G T Emstj Gram _

A #mtc bodkdba

31. Repeat steps 21-29, but replace 53:53 with 88:88.
32. In the Gateway Nodes window, click the arrow under Egress (Dest) Groups.

33. Select “kerberos”.
34. Click the >> button.

Available destination groups

Basic External Access

Ml Select destination groups for gateway node 'gw’ X

Selected destination groups

$MNXT$InternalNodeComm
al-traffic

block-dhcp

kerberos

35. Click Save.

36. In the Endpoints window, click the arrow under Source Groups associated with the

Administration Control Center (ACC).

37. Select SNXTSAdmins.
38. Click the >> button.
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Ml Select source groups for endpoint ‘acc’ X
Available source groups Selected source groups

alHinux SNXTSACC Engine

al-pecs SMNXTSAdmINS

all-users SNXTSAl Endpaints

temp

39. Click Save.

I CrrptenatT ACE Chent  Lha: mdenamenee 50T

40. Return to the Integration tab.
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B ok B oo o | (5 trivors | B o & vergmor B, v hnivn | ) Doty | By sotmare Uit

|||||||||

1015
1016 41. Click Sync.

1017 2.8 Backups

1018 For this capability we use an integration of two open-source tools: Duplicati and FileZilla. FileZilla acts
1019  as a File Transfer Protocol (FTP) (over TLS) server component, while Duplicati acts as an encrypted

1020  backup client. This section details the installation and integration of both tools, as well as the process
1021 for creating a backup schedule, but does not provide specific recommendations on backup frequency or
1022 backup targets as those are specific to the organization.

1023 2.8.1 FileZilla FTPS Server Setup

1024 1. Run FileZilla_Server-0_9_60_2.exe.
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License Agreement
Please review the license terms before installing FileZilla Server beta 0.9.60.

Press Page Down to see the rest of the agreement.

| GNU GEMERAL PUELIC LICEMSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

_The_lioense; for mest ;oﬂware are designed to take away your

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install FileZilla Server beta 0.9.60.

Mullsoft Inskall System 3.0

lagee | | Cancel
1025
1026 2. Click I Agree.
1027 3. Select Standard from the drop-down menu.
Choose which features of FileZila Server beta 0.9.60 you want to install. E
Check the components you want to install and uncheck the components you don't want to
install, Click Mext to continue.
Select the type of install: |513ndard v |
) Descripti
Or, select tﬁ;E °Pt9;?|to FileZilla Server (Service) PDSiS‘t:i:l: y?:ur ——
componen wi PR
insizprla:n you Administration interface aver & companent o
[[] Source Code see jts description,
Start Menu Shortcuts
Desktop Icon
Space reguired: 6.0MB
Mullsaft Install System w30
1028
1029 4. Click Next.
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Cheose Install Location
Choose the folder in which to install FileZilla Server beta 0,9.60. E

Setup will install FileZila Server beta 0.9.60 in the following folder. To install in a different
folder, dlick Browse and select another folder, Click Next to continue.

Destination Folder

Space required: 6.0MB
Space available: 476.0GE

Mullsoft Imskall Systenm w3.0

1030
1031 5. Click Next.
1032 6. Select Install as service, started with Windows (default) from the drop-down.
1033 7. Specify a port (for the administrator interface to run on) if desired (the default is 14147).
1034 8. Ensure the box next to Start Server after setup completes is checked.
Startup settings

Select startup behaviour for FileZilla Server

Blease choose how FileZilla Server should be started:

|Ins13|| as service, started with Windows {default)

Please choose the port, the admin interface of FileZilla Server should listen on {1-65535):

Mote: This portis only used to administrate the server using the FileZilla Server Interface. It

is not the FTP port used by FTP dlients.

[w] start Server after setup completes

tullsaft Inskall Systern «3.0

1035
1036 9. Click Next.
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Startup settings
Select startup behaviour for FileZilla Server

Please choose how the server interface should be started:

|S13rt if user logs on, apply to all users (default)

[w] Start Interface after setup completes

rullsaft Install System v3.0

1037
1038 10. Click Install.

Installation Complete
Setup was completed successfully.

Completed

Create shortcut: Cr\ProgramData \MicrosoftiWindows\Start Menu'Programs'FileZilla 5... :
Create shortcut: C:\ProgramData \Microsoft\Windows\Start Menu'\ProgramsFileZilla ...
Create shortcut: Ci\ProgramData MicrosoftiWindows\5tart Menu'\Programs'FileZilla ...
Create shortout: Ci\Users\Public\Desktop'FileZilla Server Interface.ink

Execute: "C:\Program Files {x86)\FileZilla Server\FileZilla Server.exe” fadminport 14147
Execute: "C:\Program Files (x86)\FileZilla ServerFileZilla Server Interface.exe”™ fadmi...
Installing Service...

Execute: "C:\Program Files {x86)\FileZilla Server'FileZilla Server.exe” finstall auto

Put FileZilla Server Interface into registry...

Completed

rullsaft Install System w3.0

1039
1040 11. Click Close.

1041 2.8.2 FileZilla Configuration

1042 1. When the administrator interface comes up, ensure that the port is correct and click Connect.
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2. Click Edit > Settings.

- Passive mode settings
Security settings
Miscellaneous
Admin Interface settings

- Logging

Speed Limits

- Filetransfer compression
- FTP over TLS settings

- Autoban

General settings

Connection settings

FileZilla Server

List of ports between 1 and 65535. These

Listen on these ports: ports are used both for plain FTP and explicit

FTP over TLS. {Default port: 21)

Max. number of users: l:l (0 for unlimited users)

Performance settings

This value should be a multiple of the number of processors
installed on your system, Increase this value if your server
is under heavy load.

Mumber of threads:

Timeout settings

Connections timeout: E in seconds (1-3999, 0 for no timeout).
El in seconds (500-8393, 0 for no timeout). This value spedifies

No Transfer timeout: the time a user has to initiate a file transfer,

Login timeout: in seconds {1-9999, 0 for no timeout). This value spedfies

the time in which a new user has to login.

3. Click FTP over TLS settings.

[=I- General settings
L Welcome message

- Passive mode settings
- Security settings

- Miscellaneous

- Admin Interface settings
- Logging

Speed Limits

- Filetransfer compression

Autobi

[ ]

FTP over TLS settings

[w] Enable FTP over TLS support (FTPS)
[ pisallow plain unencrypted FTP

FileZilla Server

X.509 Certificate

Private key file: | | Browse...
Certificate file: | | Browse. ..

| Password will be stored in
plaintext.

Key password:

Generate new certificate. ..

Explicit and implicit FTP over TLS
[w] Allow explicit FTP over TLS (default: yes)
Mote: Explicit FTF over TLS shares the normal FTP port configured on the General settings page.

Listen for implicit FTP over TLS connections on the following ports (default: 990):
[520

File transfer security
These settings need to be enabled for file transfers to be secure.

[w] Force PROT P to encrypt file transfers when using FTP over TLS

@ Require TLS session resumption on data connection when using PROT P

4. Check the box next to Enable FTP over TLS support (FTPS).
5. Check the box next to Disallow plain unencrypted FTP.
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FileZilla Server Options -

=) General settings FTP over TLS settings

LWl
i Vielcome messags Enable FTP over TLS support (FTPS)

- 1P bindings
L..1P Filter Disallow plain unencrypted FTP
- Passive mode settings X.509 Certificate

- Security settings
... Miscellaneous Private key file: ‘ ‘ Browse...
- Admin Interface settings

- Logging Certificate file: ‘ ‘ Browse. ..

-~ Speed Limits Password wil be stored in
- Filetransfer compression Key password: ‘ plaintext.

- FTP over TLS settings o

.. Autoban i Generate new certificate.

Explicit and implicit FTF over TLS
Allow explicit FTP over TLS (default: yes)
Note: Explicit FTP over TLS shares the normal FTP port configured on the General settings page.
Listen for implicit FTP over TLS connections on the following ports (default: 930):
[ 220

File transfer security

These settings need to be enabled for file transfers to be secure.

Force PROT P to enarypt file transfers when using FTP over TLS

Reguire TLS session resumption on data connection when using PROT P

6. Click Generate new certificate.

This dialog will help you to create a new private key and a
self-signed certificate, needed by FileZilla Server to accept TLS
connections.
Please fill out the reguired information. Wrong or missing information may
confuse dients.

Key size: () 1280 bit () 2048 bit () 4096 bit

2-Digit country code: I:I

Full state or province:

Locality (City):

Organization:

Contact E-Mail:

Common name
(Server address):

Save key and

|
|
|
Organization unit: |
|
|
certificate to this file: |

|| Browse... |

Generating the certificate may take some time depending on the key size.

| Generate certificate | | Cancel |

7. Select 4096 bit for Key Size.

8. Enter the information for the certificate specific to your organization.

9. For the common name, enter the address of the server on which this is installed.
10. Click Browse and specify a file location for the certificate.
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This dialog will help you to create a new private key and a
! self-signed certificate, needed by FileZilla Server to accept TLS
connections.
Please fill out the required information. Wrong or missing information may
confuse dients.

Key size: () 1280 bit () 2048 bit (®) 4096 bit
2-Digit country code:

Full state or province: | Maryland

Locality (City): | Rockville

Organization: | b1

QOrganization unit: |

Contact E-Mail: | administrator @di.ipdr

Common name p
(Server address): | backserv.di.ipdr

Save key and rator.DI\Dhcuments\filezila—cert
certificate to this file: | o | | | S |

Generating the certificate may take some time E}epending on the key size.

[ generate certificate | | Cancel |

1056

1057 11. Click Generate certificate. (The file now contains both the private key and the certificate. These
1058 can be separated, for ease of use, as long as the correct file locations are specified in the
1059 settings.)

éi Certificate generated successfully.

N

1060
1061 12. Click OK.

=) General settings FTP over TLS settings FileZilla Server

Wel
clcome message [¥]Enable FTP over TLS support (FTPS)

P bindings

P Filter [+ Disallow plain unencrypted FTP
- Passive mode settings X.509 Certificate
Security settings
Miscellaneous Private key file: | C:Wsers\admm\shamr‘DI\Dnmmants\ﬁlanllaﬂ‘ Browse...
- Admin Interface settings
-Logging Certificate file: | C:Wsers\admm\shamr‘DI\Dnmmants\ﬁlanllaﬂ‘ Browse...
- Speed Limits . .
Filetransfer compression Key password: | [ ;a;;:td will be stored in

FTP over TLS settings :
- Autoban Generate new certificate...

Explicit and implicit FTP over TLS
[v] Allow explicit FTP over TLS (default: yes)
Note: Explicit FTP over TLS shares the normal FTP port configured on the General settings page.
Listen for implicit FTP over TLS connections on the following ports (default: 990):
[s=0

File transfer security

lIl These settings need to be enabled for file transfers to be secure. Q

[ Farce PROTP to encrypt file transfers when using FTP over TLS

[+ Reguire TLS session resumption on data connection when using PROT P

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 142



DRAFT

1062 13. Enter a password for the key.
1063 14. Ensure the box next to Force PROT P to encrypt file transfers when using FTP over TLS is
1064 checked.
1065 15. Ensure the box next to Require TLS session resumption on data connection when using PROT P
1066 is checked.
FileZilla Server Options .

= General settings FTP over TLS settings

L el
: Pebf:g::g:essage Enable FTP over TLS support (FTPS)
L TP Filter Disallow plain unencrypted FTP
Passive mode settings X.509 Cerlificate
- Security settings
.. Miscellaneous Private key file: | C:\Users\Administrator.DI\Documents \ﬁ'EZ\"E‘(I‘ Browse...
Admin Interface settings
Logging Certificate file: | C:\Users\Administrator. DI\Documents \ﬁlenlla-ct‘ Browse...
- Speed Limits .
Password will be stored in
- Filetransfer compression Key password: | sEEERRERRRRINNY et
.. Autoban Generate new certificate. ..

Explicit and implicit FTP over TLS
Allow explicit FTP over TLS (default: yes)
Note: Explicit FTP over TLS shares the normal FTP port configured on the General settings page.
Listen for implicit FTP over TLS connections on the following ports (default: 990):
520

File transfer security

These settings need to be enabled for file transfers to be secure.

Force PROT P to encrypt file transfers when using FTP over TLS

Reguire TLS session resumption on data connection when using PROT P

1067

1068 16. Click Passive mode settings. Check the box next to Use custom port range. (This is necessary in
1069 cases of a local server behind Network Address Translation (NAT) or a firewall.)

1070 17. Enter a range of ports for passive mode to use. Ensure that these ports are allowed through the
1071 firewall.

1072 18. Select Use the following IP.

1073 19. Enter the server address.
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= General settings Passive mode settings FileZilla Server
- \Welcome message
S [] Use custom port range: = {1-65535)

IPv4 spedfic
External Server [P Address for passive Use custom PASY settings if you are

1 mode transfers: operating the server from behind a NAT

- Miscellaneous O Default router or a firewall. In that case, the IP

- Admin Interface settings - address of the server is not accessible from
(®) Use the following IP: outside of the router, so you should fill in

3 the correct address here. Use the port
i o . | backupserv.di.ipdr | range to limit the number of ports that will
- Filetransfer compression You can also enter hostnames need to be forwarded through the router.

FTP over TLS settings
. Autoban () Retrieve external IP address from:

| http:/fip. filezila-project.orgfip.php |
(Default: http:/fip. filezila-project. org/ip.php)

w

Information for users with dynamic IPs: If your external IP changes, it might take up to 5 minutes
after the next failed transfer until FileZila Server recognizes the changed
In most cases, the IF is updated within 30s after a failed transfer,

[ Dar't use external IP for local connections

‘You can use this site to test that your settings work correctly:
https: /ffiptest.net/

1074
1075 20. Click OK.

1076 2.8.3 Add a User to FileZilla

1077 1. Inthe FileZilla administrator interface, click Edit > Users.

Page: Account settings Users
w [ Enable account

Speed Limits

[ Bypass userlimit of server

Maximum connection count: l:l

Connection limit per IF: l:l
["Foree TLS for user login

Description [%

B

H

You can enter some comments about the user

1078
1079 2. Click Add.
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Please enter the name of the user account that should
be added:

User should be member ofﬂ'lefollow’}ng group:

[<none> v]

1080
1081 3. Enter a name for the user.
Please enter the n: of the user account that should
be added:
|George
User should be member of the following group:
|<hone>
1082
1083 4. Click OK.
1084 5. Check the box next to Password.
1085 6. Enter a password for the user.
Account settings
[w] Enable account
Speed Limits
.- IP Filter Group membership:
["1Bypass userlimit of server
Maximum connection count: I:I
Connection limit per IP: l:l
‘fou can enter some comments about the user
1086
1087 7. Check the box next to Force TLS for user login.
1088 8. Click Shared Folders.
1089 9. Click Add, under Shared Folders.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 145



1090
1091

1092
1093
1094

1095
1096

DRAFT

Please select a folder that should be added to the folders list
of the selected user account.

C:\backupsigeorge

Browse for Folder -

F

- v v v

I @ Videos ~
I+ & Floppy Disk Drive {A:)
4 {5 Local Disk (C:)

. PerfLogs
. Program Files
. Program Files (x86)

| Users Q
L

| Windows

backups
george

| OK || Cancel |

10. Select a place for backups for this user to be stored.
11. Check the boxes next to Write and Append, under Files.

12. Check the
13. Select this

box next to Create, under Directories.
entry and click Set as home dir.

Users
Page: Shared folders Users
1 Files
~ General Directories Mliases Read [ceorge |
Shared folders H C:\backups\george ]
- Speed Limits die
TP Filter [ Delete
Append
Directories
Create
[] Delete
List
Add | | Remoye ‘ | Rename | |Set as home dir| I Rename | | Copy. ‘
A directory slias will also appear at the specified location. Aliases must contain the full vitual
path. Separate multiple aliases for one directory with the pipe character (|}
If using aliases, please avoid cyclic directory structures, it will only confuse FTP clierts

14. Click OK.

1097 2.8.4 Duplicati Client Installation (Windows)

1098

1. On the client machine, run duplicati-2.0.3.3_beta_2018-04-02-x64.msi.
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1 Duplicati 2 Setup - *

m Welcome to the Duplicati 2 Setup Wizard
]

The Setup Wizard will install Duplicati 2 on your computer.,
Click Next to continue or Cancel to exit the Setup Wizard.

1099
1100 2. Click Next.
1101 3. Check the box next to | accept the terms in the License Agreement.
1 Duplicati 2 Setup - *
End-User License Agreement .
Please read the following license agreement carefully =
"~
GNU LESSER GENERAL PUBLIC LICENSE
Version 2.1, February 1999
Copyright (C) 1991, 1999 Free Software Foundation,
Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301,
USA
Evervone is permitted to coov and distribute verbatim N
[11 accept the terms in the License Agreement
N
Print Back Cancel
1102
1103 4. Click Next.
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1 Duplicati 2 Setup - *
Custom Setup .
Select the way you want features to be installed. =

Click the icons in the tree below to change the way features will be installed.

Dunlicati core files Installs the required files for
-i= ~ | Launch Duplicati at startup Duplicati.

This feature requires 40MB on your
hard drive. Ithas 2of 2
subfeatures selected, The
subfeatures require 10KB on your
hard drive.

Location: C:\Program Files\Duplicati 2\ l}

| Reset ” Disk Usage | | Back || Mext || Cancel |
1104
1105 5. Click Next.
1 Duplicati 2 Setup - *
Ready to install Duplicati 2 .!
Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard,
Back || Install I | Cancel
1106
1107 6. Click Install.
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1 Duplicati 2 Setup - hed

q Completed the Duplicati 2 Setup Wizard

Click the Finish button to exit the Setup Wizard.

N

Launch Duplicati now

Back Cancel

1108
1109 7. Click Finish.
1110 8. Start Duplicati by going to localhost:8200.

1111 2.8.5 Duplicati Client Installation (Ubuntu)

1112 1. Install mono by using the following command:

1113

1114 > sudo apt install mono-runtime

1115

1116 2. Download the Duplicati package by running the following command:

1117

1118 > wget

1119 https://github.com/duplicati/duplicati/releases/download/v2.0.3.9
1120 -2.0.3.9_canary_2018-06-30/duplicati_2.0.3.9-1 _all.deb
1121

1122 3. Install Duplicati by using the following command:

1123

1124 > sudo dpkg -1 duplicati_2.0.3.9-1_all.deb

1125

1126 4. Run Duplicati as a service by running the following command:

1127

1128 > sudo systemctl enable duplicati

1129
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1130 2.8.6 Configure Duplicati

1131 1. When it first starts, Duplicati will have a First run setup.

) WINDOWS10-1 - Duplic= % \\ \

C | ® localhost8200/ngax/indexhtmi v

First run setup

If your machine is in a multi-user environment (i.e. the machine has more than one
account), you need to set a password to prevent other users from accessing data on

your account. Do you want to set a password now?

No, my machine has only a single account Yes

1132
1133 2. Click Yes.

1134 3. Check the box next to Password.

) WINDOWS10-1 - Duplice: X \} \

< C | @ localhost8200/ngax/index htmi#/settings o ¥t

.! Egpllcatl n MENU ::

No scheduled tasks

Settings

Access to user interface
@ Password [ssssssssseasess

O Allow remote access (requires restart)

Pause after startup or hibernation @

Pause |0 v |Seconds ¥

User interface settings

Language in user interface
Browser default (English (United States), en-US) v

1135 Display and color theme | The default blue on white theme (by Alex) ¥

1136 4. Enter a password.
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) WINDOWS10-1- Duplic= 3 \§

<« C | @ localhost8200/ngax/index htmi#/settings or ¥

ol Duplicat e men 3

‘ No scheduled tasks

sage statistics [3)

We use them to generate public u

All usage reports are sent anenymously and do not contain any personal information
They contain information about hardware and operating system, the type of backend,
backup duration, overall size of source data and similar data. They do not contain paths,
filenames, usernames, passwords or similar sensitive information.

Default options

Options added here are applied to all backups, but can be averridden in each individual
backup

Options Edit as text

- pick an option - "

| P
Visit us on n O -.

Add advanced option

5. Click OK.
6. Onthe home page, click Add backup.
7. Select Configure a new backup.

WINDOWS 101 - Duplies %1 B- = 2 %
“ & | O letalhost 200/ ngaxfindes hinil#facdstan = 2
@ Duplicati N s ks 1
.- Beta
A a new backur
v ,
&

T EERQ M

8. Click Next.

9. Enter a name for the backup.

10. Select AES-256 encryption, built in from the drop-down menu.
11. Enter a password.
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1146
1147 12. Click Next.
1148 13. Select FTP for Storage Type.
1149 14. Check the box next to Use SSL.
1150 15. Enter the server name and port (default: 21) of the server running FileZilla.
1151 16. Enter a path for the backup to be stored in (within the specified shared directory of the user).
1152 17. Enter the username and password created for FileZilla.

WINDOWS10-1 - Duglics % e - o8 X

L AT o'
o
L

1153
1154 18. Click Test Connection (if the connection fails, ensure that the port is allowed in your server’s
1155 firewall).

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 152



DRAFT

1156 19. If you receive an error about a certificate, you can go to Advanced Options, select accept-
1157 specified-ssl-hash, and enter the thumbprint from the server’s certificate.

1158 AR08 -

1159 20. Click Next.

1160 21. Select the folders on the local machine to be backed up to the server according to your
1161 organization’s needs.

1162

1163 22. Click Next.

1164 23. Select a backup schedule according to your organization’s needs.
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W0 winoowsio1 - bupic: % . 0

P . A Y Ty ———

o |
- DupliCati No scheduled tasks [LIs Dosate I
= Bew
AU R U UL
1f & date wiss missed, the job will run as 500n a3 possible.
{t Home
+ Add backup et tine 0928 P 07/31/2018
¥ mstore
[_:l Restore Run again every 1 Days
£ Settings
Allowed days
@ About 2 Mon
Bl togout .
&
® Wed
® Thu
8 fn
o sa
8 Sun

24. Click Next.

25. Select any other options according to your organization’s needs.

R AL T ———)

o ;I
‘h! E::PliCati | No scheduled tasks [ Dosate I
Options
{t Home
+ Add backup General options
) Restore
@ Settings Upload volume size 50 MByte v
@ About Backup retention Keep ol backups
E] Logout

26. Click Save.

Nothing will be deleted  The backup size will grow with each
change.

Advanced options

vrsen?® BEQ S
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1177

1178
1179
1180
1181
1182

1183

1184
1185
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BEHO ™

27. When finished, you can choose to Run now to start a backup immediately.

2.9 Semperis Active Directory Forest Recovery

This section details the installation of Semperis Active Directory Forest Recovery (ADFR), a tool used
for backing up and restoring Active Directory forests. This installation requires both a copy of SQL Server
Express as well as the Semperis Wizard. See the Semperis ADFR v2.5 Technical Requirements
document for specifics on the requirements. For a Windows Server 2012 R2 installation, simply meet

the following requirements:

e _.NET Framework Version 3.5 SP1

e .NET Framework Version 4.5.2 or later

e not joined to the Active Directory domain it is protecting

e SQL Express is not installed on the machine, but the installer SQLEXPR_x64_ENU.exe is
downloaded.

2.9.1 Install Semperis ADFR

1. Place the SQLEXPR_x64_ENU.exe installer in a directory called Setup, and ensure that the
Semperis Wizard is adjacent to the Setup folder (not inside it).
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P
| Recent places

8| This PC
m Desktop
| Documents
& Downloads
o Music
=| Pictures
& Videos
15, Local Disk (C:)
#8 DVD Drive (D) IR2_S

G'! Netwaork

2items

B [F 0= Downloads -|8| x
Home Share View v @
+ | & » ThisPC » Local Disk (C) » Users » Administrator » Downloads C,| | Search Downloads o |
S
¢ Favorites Mame Date modified Type Size
B Desktop . Setup File folder
& Downloads Sernperis.Wizard.exe Application 143,965 KB

2. If prompted to restart the computer, do so.
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AGREEMENT

Welcome to Semperis installer

The wizard will guide you through installation of the Semperis products

% e \ -
A\ =5
Semperis SERVICE AGREEMENT

THIS SERVICE AGREEMENT (THE AGREEMENT) GOVERNS THE USE OF THE SERVICE, INCLUDING ITS WEB-BASED
APPLICATION AND ITS PC-DESIGNATED COMPONENT.

THIS PRODUCT AGREEMENT (THE "AGREEMENT ) GOVERNS THE USE OF SEMPERIS'S DISASTER RECOVERY AND
MANAGEMENT SOFTWARE PRODUCTS, FOR ORGANIZATIONAL IT-IDENTITY (ACTIVE DIRECTORY) PLATFORM (THE
"PRODUCT". AS SPECIFIED IN THE PROPOSAL PROVIDED TO YOU).

THIS AGREEMENT COMNSTITUTES A BINDING CONTRACT BETWEEN SEMPERIS LTD., ("WE", "US", "OUR" OR "5EMPERIS"), AND
YOU - A LEGAL EI\ ITY (A CDMPANY A PART] NERQHIP OR ANY GTHER L EGAL ENTITY, HEREINAFTER GRCAMZA"'ECN

| Agree Cancel

Semnperis '
1188
1189 3. Click I Agree.
1190 4. Select Evaluation License.
1191 5. Select Active Directory Forest Recovery.
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x
AGREEMENT LICENSE NFIGURATION SUMMARY
=
— L
o=
i {11
License
@® Evaluation license
@i Active Directory Forest Recovery
v

O Active Directory State Management

O Full License

Browse

j Click OK to begin the installation. Click Cancel to go back and review

Semperils
1192
1193 6. Click the > button.
any of your installation settings
1194
1195 7. Click OK.
1196 8. Wait for the installation to complete.
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INSTALLATION

Semperis Management Server has been installed successfully.

¥  Installing Windows Server features

¥  Generating certificates

v  Generating the configuration file

¥  Configuring Reqgistry entries

¥ Installing SQL Server Express. This may take up to 20 minutes to complete.
v  Configuring the SQL Server database

¥ Installing the Semperis Management Server

Semperis :

1197
1198 9. Click the > button.
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SUMMARY

Installation completed =

- =] |
successfully! i

. lanager Ser
Installation Completed Succesfully! FIEARGRITEN'. Sarvar

To configure ADFR, go to the ADFR Management Site

Semperis

10. Click Finish.

11. There should now be a shortcut on the desktop linking to the web console for Semperis ADFR.

12. On the login page, enter the full domain as well as the NetBIOS name.
13. Enter the username and password of an administrator on the domain.
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C | @ secure | https//semperis-adfi/ADFRAdmin/Login/ o fr i

Semperis

Aclive Directory Forest Recovery

ginto run AD

DLIPDR

L Administrator

1204
1205 14. Click Login.
1206 15. Check the box next to any domain controllers that should be backed up.

'.u. Semperis Active Director X

& C | & Secure | https://semperis-adfr/ADFRAdmin/NoAgents O ¢t| J

Semperis

@ AGENT MANAGEMENT

&
DOWNLOAD AGENT INSTALLER Deploy Eatest Verson

6 NAME = v STATUS = * AGENT VERSION = | OS VERSION = * 1S GC

AGENT
MANAGEMENT

ACTION
o 20-dns08 di.ipdr MNa Agent rue RS |
= ad-dns.di ipdr Mo Agent true bR & |

1207 L ST
1208 16. Click Run Action.
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1209 17. Enter the password in the prompt.

o sempesis trive Divwcts ¢
]]_'(— G | @ seae | tuyp

Deploy latest version on 1 agents - Identity Verification

Plexs anter with ini
the ADFR agent, version 2.56744.25103

Domain oi

on the target machine 1o deploy

Username Administrator
Change ket

Password.

1210
1211 18. Click OK.
oSUCCESS
1212 L 1 8
1213 19. Click Close.
1214 20. After the installation finishes, click Login at the top of the page.
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1215 21. Enter the login credentials for the domain.

€ & C |8 Secure https://semperis-adfi/ADFRAdmin/Login/ ot i

Semperis

Active Directory Forest Recovery

Administration Panel

DI

1 Administrator

1216

1217 22. Click Login.

1218 23. Create a recovery password. (Note: In the event of a restoration, Active Directory will

1219 potentially be unavailable, so a separate password that is not domain-associated is needed here
1220 for restorations.)
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< Sempers Active Director X

e |ﬂ Secure | hitps//semperis-adfr/ADFRAdmin o ﬁ| Y

Set Initial Recovery Password & Security Questions

Set your recovery password

Password:

Confirm Password

Question =1
What was your chilghood nickname? v Answer:  D@t@lntegrity=1

Question =2
What is the middle name of your oldest child? v | Answer:  D@t@lntegrity=1

24. Set recovery questions for the password.
25. Click Set.

2.9.2 Create a Backup Schedule for the Domain Controller

Click the Backup Settings tab.
Enter a name for the rule.
Select the days and times that the domain controller should be backed up.

A wnN PR

Enter the maximum number of backups that should be kept. (Note: The oldest backup will be
deleted upon creation of a new backup, which would exceed this maximum.)
5. Ensure that Encrypt and Rule enabled are both turned on.
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| ST

- dfi/AD ”

Semperis

DASHBOARD

BACKUP
STATUS

BACKUP
SETTINGS

AGENT
MANAGEMENT

DISTRIBUTION
POINTS

ROLE-BASED
ACCESS CONTROL

GPERATION

Dy xifio®&z

@

RULE DAYS RETENTION | RULE ENABLED  VALIDATION ACTION
|

® | [B3ckup Nowl - 5 backups e - &M

MANAGE BACKUP GROUPS

Create New Backup Rule

Rule name- Backup
[@Monday [ATuesosy [JWecnesdsy BAThursday [Fridsy [ Sawurday [0 Sunday

Backup window starting at: 10:00 AM ¥

Number of backups retained: 5 ®
Rueensbles: [l @ &
Encryot m o

‘ Backup GroUP anckup e DIsTRBUTION POINT

No Backup Groups selected, Click the "Add Backup Group” button abeve 1o select groups for this Backup Rule

CREATE RULE SUMMARY

o e
Asministrator ¢ tocouT

BACKUP NOW

6. Click Add Backup Group.

Add Backup Group

Select backup grouss to 200
Either no Backup Groups have been created of the tule you are editing already applies to
Bs

3l existing Backup Groups,
[Create new Backup Group...] [Edit Backup Groun. . ]

= : e

7. Click Create new Backup Group.

8. Enter a name for the backup group.

9. Select the domain controllers to be part of the backup group.
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Create Backup Group

Backup Group nang:  Domaing

Backup Group entities:

[« DNSHOSTAME b siTe

@ ouPDR Bd-ans Default-First-Site-Mame

1237

1238 10. Click OK.

1239 11. Select the newly created backup group.

< s O .4

Select u::k;pg'o:::‘ aog:
B Domains h
[Create new Backug Group...] [Eait Backup Giowp...]
[ o |

1240 3

1241 12. Click OK.
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P sempescim s A ————= e —

o | i

& - C|asecure | z adfr/ ADFRAmin¥bac)

Semperis

RULE DAYS HEIENIION | HULE ENASLED | VALIDANON ACHUN

(0] [Backup Now] 5 5 backups true - L0

Create New Backup Rule

BACKUS
SETTINGS
Rule name: Backup

[Monday [ITuesday [QJWecnesoay (@) Thursday [WFriday [0 Sawrday [ Sunday
Backup window starting at: 10:00 AM v
Number of backups retained: 5 ®

Rule enabled Hl e

» Xl E -

Encrypt: | o
ADD BACKUP GROUP-
BACKUP GROUP BACKUP TIME DISTRIBUTION POINT

~ s —

13. Click Create Rule.

1244 2.9.3 Recover the Active Directory Forest from a Backup

1245
1246
1247
1248

Open the Semperis ADFR web console.
Select Recovery Panel from the drop-down.
Select the Domain that you wish to recover.

P wbn PR

Enter the username and password.
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[ Newtan K o Sempers

Lo C | @ Secure | hitps/fsempenis-adfi/ADFRAdmin/Login

Semperis

Active Directory Fore: overy

Recovery Panel

1 Administrator

password

1249 H.

1250 5. Click Login.

!Niﬂnb x ’.u- Sempers Active Disecte X

L G | @ Secure | b

peris-adtr ADFRS Ladh - 4 B

| Semperis Activ O

SEMPERIS ACTIVE DIRECTORY FOREST RECOVERY

Choose an Action

S | S
1
o=l E B
HIE &

Partition Recovary

Farost Recavary

Apstore 3 snge Ao
Domain Controller Rostora The fores oy

secory panition n Fvcover the entie Acive Dinctory forest
N AAncraFive

Fiestors 3 5ingle comeEn onsroiler from 3
Syem SR ackun

1251

1252 6. Select an action based on the recovery needs of the organization. In this example we select
1253 Domain Controller Restore.

1254 7. Provide the information for the restoration, namely the domain, the domain controller, and
1255 which backup to use.

1256
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Powre A W ——————
i G | @ Secure | hitps//semperis-adin A0F L

ol -

| Semperis Active Directory Fonest Recovery - evaluation expives on Seq 8, 2018 |

DOMAIN CONTROLLER RESTORE

Choose Domain DIAPDR

Choose Domamn Controller to restore dl-dres & Bpar

Choose biackup to restode from

RACKLP DATE RACKLIP TAG

- O/ 2G18. - 10-00 AM (F2BAAARS HEC T1-4CT5-9013-FARAR4S RSO0}
Shawing resuies 1- 12t |
whRT PSPREVoUE] (NS ISR 10 jceweme 1 /1 [RNNES

1257
1258 8. Click Restore.

= R e .
« G | @ Secue | hinps)/sempens-adie/ ADFRy #restore0C o dr|

[ ‘Samgeris ACTive Duacioey Formst Recovary - svakistion szpirst o Sap 8, 1018

DOMAIN CONTROLLER RESTORE

Confirm next stap. ..

Ar you sure you want to continue ¥

1259 =

1260 9. Click Start Restore to begin the restoration process.
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STEP 1: SETUP AND CONFIRMATION STEP 2 RESTOHING FOREST

Restoring the Forest to 08/16/2018. 12:09 AM

N

1Show progress log ["all times are displayed in UTC]

ABORT

1261
1262 10. Click Next when the restoration finishes.

1263 2.10 Semperis Directory Services Protector

1264  This section details the installation of Semperis Directory Services Protector (DSP), a tool used for

1265 monitoring Active Directory environments. This installation requires both a copy of SQL Server Express
1266  as well as the Semperis Wizard. See the Semperis DS Protector v2.5 Technical Requirements document
1267  for specifics on the requirements. For a Windows Server 2012 R2 installation, simply meet the following
1268 requirements:

1269 e .NET Framework Version 3.5 SP1

1270 e _.NET Framework Version 4.5.2 or later

1271 e joined to the Active Directory domain it is protecting

1272 e either the installer for SQL Express Advanced or connection information and credentials for a
1273 full version of Microsoft SQL (MSSQL)

1274 2.10.1 Configure Active Directory for Semperis DSP

1275 1. Open Active Directory Users and Computers.
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1282
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File Action View Help
e hm 48| XEG= Bm tauTES
3 Active Directory Users and Com || Name Last Mame Type Description ~
B [ Saved Queries & Abraham Leptoceratops User User Account
4 3 DLIPDR & Administrator User Built-in account
b 1 Builtin 2 Allowed RODC Password Replication... Security Group... Members in this
b ] Computers % Cert Publishers Security Group... Members of thi
b & Demain Controllers % Cloneable Domain Controllers Security Group... Members of thi
v 3 ForeignSecurit.yPrincipa\: 2, Denied RODC Password Replication ... Security Group... Members in this
b &) Managed Service Accour 2, DiscoverySearchMailbox {DS19BADS-... MsExchDiscoveryMailbox D919BADS-46A6-41...  User _
b 5] Microsoft Exchange Sect 2 DnsAdmins Security Group..., DNS Administra -
% DnsUpdateProxy Security Group...  DNS clients who
% Domain Admins Security Group... Designated adm
2, Domain Computers Security Group...  All workstations
2 Domain Controllers Security Group...  All domain cont
2 Domain Guests Security Group... All domain gue:
% %Domam Users Security Group...  All domain user
% Enterprise Admins Security Group... Designated adrm
52, Enterprise Read-only Domain Contro... Security Group... Members of thi
3_. Exchange Online-ApplicationAccount User
&.. FederatedEmail 4c1f4dBb-8179-4148... FederatedEmail 4c1f4d8b-8179-4148-93bf-00a...  User
& Franklin Delano Raptorvelt User User Account
% Group Policy Creator Qwners Security Group.. Members in this
&..Guast User Built-in account
& Harry 5 Triceratops User User Account
& lehn Quincy Ankylosaurus User User Account
& Lyndon Brontosaurus Johnson User User Account
< m > (' [ — — [ [ >

2. Right-click Users in the left pane and select New > User.

3.

Enter the information for a new user for the DSP service.

& Createin:  DILIPDR/Users

First name:

|DSP

| Initials: I:l

Last name:

|Senrice

Full name:

|DSP Service

User logon name:

|d5psem'ce

| [@DliPOR

User logon name {pre-Windows 2000):

| DI\

| |d5p5enrice|

4, Click Next.

5.

Enter a password twice for this user.

6. Set the password policy.
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& Createin:  DILIPDR/Users

Password: |m
Confirm password: |iiiiiiiiliiiiii

[ ] User must change password at next logon
[ ] User cannat change passwond

[w] Password never expires

[ ] Account is disabled

1283
1284 7. Click Next.
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& Createin:  DILIPDR/Users

When you click Finish, the following object will be created:

Full name: DSP Service

IUser logon name: dspservice@D1.IFOR
The password never expires.

1285
1286 8. Click Finish.
1287 9. Open Group Policy Management.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 173



DRAFT

B

|5, File Action View Window Help

@ & B

& Group Policy Management || Group Policy Management

4 4\ Forest: DLIPDR [ Conterts |

I iﬁ Dornains
b [y Sites Name
5% Group Policy Modeling A Forest: DLIPDR
[E Group Policy Results

1288
1289 10. Right-click Domains > DI.IPDR > Domain Controllers > Default Domain Controllers Policy and
1290 click Edit.
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Wh

_gj

File Action View Help

' LIEEE

Group Policy Management Editor

'=[ Default Domain Controllers Poli
4 (i Computer Configuration

b [ Policies

b | Preferences
4 2, User Configuration

I || Policies

I || Preferences

=] Default Domain Controllers Policy [AD-DNS.DLIPDR] Policy
MName

i Computer Configuration

ii’_; User Configuration

Select an item to view its description.

-~
w

\ Extended /( Standard X

11. Navigate to Computer Configuration > Policies > Windows Settings > Security Settings >
Advanced Audit Policy Configuration > Audit Policies > Account Management.
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H Group Policy Management Editor
File Action View Help
&= HHE =
I ] Windows Firewall with Ad ~ || Subcategory Audit Events
| Network List Manager Pol _'03!0. Audit Application Group Management Mot Configured
I Gl Wireless Network (IEEE 80 5| Audit Computer Account Management Mot Configured
b J Public Key PU'?Ci_es ) 5 Audit Distribution Group Management Not Configured
b J Software Restriction POI!c 5 Audit Other Account Management Events Mot Configured
b ‘J Netu\fork.ﬁccess PrDtECt_'D_ % Audit Security Group Management Mot Cenfigured
b Apphcat.lor'l Co.n.trol Polic| it Audit User Account Manageme Mot Configured
I ,g IP Security Policies on Act r[%
4[| Advanced Audit Policy Ce
4 14 Audit Policies
b 54 Account Logon
[ ;L:] Account Managen
I |55 Detailed Tracking
I 5 DS Access
b 25 Logen/Logoff
I |55 Object Access -
b 12 Policy Change
b 54 Privilege Use
[» System
b 5 Global Object Acc
I gl Policy-based CoS
I [ Administrative Templates: Policy
I | Preferences
4 4R, User Configuration v
< T > < m
Expand: Completed successfully.
1294
1295 12. Edit the Audit User Account Management field by double-clicking it.
1296 13. Check the box next to Configure the following audit events.
1297 14. Check the box next to Success.
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Policy | Explain

a Audit User Account Management

[ Corfigure the following audit events:
[v] Success

[ Failure

15. Click OK.
16. Go to Audit Policies > DS Access.
17. Double-click Audit Directory Service Changes.
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Folicy | Explain

a Audit Directory Service Changes

[[] Configure the following audit events: %
[ Success

[ FEailure

18. Check the box next to Configure the following audit events.
19. Check the box next to Success.
20. Click OK.
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File Action View Help

L Group Policy Management Editor

e« HE =2 BE

b [ Windows Firewall with Ad ~ || Subcategory

I ;d Wireless Network (IEEE 80 5 Audit Directory Service Access
3 nj: Public Key Policies Audit Directory Service Changes
I || Software Restriction Polic
I | Metwork Access Protectio
b [] Application Contrel Polici
I: lg IP Security Policies on Act
4[] Advanced Audit Policy Co
4 ﬂg Audit Pelicies —
b G5 Account Logon
Account Managen
Detailed Tracking
g’ﬂ D5 Access
-é:ﬂ Logon/Logoff
Object Access
Policy Change
= Privilege Use
I ézﬂ System
I 55 Global Object Acc
I glly Policy-based QoS
B 1 Administrative Templates: Policy
 [] Preferences [ |
a %, User Configuration

v v v T T T v

L"i"gj Audit Directory Service Replication

Audit Events

[] Metwork List Manager Pol %5 Audit Detailed Directory Service Replication Not Configured

Not Configured

Success

Mot Configured

< n > <]

21. Open Active Directory Users and Computers.

22. Ensure that View > Advanced Features is enabled.

23. Right-click the domain (for example, DI.IPDR) created earlier and click Properties.

General | Managed By | Object I Security | Attribute Editor |

a DIIFDR

Domain name {pre-Windows 2000):
]

Description:
[

Domain functional level:
Windows Server 2008

Forest functional level:
Windows Server 2008

24. Click the Security tab.
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| General | Managed By | Object | Security | Attribute Editor

GI'OLID Or USer Names:

B2, SELF

82, Authenticated Users

H2,5YSTEM

52, NETWORK SERVICE

82, Organization Management (DI'\Oraanization Manaaement)

Permissions for Everyone Allow

Full contral

Fead

Write

Create all child objects

Delete all child objects

For epecial pemmisgions or advanced settings, click
Advanced.

ok || cancd ||

1312
1313 25. Click Advanced.

Cwner: Administrators (DI\Administrators) Change

Permissions Auditing Effective Access

Permission entries:

For additional infoermation, double-click a permission entry. To modi‘f%permission entry, select the entry and click Edit (if available).

Type  Principal Access
# Allow  Exchange Windows Permissi...  Change password
# Allow  Exchange Windows Permissi...  Reset password
8, Allow  Exchange Servers (DN\Exchan... Special
82 Allow  Exchange Servers (DN\Exchan.. Special
% Allow  Pre-Windows 2000 Compatib... Special
82, Allow  Pre-Windows 2000 Compatib... Special
H Allow  Pre-Windows 2000 Compatib... Special
82 Allow  Authenticated Users
82, Allow  ENTERPRISE DOMAIN CONT...

Enable per user reversi...
Replicating Directory ...

82, Allow
82, Allow

Lda au

Authenticated Users
Authenticated Users

CRITCARMICE Pumk A8 AL~ AR IT

Unexpire password

Update password not r...

= DO CORPE IR . Y

Inherited from
Maone
Mone
Mone
Mone
MNone
Maone
Maone
Mone
Mone
Mone

MNone

Applies to

Special

Special

Descendant InetOrgPerson o...
Descendant User objects
Descendant InetOrgPerson o...
Descendant Group ohbjects
Descendant User ohjects

This object only

This object only

This object only
This object only

Ti

[ Add

|| Remove | | View

26. Click the Auditing tab.

27. Click Add.

QK

|| Cancel || Apply |
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1317 28. Enter Everyone.

Select this object type: %
|U5&r. Group, or Built-in security principal | | Cbject Types... |

From this location:
[DIIPDR || Locations...

Enter the object name to select (examples):

Check Names

1318
1319 29. Click OK.

Owner: Administrators (DI\Administrators) Change

Permissions | Auditing Effective Access

For additional infermation, double-click an audit entry. To medify an audit entry, select the entry and click Edit {if available).

Auditing entries:

Type Principal Access Inherited from Applies te

8, Succ.. Everyone MNone Special

8, Succ.. Everyone MNone Special

2, Succ.. Domain Users (DI\Domain Us...  All extended rights MNone This chject only

82, Succ..  Administrators (D\Administr...  All extended rights MNone This object only

8, Succ.. Everyone Specialk MNone This chject only

oK | | Cancel | | Apply |

1320
1321 30. Double-click Everyone.
1322 31. Check the boxes next to Write all properties, Delete, Delete subtree, Modify permissions,
1323 Modify owner, All validated writes, All extended rights, Create all child objects, Delete all
1324 child objects.
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Type: ‘ Success v |

Applies to: | This object and all descendant objects v|

Permissions:
[] Full central [+] Create msExchOmaDeliveryProvider objects
[] List contents [+] Delete msExchOmaDeliveryProvider objects

[[] Read all properties

[] Write all properties

[w] Delete

[w] Delete subtree

[ Read permissions

[w] Modify permissions

[w] Modify owner

[] All validated writes

[#] All extended rights

[w] Create all child objects
[] Delete all child objects
[] Create Computer objects
[w] Delete Computer objects
[ Create Contact objects
[w] Delete Contact objects
[w] Create friendlyCountry objects

[+] Create msExchOmaDeviceCapability objects

[+] Delete msExchOmaDeviceCapability objects

[+ Create msExchOmaDeviceType objects

[+ Delete msExchOmaDeviceType objects

[w] Create msExchOrganizationContainer objects

[+ Delete msExchOrganizationContainer objects

[] Create msExchPoliciesContainer objects

[] Delete msExchPoliciesContainer objects

[] Create msExchProtocolCfgHTTP Container objects
[] Delete msExchProtocolCfgHTTPContainer objects
[+] Create msExchProtocel CfigHTTPFilters objects

[+] Delete msExchProtocol CfgHTTPFilters objects

[+] Create msExchProtocelCfglMAP Container objects
[¥] Delete msExchProtocolCfgIMAPCantainer objects
[+ Create msExchProtocolCfglMContainer objects
[+ Delete msExchProtocol CfgiMContainer objects

[[>

" m

<]

32. Click OK.

| General | Managed By | Object | Security | Attribute Editor

Group or user names:

82 SELF

82, Authenticated Users

82, 5YSTEM

52 NETWORK SERVICE

2, Orqanization Managemert (DI\Organization Managemert)

Pemissions for Everyone

Full control

Read

Wirite

Create all child objects
Delete all child objects

For special pemissions or advanced settings, click
Advanced.

1327
1328 33. Click OK.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events

182



DRAFT

1329 2.10.2 Install Semperis DSP

1330 1. If you are using a local SQL Express Advanced server, place the SQLEXPRADV_x64_ENU.exe
1331 installer in a directory called Setup, and ensure that the Semperis Wizard is adjacent to the
1332 Setup folder (not inside it). If an SQL Express Advanced server is not being used, no Setup folder
1333 is required.
Wl [dW = Downloads =N 1
Home Share View - 0
1‘| & » ThisPC » Local Disk (C:) » Users » Administrator » Downloads v C;| | Search Downloads 2 |
‘¢ Favorites Mame - Date modified Type Size
B Desktop . Setup File folder
4 Downloads Semperis.Wizard.exe Application 143,965 KB
5] Recent places
1% This PC
i Desktop
| Documents
4 Downloads
o Music
= Pictures %
Videos
iy Local Disk (C:)
&8 DVD Drive (D:) IR2_S
‘?j Network
1334 2 items =
1335 2. If prompted to restart the computer, do so.
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AGREEMENT

Welcome to Semperis installer

The wizard will guide you through installation of the Semperis products

Semperis SERVICE AGREEMENT

THIS SERVICE AGREEMENT (THE AGREEMENT) GOVERNS THE USE OF THE 5ERVICE, INCLUDING ITS WEB-BASED
APPLICATION AND ITS PC-DESIGNATED COMPOMNENT.

THIS PRODUCT AGREEMENT (THE "AGREEMENT") GOVERNS THE USE OF SEMPERIS'S DISASTER RECOVERY AND
MANAGEMENT SOFTWARE PRODUCTS, FOR ORGANIZATIONAL IT-IDENTITY (ACTIVE DIRECTORY) PLATFORM (THE
"PRODUCT". AS SPECIFIED IN THE PROPOSAL PROVIDED TC YOU).

THIS AGREEMENT CONSTITUTES A BINDING CONTRACT BETWEEN SEMPERIS LTD., ("WE", "US", "OUR" OR "SEMPERIS), AND
YOU — A LEGAL ENTITY (A COMPANY, A PARTNERSHIP. OR ANY OTHER LEGAL ENTITY, HEREINAFTER: "ORGANIZATION"),

| Agree Cancel

Semperis

3. Click I Agree.
4. Select Evaluation License.
5. Select Active Directory State Management.
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LICENSE

License

@ Evaluation license

O Active Directory Forest Recovery

@i Active Directory State Management 'l«\@

O Full License

Semperfs'
1340
1341 6. Click the > button.
1342 7. Enter the username and password of the account created earlier.
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LICEMSE CONFIGURATION INSTALLATION SUMMARY

Service Account

Enter the username and password to use for the ADSM service account. The Service account is used by
the Semperis Management Server to communicate with the ADSM agents.

Forest Name: Service account: Password:

| D\dspservice l...l...l.l.l.l.

Semperils
1343
1344 8. Click the > button.
Click OK to add the Service Account to the "Sernperis ADSM Service
Accounts” group. The group will be created in the "Users” container, if
it does not exist.
oK & I
1345
1346 9. Click OK.
1347 10. Check the box next to Create the following group.
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Click QK to create the "Semperis Audit Collectors” group, if it does not
already exist.

1348
1349 11. Click OK.
b4
AGREEMENT LICENSE CONFIGURATION INSTALLATION SUMMARY
‘ ==
=) & —
" (<] m— |
LI
Active Directory Audit Configuration
Create the following group:
i Name: Semperis Audit Collectors
............ Location: CN=Users DC=DI.DC=IPDR . .
v
s
Semperis
1350
1351 12. Click the > button.
1352 13. Select the appropriate database option, and enter any required information.
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l|:|o ® = @

=
— UL
Select installation type

O Create a new database
Create a new database on an existing SQL server

O Use an existing database
Use an existing database on an existing SQL server

CONFIGURATION

®install SQL Express locally

Use Microsoft SQL Express 2014 running locally

x
STALLATION SUMMARY
o
=a = [r=s]
() — @ e ! =
=1 o=

LI AN

Provide connection details

Server:

Port:

Windows Authentication

Username:

Password:

i Click OK to begin the installation. Click Cancel to go back and review

Semperfs .
1353
1354 14. Click the > button.
any of your installation settings
1355
1356 15. Click OK.
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1361
1362

DRAFT

INSTALLATION

Semperis Management Server has been installed successfully.

Installing Windows Server features

Generating certificates

Generating the configuration file

Configuring Registry entries

Installing SQL Server Express. This may take up to 20 minutes to complete
Configuring the SQL Server database

Installing the Semperis Management Server [%

Semperls i

16. Click the > button after the installation completes.

17. There should now be a shortcut on the desktop linking to the web console for Semperis DS
Protector.

18. On the login page, enter the full domain as well as the NetBIOS name.

19. Enter the username and password of an administrator on the domain.
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& ‘ & Secure | https://semperis-dsp.di.ipdr/ADSM/Login/

Semperis

Active Directory State Manager

A Topology unknown. Log in to run AD
Topology discovery.

DLIPDR

DI

1 Administrator

LOGGING IN.

1363
1364 20. Click Login.
1365 21. Check the box next to the domain controllers that should be monitored by DSP.
| € C | @ Secure | hitpsy/sempens-dsp.dupdrf ADSM/NoAgents
@ ADSM AGENT MANAGEMENT
AGENT
@ MANAGEMENT EI
= ALL DOMAINS - v Deploy LI!E!IVE&Oﬂ ’
ﬁ NAME * DOMAIN = = STATUS = * VERSION = * 08 YERSION = * ACTION
“ AD-ONS OlLPOR MO et aooo L ]
D AD-DNSOB Dl PR Mo agent 0000 1 U
1366
1367 22. Click Run Action.
1368 23. Enter the password for the account.
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Bulk Deploy the latest version of [1 DCs)

Plpase enter c ials with jini issi on all of the target machines to
deploy the latest version of the ADSM Agent, version 2.5.6744. 25103

Daomain: DLIPOR

Username: Agmiristralos

Change user

Fasswnrn seesesssssss

1369
1370 24. Click OK.
°5uccess
The requested operation 15 running.
1371
1372 25. Click Close.
1373 26. After the agent finishes deploying, click Login at the top of the page and log in.
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peis-dspdiipde/ ADSM

Data synchronization from Active Directory required

The sync process is ready 1o start.
What would you like to go?

27. Click Start Sync.
28. After this completes, click Settings at the top of the page.

= s < N

€& O | & Secure | https//sempenis-dsp.diipdr/ADSKivsettings o | &

Semperis

Current Domain: ‘u SETTINGS

Di.PDR

j N oo > Agents (01 1PDR}
> Dstabase
\ CHANGED
[TEMS
> Email Alerts
DELETED .
ﬂ e 3 Group Policy
> Data Collection
CONFIGURATION
PARTITION

@ S Audit Contigurtion Wizard

v Audit

Define sudit s=ttings 3nd Manage Audit Agents and Audit Callectors

o
</
Augit Agent Dawnioad Agent

Q REPORTS Audit Collector Downlcad Coliector
3 Genersl

& i b

D #

Rt STATUS

> Operstion Log

ROLE-BASED
ACCESS CONTROL

29. Click Audit.
30. Click Run.
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i Semperis Active Director X

& C | @ Secure P peris-dsp.didpdr/ADSM#adsnWizard o 3y

Semperis

[ ‘Semperis Active Directory State Manager - evalustion expires on Sep 8, 2016 ]

Current Domain
D1LIPDR

m ACTIVE DIRECTORY AUDITING WIZARD
A . -

)
invsgucion ecrian Hanage Buch Agents

Intraduction

Weicome to the Audit configuration wizard, The wizard will quide you through the of the Audit and

setting

ot 10 funning the i, plesse make sure You have Ihe petissions feduired 1o deslay agents on Domain Contolers sndor deploy Audit
Collectors on the allocsted servers
Please refer 10 the Iatest Semperis Actve Direciory State Manager guide for additional information

1380
1381 31. Click Next.

i Semperis Active Director X

€ & C | @ secue | hip: peris-dsp.dipdr/ADSM#adsn\Wizard o

[ Semperls Active Directory State Msnager - evalustion expires on Sep 8, 2018 ]
Current Domain
DLIPOR

I e

ACTIVE DIRECTORY AUDITING WIZARD

ImsguTon ieeren Hanage Aven Agents

AD Partition Selection
Select the partitions for which the additional Audit data will be collected. Changes in partitions not sefected for collection of Audit data will not
eantain the information 3bout who performed the change
PARTITION
CN=Configuration.DC=DI.DC=IPDR
CN=Schema, CN=Configuration, DC=DI,DC=IPDR
DC=DILOC=IFDR

DC-DomainDnsZones,DC~DI.DC-IPOR

[

DC-ForestDnsZones,DC-01,0CPDR

[ woc | oo | ¥ [ cven |

1382
1383 32. Click Next.
1384 33. Check the boxes next to any Domain Controllers that should be monitored.
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Semperis

Current Damain
Ol IPDR

¥
A =

g ome
@ ons

5 20

E) aeponTs
. ®. o8

. S

1385 -

l ‘Semperis. Active Directory State Manager - evaluation expires on Sep

8,2018

m ACTIVE DIRECTORY AUDITING WIZARD

fssucin S i s Cotocin Vanage dusi Agerss
Audit Agent Management

Bgloy g sgents o0 31l Domain Contrallrs nosting 3 witsble cogy of the orey ousy selecied 4D part
W 8501 14 06 193D 1 28 Brov e 1o maton 3600t RS 3
Borman Conolers wi o AUAH Agent nialiea

&

Maraze auar Calazs

itions.
mage The Changes performes against thase.

JOB STATUS

Deolep Lot Vit

- NAME * DOMAIN & v STATUS & v VERSION + v AcTION
@ 40-0NS o par ® 2semesin | X A
(=] AD-DNS08 o ipdr ho agent RV ]

1386 34. Click Run Action.

1387 35. Enter the password.

/o s e A= e

€ C | sean

1388
1389 36. Click OK.

Buik Deplay the latest version (1 DCs)

Ploste enter with an all of thi target machines to

ceploy the [stest varsion the Augit Agent, version 2.5 6744 25103
DI

Usetname Admenistrator

Change user

FRbimons sesiaesenias

1390 37. Wait for the deployment to finish.

™|
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e ]

& @ | @ Securs | hitpsy/semperis-dsp.diipdr/ADSM#sdsnizard or vy i

(S8 DIiPDR v

Semperis

Current Domain:

Dl IPDR

v
9
a

[ Sempens Active Difectary State Manager - evaluatian expires on Sep 8, 2018 |

@\
& ACTIVE DIRECTORY AUDITING WIZARD

Intesucon Enetie Auit Dot Collection Mansce Auet Agents Masegs Aust Cofiestars
=

Audit Agent Jobs Statuses

HH AGENT STATUS.

— ALL AUDITED DOMAINS — =

NAME BOMAIN - LATEST UPDATE + - 108 STATUS + + MESSAGE
ag-ans di.ipar 08/13/2018. 3:54 P © Completes Deploy latest
a0-01508 ai.ipor

=3 B [ cuca |

38. Click Next.

e s < A 2

- C | @ Secure

[ St A iy St Fanagr ~ vaiation e o 5o 8, 078 ]

g\
& ACTIVE DIRECTORY AUDITING WIZARD

Inezuan Ersuie Auze Date Coliesvon Panase Aut dgents Mamage Ausm Catecters
or 4 pary

Audit Collector Management

Audit Collectors act 25 proxies between Audit Agents and Semperis data processing engine. Deploying Audit Collectors allows 10 optimize
L2300 Of NETWOrK TeS0UFCES N0 10 CONLOI the AT 518 Tiaw.

11 o AU Collectors are avaiable, e AUGT Agents will GefauT 1o using the builin AUGit Collectar o the Management Sever

Each Audit Agent selects the optimal Audit Collectar 10 use based on AD site topology and Audit Collectors” pricrities,

Piesse rafef o the Iatest Semperis Active Difectory State Manager quids for additions! infarmation

2]/ soustaes
DEPLOY COLLECTOR DOWNLOAD AGENT INSTALLER | Deploy Latest Version v RUN ACTION

] FQON - STATUS o v VERSION « + acTion

No agents found

=3

39. Click Finish.

2.11 Micro Focus ArcSight Enterprise Security Manager

Micro Focus ArcSight Enterprise Security Manager is primarily a log collection/analysis tool with

features for sorting, filtering, correlating, and reporting information from logs. It is adaptable to logs

generated by various systems, applications, and security solutions.
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1399  This installation guide assumes a preconfigured CentOS 7 machine with Enterprise Security Manager
1400 (ESM) already installed and licensed. This section covers the installation and configuration process used
1401 to set up ArcSight agents on various machines, as well as some analysis and reporting capabilities.

1402 Installation instructions are included for both Windows and UNIX machines, as well as for collecting
1403  from multiple machines. Furthermore, integrations with other products in the build are included in later
1404 sections.

1405 2.11.1Install the ArcSight Console

1406 1. Run ArcSight-7.0.0.2436.1-Console-Win.exe.
ArcSight ESM Console — = -
< ArcSight it Introduction
= Introduction The ArcSight Console Installer will guide you through the installation
@ License Agreement of ArcSight ESM Console | Itis strongly recommended that you quit all

rograms before continuing with this installation.
@ Special Motice prog g
@ Choose ArcSight installati.. Mote: Please be sure to download and read the separate installation
@ Choose Shortcut Folder and upgrade documentation availahle with this software.
® Pre-instaliation Summary Click the Mext' hutton to proceed to the next screen. Ifyou want to
@ Installing... change something on a previous screen, click the 'Previous' button.
@ Install Complete
You may cancel this installation at any time by clicking the 'Cancel’
hutton.

InstallAmmvhere

Prodous| [ Yt ]
L&)

1407
1408 2. Click Next.
1409 3. Check the box next to | accept the License Agreement.
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<L ArcSight FLEDE
« Introduction

= License Agreement
@ Special Notice

@ Choose Shortcut Folder
@ Pre-Installation Summary
@ Installing...

@ Install Complete

InstallAnmywhere

Cancel

ArcSight ESM Console - = -

License Agreement

@ Choose ArcSight installati.

Installation and Use of ArcSight ESM Console Requires

Acceptance of the Following License Agreement:
this URL apply:

hitps Msoftware. microfocus. comiabout/software-licensing.

17. Russian Consumers. If you are based in the Russian
Federation and the rights to use the software are provided to you
under a separate license andior sublicense agreement
concluded between you and a duly authorized Micro Focus
partner, then this Agreement shall not be applicable.

5200-0949 v1.0, 2017
(C) Copyright 2015-2018 EntIT Software LLC

i accept the terms of the License Agreement

Previous | ‘ N@t

4. Click Next.
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< ArcSight FiEDE
+ Introduction

+ License Agreement
-» Special Motice

@ Choose Shortcut Folder
@ Pre-Installation Summary
® Installing...

@ Install Complete

Install&mywhere

Cancel

ArcSight ESM Console il B -

Special Notice

@ Choose ArcSight installati,..

Only applicable for US Gowvernment Entities:
Limited Rights MNotice (June 1987) -

(@) This data is submitted with limited rights under Government
Contract. This data may be reproduced and used by the
Government with the express limitation that they will not, without
written permission ofthe Contractor, be used for purposes of
manufacture nor disclosed outside the Government; except that
the Government may disclose these data outside the Government
for the following purposes, if any, provided that the Government
makes such disclosure subject to prohibition against further use
and disclosure:

(b) This Motice shall be marked on any reproduction of this data,
inwhole orin part.

Restricted Rights Motice (June 1987) %

| Previous | | Mext

5. Click Next.
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< ArcSight FhErE Choose ArcSight installation directory

+ Introduction Choose a directory to install ArcSight Console:

+ License Agreement CharcsightiConsale |

» ) .
Special Notice Restore Default Folder | | Choose.. |
= Choose ArcSight installati...

@ Choose Shortcut Folder
@ Pre-Installation Summary

@ Installing...
@ Install Complete

Installamwheare

1414
1415 6. Click Next.
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< ArcSight FiEDE Choose Shortcut Folder

+ Introduction Where would you like to create product icons?

¥ License Agreement (®) In a new Program Group: |ArcSight ESM 7.0.0.1 Console
+ Special Notice

+ Choose ArcSight installati... O In the Start Menu
= Choose Shortcut Folder

@ Pre-Installation Summary
@ Installing... () In the Quick Launch Bar

() On the Desktop

@ Install Complete

) Other: |

() Dont create icons

[#] Create Icons for All Users

Installamwheare

1416
1417 7. Click Next.
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1419
1420

DRAFT

< ArcSight

Introduction
License Agreement

Choose ArcSight installati...
Choose Shortcut Folder
=* Pre-Installation Summary
@ Installing...
@& Install Complete

v
W
" Special Motice
v
v

Installamywhera

Cancel

ArcSight ESM Console il B -

Pre-Installation Summary

Please review the following information before continuing:

Product Hame:
ArcSight ESM Console

Install Folder:
CharcsightiConsale

Shortcut Folder:
CAProgramDataiMicrosoftWWindows\Start Menu\Programsi\ArcSight £

Disk Space Information (for Installation Target):
Required: 578,973,682 Bytes
Available: 42 580,230,144 Bytes

Previous || Install

8. Click Install.

9. Select No, | do not want to transfer the settings.
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B ArcSight Console Configuration Wizard I;Ii-

{ ArcSig ht Do you want to transfer configuration settings fram a previous ArcSight Console
installation? If you installed ArcSight Console before, choasing this option will transfer
settings from your previous ArcSight Console configuration to the new version.

Configure

(") ¥es, I want to transfer the settings

(®) Mo, I do not want to transfer the settings

1421
1422 10. Click Next.
1423 11. Select Run console in default mode. (This can be changed later according to your organization’s
1424 compliance requirements.)
[« | ArcSight Console Configuration Wizard — =] e
{ ArcSight Select the mode for console to run in: -
WARNING 1: Do not install in FIPS 140-2, FIPS with Suite B 128 bits and FIPS with Suite
Confi E 192 bits mode unless
ontigure @ you are a federal agency required to comphy with the FIPS 140-2, FIPS with
Suite B 128 bits and FIPS with Suite B 132 bits standard, AND
@ you have reviewed the setup and configuration steps required for enabling
FIPS 140-2, FIPS with Suite B 128 bits and FIPS with Suite B 192 bits mode -
() Run console in default mode
(® Run console in FIPS mode
1425 k
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1427

1428
1429

1430
1431
1432
1433

DRAFT

12. Click Next.

Information -

| Yes | | No
13. Click Yes.
14. Select FIPS 140-2.
B ArcSight Console Configuration Wizard = | =]

-§: ArcSight

Configure

Select the cipher suite options:
Before you proceed, be sure to make the necessary configuration changes to the
system, Refer to the ArcSight ESM Installation and Configuration Guide for details.

(®) FIPS 140-2
() FIPS with Suite B 123 bits

() FIPS with Suite B 192 bits

<o | ey |

15. Click Next.

16. Enter the hostname of the ESM server for Manager Host Name.
17. Enter the port that ESM is running on for Manager Port (default: 8443).
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B ArcSight Console Configuration Wizard \;Ii-

.9: ArcSig ht Please complete the following ArcSight Manager information.

MOTE: Only IPv4 iz available as a Preferred IF Protocol,

Configure

iy

Manager Host Mame | arcsight-esm

Manager Port 3443

< Previous | | Mext =

1434
1435 18. Click Next.
1436 19. Select Use direct connection.
[+ | ArcSight Console Configuration Wizard == -
.{ ArcSig ht ArcSight Console can connect to ArcSight Manager using a HTTP proxy server,
Please choose whether you would like to configure ArcSight Console for a proxy
Confi(_] ure connection,
(#) Use direct connection,
() Use proxy server,
= Prewvious | | Mext =
1437
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20. Click Next.

Configure

| ArcSight Console Configuration Wizard

(= o

.%: A":Sig ht Please choose the authentication configuration to match the settings on ArcSight
Manager. If unsure, select the first option.

(®) Password Based Authentication
() Password Based and 55L Client Based Authentication
() Password Based or S5L Client Based Authentication

() 550 Client Only Authentication

Cancel < Prewious | |

MNext =

21. Click Next.
22. Select your preferred browser.
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1444
1445
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-§: ArcSight

Configure

ArcSight Conscle Configuration Wizard I;Ii-

Browser information: Please enter the path to your prefered web browser, This will be
used by the console when opening any web-based application in an external browser.

Browser Executable |'ome‘Application’chrome. exe E

R

< Previous | | Mext = |

23. Click Next.

-%: ArcSight

Configure

ArcSight Console Configuration Wizard I;li-

The ArcSight Console can be installed for use by single 05 user on this machine who has
write access to the installation directory or for multiple OS users without write access, A
single installation can also be shared by multiple O35 users as long as they all have write
access to the installation directory, Mote: When switching from one mode to the other
your user preferences will not be preserved.

(®) This is a single user installation. (Recommended)

() Multiple users will use this installation,

< Previous | | Mext = |

24. Click Next.
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1447
1448

1449
1450
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25. Click Finish.

<C Arcsight
Introduction

License Agreement
Special Notice

Choose Shortcut Folder
Pre-Installation Summary
Installing...

L U S O T SRR

Install Complete

InstallAmewhere

ArcSight ESM Consale

=

Install Complete

Choose ArcSight installati...

Congratulations!

ArcSight ESM Console has been successfully installed to:

CharcsighfiConsolelcurrent

Click "Done” to quit the installer.

I

revious

26. Click Done.

27. Run ArcSight Console from the Start menu.

28. Enter the username and password.
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1452

1453

DRAFT

-3[ ArcSight

ArcSight Console 7.0.0.2436.1 [ [ o [

User ID Eﬂ

Password

Manager arcsight-esm -

| Lagin || Cancel

29. Click Login. (If you are unable to connect, ensure that the hostname of the ESM server is

present in your DNS server.)
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Do you want to trust the certificate of server's signer?

BUcFKSdkHaSdtkWee1XIRZdLtmSaEvryM+CLFnDEIILADA UgqVDwAFrWt7k A=vErglghT2zifkg
Q0eTQrIEVmbKFumM3BRUSBLZXYcntiEVQOb3nX4zj Bel YhvivwzuddgoOVSzS, buleXUYDEzcD
*1+N+Hi7vEKwodasacn Y BKILfn TMZZAESID+HP7CZIS+EWtw AD 1Y 7avh 1Fe-+IPnjEKy mk Mo M
Clzz7EdN ABDWsc1epmYM2PEETUOBSQOTWIVZErykavaExhjocg/ 111gUY rHLpigeA kag NIorky SW
Cgfdaquilxrelxirg7dFjrHhDefaclmMEk vl A==

Issued To
CM=arcsight-esm,OU=ESM,O=Arcsight, L=95014,ST=CA,C=US

Issued By
CN=arcsight-zsm, OU=ESM,O=Arcsight L=35014,5T=CA,C=US

Issued On
Sunday, August 13, 2018 B:16:31 AM PDT

Expires On
Mand=y, August 21, 2023 8:15:31 AM PDT

1454
1455 30. Click OK.

1456 2.11.2 Install Individual ArcSight Windows Connectors

1457 1. Run ArcSight-7.9.0.8084.0-Connector-Win64.exe.
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B ArcSight SmartConnector — >
<L ArcSight  [IFLERE Introduction
= Introduction The ArcSight Installer will guide you through the installation
@ Choose Install Folder ofthe ArcSight SmartConnector.

® Choose Install Set The first step installs the core ArcSight SmanConnector

@ Pick Shortcut Folder components; then you selectthe ArcSight SmanConnector
@ Pre-Install Summary you wish to configure.
® installing... ArcSight recommends tl'mvnu quit all other programs

® Upgrade before continuing with this installation.
® System Restart

@ Install Complete

Click the 'Mext' button to proceed to the next window.
Ifyou want to change something on a previous window,
click the Previous' button. To cancel this installation at
any time, click the 'Cancel' button.

Pravious Mext

1458
1459 2. Click Next.
1460 3. Enter C:\Program Files\ArcSightSmartConnectors\Windows.
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1462

H ArcSight SmartConnector
<CArcSight  CIFLERE

+ Introduction

—» Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

@ Upgrade

® System Restart

@ Install Complete

4. Click Next.

— *
Choose Install Folder

Please choose the installation folder. It is recommended that you
choose the folder name according to the device that you want to
connectto, for example /ciscoids or /checkpointng. Ifyou are
upgrading from a previous version, please selectthe folder where the
ArcSight SmartConnector is currently installed.

Where Would You Like to Install?
CAProgram Files\arcSightSmanConnectorstWindows

Restore Default Folder Choose...

Previous Mext
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n ArcSight SmartConnector — >
< ArcSight | IFAERE Pick Shortcut Folder
" Introduction Where would you like to create product icons?
¥ Choose Install Folder (® In a new Program Group: | ArcSight SmarConnectors
+ Choose Install Set
- Pick Shortcut Folder O In the Start Menu
@ Pre-nstall Summary () On the Desktop
@ Installing...
@ Upgrade () Inthe Quick Launch Bar

@ System Restart
@ Install Complete

() Other: Choose...

() Don't create icons

[] Create Icons for All Users L\X’

Previous

1463
1464 5. Click Next.
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1467
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n ArcSight SmartConnector
<C ArcSight  [IFAERE

+ Introduction

+ Choose Install Folder
+ Choose Install Set

+ Pick Shortcut Folder

=* Pre-Install Summary
@ Installing...

@ Upgrade

@ System Restart

@ Install Complete

6. Click Install.
7. Select Add a Connector.

— >

Pre-Install Summary

Please Review the Following Information Before Continuing:

Product Name:
ArcSight SmantConnector

Install Folder:
CAProgram Files\ArcSightSmanConnectors\Windows

Shortcut Folder:
Cilzers\ddministratorAppDataiRoaming\WWicrosoftWWindows\Start |

%

Previous Install
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E connector Setup — O X
s
. What would vou like to do?
<X ArcSight
Configure
(®) Add a Connector
(") Set Global Parameters
< Previous Cancel
1468
1469 8. Click Next.
1470 9. Select Microsoft Windows Event Log—Native.
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B connector setup - O *
. Select the connector to configure
<X ArcSight
Configure
Type Microsoft Windows Event Log - Mative Pv
< Previous Cancel

1471
1472 10. Click Next.
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E Connector Setup — O X
. Configure Parameters
<X ArcSight |
Select logs for event collection from local host ~
Configure I Security log

System log
Application log
(] ForwardedEvents log

[ ] Custom logs
Source hosts for all forwarded events
[ Do not use any source for Windows QS version
[ Use Active Directory for OS version
O Use file for OS version

Farameters to add hosts for event collection

JUse common domain credentials

[ Use Active Directory

] Enter manually

< Previous Cancel

1473
1474 11. Click Next.
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n Connector Setup -

For the host the following options were selected:

%: AfCSIghf Security, System, Application

Configure

Cancel

12. Click Next.
13. Select ArcSight Manager (encrypted).
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B connector Setup - O *
. Enter the type of destinafion
<X ArcSight
Configure
(®) ArcSight Manager {encrypted)
() ArcSight Logger SmartMessage (encrypted)
() ArcSight Logger SmartMessage Pool (encrypted)
() CEF File
(O) Event Broker
() CEF Syslog
() CEF Encrypted Syslog {(UDF)
() CSV File
(") Raw Syslog
< Previous Cancel
1478
1479 14. Click Next.
1480 15. Enter the hostname, port, username, and password for the ArcSight ESM server.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 218



1481
1482
1483

DRAFT

B connector Setup - O
. Enter the destination parameters
<X ArcSight
Configure
Manager Hostname arcsight-esm
Manager Port 8443
User administrator
Password sesssans
AUP Master Destination |false )
Filter Out All Events false ~
Enable Demo CA false V
< Previous Cancel

16. Click Next.
17. Enter identifying details about the system (only Name is required).
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B connector Setup - O X
. Enter the connector details
<X ArcSight
Configure
Name Windows10-1
Location
DeviceLocation
Comment Windows10-1 Client
< Previous Cancel
1484
1485 18. Click Next.
1486 19. Select Import the certificate to connector from destination.
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E Connector Setup — O X
. Following certificate will be imported into connector trust store:
%: ArcSi g ht Host/port: arcsight-esm 8443
Details: ClN=arcsight-esm, OU=ESM, O=Arcsight, L=05014, ST=CA, C=USs
Configure
(®) Import the certificate to connector from destination
(C) Do not import the certificate to connector from destination
< Previous Cancel
1487
1488 20. Click Next.
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B connector Setup - O *
. Add connector Summary
é: ATCSIth Following are the added connector details:
Connector Name [Windows10-1]. Connector Tvpe [winc]
Configure
< Previous Cancel

1489
1490 21. Click Next.
1491 22. Select Install as a service.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 222



DRAFT

B connector Setup - O *
. The Smart Connector is currently mstalled as a standalone application
<X ArcSight
Configure
(® Install as a service
(") Leave as a standalone application
< Previous Cancel
1492
1493 23. Click Next.
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B connector Setup - O x
. Specify the service parameters
<X ArcSight
Configure
Service Internal Name winc
Service Display Name Microsoft Windows Event Log - Native
Start the service automatically |Yes w
< Previous Cancel
1494
1495 24. Click Next.
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n Connector Setup

Install Service Summary

<X ArcSight

Configure

The ArcSight SmartConnector is now configured to run as a service.
You can now start the SmartConnector by
Going to the services application and starting the service:

ArcSight Microsoft Windows Event Log - Native

< Previous Cancel
1496

1497 25. Click Next.
1498 26. Select Exit.
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B connector Setup - O *
. Would vou like to continue or exit?
<X ArcSight
Configure
() Continue
® Et
s
< Previous Cancel
1499
1500 27. Click Next.
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n ArcSight SmartConnector

<CArcSight  [IFAERE

<

Introduction

Choose Install Folder
Choose Install Set
Pick Shortcut Folder
Pre-Install Summary
Installing...

Upgrade

System Restart

I T T

Install Complete

Cancel

28. Click Done.

— x

Install Complete

Congratulations! ArcSight SmartConnector has been successfully
installed to:

C\Program Filest\ArcSightSmanConnectorsWindows

Press "Done” to quit the installer.

Previous Done

2.11.3 Install Individual ArcSight Ubuntu Connectors

1. From the command line, run:

> sudo ./ArcSight-7.9.0.8084.0-Connector-Linux64.bin
2. Enter the password if prompted.
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0 ArcSight SmartConnector

<X ArcSight | CFLEDE

= Introduction

@ Choose Install Folder
@ Choose Install Set

@ Pick Shortcut Folder
® Prednstall Summary

@ Installing...

® Upgrade

@ System Restart
® Install Complete

Introduction

The ArcSight Installer will guide you through the
installation
of the ArcSight SmartConnector.

The first step installs the core ArcSight SmartConnector
components; then you select the ArcSight SmartConnector

you wish to configure,

ArcSight recommends that you quit all other programs
before continuing with this installation.

Click the 'Next' button to proceed to the next window.
If you want to change something on a previous window,
click the 'Previous' button. To cancel this installation at
any time, click the 'Cancel' button.

provee ] [_ing
1507
1508 3. Click Next.
1509 4. Enter /root/ArcSightSmartConnectors/Ubuntu.
B ArcSight SmartConnector
< ArcSight | COFSETE Choose Install Folder
+ Introduction
= Choose Install Folder Please choose the installation folder. It is recommended
@ Choose Install Set that you choose the folder name accordlng_to t_he device
) that you want to connect to, for example /ciscoids or
@ Pick Shortcut Folder {checkpointng. If you are upgrading from a previous
@ Pre-nstall Summary version, please select the folder where the ArcSight
} SmartConnector is currently installed.
@ Installing...
@ Upgrade where Would You Like to Install?
@ System Restart [froctsarcsightSmartConnectors/Ubuntu |
® install Complste Bestore Default Folder H Choose... ‘
1510
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1513

1514
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5.

6.

Click Next.

D ArcSight SmartConnector

<X ArcSight | CIFAETE

+ Introduction

+ Choose Install Folder
+ Choose Install Set

=* Pick Shortcut Folder
@ Pre-nstall Summary

@ Installing...

@ Upgrade

@ System Restart

@ Install Complete

Cancel

Click Next.

B ArcSight SmartConnector

<CArcSight | IFSETE

+ Introduction

+ Choose Install Folder
+ Choose Install Set

+ Pick Shortcut Folder
= Pre-Install Summary

@ Installing...

@ Upgrade

@ System Restart

@ Install Complete

Cancel

Choose Link Folder

Where would you like to create links?

® In your home folder

) Other:

) Don't create links

| Previous H MNext ‘

Pre-Install Summary

Please Review the Following Information Before
Continuing:

Product Name:
ArcSight SmartConnector

Install Folder:
froot/ArcSightSmartConnectors/Ubuntu

Link Folder:
jroot

Previous | ‘ Install
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1515 7. Click Install.
1516 8. Select Add a Connector.

. Connector Setup

What would you like to do?

5\‘[ ArcSight
Configure
@ Add a Connector
) Set Global Parameters
< Previous || Next = | | Cancel
1517 _
1518 9. Click Next.
1519 10. Select Syslog File.
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B Connector Setup

What would you like to do?

{ ArcSight

Configure

® Add a Connector
i) Set Global Parameters

I | Next = | | Cancel

11. Click Next.
12. Enter /var/log/syslog for the File Absolute Path Name.
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o Connector Setup

& ArcSight

Configure

Enter the parameter details

File Absolute Path Name [varflog/syslog| [
Reading Events Real Time or Batch |realtime |v|
Action Upon Reaching EOF |None |v|
File Extension If Rename Action |processed |

i | [»]

| < Previous | | Next = || Cancel |
1523
1524 13. Click Next.
1525 14. Select ArcSight Manager (encrypted).
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o Connector Setup

{ArcSight

Configure

Enter the type of destination

® Arcsight Manager (encrypted)
) ArcSight Logger SmartMessage (encrypted)
) ArcSight Logger SmartMessage Pool (encrypted)
) CEF File
: ) Event Broker
) CEF Syslog
) CEF Encrypted Syslog (UDP)
) CSV File

| ) Raw Syslog

| = Previous | | Next = | | Cancel
1526
1527 15. Click Next.
1528 16. Enter the hostname, port, username, and password for ArcSight ESM.
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B Connector Setup

Enter the destination parameters
<X ArcSight
Configure
Manager Hostname |arcsight-esm |
Manager Port [gaa3 |
User [administrator |
Password [seasaaas | |
AUP Master Destination |false |v|
Filter Out All Events |fa|5e |v|
Enable Demo CA |false |v|
| < Previous || Next = || Cancel
1529
1530 17. Click Next.
1531 18. Enter identifying details about the system (only Name is required).
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<X ArcSight

Configure

Enter the connector details

Name Ubuntu Client

Location

DeviceLocation

Comment
1532 < Previous MNext > J Cancel
1533 19. Click Next.
1534 20. Select Import the certificate to connector from destination.
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& Connector Setup

Following certificate will be imported into connector trust store:
Host/port: arcsight-esm_8443
Details: Ch=arcsight-esm, OU=ESM, O=Arcsight, L=95014, 5T=CA, C=U5

@ Import the certificate to connector from destination

O Do not import the certificate to connector from destination

<Previous | | Next > Cancel

-%‘[ ArcSight
Configure
1535
1536 21. Click Next.
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o Connector Setup

. Add connector Summary
& ArcSrght Following are the added connector details:
Connector Name [Ubuntu Client], Connector Type [syslog_file]

Configure

us | (RENEXEREN| | Cancel

22. Click Next.
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o Connector Setup

To modify service configuration, you must be running as root

& ArcSight To manually configure, log on as root and execute the Following script:
. Jhome/di2/ArcSightSmartConnectors/Ubuntu2/current/bin/arcsight
CDnﬁgure agentsve -i-u user

To manually remove the service, log on as root

and execute the following script:

Jhome/di2/ArcSightSmartConnectors/Ubuntu2/current/bin/arcsight

agentsvc -r

< Previous Mext = Cancel

1540 23. Click Next.
1541 24. Select Exit.
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< ArcSight

Configure

Wouldyou like to continue or exit?

) Continue

@ [Exit

< Previous MNext > Cancel
1542

1543 25. Click Next.
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; ArcSight SmartConnector

< ArcSight | CIYAERE

Introduction

Choose Install Folder
Choose Install Set
Pick Shortcut Folder
Pre-Install Summary
Installing...

Upgrade

System Restart

L S N T . T T S

Install Complete

Installanywhere

1544
1545 26. Click Done.

Install Complete

Congratulations! ArcSight SmartConnector has been
successfully installed to:

fhome/di2{ArcSightSmartConnectors/Ubuntu2

Press "Done" to quit the installer,

Frevious Done

1546 2.11.4 Install a Connector Server for ESM on Windows 2012 R2

1547 1. Run ArcSight-7.9.0.8084.0-Connector-Win64.exe.
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2.
3.

<CArcSight | CIFAERE

- Introduction

@ Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

@ Upgrade

@ System Restart

@ Install Complete

[= [ |

Introduction

ArcSight SmartConnector

The ArcSight Installer will guide you through the installation
of the ArcSight SmantConnector.

The first step installs the core ArcSight SmarConnector
components; then you selectthe ArcSight SmantConnector
you wishto configure.

ArcSight recommends thatyou quit all other programs
before continuing with this installatio

Click the 'Mext' button to proceed to the next window.
Ifyouwantto change something on a previous window,
click the 'Previous' button. To cancel this installation at
any time, click the 'Cancel' button.

Previous

Click Next.

Enter C:\Program Files\ArcSightSmartConnectors\Windows.

<CArcSight  IFSETE

+ Introduction

- Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

@ Upgrade

@ System Restart

@ Install Complete

= [

Choose Install Folder

ArcSight SmartConnector

Please choose the installation folder. It is recommended that you
choose the folder name according to the device that you want to
connect to, for example /ciscoids or /checkpointng. If you are
uparading from a previous version, please select the folder where the
ArcSight SmanConnector is currently installed.

Where Would You Like to Install?
CAProgram FiIechSightSmartConnectors‘.‘.".findows|

Restore Default Folder || Choose...

| Previous | | Mext
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4. Click Next.

5.

<L ArcSight | [IFLETE

+ Introduction

+ Choose Install Folder
+ Choose Install Set
-2 Pick Shartcut Folder
® Pre-Install Summary
@ Installing...

® Upgrade

® System Restart

@ Install Complete

BE

Pick Shortcut Folder

ArcSight SmartConnector

Where would you like to create product icons?

(® In a new Program Group; |ArcSight SmartConnectors
) Inthe Start Menu

() On the Desktop

() In the Quick Launch Bar

) Other: Cho

() Don't create icons

[] Create Icons for All Users

Previous | [ Mext

Click Next.

<L ArcSight | [JFLETE

+ Introduction

v Choose Install Folder
+ Choose Install et

+ Pick Shortcut Folder

= Pre-Install Summary
@ Installing...

@ Upgrade

@ System Restart

@ Install Complete

BE |

Pre-Install Summary

ArcSight SmartConnector

Please Review the Following Information Before Continuing:

Product Name:
ArcSight SmanConnector

Install Folder:
C:\Program Files\ArcSightsmartConnectors\Windows

Shortcut Folder:
CUsers\ddministrator.DlVippData\Roaming\MicrosoftWindows\Ste

< m > %

Previous || Install |
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6. Click Install.
7. Select Add a Connector.

<X ArcSight

Configure

Connector Setup

What would vou like to do?

(® Add a Connector

() 5et Global Parameters

MNext >

Cancel

8. Click Next.
9. Select Microsoft Windows Event Log—Native.
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<X ArcSight

Configure

Connector Setup

Select the connector to configure

Type |Microsoft Windows Event Log - ative

s

< Previous | |

Next >

Cancel

10. Click Next.
11. Check the box next to Use Active Directory.
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B Connector Setup = | = -

. Configure Parameters
r
i A CS ! g ht Select logs for event collection from local host -
Configure vl Security log

System log
Application log

[] ForwardedEvents log
[] custom logs

Source hosts for all forwarded events

[[] Do not use any source for Windows OS version
[ Use Active Directory for OS version
[] Use file for OS version

Parameters to add hosts for event collection

[[] Use common domain credentials

] Enter manually

< Previous | | Next > | | Cancel

[

12. Click Next.

13. Enter information about your Active Directory server. (It is recommended to create a new
administrator account for ArcSight to use.)

14. Set Use Active Directory host results for to Replace Hosts.
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Enter the parameter details

<X ArcSight

Configure

Domain Name

Domain User Name

Domain User Password

Active Directory Domain

Active Directory User HName
Active Directory User Password
Active Directory Server

Active Directory Filter

B Connector Setup = | = -

DI

arcsight_admin

SEBEBBBBRBIREES

DI.IFDR

arcsight_admin

SRR BBBERINRRS

ad-dns.di.ipdr
(&(cn=")(operatingsystem=%)(whencreated=>))

Active Directory Protocol non_ssl W
Use Active Directory host results for |Replace Hosts W
< Previous | | Mext > | | Cancel

15. Click Next.

16. Check the boxes under any event types that should be forwarded to this connector, for each

individual host, e.g., Security, System, Application.
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Enter the device details
<X ArcSight
[} Host Name Do.. Use.. Pas.. Win.. Is.. Sec.. Sys.. Appl.. For.. Cus.. Fitter Llocale Enc...
Confiaur %] [EXCHANGE.LLIFUR e Wind [} W | W | | L - en_Us UIFS |
onfigure [¥] REMOTEDESKTOP3.DL... === Wind O M| ™| & | O = len_Us |UTF-8
[+ |WINDOWS10-1.DLIPDR == Wind. O =] [ [+ O = len_US |UTF-8
[ |WINDOWS10-2.DLIPDR ===, Wind ] M| ™8| ™| O = len_US |UTF-8
[¥] HYPERVDLIPDR === Wwind O M| | & | O = len_Us |UTF-8 [
[¥] |MSsSQL.DLIPDR =, Wind, O =] [ [+ O = len_US |UTF-8
[¥] |WINDOWS10-3.DLIPDR ===, \Wind ] M| & & O = len_US |UTF-8
[¥] |UC-TEST-SERVER.DLIF... === Wwind O W | | | O = len_Us |UTF-8
[¥] |DESKTOP-7REQ7KD.DL... =, (Wind, O [ [ [+l O = len_US [UTF-8
[¥] [RIPWIREEDLIPDR ===, Wind ] M| ™| & | O = len_Us |UTF-8
[w]  |WIN-OLIQ7SMEHSZ.DL.... == Wwind O R | = len_Us JUTF8 |_
[W]  |WINKSIZPEEGOKS.DLL... ===, [Wind ) M| M| M| O = len_Us |UTF-8
[w] |WIN-JH4L71215VT.DLL... === Wind O M| ™| & | O = len_Us |UTF-8
[¥] |aD-DNS08.DLIPDR == Wind. O =] [ [+ O = len_US |UTF-8
| || V| V| | |
[v¥] [BACKUPSERV.DLIPDR === wind... | [] M| | & | O = len_Us |UTF-8
[w] |GLASSWALL.DLIPDR ===, Wind... | [] [l =] [v] O = len_Us |UTF-8
[¥] |SEMPERIS-DSP.DLIPDR === wind... | [] M| & & O = len_US UTF8 [
[ add [ [ tmport |[ Export |
% [ <Previous |[ Mext> || cancel
17. Click Next.
Vill use Active Direct at: af s di
ArcSight Will use Active Directory at: ad-dns.di
I Dnﬂ qure Microsoft Windows Event Collection connector is configured to collect events from 22 hosts.
< Previous ‘ ‘ Mext = | | Cancel

18. Click Next.
19. Select ArcSight Manager (encrypted).
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+ | Connector Setup == -
\ Enter the type of destination
<X ArcSight
Configure
(®) ArcSight Manager {encrypted)
() ArcSight Logger SmartMessage (encrypted)
() ArcSight Logger SmartMessage Pool (encrypted)
) CEF File
() Event Broker
() CEF Syslog
() CEF Encrypted Syslog (UDP)
O CsV File
() Raw Syslog
b
< Previous ‘ | Mexts 4 | Cancel |
1578
1579 20. Click Next.
1580 21. Enter the hostname, port, username, and password for the ArcSight ESM server.
= | Connector Setup = | = -
. Enter the destination parameters
<X ArcSight
Configure
Manager Hostname arcsight-esm
Manager Port 8443
User administratar
Password LLITTITY
AUP Master Destination | false v
Filter Qut All Events false v
Enable Demo CA false v
L
< Previous ‘ ‘ Mext > | | Cancel |
1581
1582 22. Click Next.
1583 23. Enter identifying details about the system (only Name is required).
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a Connector Setup -8 -
. Enter the connector details
{ ArcSight
Configure

Hame Windows Connector Server

Location

DeviceLocation

Comment

s
<Previous | [ Mext> |[  concel |
1584
1585 24. Click Next.
1586 25. Select Import the certificate to connector from destination.
a Connector Setup -8 -
. Following certificate will be imported into connector trust store:
é: ArcSi g ht Host/port: arcsight-esm_8443
Details: CN=arcsight-esm, OU=ESM, O=Arcsight, L=05014, ST=CA, C=US
Configure
(@) Import the certificate to connector from destination
() Do notimport the certificate to connector from destination
&
<previos | | Neds || Cancel |

1587
1588 26. Click Next.
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a8 Connector Setup el B -
., ‘Add connector Summary
{ Arc5|gh1 Following are the added connector details
Connector Name [Windows Connector Server], Connector Type [winc]
Configure
s
1589
1590 27. Click Next.
1591 28. Select Install as a service.
B Connector Setup == -
. The Smart Connector is currently installed as a standalone application
é: ArcSight
Configure
®) Install as a service
() Leave as a standalone application
by
< Previous | [ Next> ‘ Cancel |
1592
1593 29. Click Next.
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a8 Connector Setup

Specify the service parameters

< ArcSight

Configure

Service Internal Hame winc
Service Display Name Microsoft Windows Event Log - Native

Start the service automatically | Yes

I

[ <previous | [T iext s [ cancel |

30. Click Next.

B Connector Setup

Install Service Summary

<X ArcSight

Configure

The ArcSight SmartConnector 1s now configured to run as a service.
You can now start the SmartConnector by
Going to the services application and starting the service:

ArcSight Microsoft Windows Event Log - Native

|- [= |

31. Click Next.
32. Select Exit.
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<X ArcSight

Configure

Connector Setup - [o]

Would vou like to continue or exit?

O Continue

< Previous | ‘ Next = | ‘ Cancel

33. Click Next.

<CArcSight | [IFAERE

<

Introduction

Choose Install Folder
Choose Install Set
Pick Shortcut Folder
Pre-Install Summary
Installing...

Upgrade

System Restart

L N S U S ¥

Install Complete

ArcSight SmartConnector I;‘i-

Install Complete

Congratulations! ArcSight SmartConnector has been successfully
installed to:

C\Program Files\ArcSightSmartConnectorstWindows

Press "Done” to quit the installer.

Previous

34. Click Done.

35. Note: Ensure that all machines selected do not block traffic from this device through their

firewalls.
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2.11.5 Install Preconfigured Filters for ArcSight

2.11.5.1 Install Activate Base

1. Go to the ArcSight Content Brain web application (https://arcsightcontentbrain.com/app/) and

log in. This page allows you to keep track of packages to be installed—what packages should be
installed depends on the needs of the organization, but the “Activate Base” is required for all
products.

: = - System Threat
evel Physical Perimeter Network Application Data Entity =
e oS (v s A X ks Health | Intelligence
SHuatonal Awaranass Siteational [ Situational | Situational Situational @ Sttuational @ Situational
B ) Situational § Situational
Level 1 physical | Perimeter | Metwork application Entity SR i Malware
indicioes B Watings i 5 o Health [l inteliigence | M2™2"¢
SRart with the acthvate tase!
1

Security Products & Connectors

Malware

Situational

2. Click the Download link for the Activate Base. (Note: This package should be installed on the
ArcSight Console, not on the ESM.)

3. Copy the contents of the zip file to ARCSIGHT_HOME. The default for this is C:\arcsight\Con-
sole\current, assuming a Windows Server.

4. In PowerShell, navigate to the ARCSIGHT _HOMIE directory (C:\arcsight\Console\current) and
run:
> _\ActivateBaselnstal l1AndUpdate2540 .bat
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[T Administrator: Windows PowerShell l;li-—

eycurrent> .‘\ActivateBaselInstal lAndUpdate2540.bat

: Activate Base 2.5.4.0 requires ArcSight ESM v6.8c or greater!

ht-esm
for default):8443

5. Enter the hostname of the ArcSight machine, the port (default: 8443), and the username and

password used to connect to the ESM.
6. Delete Activate_Base_Updated_2.5.4.0.arb from the ARCSIGHT_HOME directory.
Log in to ArcSight Console.
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ArcSight Comsole 7.0.0.2436.1 [arcsight-esmeadministrator.ast] Trial license. Customer: ARST-Farner, Expiration date: 2019/02/01

1624
1625 8. Under Packages > Shared > All Packages > ArcSight Activate, right-click Activate Base Update
1626 2.5.4.0, and select Delete Package.

1627 2.11.5.2 Install Packages

1628 Once the Activate Base is installed, packages can be installed to monitor for specific types of events. As
1629 an example, find below instructions for the Malware Monitoring package.

1630 1. Navigate to the ArcSight Content Brain web application.
1631 2. Select the Level 1 box labeled Malware.

Level 1 : : et - System Threat
o . HHH RIS

Security Products & Connectors

Track Execution Devices - @

@ Business Challenges s @ Associated Packages . @ Status = ®A[l<||:k Vector Solutions Expand Al Q
1632
1633 3. Inthe Track Execution section, under Associated Packages, you can see the list of packages used
1634 to address the challenge of Malware Monitoring. In this case, there is just one package, L1-
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1635 Malware Monitoring—Indicators and Warnings. Click the link to be taken to a download page for
1636 the package, and download it. (Note: This package should be installed on the ArcSight Console,
1637 not on the ESM.)

1638 4. Copy the contents of the zip file to ARCSIGHT_HOME. The default for this is C:\arcsight\Con-
1639 sole\current, assuming a Windows Server.

1640 5. In PowerShell, navigate to the ARCSIGHT_HOME directory (C:\arcsight\Console\current) and
1641 run:

1642 > _\L1-Malware_Monitoring_1.1.0.1_bat

e Administrator: Windows PowerShell

b11l, mixed mode)
roperties

ht-esm' with username 'administrator’...done.

1
Tease delete ackag ight Activate/Activate Base Update 2.5.4.0.

: From your ESM ystem:
lease delete ! Updated_2.5.4.0.arb

1643 —
1644 6. Enter the hostname of the ArcSight machine, the port (default: 8443), and the username and
1645 password used to connect to the ESM.

1646 2.11.6 Apply Filters to a Channel

1647 1. Inthe ArcSight Console, click File > New > Active Channel.

1648 2. Enter a name for the channel.

1649 3. Select a time frame.

1650 4. For Filter, select one the filters that was imported from the packages you installed.
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| New Active Channel

Channel Mame: unresolved malware

Start Time: ShNow - 30m 000 End Time: $Mow

N

@ Continuously evaluate time paramete

Use as Timestamp: | End Time

O Ewaluate time parameters once ak attach time

Filter All Unresolved Malware Events Defing. ..

Fields: Select 3 Field Set

Examples ok Cancel
1651
1652 5. Click OK. All events that match the filter can be displayed in the newly created channel. Filters
1653 from imported packages can be found under Filters > Shared > All Filters > ArcSight Activate >
1654 Solutions.

1655 2.12 Tripwire Enterprise

1656 Notes:

1657  This installation requires MSSQL to be installed on a remote server and configured according to the
1658 instructions in the Tripwire Enterprise 8.6.2 Installation and Maintenance Guide.

1659 2.12.1 Install Tripwire Enterprise

1660 1. Ensure that you have an up-to-date version of Oracle Java. You must install both the Java
1661 Runtime Environment (JRE) and the Java Cryptography Extension (JCE).
1662 2. Download and run the JRE installer.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 257



DRAFT

ORACLE

Welcome to Java

Java provides access to a world of amazing content. From business solutions to helpful utilities and
entertainment, Java makes your Internet experience come to life.

MNote: No personal information is gathered as part of our install process. Click here for mare information on
what we do collect.

Click Install to accept the license agreement and install Java now.

[] change destination folder | [ Install >
1663
1664 3. Click Install.
1665 4. Download the JCE and extract the files.

Name - Date modified Type Size

| ] local_policy 12/20/2013 1:54PM  JAR File 3KB

|_,\ README 12/20/2013 1:54 PM Text Document 8KE

L] Us_export_palicy 12/20/2013 1:54PM IR File 3KB
1666
1667 5. Copy the local_policy.jar and US_export_policy.jar files to /lib/security/Unlimited/ and
1668 /lib/security/Limited in the Java installation directory.
1669 6. Run install-server-windows-amd64.
1670 7. Select the Java runtime that was just installed.

Please zelect the Javaltm) Runtime to use
OraclefSun 1.8.0 84-bit C:/Program Files/Java/jrel.8.0_181/binfjava.: v
0K || Cancel

1671
1672 8. Click OK.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 258



DRAFT

!l!l"-ﬁ' Welcome to the Tripwire Enterprise Console installation wizard.
‘E TEEPRISE This wizard will install and cenfigure Tripwire Enterprise Console,
8 7 Before continuing, please review the installation documentation to
L] ensure that you are in compliance with all installation requirements.

Failure to meet all requirements may cause the installation to fail,

I <Back || Net> || Cancel
1673
1674 9. Click Next.
1675 10. Select I accept the agreement.
. a | TAKE
License Agreement CONTROL.
Please read the following License Agreement. You must accept the terms of this agreement
before continuing with the installation.
IMPORTANT INFORMATION A
TRIPWIRE SOFTWARE IS LICENSED, NOT S0LD. USE OF THIS SOFIWARE IS I:l
SUBJECT T{ LICENSE RESTRICTIONS. CAREFULLY READ THIS LICENSE
REREEMENT BEFORE USING THE SOFTWARE. USE OF SOFTWARE INDICATES
COMPLETE AND UNCONDITIONAL ACCEPTRNCE OF THE TERMS AND CONDITIONS
SET FORTH IN THIS AGREEMENT. ANY RDDITIONAL COE DIFFERENT PURCHASE
ORDER TERMS AND COMNDITICNS SHALL NOT AFPLY.
o (® EIaccept the agreement;
Do you accept this license?
) ldo not accept the agreement
InstallBuilder
<Back || Ned> || Cancel
1676
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11. Click Next.
N w | TAKE

Please specify the directory where all Tripwire Enterprise components will be installed.

Installation Directory IZ::"-._F'r-::-:||'ar'r'| Files' Tripwire' T | rﬂ

InstallBuilder

<Back || MNea> || Cancel

12. Click Next.
13. The installer should automatically detect the hostname of the system on which Tripwire
Enterprise is being installed. If it does not, enter the hostname here.
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Tripwire Enterprise Console Configuration Part 1 of 4 mﬂﬁmm_

Please provide the hostname of the system where Tripwire Enterprise Console will be
installed.

TE Server Hostname

InstallBuilder

<Back || Net» || Cancel

14. Click Next.

15. Enter each port number to use for the HTTPS Web Services port, HTTP EMS Integration Port,

and Tripwire Enterprise RMI port. The RMI port is used for inbound communication from
Tripwire agents to the server, so ensure that it is allowed through the firewall.
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Tripwire Enterprise Console Configuration Part 2 of 4 m’ﬁ’mm,

Specify the ports that Tripwire Enterprise Console uses to communicate,

This port is used for user-initiated Web console sessions.

HTTPS Web Services port |m |

This port is used for external integrations (such as plugins).

HTTP EMS Integration Port | 8080 |

This port is used for Conseole/Agent Java communications.

Tripwire Enterprise RMI Port |93‘EIE |

InstallBuilder

<Back || Net> || Cancel

16. Click Next.
17. Enter a passphrase to use.

Tripwire Enterprise Console Configuration Part 3 of 4 mﬂﬁmﬁmﬂ

The services passphrase is used to secure Tripwire Enterprise communications.

This password must be between 19 and 84 characters, and cannot contain single-quote (),
double-quote ("), less-than (<), greater-than (>), or backslash (\) characters, most other
characters are allowed. 5See the Installation and Maintenance Guide for more details.

Services Passphrase

Confirm Passphrase

InstallBuilder

<Back || Net> || Cancel
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18. Click Next.

1
Tripwire Enterprise Console Configuration Part 4 of 4 m‘ﬁ“ﬁ TROL.

Please review the installation settings for Tripwire Enterprise Conscle.

The following settings are configured for Tripwire Enterprise Conscole:

Installation Directory: CAProgram Files\ Tripwire\ TE
Avvailable Disk Space: 184716 MB

Heostname: TRIPWIRE-E

IP Address(Listening): 0.0.0.0

HTTPS Web Services Port: 443

HTTP EMS Integration Port: 8020

TE Services (RMI) Port: 9358

TEConsolelnstaller: Java Version detected: 1.8.0_181 64

InstallBuilder

<Back || Net» || Cancel

19. Click Next.
20. Check the box next to Install Real-time Monitoring.
21. Enter 1169 for Real-time Port.
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il 4 i o) TAKE
Tripwire Enterprise Agent Configuration m&mﬂl_

Tripwire Enterprise Agent software is installed on the Tripwire Enterprise Console system to
enable monitoering of that system. Do you want to install Real-time Moenitoring functionality
for this local Agent? The Real-time Monitoring feature can also be installed later.

[/] Install Real-time Monitoring
Please specify the local port to be used by the Real-time subsystem.

Real-time Port  |[[E |

InstallBuilder
| <Back || Net> || Cancel |
1696
1697 22. Click Next.
i TAKE
Ready to Install CONTROL.
The installer is ready to begin installing Tripwire Enterprise Console.
Click Mext to begin installing Tripwire Enterprise.
Click Back to make any changes before you begin the installation.
InstallBuilder
<Back || Net> || Cancel
1698
1699 23. Click Next.
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1700 24. Check the box next to Open a browser after clicking Finish to continue configuring Tripwire

1701 Enterprise.

TRERIRE The installation is complete,

S ENTERPRISE

[v] Open a browser after clicking Finish to continue configuring
Tripwire Enterprise.
[ ]

To finish configuration later, use a browser to access

https://TRIPWIRE-E

1703 25. Click Finish.
1704 26. Once at the web address, enter the Services passphrase chosen earlier.
Tripwire Enterprise Post-Install Configuration
Tripwire Enterprise needs additional configuration.
To finish installing, please enter your Services Passphrase for authentication. The Services Passphrase was created when you installed Tripwire Enterprise.
Services Pass?hrase:
Login
1706 27. Click Login.
Database Configuration Settings
These settings control how the TE Console connects to a remote database that stores data for all TE operations. You can check the current configuration here, and make
any necessary changes in the fislds below.
Remote Database Type:
Microsoft SQL Server v Remote Database Type: The type of remote database used by TE.
Microsoft SQL Server
—| Qracle
QOracle RAC
1707 MysaL
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28.
29.
30.
31.
32.
33.
34.

Select Microsoft SQL Server for Remote Database Type.

Select SQL Server for Authentication Type.

Enter login details for the account created during the MSSQL setup.

Enter the hostname or IP of the database server.

Enter the port on which the database is operating.

Enter the name of the database to be used for Tripwire Enterprise.

Select the appropriate setting for SSL according to your organization’s needs.

Authentication Type:
SQAL Server v

Login Name:
twadmin

Password:

Database Host:
192.168.78.125

Port (default 1433):
1433

Database Name:
TE_DB

Instance Name (Optional):

SSL:
Off v

Test Database Login |+

Authentication Type: Specifies whether the database login should authenticate using a Windows account (typically of
the format domain‘user), or an SQL Server account (an account defined only in SQL Server). With the Windows
authentication type, NTLMv2 should be used, as itis cryptographically superior to the first version of NTLM. However, as
NTLMv2 is configured in the operating system. not in the database or application, TE can be used with NTLM to ensure
compatibility.

Login Name: The login name that TE will use to authenticate with the database

Password: The password that TE will use to authenticate with the database

Database Host: The fully qualified domain name, hostname or IP address of the system where the database is installed

Port: The TCP port that the database is listening on. If an Instance Name is specified here, then the database connection
will use UDP 1434 to connect to the SQAL Server Browser Service, and this Port field will be disabled. The SQL Server
Browser service listens for incoming connections to a named instance and provides the client the TCP port number that
comresponds to that named instance.

Database Name: The name of the database that TE should use when connecting to the remote database. Note that the
login name in SQAL Server should have this database set as the default. and the login name should be mapped to this
database.

Instance Name (Optional): The location/name of the database instance on the server. Ask your DBA if a non-default
instance should be used for TE

SSL (Secure Sockets Layer): Specifies whether the database connection should request, require or authenticate SSL

= Request - S5L will be used if available.

» Require - SSL will always be used, and an error will occur if SSL is not available for the database.

» Authenticate - SSL will always be used, and an error will occur if SSL is not available for the database. In addition,
the certificate chain of the database server's public key will be authenticated using TE's trust store. If the certificate
chain does not originate from a trusted source, an error will occur.

= Off - SSL will never be used. This setting is not recommended

35. Click Test Database Login to ensure the connection is functional.

Test Database Login |+

Test Results:

Connection Succeaded

Tripwire Enterprise 8.7.0.b8.7.0.r20180606173604-2215728.b40

Save Configuration and Restart Console I Logout

36. Click Save Configuration and Restart Console.

37. After the reboot, enter a new administrator password.
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Tripwire Enterprise Post-Install Configuration

Configuration Steps Needed:

Tripwire administrator account password needs to be changed from the default.

Create Administrator Password

Password.

Passwords must
Be between 8 and 128 characters in length
Contain at least 1 numeric character
Contain at least 1 uppercase character Confirm Password
Contain at least 1 non-alphanumeric character ‘ ............... ‘

Supported characters: “~1@#3%~&()-_=+{}\:"<>J?
Confirm and Continue l

Support Information

For faster assistance from Support, please generate a support bundle to collect
information about your system and this installation. Attach the support bundle file to your
web ticket or email. What is a Support Bundle?

Generate Support Bundle l

Still having problems with your installation?

Contact Tripwire Support
https //secure tripwire_com/customers/contact-support cfm

Or open a Support ticket: https://secure tripwire.com/customers/

1720 Tripwire Enterprise 8 7 0 b8 7.0 120180606173604-s215728 b0
1721 38. Click Confirm and Continue.

Tripwire Enterprise Fast Track

Welcome to Tripwire Enterprise Fast Track!

TRIPWIRE®

S ENTERPRISE
Fast Track

Fast Track will help you to configure Tripwire Enterprise for Change Auditing, Policy Management, or an integrated Security Configuration
Management (SCM) solution. It only takes a few minutes to complete the setup questionnaire. After you do, Fast Track will use your
answers to install the components that you need.

Step 1: Add your license file and describe your environment. This includes the platforms you want Tripwire Enterprise to monitor, the
policies you want to enforce, and the schedule that Tripwire Enterprise should use.

Step 2: Review the items that will be configured and save the manifest for your records.
Step 3: Apply the configuration and let Fast Track do the rest

Mote: After Fast Track configures Tripwire Enterprise, you can ahways make changes to your configuration later from the Tripwire
Enterprise user interface

1723 39. Click Configure Tripwire Enterprise.
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Step 1: Add your Tripwire Enterprise license (*.cert)

| Choose Fila | No file chosen

1724
1725 40. Click Choose File and select the Tripwire Enterprise license file, which should be a .cert file.
1726 41. Check the boxes next to Change Auditing and Policy Management.
Step 2: Confisure Change Auditing and/or Policy Management
Meonitoring Solutions ¥ Change Auditing
¥ Policy Management
Available Policies Hcis
¥ PCl
1 DISA
I NIST 800-53 (FISMA)
1727
1728 42. Select any available policies desired.

Step 3: Specify the platforms to monitor

Nate: You are licensed for the Highlighted platforms
Available Platforms

Operating System % Microsoft Windows Server 2008 R2
Microsoft Windows Server 2012 R2
Oracle Solaris 10

Oracle Solaris 11

Red Hat Enterprise Linux 6

Red Hat Enterprise Linux 7
VMware ESXi 5.5 Server

Selected Platforms.

I Microsoft Windows Server 2008 R2
Microsoft Windows Server 2012 R2

%l Oracle Solaris 10

XX oK X X X

¥l Oracle Solaris 11
¢ Red Hat Enterprise Linux 6

¥ Red Hat Enterprise Linux 7
Virtual Infrastructure

I« VMware ESXi 5.5 Server

1729
1730 43. Select all the operating systems that you wish to monitor with Tripwire Enterprise.

Step 4: Set up a schedule for running checks and reports

Change Audit Scheduling

1731

Checks

How frequently would you like to run checks on
your assets?

[Daly 7|

Run the checks at 190_'_ AM_ ]

Policy Scheduling
Checks

How frequently would you like to run checks on
your assets?

[Weekly | on [Sundays 7]

Run the checks at | 1:00 _' AM_"

) Enable Checks and Reports (Optional)

Reports

How frequently would you like to run reports on
your assets?

[ Daily ¥

Run the reports at 400_'_ | AM— v

Reports

How frequently would you like to run reports on
your assets?

!:Wgel;ly 7'.\ on |Sundays v

Run the reports at | 400_' |[AM v |

Note: Tripwire does not recommend enabling checks
and reports until after you have installed Tripwire Agent

software on the systems that you want to monitor.
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44. Set up a schedule for running checks and reports according to your organization’s needs. Leave

the box next to Enable Checks and Reports unchecked for now.

Step 5: Configure an email server for sending reports and alerts
L Set up the email server now

'® Set up the email server at another time

Before Tripwire Enterprise can deliver alerts or reports, an
email server must be created. You can set up the server
now, or you can wait and do it later using the Tripwire
Enterprise Console.

45. Select Set up the email server at another time.

Step 6: Create an administrator account for Tripwire Enterprise Console access

Passwords must: User Name
Be between § and 128 characters in length I .
< g admin
Contain at least 1 numeric character L
Contain at least 1 uppercase character Password:
Contain at least 1 non-alphanumeric character e e

Supported characters: "~1@#85%"&()-_=+{}\;:"<>.17
Confirm Password

Email Address

46. Enter a username and password for a new administrator account for Tripwire Enterprise

Console.

bleasm Cougdnispoy - DEUES]

47. Click Preview Configuration.

P UNLY IS TV IMIREGES L ot TV

These tasks will be applied to your configuration
Critical Change Audit Check - RHEL 6

Critical Change Audit Check - RHEL 7

Critical Change Audit Check - Solaris 10

Critical Change Audit Check - Solaris 11

Critical Change Audit Check - Windows

Policy Check - RHEL 6

Policy Check - RHEL 7

Policy Check - Solaris 10

Policy Check - Solaris 11

Policy Check - VMware ESX

Policy Check - Windows

Report Task - Daily File System Changes by Node

Report Task - Daily File System Changes by Rule

Report Task - Test Result Summary - Red Hat - PCIv3.1
Report Task - Test Result Summary - Solaris - PCl v3.1
Report Task - Test Result Summary - VMware ESX - PCIv3.1
Report Task - Test Result Summary - Windows - PCI v3.1
Report Task - Test Results by Node - Red Hat - PCI v3.1
Report Task - Test Results by Mode - Solaris - PCl v3.1
Report Task - Test Results by Node - VMware ESX - PClv3.1
Report Task - Test Results by Node - Windows - PCIv3.1
Report Task - Top 5 Nodes with Daily Changes

Report Task - Waivers - Red Hat - PCl v3.1

Report Task - Waivers - Solaris - PCl v3.1

Report Task - Waivers - VMware ESX - PCI v3.1

Report Task - Waivers - Windows - PCl v3.1

These home pages will be applied to your configuration
Change Audit

Customer Center Home Page

PCl Overview - Red Hat

PCI Overview - Solaris

PCI Overview - VMware ESX

PCI Overview - Windows

Tripwire Enterprise Administrator

l - \Gancel I

48. Click Apply Configuration.
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49.

g Tripwire Enterprise

Tripw En:t.er-prise Best Practice for the selected platforms _
PCI for Microsoft Windows Server 2008 R2 EI Configuring 120 Rules
Change Audit for Microsoft Windows Server 2008 R2 I:I
PCI for Microsoft Windows Server 2012 R2 I:I
Change Audit for Microsoft Windows Server 2012 R2 I:I
PCI for Oracle Solaris 10 |:I
Change Audit for Oracle Solaris 10 |:I
PClI for Oracle Solaris 11 |:I
Change Audit for Oracle Solaris 11 |:|
PCI for Red Hat Enterprise Linux 6 |:|
Change Audit for Red Hat Enterprise Linux 6 |:|
PCI for Red Hat Enterprise Linux 7 I:I
Change Audit for Red Hat Enterprise Linux 7 I:I
PCI for VMware ESXi 5.5 Server I:I

Finalize Policy Management configuration for the selected platforms I:I
Finalize Change Auditing configuration for the selected platforms I:I

Click Continue to Tripwire Enterprise when the installation finishes.

2.12.2 Install the Axon Bridge

Ensure that TCP traffic on port 5670 is allowed through the firewall.

Navigate to the Tripwire Enterprise Console installation directory to the /server/data/config
folder. Copy bridge_sample.properties to bridge.properties.

In the bridge.properties file, find the line that says:
#tw._cap.bridge.registrationPreSharedKey=

Remove the “#” character. After the “=" character, enter a password. The password has some
restrictions, so ensure that it meets the requirements in case the connection fails later.
Restart the TE console by running the following command from an administrative command

prompt, where <te_root> is the TE installation directory:

> <te root>/server/bin/twserver restart

2.12.3 Install the Axon Agent (Windows)

1.

Download the Axon Agent zip file from the Tripwire customer website
(https://tripwireinc.force.com/customers), under the Product Downloads tab.

Unzip the file.
To begin the installation, double-click the .msi file in the extracted folder. Note: No installation
wizard will appear; the installation happens automatically.
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4.

2.12.4

1.

After the Axon Agent is installed, navigate to C:\ProgramData\Tripwire\agent\config, and copy
twagent _sample.conf to twagent.conf.

#

# HOST based agent configuration:

Instead of using a DNS SRV record, the agent may be configured

to talk to a specific heost, or list of hosts. Lists use a comma separator and
can optionally specify a port. The default of port 5670 will be used if a port
is not specified.

Example: hostl, host2:5980, 10.123.8.15, [feac:baB@:6fff:93fe]:7582

The agent may be cunFiguked to connect to hosts in a randomized or textual order
(default: true)

## # H H W W

bridge.host=192.168.1.136
#bridge.port=5678
#bridge.randomize.hosts=true
#

Open twagent.conf and find the line that says bridge . host. Remove the “#” character, and
enter the hostname or IP address of the Axon Bridge server.

In a file called registration_pre_shared_key, enter the value of the preshared key that was set
in the Axon Bridge.

Restart the Axon Agent Service by opening a command prompt and running the following
commands:

> net stop TripwireAxonAgent

> npet start TripwireAxonAgent

@ Administrator: Command Prompt - m} x

Install the Axon Agent (Linux)

Download the Axon Agent .tgz file from the Tripwire customer website
(https://tripwireinc.force.com/customers), under the Product Downloads tab.

To install the software, run the following commands:
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RHEL or CentOS: > rpm -ivh <installer_file>
Debian or Ubuntu: > dpkg -1 <installer_file>

3. Navigate to /etc/tripwire/ and copy twagent_sample.conf to twagent.conf.

4. Open twagent.conf and find the line that says bridge . host. Remove the “#” character and
enter the hostname or IP address of the Axon Bridge server.

5. Inafile called registration_pre_shared_key.txt, enter the value of the preshared key that was
set in the Axon Bridge.

6. Restart the Axon Agent Service by opening a command prompt and running the following
commands:
RHEL or CentOS:
> /sbin/service tripwire-axon-agent stop
> /sbin/service tripwire-axon-agent start

Debian or Ubuntu:
> /usr/sbin/service tripwire-axon-agent stop
> /usr/sbin/service tripwire-axon-agent start

2.12.5 Configure Tripwire Enterprise

2.12.5.1 Terminology

Node: a monitored system, such as a file system, directory, network device, database, or virtual
infrastructure component

Element: a monitored object, which is a component or property of a node being audited by TE

Element Version: a record of an element’s state at specific points in time. Multiple element versions

create a historical archive of changes made to the element.
Rule: A rule identifies one or more elements to the TE Console.

Action: an object that initiates a response to either changes detected by TE or by failures generated

from policy tests
Task: a TE operation that runs on a scheduled or manual basis

TE Policy: a measurement of the degree to which elements comply with a policy
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Policy Test: a determination of whether elements comply with the requirements of a policy

Baseline: the act of creating an element that reflects the current state of a monitored object (also called
the current baseline). When a node’s baseline is promoted, TE saves the former baseline as a historic
baseline.

Version Check: a check on monitored objects/elements. It is a comparison of the current state of the
element against its already recorded baseline for changes.

2.12.5.2 Tags

In Tripwire Enterprise, tags can be used to label and target specific nodes. Tags are not required but
allow for targeting nodes more granularly than by the operating system. This section describes how to
create and assign tags.

1. Navigate to the TE Console in your browser.
2. Click Asset View.

Varsion Search & Rafrash [ Help [ Logout

Al | N 019 ABC

192.168.78.126
192.168.78.126 -

ad.dns.di.ipdr
192.168.1.12 -

EXCHANGE
192.16

¥ Systom Tag Sets

HYPERV
192.168.

3. Click the Manage Tagging tab.
Enter the name of a tag set, or use one of the four existing ones (Location, Owner, Platform
Family, Primary Function). Click Add if adding your own tag set.

‘ENTERH][SE HOME | NODES | RULES | ACTIONS | TASKS | POLICIES | LOG | REFORTS | SETTINGS
Nodes Asset View MNede Search Element Search versan search S Refresh @ Help [ Logout

Tag Sets

Create and Edit Tag Sets

=

Location

5. Under the tag set to which you wish to add a tag, enter the name of the tag.
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Create and Edit Tag Sets

it~ R

s vy

e =1
x Location {Add tags) |
1
LAdd a new tag | A.-:i-:l] r
T
x® w Owner (1 tag) &
Y
LAI:Id a new tag | Add ] :
» Dl Testing F
F
»  w Platform Family (4 tags) :
|.AE|E| a new tag | iu:l-:l] T
* Red Hat =| 0
x Solaris
x% VMware ESX I
x Windows 5
-
» w Primary Function (1 tag)
[
LA::Id a new tag | Add] il
* Domain Controller
= Tutorial (Add tags)
"I’utorial tag | Add]
e
6. Click Add.
7. Navigate to Nodes > Asset View > Filter Assets.
8. Check the boxes next to the nodes to which you wish to add this tag.
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@PENTERPRISE HOME | NODES | RULES | ACTIONS | TASKS | POLICIES | LOG

REPORTS | SETTINGS

Asset View
Manage Tagging All | None sofg ABC @
assets ’ — 1 192.168.78.126 )
i hidocimial 192.166.78.126 o ||[baEtirons | et coek .
"_ MNDS)WS1H—|]?|_,I_F'DR
s | ———
b x  WINDOWS10-3.DLIPDR
EXCHANGE
192168.1.134 -
ag | HYPERV.DLIPDR
Database Server 192.168.78.105 =5
Directory Server
e Jeics itk =
» Operating System 168
» Staws TRIPWIRE E£.DLIPDR
Vintual Infrastructure 192.168.1.136 ==
2 WINDOWS10-1.DLIPDR
» Location 192.168.1.138 =
P Owner
» Platform Family @ WINDOWS1021IPDR
» Primary Function 192.168.78.118 -
£: Tusewial @ VINDOWS103.D1IPDR
192168.78.119 -

Windows 2008 R2 Domain Controllers
Windows 2012 R2 Domain Cantrollers

P Health

Activate Windows

16 hours age (0ct 12, 2

9. Click Edit Tags.

10. Check the boxes next to any tags you wish to add to these nodes.

@PENTERPRISE HoMe | NODES | RULES | ACTIONS | TASKS | POLICIES | LOG | REPORTS | SETTINGS

Edit Tags

4 Di Testing

Last Axon Agent config: 16 hours 3o (Ot 12, 2018 12:00:17 AN) | User: admin.

11. Click Close.

2.12.5.3 Rules

This section describes how to create a rule.

1. Click Rules.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events

275



DRAFT

‘?umg HOHE '-\I.'.'.-..-_":"._- TASKE | FOLICIES | LOG | REPORTS | SETTINGS
1836 oten Bl B

1837 2.

o nakest [ nein [ nogaur

Select or create a rule group into which the new rule should be put.

o
@ENTERPRISE HoMe | NODES | RULES | ACTIONS | TASKS | POLICIES | LOG | REPORTS | SETTINGS

Rules Rule Search 4 Refresh [@ Help [ Logout

£ 2. e o [T e le] ) tmport 3 :

2@ Trpwre Rules (5] Tutorial
= (55} Root Rule Group

[ Unux 05 Rue Group |1 & Name

| Solais OS Ruie Group.
I—_‘m Ve VRISt
2 [T Windows OS Rule Groug
5 [ Crocal Cnange Aust

e
wunﬁnkad
1838
1839 3. Click New Rule.
1840

4. Select the type of rule. For monitoring Windows file systems, we choose Windows File System
1841 Rule.

1842

e Create Rule - Mozilla Firefox I;Ii-
G & https.//tripwire-e/console/app.showEdit - 2 ﬁ =

Create Rule & Help

Select the rule type to create:
= 4 Types
& [_) Database Server
[ [__] Directory Server
=[] File Server
& Command Output Capture Rule
6i5/0S File System Rule
& i5/05 System Value Rule
g@ Log Transfer Rule
% UMLK File System Rule
@Windows Reqistry Rule
{i& Windows RSoP Rule
(&[] Metwork Device
& [_] Tripwire Diata Collector
[# [ Virtual Infrastructure

selected type: [Eg Windows File System Rule

OK Cancel

1843
1844 5. Click OK.

1845 6. Enter a name and description for the rule.
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(-3 New Windows File System Rule Wizard - Mozilla Firefox == -
G & https://tripwire-e/console/app.showWizard.cnd?wizardMame= siweb.specifierk v @ % =
New Windows File System Rule Wizard G Help

Enter a name and description for the rule.

Name: ftutarial rule

Description: (3 rule specifically for tutorial documentation

Enable Tracking Identifier

Next > o
1846
1847 7. Click Next.
e MNew Windows File System Rule Wizard - Mozilla Firefox I;Ii-

GJ &\ https://tripwire-e/consale/app.showWizard.cmd?wizardName=si.web.specifierR v @ ¥ =

New Windows File System Rule Wizard E Help

T Mew start point | T Bew stop Point | 8 /Browse |

[] £ path

< Back Next > Finish Cancel

1848
1849 8. Click New Start Point.
1850 9. For Path, enter a directory that represents the scope of the scan. It can be limited to the
1851 documents folder or be wide enough to encompass all the files on a system. Note that the latter
1852 will take much longer to scan.
1853 10. Check the box next to Recurse directory if you also wish to scan all subfolders.
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| 6] ) https://tripwire-e/console/app.showWizard.cmd?wizardName=si.web.startPointV

New Star L‘._ _ﬂl- nt Wizar . .d

Specify the monitored object for the start point, and enter associated settings.

Path:  [C:\Users\DI2\Desktop\Tutorial docs | -
Default Severity: (0-10,000, 0 = no severity assigned)

[] Archive element content

[ Recurse directory

Limit depthto 0 | (0-100, 0 = no limit)

< Back | MNext> | Finish | Cancel |
Actival

11. Click Next.
12. Select Windows Content and Permissions.

| Gj ﬁ; https://tripwire-e/conscle/app.showWizard.crnd?wizardName=si.web.startPointV MEN ﬂ' ‘

I'-.Iew Criteria Set | | Nen; From Selected |

 ZName Descripion
Cl Windows - Content and Permissions '

| i
O Windows - Content Only

|
C Windows - Permissions Only

13. Click Finish.

14. Click New Stop Point.

15. Enter the path of any folders or files that should not be included in the scan, and indicate
whether they should end the recursion.
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|GJ&5 https://tripwire-e/console/app.showWizard.cmd?v, *#= ‘i‘:? =

New Stop Point Wizard @ Help

Specify the monitored object for the stop peint, and enter associated
settings.

Path: [C:\Users\DI2\Desktop\Tutorial docs\Tutorial3 | %

@ Stop recursion

< Back Next = Finish Cancel

16. Click Finish.
17. Click Next.
18. Click Next.
19. Click Finish.

2.12.5.4 Tasks

This section describes how to create a task on a schedule. These tasks can also be run manually if
necessary.

1. Click Tasks.
.m HOME | NODES | RULES LCII:NE"}EPGLIC[ES LOG | REPORTS | SETTINGS

2. Select a folder for a new task, or create one.
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Tasks Task Search
=, | Manage 4 | New Group | New Task | tmport | L]
o @ Tripwire Faks
=] @ Root Task Group
[ Check Tasks L] £ Name

= (B Report Tasks
@cnanga Audit Report
& [{) Security Configuratio

Testing Tasks
g U

3. Click New Task.

4. Select Baseline Rule Task or Check Rule Task. (Note: Both are needed—baseline creates the
initial state of the monitored object, and check updates the state and reports any changes.)

New Task

() & Baseline Rule Task
()& Check Rule Task
)&y Report Task

e MNew Task - Mozilla Firefox

G & hitps://tripwire-e/cons

Select the type of task to create:

BE |

- @

E Help

oK Cancel

Control 4|

5. Click OK.

6. Enter a name and description for the task.
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| 6] o https://tripwire-e/console/app.showWizard.cmd?wizardName=wizard.newBaselin = ﬁ'! =

 New Baseline Rule Task Wizard @ Help
Enter the task name and description.

Name: utorial Task

Description: [Task for tutorial documentation

Run as user:
" [v] Use timeout:

o ] hour(s) minute(s)

= Back | MNext> Finish Cancel

1880
1881 7. Click Next.
1882 8. Select whether you want all baselines to be updated or to only create new baselines.
| 6] [ https://tripwire-e/console/app.showWizard.cmd?wizardName=wizard.newBaseline = *** ﬁ' ! =
._ ‘New Baseline Rule Task Wizard BGEE
Select the scope of the baseline operation.
(®New baselines only
(Al baselines
< Back Next > Finish Cancel
1883
1884 9. Click Next.
1885 10. Select the systems to be included in the task. You can use tags or select by operating system (or
1886 other defaults).
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| G)'ﬂ) https://tripwire-e/console/app.showWizard emd?wizardName=wizard.newBaselin:  =»* ﬁ| é)

0 Help.
B. w RUUL INUUE wloup |: )
g O Smart Node Groups —8
& Q Operational Tag Sets
e Q Saved Fiters
e Q System Tag Sets
=) Q Tag Sets
=) Q Owmer
) Q Dl Testing
@ Q Platform Family
& Q Primary Function
3 ©) Tutorial
) ruiore oo

EHWIM)OWS1 0-1.0LIPDR
= EHWMOWM 0-2.DLIPDR
WINDOWS10-3.DLIPDR

L

Selection: Q Tutorial tag

< Back Next > Finish Cancel

1887

1888 11. Click Next.
1889 12. Select the rule created earlier.

| G,.J 28 https://tripwire-e/console/app.showWizard.cmd?wizardMame=wizard.newBaselin Enn 1:]': é)

' New Baseline Rule Task Wizard E Help

Perform baseline on
O selected nodes with currently associated rules
® selected nodes with rule or rule group:

= Root Rule Group
= [:l Linux 0S5 Rule Group

= DSolaris 05 Rule Group
= [ Tutorial

B Tutorial rule

| DVMware Wirtual Infrastructure Rule Group
= DWinﬂnws 05 Rule Group
] [:lCriticaI Change Audit Rules

Rule: % Tutorial rule

1890

1891 13. Click Next.
1892 14. Set the schedule of this task according to your organization’s needs.
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e New Baseline Rule Task Wizard - Mozilla Firefox =4 -
[l ! https://tripwire-e/console/app.showWizard.cnd?wizardName=wizard.newBasel - @ i} =
New Baseline Rule Task Wizard G Help
Specify when you want this task to run.

Interval: [Manuall |
Hourhy
The task w Daily N
Weekly
Monthhy
Monthly by Day
Once
Interval
Periodic
Manually
< Back Finish Cancel

15. Click Finish.

2.13 Tripwire Log Center

2.13.1 Install Tripwire Log Center Manager

See the Tripwire Log Center 7.3.1 Installation Guide, which should accompany the installation media, for
instructions on how to install Tripwire Log Center. Use the Tripwire Log Center Manager installer.

Notes:

a. Itis recommended that you install Tripwire Log Center on a separate system from Tripwire
Enterprise.

b. You will need to install JRE8 and the Crypto library. Instructions are also in the Tripwire Log
Center 7.3.1 Installation Guide.

c. .NET Framework 3.5 is required for this installation—install this from the Server Manager.
You may need to unblock port 9898 on your firewall for the Tripwire Enterprise agents.
Do not install PostgreSQL if you wish to use a database on another system—this guide will use a
local PostgreSQL database, however.

f.  When it finishes installing, there should be a configuration wizard (see below for configuration
steps).

2.13.2 Configure Tripwire Log Center Manager

1. The configuration wizard should start after the installation is complete.
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Welcome to the
Tripwire Log Center Manager
Configuration Wizard

To begin the configuration process, click Start.
For further guidance, see the Tripwire Log Center
Installation Guide.

?

1912
1913 2. Click Start.
Configuration Type
Configure Tripwire Log Center Manager as
your Primary Manager
ke
Configure Tripwire Log Center Manager as a
Secondary Manager
Upgrade Existing Upgrade Tripwire Log Center Manager
Installation
1914
1915 3. Click New Install.
1916 4. Enter the registration details for your Tripwire Log Center license.
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Register Tripwire Log Center

To continue you must register your copy of Tripwire Log Center.

Get Help

1917
1918 5. Click Register.
1919 6. Enter details about the database that Tripwire Log Center should use.

Default Event Database

An optional component of your Tripwire Log Center envil an Event-M ment
Database stores Events. Following installation, you may add other databases to manage your
Tripwire Log Center data.

Connectivity Security

Database software | MS SGQL Encrypt data with SSL O
Host IP address 1592.168.1.141

Host port

This option uses the Windows credentials
assigned to the Tripwire Log Center Manager
Service to connect to an MS SQL instance.

N

Password

1920
1921 7. Click Next.

1922 8. Select a directory in which to store log messages, such as C:\Program Files\Tripwire\Tripwire
1923 Log Center Manager\Logs\AUDIT.
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Audit Logger Settings

The Audit Logger is the log-management tool in Tripwire Log Center. Collected log messages
are stored in the Audit Logger File Store.

Root directory for the Audit Logger File Store
| C:\Program Files\Tripwire\Tripwire Log Center M |E||

[€ Bock | New 3] [® et |

1924
1925 9. Click Next.
1926 10. Enter a password and an email.
1927 11. Change the IP to a hostname if preferred.
Primary Manager Settings
Enter a name of your choosing for the Primary Manager, as well as the Manager's |P address.
Additionally, enter and confirm a password for the default Administrator user account. You will
need this password to log in to Tripwire Log Center.
~ Primary Manager
Manager name | Primary Manager
Manager IP/hostname | arcsight-cons.di.ipdr
¥ Enable ALrtD—DiSDDveryo
~ Administrator Settings
Administrator password |
Administrator password (cenfirm) |
Email address | administrator@di.ipd]
| € Back | New $| [[B Eit |
1928
1929 12. Click Next.
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Manager Service Credentials

Specify the user account with which Tripwire Log Center will authenticate with other hosts.

Authenticate with:
' The local Windows System user account

" Domain user account

Username:

|
Password: |
|

Password (confirm):

E Apply Settings

| € Back [[liad $ [[B Eit |

13. Click Next.

14. Select any log sources that you expect to collect with Tripwire Log Center. Examples: Tripwire
Enterprise, Microsoft Windows 10, Tripwire IP360 VnE, Linux Debian, Ubuntu Linux, Microsoft
Exchange, Microsoft SQL Server.

Log Source Types

Select the types of Log Sources from which Tripwire Log Center will collect log messages.
Following installation, you may add other types of Log Sources to your Tripwire Log Center
environment.

["] Sophos Enterprise Console [] TopLayer [] Verifone Co
] Sophos SG Series UTM [] Transition Networks Indura [] Verifone Say
[] Sourcefire [] Trend Micro [] Veritas Bacl
] Sourcefire Clam Antivirus [] Trend Micro OSSEC [ Veritas Sys
[ Sourcefire Snort [] Trend Micro Third Brigade [ WMware ES]
] Squid Cache [] Trend Micro TippingPoint ] VMware ES]
[ SSH Tectia Server [] Tripp Lits BOSE Series [] WMware Paq
[] Symantec [ Tripwire CCM [ WMware vCq
[] Symantec AntiVirus [##] Tripwire Enterprise [ wsFTPD
[ Symantec EPC [] Tripwire for Servers [] watchGuar
[[] Symantec EPM [] Tripwire IP360 VnE [[] vave Data
[ TACACS+ [ Trustwave Secure \Web Gateway [ \Websense 1
[] Tefine Configurator [w] Ubuntu Linu [ WELF
[] Tofine Xenon S4 [[] Vasco IDENTIKEY Server [ westell

< e
[€ Bk | Net 3| |® Bt |

15. Click Next.
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Perform Configuration

[€ Bk [B o | B et |

16. Click Start.

Configuration Compleie

Importing Tags...
Tags Import... Completed

Rules : Adding

Importing Rule : Linze Debian

Importing Rule : Microsoft Exchange Server

Importing Rule : Microsoft SQL Server

Importing Rule : Microsoft Windows 10

Importing Rule : Tripwire Enterprise

Importing Rule : Tripwire |P360 VnE

Importing Rule - Ubunitu Lirnwoe

Comelation Lists : Adding

Tasks : Adding
Importing Tasks for Event Databases tasks to database...
Tasks for Event Databases Import... Completed
Importing Audit Logger Queries and Reports tasks to |
Audit Logger Queries and Reports Import... Completed

Alerts : Adding

Comelation Rules  : Adding

Adding Comelation Rules.

Configuration Files: Generating

Validating Monitored Assets

Corfiguration Wizard Complete

17. Click Next.
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> Configuration Wizard - Tripwire Log Center -

Assign Normalization Rules to Monitored Assets

ITo classify log messages with TLC Classfication Tags., at least one Normalization Rule should be
assigned to each of your Monitored Assets. f a Monitored Asset lacks Mommalization Rules, then the
Asset Group containing the Monitored Asset should have at least one Nomalization Rule.

To assign Momalization Rules to a Monitored Asset or Asset Group, open the Rules tab in the
object's properties dialog in the Configuration Manager of your TLC Console. For further details, see
the Tripwire Log Center User Guide or Online Help.

Start Tripwire Log Center Manager on Finish

1941
1942 18. Click Finish.

1943 2.13.3 Install Tripwire Log Center Console

1944  Chapter 4 of the Tripwire Log Center 7.3.1 Installation Guide details installation of the Tripwire Log
1945  Center Console. Use the Tripwire Log Center Console installer.

1946 You can install this on the same machine as the Tripwire Log Center Manager, if desired.

1947 2.14 Cisco Web Security Appliance

1948  This section details installation and some configurations for the Cisco Web Security Appliance (WSA). It
1949 assumes the use of the WSA virtual machine.

1950 2.14.1 Network Configuration

1951 1. Loginto WSA by using the default username and password (admin/ironport).

1952 2. Use the command sethostname to set the hostname of the machine.

1953 3. Use the command dnsconfig to set the DNS server. Enter SETUP when prompted, and then
1954 enter DNS information specific to your organization’s needs.

1955 4. Use the command interfaceconfig to set the IP of the machine. Enter EDIT when

1956 prompted, and then enter IP information specific to your organization’s needs.

1957 5. Use the command passwd to change the default password of the machine.
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6. Use the command commit to commit all of these changes.
7. Use the command reboot to reboot the machine.

8. Use the command loadl icense to either paste the license file contents or select a license

file uploaded via FTP. You can enable FTP in the interfaceconfig command.
9. You should be prompted at the console to visit a web page in the browser, usually
http://<ip_address>:8080. The setup wizard will be here.

2.14.2 System Setup

1. Inthe web console, click System Administration > System Setup Wizard.
2. Verify that the hostname matches the desired hostname.
3. Enter the desired DNS servers.
4. Enter a time server if desired.
5. Select the time zone.
6. Select Standard for an on-premise setup.
iy Cisco Web Security Virtusl Appli- X | =
& > C @ Notsecure | coeus.diipdr8080/system_administration/system_setup/wsassw_network_basic %« 8 0

coeus.di.ipdr

vlialne Cisco SO00V

CISCO Web Security Virtual Appliance

1. Start 2. Network 3. Security 4. Review

System Settings

Default System Hostname: (2] [eosus-auipar

e.g. proxy.company.com
DNS Server(s): Use the Intemet's Root DNS Servers

®  Use these DNS Servers:

[t92.168.1.12
I (optional)
I (optional)
NTP Server: Flme.dmz.nccoa‘nlst.gov
Time Zone: | gegion: America ¥
Country: United States T
Time Zone / GMT Offset: | Eastern Time (New_York) hd

Appliance Mode of Operation | @ standard
This appliance will be used for on-premise policy enforcement (Standsrd Web Security Appliance installation).
Cloud Web Security Connector
This appliance will be used primarily to dir ffic to Cisco Cloud Web Security for cloud policy enforcement and threat
defense (Cloud Web Security Connector instaliation).

R

Copyright @ 2002-2017 Cisco Systems, Inc. Al rights reserved. | Privacy Statement

7. Click Next.
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asls Cisco Web Security Virtual Applic X

&« c @ Not secure | coeus.diipdr:8080/system_administration/system_setup/wsassw_network_context

coeus.di.ipdr

alialn Cisco SO00V

CISCO Web Security Virtual Appliance

1, Start 2. Network 3. Security 4, Review

Network Context

["] 1s there another web proxy in your network?
After completing the System Setup Wizard, you will have the option to define additional upstresm proxies.
Proxy Group Name:

Address: |
e.g. 10.1.1.1, 2001:420:80:1::5, example.com

Port: [3128

If another web proxy is present, the Cisco Web Security Appliance is recommended to be placed downstream of the existing proxy {closer to the dlient), as illustrated

below:
CLIENTS [RONPORT S-sERIES ,lu"’“‘ﬂ.'jgfy FIREWALL  INTERNET

= Prev | Cancel Next »
| =< prev | Cancel |

Copyright @ 2003-2017 Cisco Systems, Inc. Al rights reserved. | Privacy Statement

8. Click Next.
9. Verify that the interface is correctly configured.
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' 4l Cisco Web Security Virtual Applic X

& > C (@ Notsecure | coeus.diipdr8080/system_administration/system_setup/wsassw_network_proxy

1. Start 2. Network

M1

3. Security 4. Review

Network Interfaces and Wiring

T T2
\

Note:

P1: This interface may be used to handle web traffic.

Ethernet Port: | 141
) Use M1 port for management

-
- v I -
H [ [ [ ]

P1

1M1: This interface is used to manage the appliance. Optionally, it may also handle web traffic.

Pl
only (Optional if M1 used for data)

IPv4 Address / Netmask: |—192.168.1.59/24

——

If muitiple interfaces are configured, they must be assigned IP addresses on different subnets.

IPv6 Address / Netmask: I

lizzaanmz coeus.diipdr

(e.g. wsa.example.com)

(e.g. data.exampie.com)

10. Click Next.
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4l Cisco Web Security Virtual Applic X

&« - C @ Not secure | coeus.diipdr:8080/system_administration/system_setup/wsassw_network_l4tm

coeus.di.ipdr

alialie Cisco S000V

CISCO Web Security Virtual Appliance

1. Start 2. Network 3. Security 4. Review

Layer 4 Traffic Monitor Wiring

Note:
T1, T2 : These interfaces are used for the L4 Traffic Monitor.

In addition, web proxy interfaces (M1, P1 or P2) may be used for L4TM blocking.

Wiring Type:

Duplex TAP:
T1 {(In/Out)

®

) Simplex TAP:
T1 {In) and T2 (Out)

<prov

Copyright © 2003-2017 Cisco Systems, Inc. All rights reserved. | Privacy Statement

1978

1979 11. Click Next.
1980 12. Enter the default gateway and any additional gateways to use for routing.
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s Cisco Web Security Virtual Appli- X

<« - C @ Not secure \ coeus.diipdr:8080/system_administration/system_setup/wsassw_network_routes

alln CiEco S000V

y Virtual Appliance

1. Start

2. Network

Static Routes Table
Optionally, add static routes for Management access to the Cisco Web Security Appliance as well as Data traffic. Depending on the appliance functions you
enable, these routes will be used far monitoring by the Secure Web Proxy and optional blocking by the L4 Traffic Monitor.

IPv4 Routes for Management and Data Traffic (Interface M1: 192.168.1.59)

Default Gateway:  [182.168.1.1
This will be the default route for external traffic as well as internal traffic with no static route below.

3. Security 4, Review

coeus.di.ipdr

Name

Internal Network

Internal Gateway

——

Identifying name for route

——

IPv4 Address (such as 10.1.1.10) or CIDR
(such as 10.1.1.0/24)

——

IPv4 Address

Copyright @ 2003-2017 Cisca Systems, Inc. Al rights reserved. | Privacy Statement

13. Click Next.
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<« (] @ Not secure \ coeus.diipdr:8080/system_administration/system_setup/wsassw_network_switch

aliali Cisco S000V )

CISCO Web Security Virtual Appliance

1. Start 2. Network 3. Security 4, Review

Transparent Connection Settings

For the Cisco Web Security Appliance to accept transparent connections, it must be connected via a Layer 4 switch or WCCP router.

Transparent Redirection Devicei | @  Layer 4 Switch or No Device
If no transparent redirection device is connected, only explicit forward reguests can be proxied.

) WCCP v2 Router

Enable standard service ID: 0 web_cache (port 80)

Router Addresses: I

Separate multiple addresses with commas or whitespace.

Enable router security for this service

Passphrase: [ [%

Confirm Passphrase:

Must be 7 or less characters.

Additional WCCP services and advanced options can be configured after completing the System
Setup Wizard.

« Prev || Cancel Next »
| < Prev ] Cancel |

Copyright @ 2003-2017 Cisco Systems, Inc. All rights reserved, | Privacy Statement

1983

1984 14. Click Next.
1985 15. Set a passphrase for the administrator.

1986 16. Enter an email address to which alerts should be sent.

1987 17. Enter the hostname of the email server.

1988 18. Decide whether to forward alerts and reports to Cisco Customer Support, as well as whether to
1989 share anonymous statistics based on the needs of your organization.
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i Cisco Web Security Virtual Appli- X

e

aliali Cisco SO00V

CISCO Web Security Virtual Appliance

c (D Not secure \ coeus.di.ipdr:8080/system_administration/system_setup/wsassw_network_admin

coeus.di.ipdr

1. Start 2. Network 3. Security 4. Review

Administrative Settings

Administrator Passphrase: | -

| Generate a passphrase:

| Generate

®  Enter a passphrase of your cheice

Passphrase:

Retype Passphrase:

Email system alerts to:

|admm|stratur@d|.|pdr
e.g. admin@company.com

Send Email via SMTP Relay Host (optional): (7]

|exchange.di.ipdr Port: (7] I
i.e., smtp.example.com, 10.0.0.3 optional

AutoSupport:

SensorBase Network Participation
Network Participation:

[ send system alerts and weekly status reports to Cisco Customer Support

| Allow Cisco to gather anonymous statistics on HTTP requests and report them to Cisco in order to
identify and stop web-based threats.
Limited - Summary URL information.

Standard - Full URL information. (Recommended)
Learn what information is shared...

Participation Level:

Concel

19. Click Next.
20. Select Monitor All Traffic.

21. Select Block for Action for Suspect Malware Addresses.
22. Select Block for Action for Detected Malware.

23. Configure the rest of the malware policy according to your organization’s needs.
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s Cisco Web Security Virtual Appli- X

<« - C @ Not secure \ coeus.diipdr:8080/system_administration/system_setup/wsassw_security

stlialne Cisco SO000V

CISCO Web irity Virtual Appliance

Security Settings
Global Policy Default Action: (Z)

1. Start 2. Network

3. Security 4, Review

®  Monitor all traffic

) Block all traffic

If block all traffic is selected, the Global Access Policy will be initially configured to block all proxied
protocols (HTTF, HTTPS, FTP over HTTF, and native FTF).

coeus.di.ipdr

L4 Traffic Monitor:

Action for Suspect Malware Addresses (' Monitor only

® Block

Acceptable Use Contrals: (7]

¥ Enable
The Global Access Palicy will be initially configured to manitor sll pre-defined categories.

Reputation Filtering:

# Enable
The Global Access Palicy will be initially configured to use Web Reputstion Filtering and Adaptive
Scanning.

Malware and Spyware Scanning:

¥ Enable Webroot (¥ Enable Sophos

The Global Access Policy and Outbound Malware Scanning Policy will be initially configured to apply the

actions configured below.
Action for Detected Malware: () Menitor only

® Block

Cisco Data Security Filtering:

¥ Enable
The Global Cisco Data Security Policy will be initizlly configured to block uploads based on Web
Reputation (if enabled) and monitor all other uploads.

Prev

ancel

Copyright @ 2003-2017 Cisco Systems, Inc. Al rights reserved. | Privacy Statement

24. Click Next.
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' il Caco Wel Security Virtual App - _

<« C  ® Notsecure | coeus.diipdr:8080/system_administration/system_setup/wsassw_review ¥ e (4]

Management (M1)

IPvd4 Address: | 192.168.1.59/24

Hostname: | coeus.di.ipdr

Use M1 port for management only: | No

L4 Traffic Monitor:

wiring Type: | Duplex TAP: T1 (In/Out)

Default IPv4 Gateway: | 192.168.1.1

Static IPv4 Routes: | No static routes have been defined.

Transparent Connection Settings

Transparent Redirection Device Type: | Layer 4 Switch or No Device

Administrative Settings Edit

Administrator Passphrase: | (hidden)

Email System Alerts To: | administrator@di.ipdr
Internal SMTP Relay Hosts: | exchange.di.ipdr:25
AutoSupport: | No

SensorBase Metwork Participation:  No

m
=

Security Settings

Global Policy Default Action: | Monitor

L4 Traffic Monitor: | Monitor and Block k

Acceptable Use Controls: | Enabled

Reputation Filtering: | Enabled

Cisco DVS Engine: | Webroot: Enabled
McAfee: Disabled
Sophos: Enabled

Cisco Data Security Filtering: | Disabled

1998 =
1999 25. Click Install This Configuration.

2000 2.14.3 Using WSA to Proxy Traffic

2001 Cisco WSA is intended to act as a proxy between clients and the internet, to prevent malicious traffic
2002 and software from reaching the client systems before they can do any damage. The appliance must
2003 have a way of intercepting traffic from the clients to the internet.

2004  To achieve this, we used a Proxy Auto Config (PAC) file on our DNS server (Windows 2012 DNS), and this
2005  section details how to set up a simple PAC file to forward all traffic to WSA. This may not be an ideal
2006 setup for every environment, particularly in environments that use an external DNS server.
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2007 2.14.3.1 Creating a PAC File
2008 1. Create a new file named wpad.dat and enter the following JavaScript function:
function FindProxyForURL(url, host) {
return “PROXY coeus.di.ipdr:31287;
2009
2010 This is the most basic template for a proxy that directs all traffic to the host coeus.di.ipdr. The
2011 return value of this function can take the form “PROXY <hostnamel>; PROXY
2012 <hostname2>" if you wish to have fail-over proxies, or “DIRECT”” to not use any proxy. You can
2013 also add rules to allow certain types of traffic through the proxy or direct them to other proxies. For
2014 more information, see https://findproxyforurl.com.
2015 For the purposes of our setup, we will simply direct all traffic to Cisco WSA, but be aware that PAC
2016 files can be more complex and designed according to the needs of the organization.
2017 2. Inthe web console, navigate to Security Services > Web Proxy.
il Cisco Web Security Virtual Appli- X [SNewTab b3 | + M
& & (@ Notsecure | coeus.diipdr:8080/security_services/web_proxy/proxy_manage w O
ol l|‘|||. Cisco SOOOV @ Logged in as: admin on coeus.di.ipdr
CISCO Web Security Virtual Appliance My Favorites . Options - Support and Help -
f Reporting Web Security Manager Security Services Hetwork System Administration
No Changes Pending
Proxy Settings
‘Web Proxy Settings
Basic Settings
Proxy: | Enabled
HTTP Ports to Proxy: 80, 3128
Caching: | Enabled [EERe o
Proxy Mode: | Transparent
IP Spoofing: | Mot Enabled
Advanced Settings
Persistent Connection Timeout: | Client Side: 300 Seconds
Server Side: 300 Seconds
In-Use Connection Timeout: | Client Side: 300 Seconds
Server Side: 300 Seconds
Simultaneous Persistent Connections: | Server Maximum Number: 2000
Generate Headers: = X-Forwarded-For: Do Not Send
Request Side VIA: Send
Respense Side VIA: Send
Use Received Headers: | Identification of Client [P Addresses using ¥-Forwarded-For: Disabled
Range Request Forwarding: | Disabled
20 18 Copyright & 2003-2017 Cisco Systams, Inc. All rights reserved. | Privacy Statement
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3. Click Edit Settings.

4. Remove port 80 from HTTP Ports to Proxy (ensure that 3128 is in this field).

' i Ciseo Wb Securty Virtual dpe - X _

<« c A Not secure | coeus.diipdr:8080/security_services/web_proxy/proxy_manage ¥

LUll WTU FIUAY JTUyg>

Web Proxy Scttings

Basic Settings

HTTP Parts to Proxy: | [3128 |
Caching: | ¥ Enable
Proxy Mode:

@ Transparent
) Forward

When in Transparent mode, the proxy can accept both transparent and explicit forward connections.
Transparent connections require a transparent redirection device (see Network > Transparent
Redirection). When in Forward mode, only explicit forward connections are supparted.

IP Spoofing:

Persistent Connection Timeout: @

("] Enable 1P Spoofing
©  For Transparent Connections Only
For All Connections

When enabling IP spoofing in forward mode, you should ensure that you have appropriate network devices to
route return packsts back to the Web Sscurity sppliance.

Client Side: seconds

In-Use Connection Timeout: @

Client Side: seconds

Server Side:

500

Server Side: 300 seconds
300
300

seconds

Simultaneous Persistent Connections:

Server Maximum Number:  [Zgo

Generate Headers:

X-Forwarded-For: () send  ® Do Mot Send
Request Side VIA:  ® send ) Do Not Send

Response Side VIA:  ® cend ) Do Not Send

Use Received Headers:

[ Enable Identification of Client IP Addresses using X-Forwarded-For

do

Click Submit.

Navigate to Security Services > PAC File Hosting.

Under PAC Files, click Choose

5
6
7. Click Enable and Edit Settings.
8
9

File.

Select the wpad.dat file created earlier.

10. Click Open.
11. Click Upload.
12. Enter 80 for PAC Server Ports.
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dils Cisco Web Security Virtual Appl- X

&« > C A Not secure \ coeus.di.ipdr:8080/security_services/web_proxy/pac_file_hosting

T 0

Ty SErYTee WeTwore System

Proxy Auto-Configuration File Hosting

¥ Enable Proxy Auto-Config File Hosting

Basic Settings
PAC Server Ports:

Edit Proxy Auto-Configuration File Hosting Settings

80
Enter muiltiple ports separated with 3 comma

PAC File Expiration:

using hostnames or IP addresses.

) allow PAC file to expire in browser's cache

PAC file will expire after |0 minutes

If this aption is enabled, some supported browsers will automaticslly download a new copy of the PAC file if

it is available after the defined expiration schedule.

PAC Files

Hostnames for Serving PAC Files Directly @

Ta serve PAC files for PAC file requests that do not include the PAC server port, enter one or more hosts here and choose & default PAC file name. You can specify hosts

Uploaded Files Add Row
wpad.dat Download PAC File... |
No file chosen @

Hostname Default PAC File for "Get/” Request through Proxy Port Add Row
[ @

Copyright © 2003-2017 Cisco Systems, Inc. Al rights reserved. | Privacy Statement

13. Click Submit.

14. Click Commit Changes.

15. Enter a comment if desired.
16. Click Commit Changes.

2.14.3.2 Setting Up Web Proxy Auto Discovery (WPAD)

1. Onthe DNS server, open regedit.exe.

2. Navigate to HKEY_LOCAL_MACHINE > SYSTEM > CurrentControlSet > Services > DNS >

Parameters.
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File Edit View Favorites Help
. CNG || Name
..... | CngHwhss || ab) (Default)
I~ |, Composite || %4 AdminConfigured
----- L COMSysAr || 2] BootMethod
L condrv #d|EnableGlobalQu...
----- Jeyet2 ) Eowarders
b CyptSve |2 g ko mardingTime...
B DCLocator | g e oiuery B
bl Deomlaun | o0 %
lave
bolu deftagaie | ousLocalH
b || DeviceAss:
b ). Devicelnst:
b1l Dfs
b )l Dfsc
b | DfsDriver
bl DFSR
b )l DfsiRo
b, Dhep
b ). DiagTrack
b || DirectoryS
b disk
U dmvsc
4-). DNS
|| Params
..... . Perforn
b -l Drscache
). dotdsve
b DPS
b )l DsmSve v

Type
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_MULTI_SZ
REG_DWORD
REG_MULTI_SZ
REG_DWORD
REG_SZ

Data
{value not sef)
0x0000000T (1)
0x00DDD00 (3)
0x0000000T (1)
192,162.78.1
0x00DDD00 (3)
wpad isatap
0x00D0D00D (0)
AD-DNS.DIIPDR

[ Bl
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\DMS\Parameters

3. Double-click GlobalQueryBlockList.

4. Remove wpad from the list but leave isatap on the list.

Walue name:

|GlobalQueryBlocicList

Value data:

satap

5. Click OK.
6. Open Task Manager.
7. Click Services.
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2047
2048
2049
2050
2051

DRAFT

10.
11.
12.

Options  View

| Processes | Performance I Users I Detai|s| Services |

Task Manager

==

Marme PID Description Status Group
5. Dhep 792 DHCP Client Running LocalServicel...
. DPS 732 Diagnostic Policy Service Running LocalServicel..,
Lo WdiServiceHost Diagnostic Service Host Stopped LocalService
S WdiSystemHost Diagnostic Systermn Host Stopped LocalSystemM...
L. DiagTrack 1463 Diagnostics Tracking Service Running utcsve
56 TrkWks Distributed Link Tracking Client Stopped LocalSystemM...
G MSDTC 3424 Distributed Transaction Cocrdin..  Running
5. Dnscache 80 DMS Client Running NetworkService
£ DNS 1438 DMS Server N Running :

. DsRoleSve D5 Role Server L‘E Stopped

G EFS Encrypting File System (EFS) Stopped
. Eaphost Extensible Authentication Protocol  Stopped netsves
S NitFrs File Replication Stopped
Lo fdPHost Function Discovery Provider Host  Stopped LocalService

. FDResPub Function Discovery Resource Pu...  Stopped LocalServiceh...
‘. gupdate Google Update Service (gupdate)  Stopped

. gupdatem Google Update Service (gupdate...  Stopped

& gpsve 244 Group Policy Client Running netsves

o hkmsve Health Key and Certificate Mana...  Stopped netsves

% hidserv Human Interface Device Service Stopped LocalSystemM...
Covmickvpexchange Hyper-V Data Exchange Service Stopped LocalSystemM..
Lovmicguestinterface Hyper-V Guest Service Interface Stepped LocalSystemM...
Sowmicshutdewn Hyper-V Guest Shutdown Service  Stepped LocalSystemM..
@ Fewer details | 5 Open Services

Restart the DNS Server service.

Open DNS Manager.

Right-click on your enterprise’s domain, and click New Host (A or AAAA).

Enter wpad for Name.

Enter the IP address of WSA.
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Mew Host -

Mame (uses parent domain name if blank):

| wpad |

Fully qualified domain name (FQDM):
| wpad.DLIPDR. |

IF address:
| 192.168.1.59 |

[ ] Create assodated pointer (FTR) record

[ ] Allow any authenticated user to update DNS records with the
Same oWner Name

Add Host | | Cancel
2052
2053 13. Click Add Host.
2054 This will set up the WPAD proxy file as the default proxy—so browsers that are using “Automatically
2055 detect settings” for their proxy setting will find this file. Be aware that this is not sufficient for a
2056 secure setup but will allow you to quickly test the proxy’s functionality.

2057 2.14.3.3 Configure Group Policy to Use Explicit Proxy

2058 Note that, at this point, WPAD is vulnerable to an attack where the server hosting WPAD is brought
2059 down and the browser automatically attempts to find the next WPAD proxy, which may be

2060 controlled by an attacker.

2061 To mitigate this vulnerability, we explicitly point to this proxy file with any browsers used by clients.
2062 For Internet Explorer and Google Chrome, it is sufficient to change group policy in Active Directory
2063 to direct the change across all systems.

2064 For Mozilla Firefox, see this link (https://support.mozilla.org/en-US/kb/connection-settings-firefox)
2065 for configuration, including how to set it to “Use system proxy settings.”

2066 1. In Group Policy Management, right-click the Default Domain Policy and click Edit.
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2068

2069

DRAFT

2 Group Policy Management Default Domain Policy
4 4\ Forest DLIPDR [ Scop | Datail | Settings | Delegation |
4 [55 Domains .
4 54 DLIPDR Links
Display links in this location: ‘ DIIPDR v
I 2] Domain Controllers’ The following sttes, domains, and O'Us are linked to this GPO:

b (4] Micrasoft Exchange Security Groups

" ; Location Enforced  Link Enabled Path
:: g SJ;“”;:t:L':Y Objects 3 DIPDR ™ Yes DLIFOR
b [3 Starter GPOs
b L[n Sites
ﬁ‘ﬁ‘ Group Pelicy Modeling
|4 Group Policy Results
Security Filtering

The settings in this GPO can only apply to the following groups, users, and computers:

Name
B2 Authenticated Users

I Add [[ Bemove ||  Fopetes |
s
WMI Filtering
This GPQ is linked to the following WMI fiter:
‘ <none> "‘l ‘ Open |

2. In Group Policy Management Editor, navigate to User Configuration > Preferences > Control
Panel Settings > Internet Settings.
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8
| File | Action View Help

e pE L0 w2 HE RO +
=/ Default Domain Policy [AD-DNS.DLIPDR] P -~
4 & Computer Configuration ¢ r",-'-.“ -
" Computr ’r Internet Settings
,3; ? Pz:efe:fncesf Order
Fi ser Configuration
by Po“cie;g There are no items to show in this view.
4[| Preferences
b ] Windows Settings
4 (@] Control Panel Settings
@ Data Sources
g Devices
G Folder Options
 nterne Setings
tj Local Users and Groups
Hl Metwork Options
W8 power Options Description
58 Printers Mo policies selected
0 Regicnal Options
Scheduled Tasks
E Start Menu

\Preferences Extended #, Standard

2070
2071 3. Right-click Internet Settings and select New > Internet Explorer 10.
2072 4. Click the Connections tab.
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Programs I Advanced | Common |
General I Security I Privacy I Content | C%WEC'J'OHS

To set up an Internet connection, dick

Setup.

Dial-up and Virtual Private Network settings

Add...

Choose Settings if you need to configure a proxy

server for a connection,

(®) Mever dial a connection

() Dial whenever a network connection is not present

() Always dial my default connection
Current Mane Set default

Local Area Metwork (LAM) settings

LAN Settings do not apply to dial-up connections.
Choose Settings abowve for dial-up settings.

5. Click LAN Settings.
6. Enter the address of the WPAD file for address. This will likely take the form

http://wpad.my.domain/wpad.dat if you followed these instructions for configuring the proxy

file.
7. Pressthe F8 key to disable all settings in this dialogue box. (Note: This should underline
everything in the box in red.)
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Automatic configuration

Automatic configuration may override manual settings. To ensure the use of
manual settings, disable automatic configuration.

[ ] Automatically detect settings

Proxy server

[l

Ise a proxy server for your LAN (These settings will not apply to

| Advanced... |

[ |Bypass proxy server for local addresses

[ o ]
2080

2081 8. Select the Address you just entered.
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2092
2093
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Local Area Network (LAN) Settings | b

Automatic configuration

Automatic configuration may override manual settings. To ensure the use of
manual settings, disable automatic configuration.

[ ] Automatically detect settings

Iise automatic configuration script

Address: | http:/fwpad.di.ipdr fwpad. dat| |

Proxy server
m Ise a proxy server for your LAN (These settings will not apply to

Address; Port: Advanced...

Bypass proxy server for local addresses

9. Press F6 to enable this setting. (Note: The explicit WPAD address should now be underlined in
green.)

10. Click OK.

11. Click OK.

This Group Policy Object will update across all Windows systems whenever gpupdate.exe runs. An
insider or technically capable user could manually disable this to avoid using the proxy, but benign

clients who do not attempt to circumvent it will be protected from external (internet-based) threats

by Cisco WSA. Protection from insiders and local threats on the network is provided by other
products in the architecture, such as the network protection component (CryptoniteNXT).

2.14.4 Blacklisting

1. Navigate to Web Security Manager > Custom and External URL Categories.
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f 1= :ﬁ-
il Cisco Web Security Virtual Appli- xS
& c ® Notsecure | coeus.diipdr:8080/web_security_manager/custom_policy elements/custom_url_categories T e

alialie Cisco S000V @ Logged in as: admin on coeus.di.ipdr

CISCO Web Security Virtual Appliance My Favorites - Options - Support and Help -

] Reporting Web Security Manager Security Services Network System Administration

Custom and External URL Categories

Categories List

i’.fd dﬁlr:'ateg O Y.n e

No Custom and External URL Categories are defined.

Copyright © 2003-2017 Cisca Systems, Inc. All rights reserved. | Privacy Statsment

2094

2095 2. Click Add Category.

2096 3. Enter a name for Category Name.

2097 4. Select Local Custom Category. (The other option, External Live Feed Category, allows WSA to
2098 use a list of websites hosted somewhere else, potentially externally. For this demonstration we
2099 will simply enter websites in the Sites field, but note that this other option is available for

2100 convenience.)

2101 5. For Sites, enter any sites to blacklist. (Note: Entering .mysite.abc will include any subdomains of
2102 mysite.abc.)
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als Cisco Web Security Virtual Applic X
€& > € A Notsecure | coeus.diipdr8080/web_security manager/custom_policy elements/custom_url_categories

CiSCO SOOOV @ Logged in as: admin on coeus.di.ipdr

1
CISCO Web Security Virtual Appliance My Favorites - Options - Support and Help -

'y Reporting Web Security Manager Security Services Network System Administration

Custom and External URL Categories: Add Category

Edit Custom and External URL Category

Category Name: | [Malicious Blacklist

List Order: | [
Category Type: | | Local Custom Category M

Sites: (2) evilkp Sort URLs

Click the Sort URLs
button to sort all site
URLs in Alpha-numerical
order.

(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)

= Advanced | Regular Expressions: @

Enter one regular expression per fine.

Copyright © 2003-2017 Cisco Systems, Inc. All rights reserved. | Privacy Statsment [%

2103
2104 6. Click Submit.

2105 7. Navigate to Web Security Manager > Access Policies.
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s Cisco Web Security Virtual Appl X |

-+ C @ Not secure \ coeus.di.ipdr:8080/web_security_manager/proxy_security/policy_groups

il Cisco SO00V @ Logged in as: admin on coeus.di.ipdr

CISCO Web rity Virtual Appliance My Favonites - Options -

Support and Help -

a Reporting Web Security Manager Security Services Network System Administration

Access Policies

Commit Changes »

| Add Policy...
Protocols and
Order  Group User Agents URL Filtering | Applications Objects Anti-Malware and Reputation Delete
Global Policy ] 2 Web Reputation: Enabled
identification Profile: All Ne blocked items | Monitor: 86 Monitor: 356 | Mo blocked items ArirMalars Boanningt caablod
e = 5 E e b
| Edit Policy Order... |

Copyright & 2003-2017 Gisco Systems, Inc. All rights reserved. | Privacy Statement

8. Click the link under URL Filtering.
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ks Cisco Web Security Virtual Appli- X

&

alial Cisco SO00V

CISCO Web Security Virtual Appliance

f Reporting Web Security Manager Security Services

Network

Cc ® Mot secure | coeus.diipdr:8080/web_security manager/proxy_security/url_categories_http?action=FormEdit&policy_group... 3¢ e

(OB Upgrade Available ¥

My Favontes - Options - Support and Help -

System Administration

Logged in as: admin on coeus.di.ipdr

Access Policies: URL Filtering: Global Policy

No Custom Categories are included for this Policy.

Custom and External URL Category Filtering

Commit Changes =

Select CustonyCategories...

Predefined URL Catego ering

These URL Cstegories are defined a5 group membership criteria. All other categories sre not spplicable for this policy.

Category

Block

Monitor

Quota-Based Time-Based

‘Warn @
2]

Select all

Select all

Select all | {(Unavailable) | (Unavailable)

€ Adult

) Advertisements

0 Alcohol

© Arts

0 Astrology

€} suctions

0 Business and Industry

) Chat and Instant Messaging

0 Cheating and Plagiarism

Batro

O Child Abuse Content

ASAASA AL SLNLNEN

9. Click Select Custom Categories.

10. For the category just created, select Include in policy under Setting Selection.
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&l Cisco Web Security Virtual Appli

x

& 3 C @ Notsecure | coeus.diipdr:8080/web_security_manager/proxy_security/url_categories_http?action=FormEdit&policy_group... Y& e

il Cisc
Cisco W

ﬂ | Reporting | Web Security Manager

Securit senvices

Logged in as: admin on coeus.di.ipdr

My Favorites -

Options -

Support and Help -

These URL Categories are dg

Category

Category Type

Setting Selection

Malicious Blacklist

Custom (Local)

\ Include in policy

v

Category
@ adult

Cancel

ky

a-Based

Time-Based
©

vailable)

{Unavailable)

©) advertisements

@ Alcohal

@ arts

@ sstrology

@ auctions

) Business and Industry

@ Chat and Instant Messaging

€ cheating and Plagianism

Activate Wir (_?a‘\ﬁ

) child Abuse Content

LSESIE L SESL YL WL SIS

Go tgSystentin

2111

2112 11. Click Apply.
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12.

13.
14,
15.

‘‘‘‘‘ X
&« c @ Not secure \ coeus.diipdr:8080/web_security_manager/proxy_security/url_categories_http?action=FormEdit&policy_group... T e

w]ialee Cisco S000V @ Logged in as: admin on coeus.di.ipdr

CISCO Web Security Virtual Appliance My Favorites - Options - Support and Help -

A Reporting Web Security Manager Security Services Network System Administration

Access Policies: URL Filtering: Global Policy

om and al URL Catego ering

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.

Block Redirect | Allow (2} | Monitor | Warn (2} | Quota-Based | Time-Based

Category Category Type Select all | Select all | Select all | Select all | Select all | (Unavailable) = (Unavailable)

a Malicious Blacklist Custom (Local) V% - -
Select Custom Categories...

These URL Categories are defined as group membership criteria. All ather categories are not applicable for this palicy.

Block Monitor Warn @ Quota-Based Time-Based
=) @ (4]

Category Select all | Select all | Select all | (Unawvailable) | (Unavailable)

© Adult

9 Advertisements

©) Alcohol
© arts
) Astrology

O Auctions

ANESENESLNEN

The category should now show under Custom and External URL Category Filtering. Put a
checkmark in the Block box. (Selecting Allow lets you white-list domains that are being
incorrectly classified as malicious.)

Click Submit.

Click Commit Changes.

Enter a comment if desired.
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===

< { & A Not secure | coeus.diipdr:8080/commit?referrer=http;//coeus.di.ipdr:8080/web_security_ manager/proxy security/policy_g... ¥r e

s Cisco Web Security Virtual Appli X [ K-NEWS x| +

alialn Cisco SO00V 6] Logged in as: admin on coeus.di.ipdr

CISCO Web Security Virtual Appliance My Favorites - Options - Support and Help -

A Reporting Web Security Manager Security Services Network System Administration

Uncommitted Changes

Commit Changes

You have uncommitted changes. These changes will not go into effect until you commit them,

Comment (optional): | [Malicious blacklist created.

Abandon Changes | Show Changes Commit Changes

Copyright @ 2003-2017 Cisco Systems, Inc. All rights reserved. | Privacy Statement

2120
2121 16. Click Commit Changes.

2122

2123 2.15 Symantec Data Loss Prevention

2124 2.15.1 Install Oracle 12c Enterprise

2125 1. Unzip the Symantec DLP installation files.

2126 2. Download the Oracle 12c installation files from https://www.oracle.com if they are not included
2127 with the Symantec DLP installation files.

2128 3. Move both sets of installation files to a temporary directory, such as C:\temp.

2129 4. Copy the Symantec 12.2.0.1_64_bit_Installation_Tools folder to C:\temp\Oracle\tools.

2130 5. From a command prompt, navigate to C:\temp\Oracle\database, assuming the Oracle

2131 installation files were unzipped to C:\temp\Oracle.

2132 6. Run the following command:

2133 > C:\temp\Oracle\database\setup.exe -noconfig -responsefile

2134 C:\temp\Oracle\tools\responsefiles\Oracle_12.2.0.1 Enterprise_Edi
2135 tion_Installation_WIN.rsp

2136 7. Once the wizard opens, you will be asked to configure security updates. If you do not possess a
2137 My Oracle Support account, leave the box unchecked and provide an email.
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T A1) .
Configure Security Updates LE al i M 1 26
= Py DATABASE

@J Configure Security Updates

. Installation Option

Database Installation Options
Install Type

Oracle Home User
Installation Location
Prerequisite Checks
Summary

Install Product

T—r——e—e—— %"

Finish

Provide your email address to be informed of security issues, install the product
and initiate configuration manager. View details.

Email:

Easier for you if you use your My Oracle Support email address/username.

|:| | wizh to receive security updates via My Oracle Support.

My Oracle Support Password:

>138 Help [ <Back [ net= ][ msal | [ cancel
2139 8. Click Next.
2140 9. Select Install database software only.
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Select Installation Option

B o o

—

e DATABASE

¥ LConfigure Security Updates

@ Installation Option

! Database Installation Options
Install Type

Oracle Home User
Installation Location
Prerequisite Checks
Summary

Install Product

(—C—C(—C—C—C—{—F

Finish

Select any of the following install options.

O Create and configure a database

@ @ |hstal database software nnlyi

O Upgrade an existing databaze

Help

2141

2142 10. Click Next.

2143 11. Select Single instance database installation.

= s )
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Select Database Installation Option @l g Wy M 126

DATABASE

ConfiqpreSeamiylpiates Select the type of database installation you want to perform.

Installation Option @ Single instance database installation

Database Installation Options | (™) gracle Real Application Clusters database installation

O Oracle RAC One Node database installation
Oracle Home User

Installation Location
Prerequisite Checks
Summary

Install Product

T
)f\
G
T Database Edition
.T.

Finish

[ <Back || mext= | [ nsiai | [ cancel

12. Click Next.

13. Select Standard Edition.

14. Click Next.

15. Select Create New Windows User.

16. Enter the username and password of a new user for Active Directory.
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Specify Oracle Home User

Son 12°

T LConfigure Security Updates
)Tg Installation Option
)Tk Database Installation Options
tTl Database Edition

(\;') Oracle Home User

Installation Location
! Prerequisite Checks
) Summary
! Install Product

! Finish

For enhanced security, you may choose to run Windows Services from this Oracle home with a
non- ini t. Oracle that you cheoose a Virtual Account or specify a standard
Windows User Account for this purpose.

O Use Virtual Account

() Use Existing Windows User

|I:I'.;'ad ministrator

@ Create New Windows User

User Name: |5ymantec

Confirm o |

The newly created user is denied Windows logon privileges.

() Use Windows Built-in Account

<Back || Next= || Instal Cancel
2150 [ [ ] [cancet ]
2151 17. Click Next.
2152 18. Select a location to install the software, if desired.
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Specify Installation Location

T Lonfigure Security Updates
Installation Option
i Database Installation Options
T Database Edition
o
7
T
\.|/
\.|/
L=

Oracle Home User

Installation Location

Prereguisite Checks
Summary
Install Product

Finish

Specify a path to place all Oracle and guration-related files i by this i ion owner.
This location is the Oracle base directory for the installation owner.

Oracle base: |Clapp\Administratorivirtual [VJ [B[nw&e...J

Specify a location for stering Oracle files sep from ion files in the
Oracle base directory. This software directory is the Oracle database home directory.

Software location: |Chapp\Aadministratorvirtuahproducti12. 2 0hdbhome_1 [VJ [Brn!?se J

2153

[ <gock | o= ] | ve | [concel |

2154 19. Click Next.
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2156

Summary

S e
T

Sows 12°

Lonfigure Security U

Installation Option

Database Edition
Oracle Home User

Installation Location

el
]

equisite Checks

Database Installation Options

%]
=
3
3
=
]

Install Product

T
)Tk
)Tk
T
T
T
'?
?
!

-

=
5

=

[=+- Oracle

= Global settings

Disk space: required 6.0 GB available 73.06 GB [Edit]
Oracle Home User: symantec [Edit]

Source location: C:\Users\A

\winxG4_12201_datab
Database edition: Enterprize Edition (Install database software only) [Edif]

Oracle base: Chapp\Administratorivirtual [Edi]

Software location: Chapp\Administraterivirtuahproducti12.2.0\dbhome_1 [Edif]
OraMTS Port Number: 48157

| [»

Save Response File...

[<gocx ] 1o | (st ] [conce ] |

20. Verify the information and click Install. The installation may take a long time.
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| £f Oracle Database 12c Release 2 Installer - Step 10 of 10 = | = -
Finish ORACLE 12"‘
DATABASE
The installation of Oracle Database was successful.
;
w! Finish
| Help | Close
2157
2158 21. Click Close when the installation is complete.

2159 2.15.2 Create an Oracle Database for Symantec DLP

2160 1. Set the ORACLE_HOME environment variable by running the following command. Adjust the
2161 path accordingly if using a version other than 12.2.0.

2162 > set

2163 ORACLE_HOME=C:\app\Administrator\virtual\product\12.2.0\dbhome_1
2164 2. Copy the Oracle database template named Oracle_12.2.0.1_Template_for_64_bit_WIN.dbt
2165 from the Symantec DLP zip file into

2166 C:\app\Administrator\virtual\product\12.2.0\dbhome_1\assistants\dbca\templates.
2167 3. Ensure that the response file Oracle_12.2.0.1_DBCA_WIN.rsp is located in the folder

2168 C:\temp\Oracle\database\tools\responsefiles.

2169 4. Run the following command.

2170 > %ORACLE_HOME%\bin\dbca -createDatabase -progressOnly -

2171 responseFile
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2174
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2177

2178
2179
2180
2181
2182
2183
2184

2185
2186

2187
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C:\temp\Oracle\database\tools\responsefiles\Oracle_12.2_.0.1_DBCA __
WIN.rsp

5. Enter a password for the SYS user. (Only the special characters _, #, or $ are allowed.)
Enter a password for the SYSTEM user. (Only the special characters _, #, or S are allowed.)
7. Enter a password for the Oracle Home User.

2.15.3 Configuring the Oracle Listener

1. Ensure that the database services OracleServicePROTECT and
DistributedTransactionCoordinator are running.

2. Inthe file 0RACLE_HOME%\network\admin\sqlnet.ora, change the line
SQLNET.AUTHENTICATION_SERVICES=(NTS) to SQLNET.AUTHENTICATION_SERVICES=(none).

3. Navigate to Start > All Programs > Oracle 12.2.0 > Configuration and Migration Tools > Net
Configuration Assistant and run the program.

4. Select Listener configuration.

| £ Oracle Met Configuration Assistant: Welcome -

‘Welcome to the Oracle Met Configuration Assistant.
This tool will take you through the common
configuration steps, listed below.

Choose the configuration you would like to do:
® | jstener configuration
" Naming Methods configuration

" Local Net Service Mame configuration

" Directory Usage Configuration

Cancel j Help )

5. Click Next.
6. Select Add.
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0 Reconfigure
CDelete.

C Rename

7. Click Next.

8. Enter a name for the listener.
9. Enter a password.

DiListener

10. Click Next.
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2194 11. Move the TCP protocol to the Selected Protocols column.

2195

2196 12. Click Next.

2197 13. Select Use the standard port number of 1521.
2198

2199 14. Click Next.
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2200 15. Select No.

2201

2202 16. Click Next.

2203

2204 17. Click Next.

2205 18. Select Local Net Service Name configuration.
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2206

2207 19. Click Next.

2208 20. Select Add.

2209

2210 21. Click Next.

2211 22. Enter the word “protect” for the name.
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2212

2213 23. Click Next.

2214 24. Select TCP.

2215

2216 25. Click Next.

2217 26. Enter the IP address of the system hosting the Oracle Database.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 329



DRAFT

2218 27. Select Use the standard port number of 1521.

2219

2220 28. Click Next.

2221 29. Select No, do not test.
2222

2223 30. Click Next.
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2224
2225 31. Click Next.
2226 32. Select No.
2227
2228 33. Click Next.
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2229

2230 34. Click Next.

2231

2232 35. Click Finish.

2233 36. In an administrative command prompt, run the following command to stop the listener.
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2235
2236
2237
2238

2239

2240
2241
2242
2243
2244

2245

2246
2247

2248

2249

2250
2251

DRAFT

> Isnrctl stop

37. Open the file 0RACLE_HOME%\network\admin\listener.ora.

38. Change (ADDRESS = (PROTOCOL = IPC)(KEY = <key_value>)) to (ADDRESS = (PROTOCOL =
IPC)(KEY = PROTECT)).

39. Add the line SECURE_REGISTER_LISTENER=(IPC) to the end of the file.

ration File: C:\app\Administrator\virtual\product\12.2.8\dbhome_l\network\adain\listenser.ora
tool

SID_LIST_DILISTENER =
(SID_LIST =
(SID_DESC =
(SID_NAME = CLRExtProc)

(ORACLE_HOME = C:\app\Administratorivirtual\product\12.2. @\dbhose_1)
(PROGRAM = extproc)
(EMVS = “EXTPROC_DLLS=OMLY:C:\app\Administrator\virtual\product)12.2.@\dbhome_1\bin\oraclrld.dll”™)

1
(SID_DESC =
(SID_NAME = CLRExtProc)
(ORACLE_HOME = C:\app\Adainistrator\virtualiproduct)12.2.8\dbhose 1)
(PROGREM = extprac)
(EMVS = "EXTPROC_DLLS-OMLY:(:\app\Adainistrator\virtual\producti12. 2. 8\dbhone_1\bin\oraclrl2.4117)
]

DILISTEMER =
(DESCRIPTION_LIST =
(DESCRIPTION =
(ADORESS = (PROTOCOL = TCP)(HOST = SYMANTEC-DLP.DI.IPDR)(PORT = 1521))
(ADORESS = (PROTOCOL = IPC)(KEY = PROTECT))
1

SECURE_REGISTER_LTSTEMER = (IPC) |

40. Save the file and exit the editor.

listener - Nowpad [= ==

41. Ensure that OracleServicePROTECT and OracleVssWriterPROTECT services are running in Task

Manager.

42. In an administrative command prompt, run the following command to start the listener. Re-

place dilistener with the name given to your listener.

> Isnrctl start dilistener

43. Run the following commands to connect the listener to the database using SQL Plus. Replace

password with the password used for the SYS user.
> sqglplus /nolog

> conn sys/password as sysdba

44. Run the following commands in the SQL prompt. (Note: If errors occur relating to the SPFILE, try
replacing ORACLE_ HOME or ORACLE_base values in %ORACLE_ HOME%\dbs\init.ora with the
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2253
2254

2255
2256

2257

2258

2259

2260

2261

2262
2263
2264

2265

2266

2267
2268
2269

DRAFT

45.

46.
47.
48.

49.
50.
51.

absolute path. Then run CREATE SPFILE FROM PFILE="%ORACLE_HOME%\dbs\init.ora’ and CRE-

ATE PFILE FROM SPFILE="%0ORACLE_HOME%\dbs\init.ora’. Restart the database after doing

this.)

> ALTER SYSTEM SET local_listener = "(DESCRIPTION=(ADDRESS=(PRO-

TOCOL=1pc) (KEY=PROTECT)))" SCOPE=both;

> ALTER SYSTEM REGISTER;

> exit

Run the following command to verify the status of the listeners:

> Isnrctl services

oo Administrator. Command Prompt

opyright <c> 1991, 2816, Oracle. All rights reserved.

gngggi%gg to (DESCRIFTION=CADDRESE={PROTOCOL=TCF>{HOST=8¥YMANTEC-DLF.DI . IPDR>{F0
RT =
Cervices Summary...
Cervice "CLRExtFroc' has 1 instanced{s).
Instance "CLRExtProc'. status UNKNOWM. has 1 handler{s> for this service...
Handler<s):
"DEDICATED" estahlizhed:d@ refuszed:A
LOCAL SERVER
Bervice "protect' has 1 instancefs>.
Instance "protect', status READY,., has 1 handler(s) for this service...
Handler<sl:
"DEDICATED" estahlished:78 refused:@ state:ready
LOCAL SERVER
Cervice "protectXDB'" hasz 1 instance<s>.
Inztance “protect'. status READY. hasz 1 handler{s? for thiz service...
Handler{sl:
"DABAY” establizhed:@ refused:B current:® max:1822 state:ready
DISPATCHER <{machine: SYMANTEC-DLF. pid: 3936>
{ADDRESS =¢(PROTOCOL=tcp><HOST =SYMANTEC-DLF.DI . IFDR>{PORT=51687>>
he command completed successfully

sUserssAdministrator. DI >

Open a new administrative command window.
Navigate to C:\Temp\Oracle\database\tools.
Run the following command:

> sqglplus /nolog
> @oracle_create_user.sql

Enter the password for the SYS user.
For sid, enter “protect”.
For a username, enter “protect”.
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2270
2271
2272

2273

2274
2275

2276

2277

2278

2279

DRAFT

52.
53.

54.

55.

Enter a password for the “protect” user. (The special characters &, S, and # are not allowed.)
When this process is finished, open a new administrative command window and run the follow-
ing command.

> sqlplus /nolog

Log in as the SYS user with the following command (replace “password” with the password for
the SYS user).

> connect sys/password@protect as sysda

Verify the version information with the following command.

> SELECT * FROM v$version;

. Administrator: Command Prompt - sqlplus /nolog \;li-

NE for 64-bhit Windows: UVersion 12.2.8.1.8 - Production
a

LSRTL Uegsinn 12.2.8.1.8 - Production
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2280 2.15.4 Install Symantec DLP

2281 1. Inthe folder DLP Installs\DLP 15.1\Symantec_DLP_15.1_Platform_Win-
2282 IN_15.1.0.25021\DLP\15.1\New_Installs\x64\Release, located in the download folder for the
2283 DLP files, run ServerJRE.msi.

Welcome to the Symantec Data Loss
Prevention Server JRE Setup Wizard

The Setup Wizard will install Symantec Data Loss Prevention
Server JRE on your computer, Click Mext to continue or
Cancel to exit the Setup Wizard.

s

2284

2285 2. Click Next.
2286 3. Select | agree to the terms in the license agreement.

End-User License Agreement
Please read the following license agreement care

SYMANTEC SOFTWARE LICENSE AGREEMENT

SYMANTEC CORPORATION AND/OR ITS AFFILIATES ["SYMANTECT)
SPECIFIED IMN THE EMNTITLEMENT COMNFIRMATION 1S WILLING TO
LICEMSE THE LICEMSED SOFTWARE TO YOU AS THE INDIVIDUAL, THE
COMPANY, OR THE LEGAL ENTITY THAT WILL BE UTILIZING THE
LICENSED SOFTWARE (REFEREMNCED BELOW AS “YOU™ OR “YOURT)
OMLY ON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS AND
CONDITIONS OF THIS SYMAMTEC SOFTWARE LICENSE AGREEMENT
AND THE PRODUCT USE RIGHTS SUPPLEMENT (AS DEFINED BELOW)
(COLLECTIVELY, THE “LICENSE AGREEMENT"). READ THE LICENSE
AGREEMEMT CAREFULLY BEFORE USING THE LICENSED SOFTWARE. v

[T accept the terms in the License Agreement

2287
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2288 4. Click Next.

Click Mext to install to the default folder or didk C

Install Symantec Data Loss Prevention Server JRE to:

IC ‘\Program Files\Symantec'Data Loss Prevention,

2289

2290 5. Click Next.
Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

2291

2292 6. Click Install.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 337



DRAFT

Completed the Symantec Data Loss
Prevention Server JRE Setup Wizard

Click the Finish button to exit the Setup Wizard.

Badk @L\( Cancel

2293

2294 7. Click Finish.

2295 8. Run SingleTierServer.msi (located in the same folder as ServerJRE.msi).
Welcome to the Symantec Data Loss
Prevention 15.1 Single-Tier Server Setup
Wizard
The Setup Wizard will install Symantec Data Loss Prevention
15.1 Single-Tier Server on your computer, Click Mext to
continue or Cancel to exit the Setup Wizard,

2296

2297 9. Click Next.

2298 10. Check the box to accept the license agreement.
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End-User License Agreement
Please read the following license agreement care

SYMANTEC SOFTWARE LICENSE AGREEMENT

SYMANTEC CORPORATIOM ANDIOR ITS AFFILIATES ("SYMANTECT)
SPECIFIED IMN THE EMNTITLEMENT COMNFIRMATIOM 1S5 WILLING TO
LICENSE THE LICEMNSED SOFTWARE TO YOU AS THE INDIVIDUAL, THE
COMPANY, OR THE LEGAL ENTITY THAT WILL BE UTILIZING THE

LICENSED SOFTWARE (REFERENCED BELOW AS “YOU™ OR “YOURT)
ONLY ON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS AND
CONDITIOMS OF THIS SYMAMTEC SOFTWARE LICENSE AGREEMENT
AND THE PRODUCT USE RIGHTS SUPPLEMEMT (AS DEFINED BELOW)
(COLLECTIVELY, THE “LICEMSE AGREEMEMNT"). READ THE LICENSE |
AGREEMEMT CAREFULLY BEFORE USING THE LICENSED SOFTWARE. v |

[T accept the terms in the License Agreement

|Prnt||Bad<||NE)&\__‘Ca1cel

2299
2300 11. Click Next.
Click Mext to install to the default folder or dick Chang

Install Symantec Data Loss Prevention 15, 1 Single-Tier Server to:

IC:\,Program Files\Symantec\Data Loss Prevention,
2301
2302 12. Click Next.
2303 13. Select Enabled for FIPS 140-2 Compliant Algorithms.
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FIPS Cryptography Mode |
lUse FIPS 140-2 Compliant Algarithms for Cryp

Spedfy if this server should use FIPS 140-2 algorithms for cryptography.
Symantec requires that the same setting be used for all DLP Platform Servers.

() Disabled
(®) Enabled

2304
2305 14. Click Next.
Select the directory of the JRE that you wish to use.
IC:\ngram Files\Symantec\Data Loss Prevention\Server JRE\1.8.0_162
2306
2307 15. Click Next.
2308 16. Click on New Users.
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Service User
Select Service User Type

Select whether you want to create new users or use existing users for the DLP
SErvice Users,

(®) New Users

() Existing Users

2309
2310 17. Click Next.
2311 18. Enter a password and optionally a username.
Create a Mew Service User
Enter the credentials for the service user to be created for DLP services. This
user will be granted logon as a service privileges.
ISwﬂanter.:DLP
|| SRR RRRRRY
|| FERRRRRRRRRRRRD
2312
2313 19. Click Next.
2314 20. Enter a password and optionally a username.
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Update User
Create a New Update User

Enter the credentials for the update user to be created for DLP services. This
user will be added into the local Administators group and granted logon as a
service privileges.

Username ISyT‘r‘lanheleLPUpdate

Password || T YT I I

Confirm Password || LTI TSI T ]

Back ﬁ% Cancel

2315
2316 21. Click Next.
2317 22. Enter the password used for the “protect” user.
Oracle Database ;
Spedify Orade Database Connection Settings
Spedfy on which hostname or IP address, port, SID, username, and password
the Enforce server should use for connecting to the database.
|12?.n.o.1
|1521
Iprotect
Iprotect
|| FRRRRRRRRRERY
2318
2319 23. Click Next.
2320 24. Select Initialize Database.
2321 25. Click Next.
2322 26. Set the initial password for logging into the Enforce Administrator account.
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Enforce Administrator Password
Set Enforce Administrator Password

Set the initial password for the Enforce Administrator account.

Pmo{d || SEFRRERANRRRERN

EOf'I‘FrI'I'I Pmord || SRERRERANRRRERN

2323
2324 27. Click Next.
2325 28. Select Database.
External Storage
Enable External Storage
Spedify if incident attachments should be stored on the database or in external
storage. Storing incddent data in external storage saves space in your
database, but you cannot migrate this data into the database in the future.
2326
2327 29. Click Next.
2328 30. Select None.
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Additional Locale
Add a single additional locale for ui sorting ar

|None

2329

2330 31. Click Next.
SxfgﬁmMMstmdwtﬂﬁmaMmtmﬁm’ from
Enforce on.

2331

2332 32. Click Next.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 344



2333
2334

2335

2336
2337
2338
2339
2340
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Ready to install Symantec Data Loss P

Click Install to begin the installation. Click Back to review or chanae any of your
installation settings. Click Cancel to exit the wizard.

33. Click Install.

Completed the Symantec Data Loss
Prevention 15.1 Single-Tier Server Setup
Wizard

Click the Finish button to exit the Setup Wizard.

Cancel

34. Click Finish.

35. Ensure that the services are running in Task Manager:
a. SymantecDLPManager
b. SymantecDLPIncidentPersister
c. SymantecDLPNotifier
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2341 d. SymantecDLPDetectionServer

2342 2.15.5 Configure Symantec DLP

2343 1. Navigate to https://127.0.0.1 in the browser to get to the Symantec DLP web console.
2344 2. Navigate to System > Settings > General and click Configure.
2345 3. Inthe Edit General Settings screen, upload your license file provided by Symantec.
2346 4. Click Save.
2347 5. In Task Manager, stop the SymantecDLPManager service.
2348 6. Copy the classpath.txt file located in <DLP Download Home>\DLP\15.1\Solution_Packs\ and
2349 overwrite the classpath.txt located at C:\Program Files\Symantec\Data Loss
2350 Prevention\Enforce Server\15.1\Protect\Config\SolutionPackinstaller.
2351 7. In an administrative command window, use the following commands to import the chosen
2352 solution pack. For example, to import the financial solution pack, use:
2353 > cd “C:\Program Files\Symantec\Data Loss Prevention\Enforce
2354 Server\15.1\protect\bin”
2355 > _\SolutionPacklnstallerexe import “C:\Program
2356 Files\Symantec\Data Loss Prevention\Financial _v15.1.vsp”
2357 8. After this is installed, restart the SymantecDLPManager service.
2358 9. Logon to the Enforce Web Console as Administrator.
2359 10. Navigate to System > Servers > Overview.
2360 11. Click Add Server.
2361 12. Select the type of Detection Server to add.
2362 13. Click Next.
2363 14. Enter a name.
2364 15. Enter the hostname of the DLP server.
2365 16. Enter 8100 for the port.
2366 17. Navigate to System > Settings > General.
Process Contrel
Advanced Process Control
2367
2368 18. Check the box next to Advanced Process Control.
2369 19. Specify any configuration options according to the needs of your organization.
2370 20. Click Save.
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2371 2.16 Cisco ldentity Services Engine

2372  This section details the installation and some configurations for the Cisco Identity Services Engine (ISE).
2373 It assumes the use of the ISE virtual machine.

2374 2.16.1 Initial Setup

2375 1. When prompted to log in for the first time, enter setup. (You can use the command reset-
2376 config to change these values later.)

2377 2. Enter the desired hostname for the machine.

2378 3. Enter the desired IP address for the machine. (Ensure that the specified hostname is associated
2379 with this IP address in your DNS.)

2380 4. Enter the netmask for the machine.

2381 5. Enter the default gateway.

2382 6. Enter the default DNS domain (the name of your domain).

2383 7. Enter the primary nameserver (the IP address of your DNS).

2384 8. Enter a second nameserver if desired.

2385 9. Enter a Network Time Protocol (NTP) time server.

2386 10. Enter the timezone.

2387 11. Enter Y for SSH service.

2388 12. Enter an administrator username for the machine.

2389 13. Enter a password twice.

2390 2.16.2 Inventory: Configure SNMP on Routers/Network Devices

2391  See the corresponding vendor documentation for the correct way to enable Simple Network
2392 Management Protocol (SNMP) on your network device. Ensure that the community string you choose is
2393 considered sensitive, like a password.

2394 2.16.3 Inventory: Configure Device Detection

2395 1. Login to the web client by visiting https://hostname/admin but replace hostname with the
2396 hostname of the ISE machine.
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]
| cisco

[dentity Services
Engine

Userame  admin
PasSWOrd | ssssssssssnenes
Problem logging in?
ems Inc af S and certain other counliies. Cisca ISE ullizes open source software from various

2397 © 2018 Cisco Systems.lric. Clsco. Cisco Systems and Clsco Systems logo are registered tra
2398 2. On the top right, use the small Play button to select Visibility Setup.

PassivelD Setup
Visibility Setup
Wireless Setup (BETA)

lizard

2399
2400 3. Click Next.

‘asco  Identity Services Engine Home + Gontext Visibility » Oy ons. »Folicy b Admmistration » Wark Centers License Waming £k

™ Exil Wiza
A& Welcome 1 Endpoints 2 Network Devices 3 Active Direclory 4 Posture o Summary e
—

Get to know the devices and users' details of your network. Gain visibility and context with this setup wizard

Domain DC Host 1P Address Group Name
Cisco.com DC1.Cisco.com 10.56.50.76 Cisce.comMetaork Configuration Operators
Cisco.com DC2 Cisco.com 10857 Csco.comPerformance Monitor Users
Gisco.com DCiCaccom 10885378 CacocomPerdomance Log Users
Cisco.com DCA.Cisco.com 10585379 Cisco.comDistibuted COM Users
e pesCiscocom 1058 ‘f” Clocn.con/Crypiographic Operaiors

DCB Cisco.com e Gaco.comEvent Log Readers
Cisco.com

If you already have configured some of these seftings in ISE, continue using this wizard vl overwrite prior configurations.

2401 & et
2402 4. Enter the range of IP addresses to add to ISE’s inventory.

2403 5. Ensure that Active Scanning is checked.
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il gantity Senvices Engine Homa

- CED CED

2404
2405 6. Click Next.
2406 7. Click the Add Device Manually link.
2407 8. Enter a name.
2408 9. Enter the IP address of the network device you configured for SNMP.
2409 10. Select 1 for SNMP version.
2410 11. Enter the community string you created.

Add Network Device
2411
2412 12. Click OK.
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“Buli' identity Services Engine Home b Context Visbility Operstions  » Pobcy  » Administrafion » Wtk Centers

ISE VISIBILITY SETUP WIZARD

A Welcome 1 Endpoimts 2 Metwork Devices 3 Actwve Dueciory 4 Postoe  of Summary
e e

O» Exit Werand

MNetwork Devios Discovery

Total Added (1) Failed {0}

Q Scan o Add B Remove (% Add Location ¥ Eiker=
Name 1P Address Device Type Location Description Action
GATEWAYROUT 162 16811 Edit
I -

2413 v m:‘::::;-mm sucesshlly
2414 13. Click Next.
2415 14. Enter a display name.
2416 15. Enter the domain name.
2417 16. Enter the hostname of Cisco ISE.
2418 17. Enter a username and password.
2419 18. Click Test Connection to ensure that this works.

»Pokcy b Adminstrabion Wior Licerse Warning 4

2420 v ——
2421 19. Click Next.

2422 20. Enter a username and password.

2423 21. Check the box next to Enable Endpoint Logging.

2424 22. Check the box next to Include Range.
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itk Identity Services Engine

ISE VISIBILITY SETUP WIZARD

# Welcome 1 Endpoints 2 Network Devices 3 Active Directory 4 Posture o Summary L
Posture Discovery
Discaver posture on endpants usng common adminatrative account and same [P rangeqs) from step 1
Enable Encpont Logoing @ @
ncudeRange # @
B
[ Back ] Next ]
2425
2426 23. Click Next.
el \dantity Services Engine Home:
HNetwork Device Discovery G Edn
GEdn
'
Posture Discovery GEa
Iy
A o
2427 [ 5ack T Done ]
2428 24, Verify the settings and click Done. (This should begin importing endpoints connected to the
2429 network device, and they will be visible on the ISE dashboard.)
2430 2.16.4 Policy Enforcement: Configure Active Directory Integration
2431 1. Navigate to Administration > Identity Management > External Identity Sources > Active

2432 Directory.
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 Administration

» Network » Device Portal Management  pxGod Servces  » Foid Service  » Theeat Cen
Click here to do wireless setup and visibility setup Do not =

» System

¥ ldentities  Groups  External ldentity Sources  ldentity Source Sequences  # Selfings
—_— .

Active Directory
Edt oo Add Delete  NodeView g Advanced Tools =  Scope Mode

External Tdentity Sources

e e
» [ Cenifcate Auhentication Profe [ Jain Point Name & Active Directory Domain
) Active Due(:ua'f| No data available
(=
3 coec

(5 RADILIS Token
[ RS SecuriD
[ SAML 1d Providers
(53 Social Login

2433
2434 2. Click Add.

2435 3. Enter a name.
2436 4. Enter the domain.

= Administration

pxGirid Setvices b Feed Service  » Threat Cen

» System  + dentity e » Network » Device Postal Management

Click here 10 do wirehess selup and visibility setup Do

» Identities  Groups  External identity Sorces  Identity Source Sequences  » Settings
B

External Identity Sources —erm
e .
v [ Cenficate Auhentication Profie
[ Active Directory * Active Directory Domain | diipdr ]

* Join Point Name: | AD-DNS |

& woae

(=
5 RADILS Toxen e
b | Cancel
5 RSA Secrd S——

[ SAML id Providers
5 Soca Login

2437
2438 5. Click Submit.
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o Wondd yons like: o Join  1SE Nodies to this Active Directary Domain?

2439
2440 6. Click Yes.
2441 7. Enter a username and password to join ISE to the domain.
Join Domain
Please specify the credentials requined 1o Join ISE nade{s) to the Actve Directory Domain
* 4D Uses tiame | D\adminstratoe
B —
| Specify Organizatianal Unit
I Store Credertials |
2442
2443 8. Click OK.
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2447
2448
2449

2450
2451

2452
2453

DRAFT

Juin Operation Stalus
Status Summary: Successful
1SE Noge & MNode Status

CisCo-ise dipdr I Completed

9. Click Close when the join is finished.

2.16.5Policy Enforcement: Enable Passive Identity with AD

This configuration allows users to use Active Directory usernames/passwords as authentication for the
portal. The web portal will allow clients to download profiling software to ensure that clients have up to

date software and can be trusted on the network.

1. Navigate to Administration > System > Deployment.
2. Check the box next to ISE.

sttt dantity Sarvices Engine

=System | b identity Management  » Metwork Resources & Device Porlal Management  puGnd Services  » Feed Senice  » Theeat Centric NAC

Depioyment  Licensng  # Coriéicates b Logging b Mainfenance  Upgrade b Backup & Restore  » Admin Access b Settngs
DBeployment Deployment Nodes
aris e
. ?“'w P =
ot Pan J ot B Regster | By mam | [ eregeer
[ Hosinama | Parscras. Rale(s) Sanices.
%

3. Click Edit.

Show [ A B '-|<;'
Node Status
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2454 4. Check the box next to Enable Passive Identity Service.

"thtli \dentity Services Engine Hame: Gt Visbi 'O 5 Sl adminisiration [EERUSERRE License Warning dh

¥ identity Management  » Network Resowrces  » Device Portal Management  puGnd Serdices  » Feed Service  » Threat Centric NAG

nt Licensay b Cenficates  » Logging  » Mardenance  Upgrade  » Backup & Restore b Admin Access  » Settings

p——

Adminisiration

4w Manitonng
Fiie PRIMARY
Gther Manitoring Node
4w Poscy Servce
w Enable Session Servces |
Include Node & Node Group | None
Enabie Profiing Service
[0 Enabée Trveat Centnc NAC Serice
[l » Enable 5X7 Service |
] Enable Device Admin Senvace (|
@  Enabds Passive identity Senvce f

O putGndsi

2455
2456 5. Click Save.

2457 6. Navigate to Administration > Identity Management > External Identity Sources > Active
2458 Directory.

2459 7. Click the name of the Active Directory machine.

2460 8. Check the box next to the join point you just created.

wlelts \dantity Services Engine Home b ComextVisbdy  » Operstons s Poiey BRI

License: Waming 4

b System | v agement | ¢ Network Resources  # Device Porlal Management  pxGnd Senices  + Feed Senvice

reat Gentne NAG

b idertmes  Groups  Extemal ety Sources  Identty Source Sequences b Settings

External Identity Sources Active Directory
B Sfgr eadd Mber  nedsvien @ Adencsd Took « Scope Mode
(it W ]
]| Jom Polnt Hare » | Active Dienctoey Domain
W ADONS O IPDR

2461
2462 9. Click Edit.

2463 10. Click the PassivelD tab.
2464 11. Click Add DCs if there are no domain controllers listed.
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Add Domain Controllers

DC Host
ad-grs-supp i ipde
AD-DNS DI IPDR

ad-cnsdf o ipdr

2465

2466 12. Select the Active Directory domain controller.

2467 13. Click OK.

2468 14. Check the box next to the selected domain controller.

2469 15. Click Edit.

2470 16. Enter credentials for an administrator account.
Edit Item

2471

2472 17. Click Save.

2473 18. Click Config WM.

2474 19. Click OK.
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20.
21.
22.

23.

24,

25.
26.
27.

28.

‘5”__. Config WMI in process...

Configuration of WM has begun and will take some time.
Status wil be shown on completion. Run in background?

Click OK when this configuration finishes.

Navigate to Administration > System > Settings > Client Provisioning.
Set Enable Automatic Download to Enable.

aisea  1denity Services Engine Hume ¥ Comtext Visbiity w Administration » Work Ceniors

v i Operations o
*3ystemn b ideridy Managernerd  » Network Resources  » Device Portal Mamagemen!  pxGrd Services.  » Feed Service  » Thiea Centric NAC
Deployment  Licensing ¢ Gertificales  # Loggng  » Mandenance  Upgrade v Backup & Festore  » Admin Access. = Settings.

]

Chent Frovissaning
Client Provisioning
FIPS Mode
Socunty Settings * Enabie Provssioning.  Enabie
Alarm Satings * Enable Automatic Download: | Enatie = (i

* Posture

* Update Feed URL. | hisps updi |

Protiing * Native Supghcant Provesioring Policy Unavadable. | Appy Defined Authanzation Poliry =
» Protocols

Py Save | | Resst

SMTP Server &
SMS Gateway

System Time

ERS Settings.

Smart Call Home

DHCP & DNS Services

Max Sessions

Click Save.

Navigate to Administration > Identity Management > External Identity Sources > Active
Directory.

Click the Groups tab.

Click Add > Select Groups from Directory.

Click Retrieve Groups. (This should populate the window with the groups from Active
Directory.)

Select them all.
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29.

30.
31.
32.
33.

34.
35.

Select Directory Groups

This chalog 13 used to selec! groups from the Dreclory

Domain di.ipdr

Hame Fiter * | 510 Fimed *

FESENERNEEERREEREEAE

Retrieve Groups. | 68 Groups Retneved
Narm

D ceess Control Operators
DI IPDR)Busltin/Account Cperators
DLIPDR/Bultin/adminisirators

Dl IPDRBultinBackup Operators
DLIFDR/BuRin/Certificate Senice DCOM Access

DI IPDR/Buitin/Cryptographic Operators

DLIPDR/Bultin Distributed COM Users.

DI IPDR/Busitin/Event Log Readers
DLIPDR/Bultin/Guests

DI IPDR/Bustin/biyperV Administrators
DLIPDR/BultinS_IUSRS

Ol IPDR/Builtin/incoming Forest Trust Builders
DLIPDR/Builtin/Metwork Configuration Operators
DI IPDR/Builtin/Performance Log Users

Group SID

di \pdriS-1-5-32-578
i ipdri5-1.5-32.548
diipdrS-1-5-32-544
diipdriS-1-5-33.-661
dlIpdriS-1-5-32-574
di ipdr§-1-5-32-560
di.jpdriS-1.5-32-562
di.ipdri§-1-6-32-573
di.ipdriS-1.5-32-546
i ipdri§-1-6-32-578
di.ipdri5-1.5-32.568
diipdri§-1.5-32-557
di.jpdriS-1.5-32-556
di ipdri§-1.6-32-560

i

Group Type

BUILTIN, DOMAIN LOCAL
BLUILTIN, DOMAIN LOCAL

BUILTIN, DOMAIN LOCAL

BUILTIN, DOMAIN LOCAI
BUILTIN, DOMAIN LOGAL

BUILTIN, DOMAIN LOCAI

BUILTIN, DOMAIN LOCAL

BUILTIN, DOMAIN LOCAL

BUILTIN, DOMAIN LOCAL

BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAI
BUILTIN, DOMAIN LOCAL

BUILTIN, DOMAIN LOCAL _

Click OK. (If you add more groups to Active Directory they can be imported in the same way in
the future.)
Click the Attributes tab.

Click Add > Select Attributes from Directory.

Enter a username.

Click Retrieve Attributes. (This will populate the window with Active Directory’s available
attributes, so they can be used for policy in Cisco ISE.)

Click OK.

Select any desired attributes.
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Directory Attributes

Dy attributes selecled below will be available for wse as poicy condibons in

* Sample User or Machine Account | crscoizzadmin
Retrieve Atiributes.

[0 Name a T
L

| loganHaours

| mDBUseDefaulls
memberCf
msExchDumpsaterduata
msExchDumpstesWarninglucta
msExchHomeSenverName
msExchisarAcoountControl
Tame

chjeciCategory
objeciClass

ebectGUID

objuctSid

peimany GrouplD
protocoiSettings
podlasiSel
sAMAccountName

SAMArrnant Tuna

O
=]
m]
m
O
0
0
O
a
(m
(m}
O
m]
[m
|
M

36. Click OK.
37. Click Save.

vpe
UCIEI_SIRING
STRING
STRING
STRING
STRING
STRING
STRING
STRING
STRING
STRING
STRING
STRING
STRING
OCTET_STRING
STRING
STRING
STRING

1 palicy nbes

Exampie Value
(Binary Value)

TRUE

GH=Organization Management, OU=Microsoft Exchange Security Grow
31487280

20071520

(Mon-Displayable of XSS data)

o

ersconeadmn

CN=Person CN=Schema, CN=Configuration DC=DI DC=IFDR
fop

BETZZIADD0E06246664803CIB865A0CT
5-1-5-21-2803005080- 304658434524 197 365301 268

513

(Binary Value)

131BEMIB4H5AB4ET2

ciscaiseadrnin

ANEVARA

2.16.6 Policy Enforcement: Developing Policy Conditions

Navigate to Policy > Policy Elements > Conditions > Posture.

Expand the Posture section. This will reveal a list of categories for conditions. (Note: These

conditions allow you to select or define requirements that endpoints should meet. In typical

enterprises, these conditions can be used as requirements to gain network access—however,
this strongly depends on the capabilities of your network device.)

3. Asanexample, we will require that Cisco AMP be installed on all Windows devices. If you are

using a different anti-malware software, locate that instead. Click Anti-Malware Condition.
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@ Identily Senaces Engme

xﬁ

= » O & Notsecure | kips/cisco-ise.dilpdr/admin/#palicy/palicy_elements/policy elements conditions/posture/posture_am_condition o e

| el [dentity Services Engine

» Adminestration

» Work Centers LB License Wamng &

Dictionaries  » Conditions.

Library Conditions
Semart Conditions.
Time and Date
Prafiing

+ Posture

Anti-Malware Condition
Anti-Spyware Condition
Anti-Virus Condition
Appication Condition
Compound Conditicn

Diisk Encryption Condition
File Conditian

Firewall Condition

Paich Management Condition
Registry Condition

Service Condition

USE Candition

Hardware Altnbules Condibion

Policy Sets  Profiing  Posture

» Results

Chent Provisioning = Poficy Elements

Anti-Malware Conditions

J et odeadd Qyouptaate | 3 Delete

Name Desscription
O AMy_am_win_inst Any AM installation chedk on Win.,
O ANY_am_win_def Any AM definition check on Wind..
O Anvy_am_mac_inst Ay AM instaliation check on Mac
O AnY_am_mac_det Ay AM defisution check on Mac
O ciscoame Resquiires Creco AMP
Iy

Click here to do wirehess setup and vistility setug

Show [ Al i

Click Add.
Enter a name.

L X NV

Protection with the version number you have installed.

Enter a description if desired.
Select Windows All for Operating System.
Select Cisco Systems, Inc. for Vendor.

Under Products for Selected Vendor, check the box next to Cisco Advanced Malware
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2.16.7

No vk wNe

10. Click Submit.

"0sth: identity Services Engine Home  + Conlext Viskiity  + Operations @  censeWoneg 4

Policy Sets  Frofiing  Fosture  Chent Provistoning | = Folicy Elements
Click here to do wireless setup and wisibity setur
Dictionaries = Conditions » Results
[
o-
Aati-Malware Conditions List = Mew Anti-Malware Condition
Anti-Malware Condition

Library Conditions

Smart Congitions. e
“Name | CscoAMP
Tiene and Date
Prafi Description | Check for ciico AMP
Profiling
Pasn Comphance Module 4 x or later §
~ Posture

* Operating System | Windows All

AntMalwara Condition
Anti.Spyware Condition Vendor |C

Anti-Vinues Condition Check Type (#) Installation () Definition

Application Candition

Compound Condition * Products for Selected Vendor
Disk Encryption Canddion Product Name « Version Remediation Support  Definition Check Latest Definition Date Latest Dedindtion
e [0 ANY ANY A YES
File Candition 5
] Cisco Advanced Matware Frotec.. S NO YES 02182018 T 19603
e leit i [¥] Cisco Advanced Matware Protec..  Gx NO YES 02182018 7.79603
Patch Management Condibon
Regatry Condition
Service Condition
USE Condition i3
Hardware Attributess Condition

Policy Enforcement: Developing Policy Results

Navigate to Policy > Policy Elements > Results > Posture > Requirements.

Click one of the black arrows next to the Edit link, and select Insert New Requirement.
Enter a name.

Select Windows All for Operating Systems.

Select 4.x or later for Compliance Module.

Select Temporal Agent for Posture.

[-[e T
& Igentity Services Engine x e
« C A Notsecure | hites//dsco-isediipdr/admin/#palicy/policy elements/policy_ elements_ conditions/posture/posturs_am_conditior it B

Select User Defined Conditions > Anti-Malware Condition > Cisco AMP (substitute Cisco AMP

with the name of the condition you just created).

Select Message Text Only for the Remediation Action. (Other remediation actions can be

defined by going to Policy > Policy Elements > Results > Posture > Remediation Actions, but

there is not an option for Cisco AMP to be installed, so we leave the default for now.)
Enter a Message to inform the user that they must install Cisco AMP.
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@ identay Sanaces Engane. x

+ C A& Notseure | bitesy/dsco-ise.diipdn/admin/#p

&

"ieh’ Identity Services Engine Home b Context » Admmsiraton » Wor

Palicy Set: Profil Posture  Clent Prowsioning v Policy Element
S = L Chk here t0 do wirekess setup and visiiity setup Do not show
Dictinanes  # Conditions = FResults
o ANY _arv_win_inst et Message Text Only
¥ Authenticathon Any_AV_Defintion_Win Windowrs Al 3xof eatier AnyConnect
ANY_any_win_de! AnyAVDefRemediation'Vi
b Autharization =
Any_AS. Instalation_Win Wandkws Al 3 of eadlier AnyConnect
¥ Profiling ANY_as_win_inst T Message Tex Only
Any_AS_Definition_Win for Windaws Al I xor earier i AnyConnect
= Posture ANY_as_win_def 10 AnyASDefRemedition W
n
~ Remediation Actions & [ avp_crecs | e [Widows At % | using [ o laer =] g | Temporal Agers =] metdt
Requirements | Csconme < [Tthen | message 1
Any_AV_installation_ac Mac 05X 3x of earber AmyConnect
» Clien Provistoning ANY_ay_mac_ingl Message Test Only
Any_A\_Definition_Mac Mac 05X 33 or earlier 3 AnyConnect
ANY_av_mac_def hen AnyAVDefRemediabonMa
¢
Any_AS_Instalation_Mac Mac 05X 3% or earlier AnyConnect
ANY_as_mac_insl fen Message Text Onty
Any_AS_Defniion_Mac Maz OSX 33 or aattier AmyConnact
ANY_as_mac_del i AnyASDefemedalionhta
c
Any_AM_instaliation_Win Windaws A 4% o Later AmyConnect
ANY_am_win_inst Message Text Only
Any_AM_Definition_Win Windows Al 4 or tater : AmyConnect
ANY am win def then AnyAMOeRemediationyVi

10. Click Save.

2.16.8 Policy Enforcement: Enforcing a Requirement in Policy

Navigate to Policy > Posture.

Click one of the black arrows next to the Edit link, and select Insert New Policy.
Enter a name.

Select Windows All for Operating Systems.

Select 4.x or later for Compliance Module.

Select Temporal Agent for Posture Type.

No vk wbhR

Select Cisco AMP (substitute Cisco AMP with the name of the requirement you just created).
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@ Idenby Seraces Engane o

€ & C & Notsers | bitpsy/dsco-isediipdr/admin/#policy/policy_posture * O

Policy Sets  Profiing  Post Chent Provisioning - » Policy Elements
e Chcik hare 00 do wirekess sefup and visiblity setup Do not show
and Mac O5X i 4 X of later and Tempoeal Agent and P g e se——
ac_temnparal
and e Ay AM_Installateon W
n

||||| i then Cisea AMP

-m:omm:m c)Moswm f}a_

||||| d e Default_Apghis_Reguir
ement_Mac

LTI R G B E

2542

2543 8. Click Done.

2544 9. Ensure that the green checkboxes next to the rules you wish to apply are the only checkboxes
2545 enabled, as anything enabled will be enforced.

2546 2.16.9 Policy Enforcement: Configuring a Web Portal

2547 1. Navigate to Administration > Device Portal Management > Client Provisioning.
2548 2. Select the Client Provisioning Portal (default).
g Clier i ng  Mobile Device My Devices  Custom Portal Files  » Setings

Client Provisioning Portals

i can edit d customize the difaull Chert F and create additions

2549
2550 3. Click Edit.
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4. Under Portal Settings, go to Configure authorized groups and select the groups that should
require a Cisco ISE client.
5. Enter a domain name for FQDN, and add it to your DNS.

License Wamng &

¥ Feed Serice ¢ Threat Gendne NAG

Admintstratien > System > Certificates >
System Certificates

Aumhertication methed: *  Certificate_Request_Sequence
Administration > identity Management >
Identity Source Sequences

Avatatie

# Choose all

Fully quaiied doman name (FODN)

6. Click Save.

2.16.10 Configuring RADIUS with Your Network Device

Cisco ISE requires a Remote Authentication Dial-In User Service (RADIUS) session for posture to
function. Posture refers to ISE’s ability to check that a machine complies with a specified policy, which
may be based on the operating system (OS) and may contain requirements such as installation of
certain security applications or the presence of configuration files. Machines that are not in compliance
can be kept separated from the network. The process for setting this up varies widely among machines,
but the overall requirements have commonalities among systems.

o The Network Device (i.e., the router or switch) must support RADIUS functions, specifically
Authentication, Authorization, and Accounting. Furthermore, it must also support CoA, which
is Change of Authorization. To configure this, you must configure your network device to use
Cisco ISE as a RADIUS server. What this means is that your network device will forward
authentication requests to Cisco ISE, and Cisco ISE will respond with an “accept” or “reject.”

e The Network Device must support some form of 802.1x. Note that this is not supported on
certain routers, even if RADIUS is supported. 802.1x is a mechanism for authenticating the end
workstation to the network device, potentially over wireless or through Ethernet.
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2571 a. This can take various forms, such as a captive web portal, MAC address authentication,
2572 or user authentication. A captive web portal, if the device supports it, may be ideal for
2573 configuration without the correct hardware.

2574 b. There are also many switches that provide direct 802.1x username/password

2575 authentication. Note that if you choose to use this mechanism, a client is still required,
2576 and it will not be in the web browser. Windows has a built-in 802.1x client, which can be
2577 configured on network adapters under the Authentication tab. To enable it, you must
2578 first start the service Wired AutoConfig, and then the Authentication tab will become
2579 available for configuration.

2580 c. Whatever form of 802.1x is chosen, the request for authentication must be forwarded
2581 to Cisco ISE. Cisco ISE will process the request for authentication.

2582 e The two steps above detail the authentication phase. Once authenticated, the network device
2583 must redirect the user to the client provisioning portal (or to a guest portal), depending on the
2584 setup. The URL for this can be acquired from the active Authorization Profile in ISE.

2585 e The user will then authenticate to the Guest Portal or Client Provisioning Portal (depending on
2586 your setup). The portal will prompt the user to download an executable, which will run posture.
2587 e The executable will first check for the existence of a RADIUS session in Cisco ISE for the user
2588 who downloaded the executable. It will primarily check the MAC address that visited the ISE
2589 web portal against the MAC addresses of existing sessions. If and only if a session exists, it will
2590 run posture based on the policy you set up. You can verify that a session exists by navigating to
2591 Operations > RADIUS > Live Sessions.

2592 2.16.11 Configuring an Authentication Policy

2593 1. Navigate to Policy > Policy Elements > Results > Authentication > Allowed Protocols.

2594 2. Select the Default Network Access protocol or create your own.

2595 3. Ensure that any protocols that need to be supported for your network setup are allowed. In
2596 particular, if using 802.1, it is likely that you should check the box next to Allow MS-CHAPv2.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 365



2597
2598
2599
2600
2601
2602
2603
2604
2605

DRAFT

Policy Sess  Profiling Posture  Glient Provisioning
Dicticnaries  » Condiions  ~Resulis

¥ Client Provisioning

(]

=]

HEE

=

bl A i _ —
et Identity Services Engine Home: 3 Corles

cols Ser

» Work Centers @  Licensewaming &

~ Policy Elements

5 List > Defalt Network Access

» Authentication Afowsd i i
oW Protocols
¥ Authorization Wame | pefauk Netwark Access
Deserphon | Defauit Allowed Protocol Service
+ Profiling
* Posture

w Allowed Protocols

Authentcation Bypass

Process Host Lookup

Authentication Frotocels

Adiow PAPIASCH

Allow CHAP

Allow MS-CHAPVY

1 Allow EAP.TLS

1 Alew Authentication of axpirad cemficates to allaw cerificate renawal im Authenzation Pobey (|

=
' Enable Siateless Session Resume

Click here 16 6o wirehss selup and visibilty setup Do not show

Click Save.

Select the default policy.

No v ks

created/edited.

Navigate to Policy > Policy Sets.

Ensure that the Allowed Protocol selection matches the allowed protocol you just

8. Expand the Authentication Policy section, and select the ID stores from which to authenticate

users. For example, if you set up an Active Directory integration, it may be desirable to

authenticate users from there.
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9.

L
& T A Mot secure | hitps//dsco-isediipdr . w 6
i
e

. License Wasmng 4L

Click here to do wireless sefup and visinlity setup

Policy Sets = Default m

Status  Policy Set Name Description Conditions Allowed Profocols / Server Seque:

Defaul Disfaut pabey set Dietault Network ACcess

¥ Authentication Policy (1)

+ Status  Rule Name Conditions Use Hits

¥ Options

* Authorization Pol icy - Local Exceptions
¥ Authorization Puoficy - Global Exceptions

P& dnarivatinn Dalie (71 [6

Click Save.

2.16.12 Configuring an Authorization Policy

1.

o vk w

The Authorization Profile is likely dependent on your network device, but it is possible that the
Cisco_Temporal_Onboard profile will work even for non-Cisco devices. You can edit the
authorization policy by navigating to Policy > Policy Elements > Results > Authorization >
Authorization Profiles.

The temporal onboard profile will attempt to redirect the user to a client-provisioning portal.
This redirection will most likely happen only automatically on compatible Cisco network devices.
If another device is used, the device may need to manually redirect the user to the client-
provisioning portal after authentication. (We accomplished this in pfSense for our build by using
a “post-authentication redirection” feature in the Captive Portal.)

Once you are finished configuring the Authorization Profile, navigate to Policy > Policy Sets.
Select the default policy.

Expand the Authorization Policy section.

Note that you can configure this for as many groups and conditions as desired, potentially
specifying different authorization profiles for various user groups or levels of authentication,
including unauthenticated access. Under Results > Profiles, you can select the authorization
profiles you configured.
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A Wanihy Sendoes Englne # —

€ = C A Notsecure | hitps//dsco-isediipdr/admin/#palicy/policy arouping new

| ‘il Identity Services Engine Hame

Palicy Sets | Prafiling  Posture:  Chent Provissanang ¢ Paolicy Elements

¥ Authentication Palicy (1)

> Policy - Local £

¥ Authorization Policy - Global Exceptions

w Authorization Policy (2)

Statws  Rule Name Conditions
earch
@ Baskc_Authenticated_Access B machineuserah
@ et

Results
Profiles

| Gsco_Teanpocal_Onboard

« Cisco_Temporal_ Dnboard

Click here 1o do wireless setup and visibility setup Do nol sfioe

Security Groups Hits S

= Unimown

7. Click Save.

2.17 Tripwire IP360

This section details installation and configuration for Tripwire IP360.

2.17.1 Installation

1. Move or copy the Tripwire IP360 Virtual Machine into your virtual environment; start Virtual

Machine and observe its successful start-up.
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2632 2.

2633
2634

2635
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2636 4. Use the command system hostname update <hostname> to update the system’s hostname in

2637 accordance with your environment’s naming scheme.

[drm] Hax dedica
 is 28488
URAM at Bxc8ABH888 28488 kiB
[drm] MMI0 at BxfcBBOBER s s kiB
Idrm] global init
[TMM] Zone kernel
[TTM] Zone  dma3: gre
[TTH] Initiali 1lacator
[TMM] Initializing DM pool allocator
[drm] Supports vblank timestamp caching Rev 2
Idrm] M r suppart [ lank timestamp que
6585381 [dem] S =t Display device initialized
6585511 [drm] width 1288
6506611 [drm) height 768
6588811 [drm] bpp 3
6516371 d: Fifo ms B>48848888 min BxABB81888 cap BxBEBBAT7{
fdrm] Using co buffers with DMA pool
[drm] DX: no
fbcon: sugadrmh (Fb@) is primary
Co e: suitching to col e ffer d e
[drm] Initi i 1 21 for B88A
random: fast
Floppy drive(

with ordered data m
Mounted roc
Switching root

ion 147
ler
: crng init d
8436261 piix4_smbus A9PA:08:87.3: SMBus Host Controller not enabledt
38516581 vm_umci BP8:8A:87.7: Found UCI PCI device at Bx11888, irq 16
wm_umci B8BA:BA:E7.7: | lities 8
Guest pers aliz s active
I host umci, major=18, ®
Initiali
input: PC k v atfarm/pespke
FUJITSU e Network De Copyright (c) 2815 FUJITSU LIMITED
c1868: Inte Network Driver - vei NAP
e1888: Copyright 2886
1080 BARA:H2 ¢ ha: (PCI bit) B8:58:5
1888 BABA ] R) PRO1888 Hetwork

ppdev:

Setting hostname localh
hecking filesystems

2638
5. Use command network interface update <interface> <IP>/<Broadcast IP> to update network

interface information in accordance with your environment’s network.

Stopping he

Paint...

already

Point Gateway..
is alre

not need t
activity
0 Acce:
int
R
int Gateway is already running.
vents [
[
Hemory
[
[
IP368 Event Daemon build # starting up
he: V4.6

[
[
[
[
[
[

[
annot translate ‘wne-934358a2° to FQDN name r = nat known
14 daemon with http interface at [localho

liance
login: admin

934351
ommand sucs
934358a. rface update eth8 192.168.1.144,255.255
1 e1888: ethd [ Up 1888 Mbps Full Duplex, Flow Control: None
ADDRCONF (NETDEU_UP): eth@: link is not ready
ADDRCONF (NETDEU_CHANGE) : eth8: link becomes dy
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Use command network route_default create <gateway> to update the system’s default
gateway information in accordance with your environment’s network.

P .
already running.
Point Gateway
ateway is already running.

to start
ty data collector (sadc)...
P

ady running
Tripwire Axon Ac Point Gate
A Ac Point Gateway i
d udev events

ndy running

vent Daemon build # star

arting axon-agent
n-data-1
n-data-tra

need to start

tr late " to FQDN na

not knowm
t 5.14 daemon with http inte at [localho

ttyl
: update tw368.di.ipdr

> network interf update thd 192.168.1.144.255
1 e18688: eth® NIC Li Up 1888 Mb) Full Duple:
H DDRCONF (NE UP): ethB: link is
: ADDRCONF (NETDEU_CHANGE) : ethB: link

.255.8
Flow Control: Hone
not

Kk route_default create 192.168.1.1
eth® NIC Link is Up 1888 Mbps Full Duple:
DDRCONF (NE ) the: link

» Flow Control: None
¢ ADDRCONF (NE A i etha:

is not read
link becomes ready
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7. Use command system nameserver create <nameserver IP> to set up the DNS server.

sy is already rumning.

. Memory
[
nortd : [
starting [INFO1 IP368 Daemon build # starting up
[INFO1 wnclib: U?.48 and libche: V4.6

arting axon
axon-d loader:
m-data-transformer
am-1iste

not need to start

: [

nnot translate 'wne-93 2" to FQDN name - or service not known
= at [localhost]:2:

12 on ttyl
update tu36B.di.ipdr

> ethd 192.1 1.144¢
Up 1888 Mbps Full Duplex, Flow Control: None
1P A ONF 1 ethB: link is not ready
IPu6: ADDRCONF (NETD! ANG ethB: link omes ready
d.
twork route_default create B
ethdé NIC L Full Duplex, Flow Control: None
ADDRCONF (NETDEU_UP) : eth@ is not
87881 1Pv6: ADDRCONF (NETDEV_CHANGE) ink be: s ready

sm name server create 192.168.1

A.di.ipdr> = 192.168.1.12
onmand s
tw36B.di. ipdr> _
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2639 2.17.2 Web Portal

2640 1. From a web browser that can access the newly installed machine’s IP address, navigate to the IP
2641 address and log in using the updated credentials from the setup process.

/ [ Authonzation x N

L C | A Notsecure | httpsy//192.168.1.144/indexice

TRIPWIRE®

$(P360

ip360@tripwire.com

ssssacessasases

© 20092017 Trigwie, loc. Trowine, inc. Use-of ths sollwass i subsect 1o Koanse resirictions, s4e
mn-mhmm‘-

2642
2643 2. Check the box next to | accept the above User License Agreement.

'D Tripwire VnE - License A= X

L C | A Notsecure | https//192.168,1.144/vne/eula/

TRIPWIRE®

$IP360 o e

IMPORTANT INFORMATION

TRIPWIRE SOFTWARE IS LICENSED, NOT SOLD. USE OF THIS SOFTWARE IS
SUBJECT TO LICENSE RESTRICTIONS. CAREFULLY READ THIS LICENSE
AGREEMENT BEFORE USING THE SOFTWARE. USE OF SOFTWARE INDICATES
COMPLETE AND UNCONDITIONAL ACCEPTANCE OF THE TERMS AND
CONDITIONS SET FORTH IN THIS AGREEMENT. ANY ADDITIONAL OR
DIFFERENT PURCHASE ORDER TERMS AND CONDITIONS SHALL NOT APPLY.

END-USER LICENSE AGREEMENT ("Agreement")
Clicking "accept" or installing and/or using the Software (defined below) establishes
a binding agreement between Tripwire, Inc. ("Tripwire") and you as the person or
entity licensing the Software ("Customer”); provided that if you are accepting this
Agreement on behalf of a legal entity, you represent that you have the authority to
£

B canch actii Ea Shis A ok thao b, " x

¥ I accept the above User License Agreement Next
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2644 3. Click Next.
2645 4. Browse to location of downloaded license file.
You must install a valid IP360 license in order to use IP360.
License Update
License file: NCCOE VnE EV.NFRIP360.100json | Browse || install |
2646
2647 5. Click Install.
2648 6. Tripwire IP360 should now be installed and running.
<& jop x| o b B
.‘"‘I"i’,“éso s A ® W 2 & °
scgms Aﬂ&'rs m;.;w HEPL%IHNG Fooc:vs m ‘
SCANNING Al
(% SCHEDULED SCANS = ) 2 @ 22)
] Name “*  Scan Profile Network Pool Type Status
£ 1 >
@ add [ Jort
2649 R TR ™
2650 2.17.3 Scanning
2651  This section details instructions for using Tripwire IP360 to run a scan on enterprise systems. The
2652  specific details of the scan will vary based on each enterprise’s security needs.
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2653 1. Navigate to the web interface and log in.

& Authorization x

TRIPWIRE®

P36

ip360@tripwire.com

.....l.........l - ‘

©2003-2017 Tripwire. inc. Tripwire. inc. Use of

2654
2655 2. Navigate to the Scanning tab.
TRIPWIRE i
. Legacy ul Ncuﬁaabms Help Settings Defaun Lugoul
® & * EN Q m
SCANNING AGENTS TRIPWRE ENTERPRISE REPORTING FOCus
SCANNING
i SCHEDULED SCANS o1 (Y= | 2 @3
[] » windows10-1 Trpwire: Standard Profile windows10-1 w360 Recurring
2656 (@ b Jo > |
2657 3. Click Add.
2658 4. Complete the information regarding the new scan according to the preferences of your
2659 organization.
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Add New Scan

Name (defaulits to Network Name if unspecified)
(ad-ans ]

Scan Profile *

Status

; Tripwire: Deep Scan Profile

®Add £ Edit

Network *

[ snam

192.168.1.12

@ Add 2 Edit

Appliance Pool *

[ waso

®Add £ Edit
On Demand
on

5. Observe successful scan activity.

® Cancel @ Finish

® Add

1 of 1

I SCAN ACTIVITY

L Name Duration End Date ~
[1» addns 1 minute
[J» windows10-1 5 minutes
[]» scanning-ping-port 3 minutes 719119
[]» scanning-ping-port 2 minutes 7919
[] » scanning-ping-port 2 minutes 71919
[J» scanning-ping-port iminute  7/919
[1» scanning-ping-port 71919

# NETWORKS
B Name * IPICIDR Asset Value
[]» ad-dns 192.168.1.12
[ » windows10-1 192.168.1.138

1909

200

Hosts Score Result |

1-20f2

In Progress (1%)
Paused (0%)
Finished
Finished
Finished
Finished

Failed

AL

e
22 i

=~

Status
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2662 2.18 Integration: Tripwire Log Center and Tripwire Enterprise

2663 1. Create a user account in Tripwire Log Center by logging into Tripwire Log Center Console.

File View Options Help

QAN A5 08 WIRS B OE| O mefitr 24k ~

Administration Manager

2664 status; Current | User: administrator
2665 2. Click the Administration Manager button.
2666 3. Click User Accounts.
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File View Options Help

‘R TQ% L@ WmMYHODL PTG O Timefiter 24Hours

&8 &8 B

[ Admin View- 1Users
ID¥ MName T Full Name ¥ Description W LastLogin
1 administrator administrater Default Global Administrator Account  08/06 12:35:56

2667 (&5 Administration A% | user: administrator
2668 4. Click the Add button.
2669 5. Enter the details of the user.

2670
2671 6. Click Add.
2672 7. Double-click the user account.
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Audit Logger Permissions

General |n User Groups |o Infl:ln'r\a‘tn:ln—lgI Permissions 5_ Database Permissions

Full name

Description

Phone

[v]

|
|
Email |
|
|

Phene

[v]

Authentication

validIPs |

Authmethod | Tripwire Log Center [ v

External User |

Account is Disabled [

| Ok | | camcel |
2673
2674 8. Click the Permissions tab.
a User Name | tweuser |
? Manager Permissions |E Audit Logger Permissions
General |n User Groups |° Information éJ Permissions Database Permissions
g &
Name Description
2675
2676 9. Click Edit list of permissions.
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2677 10. Select Databases.

Name Description
\iew System Databas  Allows the user to view the System Database dat

—[7] Discovered Assets

2678
2679 11. Check the box next to View System Database.
2680 12. Select APIL.
Name Description
Allow REST APl Logon  Allows the user to connect using the REST API.
It
—[] Discovered Assets
2681
2682 13. Check the box next to Allow REST API Logon.
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a User Name | tweuser

> Manager Permissi | Audit Logger Per
General Lﬂ User Groups |° Infc i @J Permissi Datab
2|9 &

Mame Description
p View System Database  Allows the user to view the System Database data.
Allow REST APl Logon  Allows the user to connect using the REST API.

14. Click OK.

15. Click OK.

16. Log in to the Tripwire Enterprise web console.
17. Click Settings.

ripwire Web Console X

< c ‘ A Not secure | hstps/tripwire-e/console/app.showApp.cmd 1}‘ H

T
@ENTERPRISE HOME | MODES | RULES | ACTIONS | TASKS | POLICIES | LOG | REPORTS | SETTINGS

% Refresh [ Help [ Logout

Bl User Preferences

Table page size: (1-500)
Differences
9 D System Refresh rate: (5-3,600 seconds, 0 to disable)
Y Preferences Max version display: (Kbytes)
5k Log Management Max element name display width: [0 | (characters, 0 to disable)
13, Database Max description display width: [0 | (maximum display for description columns, 0 to view first line)
&z Severity Ranges
2> Giobal Variables # Always login to Home Page
Eg Approval Templates [ Display exact table count

L5} E-mail Servers
(&% Configure TE Consal
Import Seffings

Display elements
() Only within node property editors
1 @nly within the Node Manager

[z3) Export Settings -
] Support Gata (® 1In both locations
9 [[]) Administration T
(5 PostRemediation Se ] Animation
fip Users [| Dissble Multi-Expand
i User Qroupe || Enable Tree Filter Field :
4] Home Pages
Gy Roles
Lh, Login Method ¥ Detailed node view
RpLicenses [#] Open property editors to the last sheet visited
{9 L] Custom Properties #| Display remediation disclaimer in popup
[ Version Properties #| Display automated remediation disclaimer in popup
[% Element Properties

&5 Node Properiies Apply

= [L) Monitering

kel

(553 Criteria Sets
[ File Systems -
< »
Settings Manager Last Axon Agent config: 16 hours ago (Sep 6, 2018 lz:i;biii‘éﬁie |‘v'm£b€lﬁh'ﬂ§istramr

GO 1o System in Control Panel i |
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18.
19.
20.
21.
22.

23.
24,

25.

Go to System > Log Management.

Check the box next to Forward TE log messages to syslog.

Enter the hostname and port of the Tripwire Log Center server. The default port is 1468.
Check the box next to Allow TE to use information from Tripwire Log Center.
Enter the service address like this: https://arcsight-cons.di.ipdr:8091/tlc. Replace the hostname

with the hostname of your Tripwire Log Center server.

Enter the account information of the account just created for Tripwire Log Center.

You can use Test Connection to verify that the connection is working.

@ Tripwire Web Console

*

B-1=1=

< C | A Notsecure | hitps;//tripwire-e/console/app.showApp.cmd

T

@ENTERPRISE HOME | NODES | RULES | ACTIONS | TASKS | POLICIES | LOG

Y

REPORTS | SETTINGS

43 Refresh [ Help (] Logout

b2 Severity Ranges
(g2 Global Variables

[ Approval Templates
3 E-mail Servers

1% Configure TE Consal

Settings
o @ Tripwire Log Management Preferences
5 [ User
55 Pref

{jp Preferences ¥ Forward TE log messages to syslog
[ Diferences

o ) Syetem Transport protocal: | TCP ¥
[ Preferences Host: arcsight-cons. di.ipdr
Port: 1468
1 Database :

Test Connection]

« Allow TE to use information from Tripwire Log Center

Service address: |https://arcsight-cons.di.ipdr:8091/tic

=[] Custom Properties
[ Version Properties
[ Element Properties
& Node Properties

= [ Monitoring
=G| Custom Node Types
(£ Criteria Sets
%%, File Systems. -

»

Settings Manager

User name: tweuser
Ed Import Settings
E‘ Export Setfings Password:  ssssssssssssans
=] Support Data Confirm: ~ [seessssasneens
&[] Administration Test Connection
(3} Post-Remediation Se
(flp Users
&User Groups Apply
4] Home Pages
K Login Method
fpLicenses

Last Axon Agent config: 16 hours ago (Sep 6, 2018 12:00:11 AM} - | User: administrator

Click Apply when finished.

26. Go back to the Tripwire Log Center Console.
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File View Options Help

‘@TQ%M AH@ P EWMHYDY &G & © i TimeFiter 24Hours ~

27. Click Configuration Manager.

28. Click Resources > Tripwire Enterprise Servers.

File View Options Help

‘@FTQ% 25 @ 2 WHYDGL @O L D Tmefiter 24Hours

Resource View - O Tripwire Enterprise Server

Drag a column header here o group by that calumn.

bk

Name

¥ URL 7 User Name 7 Enabled for Asset View 7'

1\ Manager Statis: ot Girreht|[Lser:Adrinistrato

29. Click Add.
30. Enter a name for the server.
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2705 31. Enter the URL of the Tripwire Enterprise server.
2706 32. Enter the name of a user account on the Tripwire Enterprise server. The account must have the
2707 following permissions: create, delete, link, load, update, view.
> Tripwire Enterprise -
Name Tripwire

Base URL | hitps:/tnpwire-e.di.ipdr
Username | tlcadmin
Passphrase

IUse this server for Asset View [
Cryptographic Protocols
I ssLa [T Ts10 T TLs11 T TLS12

g’ Tripwire Enterprise Server connection successful. %

2708
2709 33. Click Save.

2710 2.19 Integration: Tripwire Log Center and Tripwire IP360

2711 2.19.1 Configure IP360 and Log Center

2712 1. On the Tripwire Log Center Manager machine, navigate to C:\Program Files\Tripwire\Tripwire
2713 Log Center Manager\Agent Services\config.

2714 2. Copy bridge_sample.properties to bridge.properties.

2715 3. Modify the Pre-Shared Key to use a password by changing the following line (be sure to remove the “#”
2716 sign):

2717 tw.cap.bridge.registrationPreSharedKey=newpasswordhere

2718 4. Save thefile.

2719 5. From the command line, run the following two commands:

2720 > net stop TripwireBridge

2721 > net start TripwireBridge

2722 6. On the Tripwire IP360 machine, from the command line, enter the following command to
2723 specify the hostname of the Tripwire Log Center (TLC) machine:

2724 > tlc config bridge host update <hostname>
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10.
11.

12.
13.
14.
15.

Enter the following command using the preshared key specified earlier:
> tlc config bridge password update <password>

Enter the following command to start the TLC service on the IP360 machine (this will use port

5670 on the TLC machine by default):
> system service tlc enable

Download the “Content update—June 2018” package from the Tripwire Customer Center.

Open the Tripwire Log Center Console.
Enter the username and password.

TRIPWIRE®

gl Tripwire Log Center Login -

®L0CCENTER — widc
Authentication Type | Internal E

Username administraior \r)l, More

PESS'WI'CI H—i—iﬁi—iﬂﬁﬁ-ﬂi

Version: 7.3.1.117 2]
Click Login.

Click Options > Import TLC Content > Content.

Select Use a custom file.

Click Browse, and locate the zip file downloaded from the Tripwire Customer Center.
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File View Options Help

QFQ% 00@? MIP O PO L O Tmeter MHous -

A Security & Compliance Content File (or ‘Cantent File' zip format) contains a callection of TLC content, such as Normalization Rules and Tasks
In this dialog. choose to import content from the latest default content file provided by Tripwire or a custom content file created by someone in
your organization
Select the Security and Compliance Content File
O Download via the Web the latest defautt file from Tripuire

O]l fle |C

Last successful update: 6/18/72018

Select and Import content
- Normalization Alizses
~I- Normalization Rules

[[import | hame: Revision Date_| Revision |
410 Networks 5142018
Adiscon EventReporter 5142018
Adiran Nef¥anta ADS 5472018
AIDE 5142018
Alcatel OmniSwitch A0S 5472018
Alcatel VAFi 5042018

Status | Detalled Status |
Impart Status

2738
2739 16. Expand the Normalization Rules section.
2740 17. Check the box next to Tripwire IP360 VnE.
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File View Options Help

‘@FQ% 109 9F WHDI P L O Tmefiter 24Hous  ~

yeur organization.
Select the Security and Compliance Content File

In this dialog, choose to import content from the Iatest default

A Security & Compliance Content File (or ‘Content File'; zip format) contains a collection of TLC content, such as Normalization Rules and Tasks.
‘content file provi i

© Download via the Web the latest default file from Tripwire

Tripuire or a custom content file created by in

®@u fle | C:

|| Browse.

Last successful update: 61182018

Select and Import content

[ import | Name
O

Revision Date | Revision |
1

Trend Micro
Tripp Lite BOS6 Series
Tripwire CCM
Tripwire Enterprise
Tripwire

5i4j2018
5i4/2018
5i4/2018
5i4j2018
5i4j2018

[

Status | Detalled Status |
Import Status

18. Click Import.

2.19.2 Collect Tripwire IP360 Operational Logs

1. Click Configuration Manager.
2. Click Resources > Managers.
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File View Options Help

‘@ca% 2 p B WYL @O L @ Timefiker 24Hous v

Resource View - 1 Managers

Drag a column header here to group by that column

DY  Neme ¥ 1P T Status ¥ Description
» 1 Frimary Manager _arcsight-cons.diipdr Current  Primary Manager

4 Tripwire Enterprise Servers
& Active Directory

2746
2747 3. Double-click the Primary Manager.
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[File| View Options Help

‘RTQMN A5 @9 MYDY G O Z ©  Tmefiter 2Hours ~

Name \Prirnﬂyhhmger ‘

Description | Primary Manager ]

€ Audit Logger Advanced Setings =] Permissions [@ Asset-C fion Rules
[] Settings |4 installed Modules [I¥% Email &) Logaing | ication |8 Provmy | Network Callector |f File Collector |dy Advanced Windows Collector

Host Address arcsight-cons.dipd]

877

Activate Windows

Go to System in Control Panel to activate]

2748 B Conruration @@ Warsger-r.]

2749 4. Click the Installed Modules tab.
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File View Options Help

‘@FQ%N RO @Y WHDG: @A E O Tmefiter 24Hous -

Name | Primary Manager |

Description | Primary Manager |

5} Audit Logger Advanced Setiings =] Permissions & Asset-C fion Rules
|G Settings | @ Installed Modules | Email [%) Logging | (@ ication [ Proxy |13 Metwork Collector [f] File Collector [y Advanced Windows Collector
I X2 X I

D Enabled Name Type
»i 1 True I Wetwork Collecior “FLE Tletiiork Caliecior

37 Trie FLE WinLog Callecior TLE WinLeg Calector

3 @ True TLC File Collector TLC File Collector

4 @ True Advanced Windows Collector Advanced Windows Collector

5 @ Tre AdvancedFile Collector  Advanced File Callecor

6 @ True Schedule Engine TLC Schedule Engine

7 @ True License Service TLC License Service

8 @ True Correlation Engine TLC Correlation Engine

9 @ True Audit Logger TLC Audit Logger

Activate Windows

Go to System in Control Panel to activate:]

2750 [N Corfigurotion |[@@Manager P

2751 5. Ensure that there is an Advanced File Collector. If not, click the Create new module button, and
2752 specify a name. Set the type to Advanced File Collector. If there is an Advanced File Collector,
2753 skip this step.

2754 6. Click OK.

2755 7. Click Resources > Asset Groups.
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File View Options Help

QFQ% 00@? MIP O PO L O Tmeter MHous -

—« Tripwire Enterprise Servers
—J& Active Directory

Classification

Resource View - 8 Asset Groups

Drag a column header here to group by that column.

0¥ MName v Description

1 Auto-discovered Assets  Auto-discovered Assets

2 System Group
Firevall Devices
DS Sensors
VPN Concentrators
Windows Systems
Heartblesd
ShellShock

8. Click Add.

9. Enter Tripwire VnE Managers in the Name field.
10. Click the Normalization Rules tab.

9 Monitored Assets | £.J Normalization Rules |5 Advanced Collector Collection |

The order below determines the priority in which the Nermalizatien Rules will be selected to process inceming log messages

+ %

Enabled ¥ Action ¥ Rule ID ¥

Name

11. Click Add.

12. Expand the Tripwire IP360 VnE group.

13. Click the Check selected rows button at the top to check the box next to everything in this

section.
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Assigned ¥ Enabled ¥ RuleID 7

Group Name :
Group Name :
Group Name :
Group Name :
Group Name :

Group Name :

Linux Debian (55 items)

Microsoft Exchange Server (17 items)
Microsoft SQL Server (222 items)
Microsoft Windows 10 (238 items)
Tripwire Enterprise (115 items)
Tripwire IP360 VnE (157 items)

Tripwire I[P360 VnE An Array Drive Has Failed
Tripwire |P360 VnE Attempting System Upgrade
Tripwire [P360 VnE Calculating Backup

Tripwire |P360 VnE Certificate Verification Error
Tripwire IP360 VnE Config File Imported on Upgrade

2765
2766 14. Click OK.

The order below determines the priority in which the Normalization Rules will be selected to process incoming log messages

& %
Enabled ¥ Action ¥ Rule D ¥ Name
n’ True  log 78128 Tripwire IP360 Vnk v7.4 Posth Terminating
@ Tue g 378138 Tripwire IF360 VnE v7 £ Postix Daemon Started
@Tre  log 278127 Tripwire IP360 VnE v7.4 Postfix Starting
@Tre  log 278124 Tripwire IP360 VnE v7.4 Failed Login User Unknown
@Tue  log 278119 Tripwire IF360 VnE v7.& Onebox Starting First Boot Configuration
@Tue  log 278121  Tripwire IP360 VnE v7.4 Onebox Already Configured
@Tre  log 278120 Tripwire IP360 VnE v7.4 Onebox First Boot Configuration Dane
@Tue g 278123 Tripwire IF360 VnE v7.4 Job Locked by Another Anacron
@Te  log 278122 Tripwire IF360 VnE v7.4 Protocel Major Versions Differ

2767 —

2768 15. Click OK.

2769 16. Click Resources > Monitored Assets.
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17.
18.
19.
20.
21.
22.

File View Options Help

‘@F@% Q0@ 9 WMYBDG @ L O TimeFiter 24Hours

e REERHWe

o Tripuire Enterprise Servers
{4 Active Directory

Resource View - 1 Monitored Assets

Drag a column header here to group by that column

ID 7 Enabled 7 Name T IP Address 7 Hestname 7 AS
p1 .Tme TRIPWIRE-EDLIPDR  1521681.136 TRIPWIRE-EDILIPDR ap

Click Add Monitored Asset.
Enter a name.

Select Advanced File Collector for Collector.

Select the IP360 server from the Hostname drop-down. It may appear as an IP address.

Enter the IP address of the server.

Select ips for Asset type.
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Collector | Advanced File Collector

Hostname | 192.168.1.14¢

IP address [192.168.1.144

Location |

Assettype | lps

23. Click the Asset Groups tab.
24. Click Add.
25. Select Tripwire VnE Managers.

26. Click Add.
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2783

2784 27. Click the Output Destinations tab.

2785 28. Click Add.

2786 29. Select File=Text File for Input Type.

2787 30. Select Correlation Engine for Output Destination.
Input Type: | File - Text File v]
am

2788

2789 31. Click Add.
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Log Sources

[5L

Input Type Output Destination
p File- Text File m Correlation Engine

32. Click the Log Sources tab.

33. Click Add.

34. Enter a name for the log.

35. Enter /data/log/ironwood.log for Log file path.
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2800
2801
2802
2803
2804
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Hame | 1360 Irenwood |
Leg file path | /dataog/ronwood log| |
Use * wildcard for one or more characters (e.g.: C:\Folder'”,
C:\FalderiFile™ t«f)
Ti format |
Example format - MMMiddlyyyy HH:mm:ss (e.g.: JAN/O1/2013
12:00:00)
Time zone offset Eg;::nﬂ'r;;r;mmmﬂmhhmmufh
This may not be y if the i is
recorded directly in UTC.
Dioes this log fik
coinmultine N0 [
events?
File |uTF2 [v]
[_concel |
36. Click OK.
37. Click Add.

38. Enter a name for the log.
39. Enter /data/log/upgrade.log for Log file path.

Name | IP360 Upgrzde |
Log file path | J/dataAog/upgrade log| |
Use * wildcard for one or more characters (e.g.: C:\Folder'”,
Ci\FolderiFile” bt)
Ti format |
Example format - MMMiddlyyyy HH:mm:ss (e.g.: JAN/O1/2013
12:00:00)
Ldjust the timestamp to reflect the time zone of the
Time zore offset ™ collecting asset.
This may not be y if the i is
recorded directly in UTC.
Dioes this log file
compinmutiine [N [
events?
File |uTF2 [v]

40. Click OK.

41. Click Add.

42. Enter a name for the log.

43, Enter /var/log/messages for Log file path.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events

397



2805
2806

2807
2808

2809

DRAFT

Name | IP360 messages |
Log file path | Avarflog
Use ~ wildcard for one or more characters (e.g.: C:\Folder”,
C:\FolderiFile” bxt)
Ti format | |
Example fermat - MMMiddiynyyy HH:mm:ss (e.g.: JAN/O1/2013
12:00:00)
Adjust the timestamp to reflect the time zone of the
Time zone offset %] collecting asset.
This may not be vy if the is
recorded directly in UTC.
Dioes this log file
contain multi-line [No [v]
events?
File |UTFe [v]
ok | [ Cencel

44. Click OK.

| ip360 (operational logs)

[f] Setings |oils Asset Groups |ig Output D

45. Click OK.

46. Click Resources > Managers.
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file View Options Help

‘@Ta%h A5@8 WAHYDG @G L O Tmefiter 24Hours

@ Tripwire Enterprise Servers
—& Active Directory
I gty

Manager Settings Updated

Manager Status: Current |User: administrator ..

47. Select the Primary Manager and click Push Updates to Manager.

2.19.3 Configure Tripwire IP360 Scan Results Forwarding

Click Configuration Manager.

Click Resources > Manager.
Double-click the Primary Manager.
Click the Advanced Settings tab.

P wnNPE
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File View Options Help
‘@ To% 5@ ¥ MYDL @O L O Tmefiter 24Hours  ~
Configuration [=][m]x]
[SE N A= 4]

[=]

B
‘ﬂ; Description | Primary Manager |

[] Setiings & Installed Modules |2, Emil %] Logging | G Authentication [ Proxy [ Network Callector [{ File Callector [y Advanced Windows Collector
] Audit Logger Advanced Settings i Permissions ) Beset-C tion Rules

+ %

| Primary Manager |

Advanced Option Value
» Database Server - Query Timeout 300
Log Message Forwarding - Destinations  192.168.1.121:514:tcp

&y

I B T R =
2817 H [Manager Status: Current | User:admnistrator -
2818 5. Click Add.
2819 6. Select Vulnerabilities—IP360 High Value Host Threshold for the Advanced Option.
2820 7. Enter a number between 0 and 999,999,999 for the Value. This number corresponds to the
2821 priority level of the host system being scanned. The value entered will be the minimum value
2822 for a host machine to be considered high priority. Half of this value will be the minimum value
2823 for a host machine to be considered medium priority.
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File View Options Help

@f@% Do@Y MYHYDS B LD Tmefiter 2Hous ~

Views a

Configuration E“E“Z‘
— [EE A A ]
b= O g
Dashbo
i 1 Heme | Primary Manager |
1 \

Description | Frimary Manager
{

g Permissions & Asset-C fion Rules
&+ ®
Advanced Option Value
Database Server - Query Timeout 300

Log Message Forwarding - Destinati 192.168.1.121 514:1cp
N biies - IP360 High Value Host Thresh

Ik

[y | [0 ] [ Carca
2824 Al Configuration |@Monager—Pr-.] S e
2825 8. Click Add.
2826 9. Select Vulnerabilities—IP360 High Risk Score Threshold for the Advanced Option.
2827 10. Enter a number between 0 and 999,999,999 for the Value. This number corresponds to the risk
2828 level of a vulnerability event. The value entered will be the minimum value for an event to be
2829 considered high risk. Half of this value will be the minimum value for an event to be considered
2830 medium risk.
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File View Options Help

A5@9 MY @@ QD TmeFiter 24Hours ~

Configuration

Permissions

+ %

Advanced Option Value
Database Server - Query Timeout 300

Log Message Forwarding - Destinations ~ 192.168.1.121:514:1cp

Vulnerabilities - P360 High Value Host Th 100

Vulnerabilities - P380 High Risk Score Th 3000

Activate Windows
Go to System in Control Panel to activate]

i Confgraton @@ versser 7]

11. Click Apply.
12. Click OK.
13. Click Resources > Monitored Assets.
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File View Options Help

‘@f@% 1092 WMHDHI:

@ O 2 © i Tmefilter 24Hous ~

—4® Tripuire Enterprise Servers
—j& Active Directory

Classification

Resource View - 2 Monitored Assets

Drag a column header here to group by that column.

ID¥ Enabled ¥ Name 7 IPAddress ¥ Hostame ¥ £
p 4 @True  ip380 (operationallogs) 192.168.1.144  tw3B0.di ipdr i
[t @Tue TRPWREEDIFDR 1821681138 TRIFWREEDIFDR =

14. Click Add Asset.

15. Select TLC File Collector for Collector.
16. Enter the IP address of the IP360 machine.

17. Select ips for Asset type.
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2842
2843
2844
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[) Setings |l Asset Groups |#§) Output Destinati

Collector | TLC File Collector

IP address | 152.168.1.144

Location |

Asset type | ips

18. Click the Asset Groups tab.

19. Click Add.

20. Select Tripwire VnE Managers for Host Group.
21. Click Add.
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2847
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2849
2850

DRAFT

Description

u Tripwire VnE Managers

22. Click the Output Destinations tab.
23. Select File-1P360 for Input Type.
24. Select Events for Output Destination.

Input Type: | File - IP360

Output
Destination: | 3 (2000

25. Click Add.
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ief?

26. Click OK.
27. Click Resources > Managers.
28. Select the Primary Manager.
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file View Options Help

‘@Ta%h A5@8 WAHYDG @G L O Tmefiter 24Hours

D¥  Name
B1  Pamary o

@ Tripwire Enterprise Servers
—& Active Directory
- ety

Normalized-Message Fields
43 Classification

2855
2856 29. Click Push Update to Manager.
2857 30. Log in to the Tripwire IP360 Web Console.
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% [P360 x

< (& |A Mot secure | hitps://tw360/ui/#/dashboard/2 g ‘ H
G s A ® H 1 &
. IP360 Legacy Ul Notifications Help Settings Default Logout
SCANNING AGENTS TRIPWIRE ENTERPRISE REPORTING
SCANNING
(3 SCHEDULED SCANS 2o
u Name “  Scan Profile Network Pool Type Status
No Scheduled Scans Available -
I
®aAdd 2 Edit TiDuplicate [ Delete &) Scan 14 0” >
L J
i SCAN ACTIVITY = b2
Ty —
No Scans Available -
2858
2859 31. Click Legacy Ul at the top.
2860 32. On the left, click Administer > System > VnE Manager > Automated Export.
Vo v s« N~
= P G_I.& Mot secure | hitps ﬁ'_| i
.m oot VI s e v ki o Do oo = G e B - nmm
i
1 Descoer !
), Focus | Wumtser of retries tor taiied audi axports: |5 ]
= szl File export status: Inactive
& Eyatem D aupont status Inactive
+- Stabes Dansboard Automated export angina status: Actve
& Vel Masmages Last Export Timer 08247018 00:05.
. ?...I.ul —— muunuu schama version: 1.0
e oo |
R
& warom
3 Cortcae Menageman
i Dugnostcs
Pasveoed Pobey
@ User Mansgemnt
i
T petsurtun
2861
2862 33. Click the Export to File tab.
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2867
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2869
2870

2871
2872
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34,
35.
36.
37.
38.
39.
40.

[ 5360 VnE - Tripusre Mot %

€ G | A Not secure | b/ w380/ ndex scelelass =indentido= o |3
‘Wakione. Detaull Adman Help + My Accownt + Log Oul
Current VNE modes Nomal Last backso less han one day b8 + 0 Yanatermed backups Quichiinka ¥

*iP360

[ Discover
(B Anadyze
0, Focus
& Respond
A, Atrsnistar
- System
[P —

5 -VIE Manager
& Cmrmst

-
+- Maltaricaton Serves

- Upgeadien
+ License
 Database
& Certficate Management
o Dugnasses
+ Pasword Pobey

© Uner Mamaeemant

& Persenal

0 Suppodt

= Cuslermirs

Dttt UL

Click Modify.

Enter the username of a TLC user account for User.
Enter the IP address of the TLC Manager for Host.
Enter “/” for the directory.

Select Active.
Select SSH2 DSA (sftp) for Protocol.

Select XML2 for Format.
L G | A Mot secure | bepstw3B0 index iceiclass s indexfido - | 0
.% mwm% Larvt i lews ham pae day s + 0 rarwemed backsps e wm.;..:‘..::

[ Discover
2 Analyze
[ Focus

% Respond
A, Attmaia

- *
& SEH Puble Keys

* Auartaton Servers

| [ VoE Manager b Au

!

| Costqun | Cxpostiafas |

“User | administraton status:| #acie Cinacsie
“Host: 192,168 1.143 Prowece: | S5HZ DSA jullp] .
“Directory: | | Formet:| XMLZ . .

Downboad Key File|Format - [iniine], [SECSH]

41. Click Submit.
42. Download the generated key by clicking [Inline].
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2874 43. In TLC Console, click Configuration Manager.
2875 44. Click Resources > Managers.

File View Optiens Mep
‘@fQ% 1508 WORS WO LG Tmeliter Hom ~

Foscusce Vorw - 1 Mansgess

———

Lo s ¥ L2 o Stha 7 Descrighon ¥

2876

2877 45. Double-click the Primary Manager.

2878 46. Click the File Collector tab.

2879 47. Ensure that the Collect log messages via FTP and SSH option is enabled.

2880 48. Enter 22 for the port. (Note: The IP360 Integration Guide says to use a different port, but the
2881 IP360 system appears to be unable to use a port other than 22.)

2882 49. Click Add.

2883 50. Under Users, select the user for whom the key was generated.

2884 51. Under Key Path, enter the path to the downloaded key.
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File View Opboss Help

B WD PO L@ Tmefiler MHous v

Configuration

i of remee puble: S5H
win FTP ana SSH” (inbound

<] e p— [ Ahcanced Setingy
() Serss [ sl s [ Enail [ Loosia [

Coollact b rmseages vin FTP wed S5H [
Erable 2ctoliscovery
Marager exlinction port

“
[=

keva
coreeracna) sptoe is chrckes

i i s B Ciwrlpd ey pus

52. Click OK.

Manager Status: Corrent User sdmeistraser
e sees

53. Select the Primary Manager.
54. Click Push Updates to Manager.
55. On the IP360 web console, click Test to ensure that the connection is successful.

€ O | & Notsewre

e lklax

sanden il #| 0

[ Discover
& Analyze
3, Pocus
% Respond
&, Adiminisiar
| o sy
+ Saka Dasrboand
& VnE Masager

+ taanaral
+- Autorated Eipon

@ Datsbase
& Certficats Managemin|
- Diagnasties

- Banmwnd Patey

Wi, Diefil Aderin

Mhelp « My Account s Log Dut

Gament VHE mooe: ol Luat backig- sy amont - w360 535 [ o

ol SCP/SFTP test was successhul

| |

=

;| administralorg192 1681143 Proiocal| SR OSA (sh0) |
XML

Stasus: | Active

1| gam-day 1aMARAC]

v
Toddcdx

XA
= i IErTaTpalJesmNATGUE

fqEcTag
AML i

TENTY g AIRIHL 43 SR InixIgpaNrs
IRzeine: e

cabdédzivees Tripwire IF3ED Ccnacle

Dowmicad Key File:

Foman - finfine], [SECSH]

Download Autamated
Export XML DTD:

[XML3 format] [XMLZ format] [XML1 Device Profiler]

| | G|

+ Users - Inemal
+ Usars . Kxternsd
+ Grues
+ i
+ bt
= Brewdcost Uemie
gt
& Personat
- Seppun .

™ Detautc i

56. Any recurring scans will now forward the scan results to Tripwire Log Center. To ensure that a
scan is recurring, select a scan in Scan Profiles on the main dashboard of the IP360 web console.
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& O | A Notsecure | hepsc//w360/ui/#/dashboard/2 | O
i SCHEDULED SCANS SRR i SCAN ACTIVITY
— = e
2 NETWORKS “ = @it (# scan PROFILES a7 (Fre =20
3+ Trigwany: Ageri-Cnty Agent Onky L]
} b Trgwane: Desp Scan Prote Vienerataty L]
v Trgwn: Hom mvanioey Doy o
» Trgwine: Fing & Pon Scan Discovery L]
» ;m'ﬁm"'m nr—— -]
L} ¢ Trpwin: Standard Paotia LS [-]
T Swced e (e )
LG)J\d‘r 2 Edi [ Duplicate [ Detete i oty
2893
2894 57. Click Edit.
2895 58. Click Next until the Scan Schedule page.
2896 59. Select Recurring, and set a schedule for the scan according to the needs of the organization.
_(- G | A Nt secure | abps tw3600ul #/dashibomrd 2 | 0
Edit Scan Profile
BCAN SCHEDULE
@ Previous ®@cancel @ Finsh G Next
2897
2898 60. Click Finish.

2899 2.20 Integration: Tripwire Enterprise and Backups

2900  This section details how to back up Tripwire Enterprise configuration data.

2901  To back up Tripwire Enterprise integrity information, refer to the database vendor’s documentation for
2902 backing up data.
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2.20.1 Export Configuration from Tripwire Enterprise

1. On the Tripwire Enterprise server, navigate to C:\Program Files\Tripwire\TE\Server\bin.
Run the following command to stop Tripwire Services.
> twservices stop
3. Run the following command to export the configuration files to a backup (replace config.bak
with the desired name of the backup).
> tetool backup config.bak
4. Run the following command to restart Tripwire Services.
> twservices start

2.20.2 Back Up the Tripwire Enterprise Configuration

The configuration backup will be stored in the file specified in step 3 of the previous section. To back
this up to the enterprise backup server through a Duplicati client, see the documentation in Section
2.8.4 for how to set up a Duplicati instance on the Tripwire Enterprise server, and then simply select
the configuration file.

2.21 Integration: Cisco ISE and CryptoniteNXT

This section details an integration between Cisco ISE and CryptoniteNXT, allowing ISE to dictate the
Cryptonite registration process based on the posture of the client machine. Please see the
CryptoniteNXT Generic RADIUS Integration Guide for more details about the integration.

2.21.1 Requirements for Integrating Cisco ISE and CryptoniteNXT

As described in the ISE installation section, ISE requires RADIUS to be configured to perform posture. As
such, this guide assumes the use of some sort of switch to provide RADIUS functionality.

CryptoniteNXT requires the switch to use L2 technologies for the RADIUS server, which means a captive
portal will not work for this scenario. The feasibility of this depends on your networking setup.

This integration requires the following:

The switch is bridged to CryptoniteNXT.
Cryptonite is configured to accept RADIUS packets from the switch (detailed below).

3. Clients on the switch’s Local Area Network (LAN) authenticate to the switch via 802.1x (see your
switch’s documentation).
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2.21.2

L o NV kA WN e

10.
11.

The switch is configured to accept CoA packets from ISE (see ISE installation).

The switch sends RADIUS accounting and authentication packets to Cisco ISE (see ISE
installation).

ISE sends an authentication response to the switch and then later uses CoA to modify the
authorization based on posture (see ISE installation).

If the authorization is successful, the switch tells the client and forwards the accounting packets
to the CryptoniteNXT ACC node (see your switch’s documentation).

Configuring CryptoniteNXT for RADIUS

Open the CryptoniteNXT GUI and log in.

Navigate to the CryptoniteNXT Nodes tab.

Click Enable Editing.

Select the Endpoint node, which will have your switch attached to it.

Under Endpoint Node-Specific Configuration, select Strict Access for Access Control.
Select After Delay for the Portal/Whitelist Mode.

Enter -1 for Captive Portal delay.

Enter 5 for the Registration delay.

Select the Gateway node.
= CryploniteNXT ACC Client - User: administrator (EDIT) Licensed to nccoe-diipdrlic.diipdr [=Tais

Siop Estng Aot

B roiey| B comonzwnct ndes | (G tncporns| B et | & irtesraten | @) vsoiny | B seetvare Update
Wodes .

= — R | Cnoent lode Seaeke Corfguation

Mede I (13

Ragutraton Daley (sec

& Statc P Prowy ARF and NA for Endpoints in same locatn
Gateway.
DHOPA Sebnets 916800034

DHOPG Sebnet: fef0: 1 1008120

Gatewarp Specfic Configurtion

Click Save.
Navigate to the Integration tab.
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12. Under Built-In RADIUS Configuration, check the box next to Enable Built-In RADIUS Accounting
Server.

- CryptoniteNXT ACC Client - User: administrator (EDIT) Licensed to nccoe-diipdrlic.diipdr [=Te T

op Bderg Abot Conmected te ‘acc’

B roicr | B ovproneenct noces | G encponts| B Encave| & beeorston | @) veniny | By Software update

U Keytab fie (for LDAP anior DOMS): 21 | Select Hew Kaytab | [t

[T Enabie rtagration with Paio Ao Networks: [
Synced with LDAR Server (Ust sync: 2018-09-20 19:15:15 UTC) bt
Damain ramat |dupdr Varfy 5L Certfieate:

Serest rame: [sa2m

Usemame:

Bult-n RADIS Canfguntion

Ensble Bult.ln RADRIS Accountng Server 2

BT AP Kavs

13. Click the plus button to add the IP of the switch as well as a shared secret. You can use 0.0.0.0/0

as the IP to accept RADIUS Accounting packets from all IPs, however this is not recommended in
production.

2.22 Integration: Backups and GreenTec

This section details integration between the backup capability and GreenTec WORMdisks. Because
GreenTec WORMdisks provide write protection for files on the disk, they are an ideal place to store
important backups. There are a couple options for this integration, but before these backups can be

replicated onto secure storage, it is important to be able to identify the location of backups to be
replicated.

2.22.1 Locate Backups with FileZilla and Duplicati

1. To locate backups in FileZilla, open the FileZilla Server console.
2. Click Edit > Users.
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Account settings Users

- [v| Enable account
gl d folders [ password: | George

Speed Limits

L. IP Filter Group membership: | <none

"] Bypass userlimit of server

Maximum connection count: D
Connection limit per IF: D

[]Force TLS for user login

Description

You can enter some comments about the user

2965 3. Click Shared folders in the left pane.

Shared folders Users

-General Directories Aliases %ﬁﬂﬂad
~Shared folders 3§ C-\backupsadmi... o George
-Speed Limits [ wite
IP Filter [ Delete
(] Append
Directories
[ Create
[ Delete
[w] List
[<] n | [>]| [+ Subdis | add | Remove |

| #ad || Remoe || Rename | |setashomedr| [ Repame [| comy |

A directory alias will also appear at the specified location. Aliases must contain the full virtual
path. Separate multiple aliases for one directory with the pipe character (1)

If using alizses, please avoid cyclic directory structures, it will only corfuse FTP clients.

2966 4. Under Directories is a list of directories in which the selected user can store backups. The one
2967 marked H is the default home directory.
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5. The path to the backups from the home directory is specified in the Path on server field in

Duplicati (see Section 2.8.6).
windows 101backns L=l e

6. Each backup should have three associated files. An easy way to determine what files belong
together is to check the Date Modified field. These files are encrypted.

2.22.2 Back Up to a GreenTec Disk

The first, most flexible option involves backing up the backup server to a separate server with GreenTec
WORMdisks. Simply set up a FileZilla server on the GreenTec storage server and a Duplicati client on
the backup server (see Section 2.8 for these installation processes). When choosing where to store files
on FileZilla, indicate a folder on the GreenTec WORMdisk. Sectors of the disk can be locked using the
mechanism in Section 2.6.4, providing firmware-level write security for any backups in the locked
sectors.

There are some considerations when doing this. First, if this is done on a schedule and permanent locks
are used, space will be consumed quickly and the WORM(disks will need replacements as the space
cannot be reused. The trade-off between space and backup frequency must be considered—a lower
backup frequency inevitably means more data loss in the event of a restoration, while higher backup
frequency increases the cost of maintaining secure storage.

Alternatively, secure storage can be used for specific types of backups, such as “golden disks”—which
would contain backups of the basic level of functionality required for the enterprise without necessarily

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 417



2986
2987

2988

2989
2990
2991
2992
2993
2994

2995

2996
2997
2998

2999
3000

3001

DRAFT

utilizing a backup schedule. This would afford protection for some basic functionality but would forfeit

the secure storage capability for day-to-day data.

In addition to the options above, there are other ways to minimize wasted space on a GreenTec disk.
Temporary Locks, or TLocks, can be employed after the data is backed up to a GreenTec disk to protect
data integrity while making less space unavailable for future use. After the drive is full, a permanent lock
should still be executed. Wasted space can also be minimized with the use of dynamic partitions, or
with the Force-Field Write-Once File System, which can also reduce the overhead administration of the

GreenTec disk.

2.22.3 Configure Network-Accessible GreenTec Disk

Another option for GreenTec disks is to make them network accessible. This allows them to be used

specifically in situations where secure storage protection is desired, and it makes them options for

backup locations even on servers to which they are not necessarily physically connected.

1. To configure a GreenTec disk to be network accessible, right-click the disk on the GreenTec

server.
= = | Drive Tools This PC \;‘i-
Computer View Manage o
®© = 1 [ Thispc v & [ search This e s
e - LCVILED diid unives (1) o
I favonte: gm  LocalDisk(C) L DVDRW Drive (D:) GreenTec-USA
B Desktop - o -
B Downloads S 25,0 G8 free of 135 GB &g/ 567 M8 free of 702 MB
%] Recent places DIOOT (E) NISTO10 (F)
e 07 15,3 GB free of 465 GB 2V 775 GB free of 77.6 GB
[l is
 Destion i ﬁ—BACKUP @)  NSTOR(H
El Documents  |z| ‘@ 703 GB free of 7.6 GB S TsGefecotTI6GE
8 Downloads NISTOOT (Re) NISTO02 (5:)
W Music W e ]
g S0 9,15 GE free of 7.6 GB S TsGefecotT0GE
B Videos NISTO03 (T:) NISTOO4 (1)
s Local Disk (C) 0" 775068 frec of 77.6GB S 775cefecoiToGE
&% DVD RW Drive (D al
o DO E) ) S NisTOOs W =
i NISTO10 (F) 9 T5GBfecof 776 GE S 775cofecoiToGE
[ AD-BACKUP (G2) [ NISTOO7 (X:) NISTODE (V:)
NISTO12 (H:) e .
f— [ ] P = 775 2 776
. NISTO (R) ‘n/ 775 GB[yee of 776 GB "7 775 6B fres of 77.6 6B
= NISTO0Z (5) NIST008 (Z:)
S NSTORM | S 7S Ghfreeof 17668 N
MISTAN 111
2litems  1item selected B =

2. Click Share With > Advanced Sharing.
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Shadow Copies | Previous Versions | Quota | Customize
General | Tools | Hadware | Shaing | Secuty

Netwaorl File and Folder Sharing

. KN
4 Mot Shared

Network Path:
Mot Shared

Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

By Advanced mm...

[ ok [[ Camced [[ ooy |
3002 3. Click Advanced Sharing.
3003 4. Check the box next to Share this folder.
3004 5. Enter a name for the drive if desired.
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2.22.4

NISTOO7 (X:) Properties

[w] Share this folder

Settings

Share name:

=

[x

| Add

” Remove

Limit the number of simultaneous users to:

Comments:

P oA || ot

Click OK.
Click Close.

[ | [ e A (Bl

The drive should now be accessible at //SERVER-NAME/X.

Secure Storage for Semperis ADFR

On the Semperis ADFR server, the default backup location is C:\Semperis.

In this folder there is metadata for the backups (C:\Semperis\ADFR) as well as the backups
themselves (C:\Semperis\BackupStore).

[
|'|\_I-.-IJ

e Share
W

il

(e “ 1|l v ThisPC » Local Disk (C:) » Semperis b

W G‘ | Search Semperis

€l Network e
2iterns

&9 A on REMOTEDE ~

5® Con REMOTEDE
¥ D on REMOTEDE
_‘H Desktop
__E Documents 1
j Downloads
ﬂ Music

_ﬁl Pictures

i Videos

£, Local Disk ()
8 DVD Drive (D) IRl

Mame

| ADFR
| BackupStore

1 itemn selected

-

Date modified

8/9/2018 10:00 AM
8/13/2018 12:03 PM

Type
File folder
File folder

Size
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3024

3025
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It is important to consider the limitations of the backup software when considering whether to replicate
backups to secure storage. Ideally, the replication of backups ensures that they can be used on a
separate server when the original server is affected by an incident. The replication of backups in this
case can offer some write protection for these specific backup files, but if the entire server is lost, it is
not guaranteed that the backups will be usable on a new instance of ADFR. This risk can be mitigated by
exporting the configuration of the ADFR server for the purpose of building a failover ADFR server.

Though these backups can be replicated to WORMdisks, this is currently not supported by Semperis
ADFR. Instead, Semperis ADFR offers a different type of “secure storage” by not joining to the domain,
allowing the machine to be taken offline and brought online only during creation/application of a

backup.

2.23 Integration: Micro Focus ArcSight and FileZilla
In this section an integration between ArcSight and FileZilla is detailed so that logs from FileZilla are

forwarded to ArcSight by using an ArcSight syslog file connector.

2.23.1 Enable Logs in Filezilla

1. On the server with FileZilla installed, open FileZilla Server.
FileZilla Server (127.0.0.1) == -

[Eile | Server Edit 2

c:\ -

TOTTOggETTYy
M - fnot logged in)
M - frot Iogged in) (152.168.1.128
- inot logged \n) 2.168.1.138)
- {not logged in) (192.168.1.138}> 234 Using authentication type TLS
- (not logged in) (192.168.1.138)> TLS connection established
- Innl logged \n) |152 1681 133)> USER george

68.1.138)> 331 Password required for george

e

ez
writtan by Tim Kosaz im kuueeh\ezll\apmjecl org)
20 Fleass visi https:/ilezila-project org/

UTH TLS

2/2018 21:28:18 PM -
22/2018 21:28:18 PM - A
2/2018 21:28:18 PM - george (152.16: 38 PBSZ=0

27 Ervtenng Passive Mode (192,168,1,121,159
RETR windows1 D1backups/duphcatlbd%7%M4712M3Da24336f8d3383’5 dblock.zip aes

50 Opening data channel for file download from server of "/windows 10 Tbackups/duplicatibd%a7%
LS connection for data connection established
26 Successfully transfemed "/windows 101backups/duplicati-bd9a7

M - george (192.168.1.138)
-george (192.168.1
M - george (192.168.1.138
- george HBZTEET 138)
- george (192.168.1.138
- george (192.168.1.138)> QUIT

- george (192 168.1.138)> 221 Goodbye
\DDDDSE}EIZZ,QDWEZW 2818 PM - george (192.168.1.138)> disconnected.
Retrieving settings, please wait...

Done retrisving settings

0d47124480a 245 3af 8d 6be 379 dblock zip zes”

'Sb0d47124dB0a248f 3af 8d6be 373

dblock zip aes"

[0 Js Account IP Transfer Progress Speed

7.712 bytes received 0B/s 39,760 bytes sent 0B/ L)

2. Click Edit > Settings.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 421



DRAFT

3028 3. Click Logging.

[=- General settings

- Welcome message

IP bindings

i TP Filter
- Passive mode settings
- SECUrity settings
- Miscellaneous
- Admin Interface settings
- Speed Limits
- Filetransfer compression
- FTP aver TLS settings
- Autoban

Logaging

[ |Enable logging to file

[Limit log file size to KE

Logfile type:
(®) Log all to 'FileZilla Server.log'
() Use a different logfile each day (example: fzs-2003-02-10.log)

[ pelete old logfiles after days

Al log files will be saved in the "Logs™ subfaolder in the FileZilla Server folder.

b

3029 4. Check the box next to Enable logging to file.

FileZilla Server
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[=]- General settings
‘.- Welcome message
. IP bindings
- IP Filter
- Passive mode settings
- Security settings
- Miscellaneous
- fdmin Interface settings
- Logging
- Gpeed Limits
- Filetransfer compression
- FTP aver TLS settings
- Autoban

5. Click OK.

Logging

[+ Enable logging to file

[]uimit log file size to 100 KB

Logfile type:
(®) Log all to 'FileZilla Server.log'
() Use a different logfile each day (example: fzs-2003-02-10.log)

[ pelete old logfiles after days

All log files will be saved in the "Logs™ subfalder in the FileZilla Server folder.

3031 2.23.2 Install Micro Focus ArcSight

3032

1. Run ArcSight-7.9.0.8084.0-Connector-Win64.exe.

FileZilla Server
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<C ArcSight | [IFLERE

= Introduction

@ Choose Install Folder
@ cChoose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

® Upgrade

@ System Restart

@ Install Complete

BE |

Introduction

ArcSight SmartConnector

The ArcSight Installer will guide you through the installation
ofthe ArcSight SmartConnector.

The first step installs the core ArcSight SmarConnector
components; then you selectthe ArcSight SmartConnector
youwish to configure.

ArcSight recommends that you quit all other programs
hefore continuing with this installation.

Click the Mext' button to proceed to the next window.
[fyou wantto change something on a previous window, [%s
click the 'Previous' button. To cancel this installation at

any time, click the 'Cancel' button.

Previous

2. Click Next.

3.

Enter C:\Program Files\ArcSightSmartConnectors\Windows.

<C ArcSight  [IFLERE

+ Introduction

= Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

® Upgrade

@ System Restart

@ Install Complete

Cancel

=E |

Choose Install Folder

ArcSight SmartConnector

Please choose the installation folder. It is recommended that you
choose the folder name according to the device that you want to
connect to, for example fciscoids or icheckpointng. If you are
upgrading from a previous version, please select the folder where the
ArcSight SmartConnector is currently installed.

Where Would You Like to Install?
C\Program Files\ArcSightSmanConnectors\Windows

Restore Default Folder || Choose...

Previous | | Mext
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4. Click Next.

5.

<CArcSight  CIFAERE

+ Introduction

v Choose Install Folder
+ Choose Install Set
= Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

@ Uparade

@ System Restart

@ Install Complete

Cancel

(= [ |

Pick Shortcut Folder

ArcSight SmartConnector

Where would you like to create product icons?

® In a new Program Group: | ArcSight SmartConnectors

O Inthe Start Menu

() On the Desktop

) In the Quick Launch Bar

) Other Choose...

() Don't create icons

[] Create Icons for All Users

Previous | | Met |

Click Next.

<CArcSight | CIFAET

mo

+ Introduction

+ Choose Install Folder
+ Choose Install Set

+ Pick Shortcut Folder

= Pre-Install Summary

@ Installing...

® Upgrade

@ System Restart

@ Install Complete

Cancel

=E |

Pre-Install Summary

ArcSight SmartConnector

Please Review the Following Information Before Continuing:

Product Name:
ArcSight SmanConnector

Install Folder:
C/\Program Files\&rcSightSmarConnectors\Windows

Shortcut Folder:
Cilsers\ddministrator.DippData\RoamingMicrosoftWindows\Ste

3

Previous || Install |
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6. Click Install.
7. Select Add a Connector.

B Connector Setup

What would you like to do?

<X ArcSight

Configure

(®) Add a Connector

() Set Global Parameters

8. Click Next.
9. Select Syslog File.
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| Connector Setup = = -
‘{ AICSIghf Select the connector to configure
Configure
Type |SyslogFile Y]
%
< Previous | | Mext = | | Cancel

3041 10. Click Next.

3042 11. Enter C:\Program Files (x86)\FileZilla Server\Logs\FileZilla Server.log for File Absolute Path
3043 Name.
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<X ArcSight

Configure

Connector Setup == -

Enter the parameter details

File Absolute Path Name
Reading Events Real Time or Batch
Action Upon Reaching EOF

File Extension If Rename Action

s (x88) \FileZilla Server\Logs\FileZilla Server.log l:‘

realtime v
Mone W
processed|

3

< Previous | | Next = | | Cancel

12. Click Next.
13. Select ArcSight Manager (encrypted).
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x| Connector Setup = = -

Enter the type of destination

<X ArcSight

Configure

(®) ArcSight Manager (encrypted)

() ArcSight Logger SmartMessage {encrypted)

() ArcSight Logger SmartMessage Pool (encrypted)
() CEF File

() Event Broker

() CEF Syslog

() CEF Encrypted Syslog (UDP)

() C5V File
(C) Raw Syslog
%
< Previous | [ Next> | Cancel
3046 14. Click Next.
3047 15. Enter the hostname, port, username, and password for the ArcSight ESM server.
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x| Connector Setup = = -
. Enter the destination parameters
<X ArcSight
Configure
Manager Hostname arcsight-esm
Manager Port 3443
User administrator
Password LTI T
AUP Master Destination | false v
Filter Qut All Events false v
Enable Demo CA false W
[x
< Previous | | Next = | | Cancel
3048 16. Click Next.
3049 17. Enter identifying details about the system (only Name is required).
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B Connector Setup = | = -

Enter the connector details

<X ArcSight

Configure

Name FileZilla Logs
Location
DevicelLocation

Comment

< Previous | | Next > | | Cancel

3050 18. Click Next.
3051 19. Select Import the certificate to connector from destination.
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| Connector Setup == -
. Following certificate will be imported into connector trust store:
{ ArcSi g ht Host/port: arcsight-esm_ 3443
Details: CN=arcsight-esm, OU=ESM, O=Arcsight, L=03014, ST=CA, C=US
Configure
(® Import the certificate to connector from destination
() Do notimport the certificate to connector from destination
< Previous | [ Mext> | Cancel
3052 20. Click Next.
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B Connector Setup = | = -

. Add connector Summary
{ A’C5|ghf Following are the added connector details:
Connector Name [FileZilla Logs], Connector Type [syslog_file]

Configure

revious MNext > | | Cancel

3053 21. Click Next.
3054 22. Select Install as a service.
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x| Connector Setup = = -

The Smart Connector is currently installed as a standalone application

<X ArcSight

Configure

(®) Install as a service

() Leave as a standalone application

%

< Previous | [ Next >

Cancel

23. Click Next.
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x| Connector Setup = = -

Specify the service parameters

<X ArcSight

Configure

Service Internal Name syslog_file
Service Display Name Syslog File
Start the service automatically | Yes % W

< Previous | [ Next> | Cancel

3056 24. Click Next.
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x| Connector Setup = = -

Install Service Summary

<X ArcSight

Configure

The ArcSight SmartConnector is now configured to run as a service.
You can now start the SmartConnector by
Going to the services application and starting the service:

ArcSight Syslog File

Cancel

3057 25. Click Next.
3058 26. Select Exit.
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B Connector Setup = | = -

Would you like to confinue or exit?

<X ArcSight

Configure

() Contirue

< Previous | | MNext > | | Cancel

3059 27. Click Next.
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B ArcSight SmartConnector I;‘i-

<CArcSight  [IFLERE Install Complete

Introduction Congratulations! ArcSight SmartConnector has been successfully
Choose Install Folder installed to:

Choose Install Set
Pick Shortcut Folder
Pre-Install Summary Prass "Done” to quitthe installer.

C\Program Files\ArcSightSmartConnectorsWindows

Installing...
Upgrade
System Restart

L S T T T

Install Complete

InstallAmawhare

3060 28. Click Done.

3061 2.24 Integration: Micro Focus ArcSight and Tripwire

3062  This section details forwarding logs from Tripwire Log Center to Micro Focus ArcSight. This will forward
3063  Tripwire IP360 and Tripwire Enterprise logs to ArcSight, assuming those logs are being collected by
3064  Tripwire Log Center.

3065 2.24.1 Install Micro Focus ArcSight

3066 1. Run ArcSight-7.9.0.8084.0-Connector-Win64.exe on any server except the one running Tripwire
3067 Log Center.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 438



3068

3069

DRAFT

2.

3.

<CArcSight | [CIFLERE

=» Introduction

@ Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

® Upgrade

@ System Restart

@ Install Complete

(= [= |

Introduction

ArcSight SmartConnector

The ArcSight Installer will guide you through the installation
ofthe ArcSight SmartConnector.

The first step installs the core ArcSight SmantConnector
components; then you selectthe ArcSight SmartConnector
you wish to configure.

ArcSight recommends that you quit all other programs
before continuing with this installation. E[%

Clickthe 'Mext' button to proceed to the next window.
Ifyou wantto change something on a previous window,
click the 'Previous' button. To cancel this installation at
any time, click the 'Cancel’ button.

Previous

Click Next.

<C ArcSight | [IFAER

(=]

« Introduction

=* Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

® Upgrade

@ System Restart

@ Install Complete

(= [= |

Choose Install Folder

ArcSight SmartConnector

Please choose the installation folder. 1t is recommended that you
choose the folder name according to the device that you want to
connect to, for example /ciscoids or /checkpointng. If you are
upgrading from a previous version, please select the folder where the
ArcSight SmanConnector is currently installed.

Where Would You Like to Install?
C:\Program Files\ArcSightSmantConnectors\Tripwire|

Restore Default Folder || Choose...

| Previous | | Mext

Enter C:\Program Files\ArcSightSmartConnectors\Tripwire.
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+ Introduction

v Choose Install S

<CArcSight | ¥

|
o

et

C R
[={¥}

= Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

@ Upgrade

® System Restart
@ Install Complete

ma

+ Choose Install Folder

==

Pick Shortcut Folder

ArcSight SmartConnector

\Where would you like to create product icons?

(® In a new Program Group: | ArcSight SmartConnectors
) Inthe Start Menu

) On the Desktop

() In the Quick Launch Bar

O Other: Cho

() Don't create icons

[[] Create Icons for All Users

Previous | [ Mext

4. Click Next.

+ Introduction

® Installing...

@ Upgrade

@ System Restart
® Install Complete

<C ArcSight | CIFLE

R
u

ma

v Choose Install Folder
+ Choose Install Set

+ Pick Shortcut Folder
= Pre-Install Summary

BE |

Pre-Install Summary

ArcSight SmartConnector

Please Review the Following Information Before Continuing:

Product Name:
ArcSight SmarConnector

Install Folder:
C\Program Files\ArcSightSmanConnectors\Tripwire

Shortcut Folder:
C\Users\administrator DVAppData\Roaming\Micros oftWindows\Stz

s

Previous || Install  §

5. Click Install.

6. Select Add a Connector.
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| Connector Setup == -
4§: ArcSi g ht What would vou like to do?
Configure
(®) Add a Connector
() Set Global Parameters
Iy
Previous Next > | | Cancel

3073 7. Click Next.
3074 8. Select Syslog Daemon.

B Connector Setup = | = -

Select the connector to configure

{ArcSight

Configure

Type

< Previous | | MNext = | | Cancel
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9. Click Next.
10. Enter a port for the daemon to run on.
11. Select Raw TCP for Protocol.

B Connector Setup
. Enter the parameter details
< ArcSight
Configure

Network Port | 514

IP Address (ALL)

Protocol Raw TCP P
Forwarder false )

< Previous | |

MNext =

Cancel

12. Click Next.
13. Select ArcSight Manager (encrypted).
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B Connector Setup = | = -
. Enter the type of destination
g: ArcSight
Configure
(®) ArcSight Manager (encrypted)
() ArcSight Logger SmartMessage (encrypted)
() ArcSight Logger SmartMessage Pool (encrypted)
() CEF File
() Event Broker
() CEF Syslog
() CEF Encrypted Syslog (UDP)
() Csv File
() Raw Syslog
< Previous | [ Next> | Cancel
3080 14. Click Next.
3081 15. Enter the hostname, port, username, and password for the ArcSight ESM server.

B Connector Setup = | = -

Enter the destination parameters

@: ArcSight

Configure

Manager Hostname arcsight-esm

Manager Port 3443

User administrator

Password LTTTTITTY

AUP Master Destination | false %
Filter Qut All Events false W
Enable Demo CA false v

< Previous | | MNext = | | Cancel
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16. Click Next.
17. Enter identifying details about the system (only Name is required).

(= o

B Connector Setup
. Enter the connector details
<X ArcSight
Configure
Name Tripwire Log Cenher|
Location
DeviceLocation
Comment

< Previous | |

MNext =

Cancel

18. Click Next.
19. Select Import the certificate to connector from destination.
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20.

21.

B Connector Setup = | = -
. Following certificate will be imported into connector trust store:
'é: ArcSi 9 ht Host/port: arcsight-esm_8443
Details: CN=arcsight-esm, OU=ESM, O=Arcsight, L=05014, ST=CA, C=US
Configure
(®) Import the certificate to connector from destination
() Do not import the certificate to connector from destination
< Previous | [ Next> | Cancel |
Click Next.
[« | Connector Setup == -
. Add connector Summary
{ AI’CSIght Following are the added connector details:
Connector Name [Tripwire Log Center], Connector Type [syslog]
Configure
Next = | | Cancel
Click Next.
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22. Select Install as a service.

23.

@:ArcSight

Configure

Connector Setup == -

The Smart Connector is currently installed as a standalone application

(@) Install as a service

() Leave as a standalone application

< Previous | [ Next> | Cancel

Click Next.
B Connector Setup = -
. Specify the service parameters
-g: ArcSight
Configure

Service Internal Name syslog
Service Display Name Syslog Daemon
Start the service automatically Yes W

< Previous | [ Next> | Cancel
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3090 24. Click Next.
[« | Connector Setup == -

{ ArcSight Install Service Summary

The ArcSight SmartConnector is now configured to run as a service.

Configure

You can now start the SmartConnector by:
Going to the services application and starting the service:

ArcSight Syslog Dasmon

< Previous Next = | | Cancel

3091 25. Click Next.
3092 26. Select Exit.
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System Restart

[ | Connector Setup I;Ii-
. Would you like to continue or exit?
<X ArcSight
Configure
() Continue
< Previous | | Next > | | Cancel
3093 27. Click Next.
B ArcSight SmartConnector \;‘i-
<CArcSight | CIFAERE Install Complete
v Introduction Congratulations! ArcSight SmantConnector has been successfully
v Choose Install Folder installed to:
L
Choose Install Set C:\Program Files\ArcSightSmanConnectorsiTripwire
+ Pick Shortcut Folder
+ Pre-Install Summary Press "Done” to quit the installer.
+ Installing...
+ Upgrade
'
_>

Install Complete

3094 28. Click Done.

3095 29. Open the Tripwire Log Center Console.
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3096 30. Go to the Configuration Manager.

file View Options Help

‘@FQ% 2@ 8 WAYDG @ T L O Tmefiter 24Hous =

Drag a column header here to group by that column.

D ¥ - IP 7 Status 7 Description
» 1 Printsy Manager arcsight-cons.diipdr Current Primary Manager
& Tripwire Enterprise Servers
—§& Active Directory

Normalization

Correlation

Classification

3097 31. Select Resources > Managers.
3098 32. Double-click the Primary Manager.

33. Click the Advanced Settings tab.

File View Options Help
‘'R@FEQ% A p @8 WMYHYD S @ O L @ Tmefiltler 24Hours  ~

Configuration

Mame | Primary Manager |
Description | Primary Manager \
|8 Proxy [ Network Collector | i File Collector [y Advanced Windows ¢
=] Permissi (7] Asset-Ci tion Rules
Value
[EW Confiquration | [ Manager - Pr._.| @i Manager - Pr.__ |t Manager - Pr... | Manager Status: c.nmtwmmw
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3099 34. Click the Add button.

3100 35. In the Advanced Option box select Log Message Forwarding—Destinations.

3101 36. In the Value box next to it, type <ip_address>:<port>:tcp with the IP address and port of the
3102 syslog daemon just created.

Successfully forwarded test log message to destination
192.168.1.121:514

3103 37. Click OK.

-

File View Options Help

R@F@% Ao @Y WMYHYDL G IO Timefiter 2Hous ~

= Configuration [—[[a][x]
= =
b= =
Dashbo
E
- Logging | @y Authentication 85 Network Collector | [ File Colloctor |#fl Advanced Windows Collector
Viewer Permissions G Asset-C Rules
¥ e
Rel T g Advanced Option Value
- @ |  Database Server - Query Timeout 00
@ » Log Messzge Forwarding - Destinations [ EZATTRRFIETT™)

AuditLo

Discovered

foly |

Manager Saved

[@ Configuration |8 Manager - Pr._] /i Manager Status: Not Current | User: Administrator, -

3104 38. Click OK.
3105 39. Restart the Tripwire Log Center Manager.
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2.25 Integration: Micro Focus ArcSight and Cisco WSA

This integration briefly details how to send logs to an ArcSight syslog collector from Cisco WSA. Please
see Section 2.24 for instructions for setting up an ArcSight syslog collector. If a server is already
configured, you do not need to install a new one—simply forward logs to the address of that server.

3110 2.25.1 Configure Cisco WSA to Forward Logs

3111

3112
3113
3114
3115

1. Inthe Cisco WSA web client, navigate to System Administration > Log Subscriptions.
' - &) 1= |

Log Subscriptions

Configured Log Sulmariptians
Add Log =

d Log Subgenptioe..

.....

Hene

Feedbask Logs
Feedsd Logs
FIPS Logs

FTP Server Lags
GUT Logs
Haysteck Logs

o Diata Seeunty Logs
ogderroriogs Logging Logs

o
DEPERDEDREDOE DD DS E

Click Add Log Subscription.

3. Select Access Logs for Log Type. (These are the logs of client web requests that have gone
through the proxy.)

4. Enter a name for Log Name.
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© N W,

. Cisco Web Security Virtual Apel - _

< c A Not secure| coeus.di.ipdr:8080/system_administration/log_subscriptions ¥ e

ON Upgrade Available = Logged in as: admin on coeus.di.ipdr

My Favorites - Options - Support and Help -

] Reporting ‘Web Security Manager Security Services Netwaork System Administration

No Changes Pending

New Log Subscription

Log Subscription

Log Tvpe: | | Access Logs A

Log Name: | [access Logs ArcSight Forwarding

(will be used to name the log directory)
Rollover by File Size: | [{oom Maximum

(Add a trailing K or M to indicate size units) k

Rallaver by Time:

Log Style: | @ squid
) Apache
(r Squid Details

Custom Fields (optional): | | Custom Fields Reference &

File Name: | [Faiag

Log Compression: | [] Enable

Log Exclusions (Optional}: | [

(Enter the HTTP status codes of transactions that should not be included in the Access Log)

Retrieval Method: | ) | FTP on coeus.di.ipdr

Maximum Number of Files:

100

| FTP on Remate Server Activd
FTP Host: ‘ I Ga:10 5

Select Syslog Push.

Enter the hostname of the ArcSight syslog collector server.

Select TCP. (Ensure that your syslog collector server is configured to use TCP.)
Enter 8192 or a custom message-size limit.
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dhe Cisco Web Security Virtual Appli: X

€ > C @ Notsecure | coeus.diipdr8080/system_administration/log_subscriptions?action=Edit&CSRFKey=3a09cb45-15fa-cc.. 37 9

Retrieval Method: | ) | FTP on coeus.di.ipdr

Maximum Number of Files:

100

| FTP on Remote Server
FTP Host:

Directory:

Username:

Passphrase:

| 5CP on Remote Server

SCP Host: | | sCP Part: o2

Directory: I

Username: I

Enable Host Key Checking

® Automatically Scan
Enter Manually

® Syslog Push

Hostname: Ibackupserv.di.ipdr
protocal: | O upp ® Tcp S

Maximum message size: |3152

Facility: | | user v

Cancel

3120 9. Click Submit.
3121 10. Click Commit Changes.
3122 11. Enter a comment if desired.
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il Cisco Web Security Virtual Appli- X [

&« c A Not secure | coeus.diipdr:8080/commit?referrer=http://coeus.di.ipdr:8080/system_administration/log_subscriptions

A Reporting Web Security Manager Security Services Hetwork System Administration

CISCO Web Security Virtual Appliance My Favorites - Options .  Support and Help -

_EI-

* O
ol [Inl] 1. Cisco S000V @ Logged in as: admin on coeus.di.ipdr

Uncommitted Changes

Attention — 4 In order to process these changes, the proxy process will restart after Commit. This will cause a
brief interruption in service. Additionally, the authentication cache will be cleared, which might
require some users to authenticate again.

Commit Changes

You have uncommitted changes, These changes will not go into effect until you commit them,

Comment (optional): ILDg forwarding

Abandon Changes || Show Changes Commit Changes

Copyright @ 2003-2017 Cisco Systems. Inc. All rights reserved. | Privacy Statement

12. Click Commit Changes. The server will restart, so the web page connection will be temporarily

lost.

2.26 Integration: Micro Focus ArcSight and Cisco ISE

This integration briefly details how to send logs to an ArcSight syslog collector from Cisco ISE. Please see

Section 2.24 for instructions for setting up an ArcSight syslog collector. If a server is already configured,

you do not need to install a new one—simply forward logs to the address of that server.

2.26.1 Configure Cisco ISE to Forward Logs

1. Inthe Cisco ISE web client, navigate to Administration > System > Logging > Remote Logging

Targets.
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- System

Deployment  Licensing  » Certificates  =Logging  # Mamtenance  Upgrade  » Backup & Restore  » Admin Access  # Seftngs
o
Local Log Settings Remote Logging Targets
e Qe Show | Al
Name Description Statu

Massage Catalog

En
BEn
BEn
=

Debug Log Configuration

Collection Fillers

Click Add.

3132 2.

3133 3. Enter a Name.

3134 4. Enter the hostname of the ArcSight syslog collector server for Host/IP Address.

3135 5. Select TCP SysLog for Target Type. (Ensure that your syslog collector server is configured to use
3136 TCP.)

3137 6. Enter 514 or the port used on the syslog server.

3138 7. Enter 8192 or a custom message-size limit for Maximum Length.

3139 8. Ensure that Status is set to Enabled.
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& Identity Services Engmne ®

Depioyment  Licensing b Cevificates

LLocal Leg Ssmngs
Remote Loggmg Targets

Message Catalog

9.

& Identity Services Engmne

ity » Operations b Pokey  [REESSTETY by

=Systern b Idenbly Management b Network Resources  » Device Portsl Management  palind Sernces  » Feed Serace & Theeat Cen

Click here 1o do wireless setup and visibilty setup Do not show

=Llogging  » Manienance  Upgrade  » Backup & Restore  » Admin Access  » Sebings

Remote Loggng Targets List = New Logging Target
Logging Target
*Name [ arcSone IR T I |
Deseription | Statis B Enabled »

* Host 1P Address [ backis ipdr ]
“Pont 514 | (vati Frange 110 85535
Pttt

* Maimum Length | 8192 {Valid Range 200 to 8192)

Include Alarms For this Target ]

Bufter Messages When Server Dosn
Enabie Server tdensty Check )
Butler Size (MB) | 100 (Walid Range 10 to 100)
Reconnect Timecut (Sec) [30_ | (Vald Range 30 10 120)

 cyor QRSN

€ = C & Motsecure

10. Click Yes.

You have chosan to ereate an unsacure (TCR/UDP) connaction to tha server, Are you sure you want i procesd?
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2.26.2 Select Logs for Forwarding

1.

Navigate to System > Logging > Logging Categories.

& identity Services Engine

e >

abale |dentity Services Engine

Homwe:

2. Select a log file to forward to ArcSight.
3. Click Edit.

@ Identity Sennces Engine

» Pohcy

= Administration

» Wl

C A Notsecure | kitps://cisco-ise.diipdr/admin/fadministration/administration_system/administration_system_logging...

TSysiem | ldentity Management  » Network Resources b Device Porial Management  pxGrid Services b Feed Service  » Threat Cen
+ Ghck here o do wireless
Deployment  Licensing b Certificates  «logging b Maintenance  Upgrade  » Backup & Restare  » Admin Access ¢ Settings
o AAL Audit AR Asclit LogCollector
Failed Altempls LogCollector ProfiferRadiusPro
Local Log Setings o o oy :
(8] Passed Authertications LogCallector, ProfilerRadiusPro
Ramale Logaing Tages O AAA Diagnostics AMA Diagnostics | ogCallector
Logging Galegones 0 A h and ArcSight
Message Catalog (®) Authenbeation Flow Diagnostics
Debug Log Configurat 0 Identity Stores Diagnostics
Q Palicy Diagnostics
chon Eiflers
S O RADIUS Diagnostics LogCollector
Q Guest LogCallector
Q MyDevices LagCallector
Q AD Connector LogCallector
o] TACACS Diagnostics LogUallector
(9] Accounting Accounting LogCallector
® [ RADIUS Accounting cryptonite, cryptonite?,LogCall
@ TACACS Accounting LogCollector
O Admemistrative and Operabonal Audit Admanistratve and Operabonal Avdil LogCollector

C A Notsecure | hitps//cisco-ise.diipdr/admin/#administration/administration_system/administration_system_logging... ¥

Identity Services Engine

* Syslem
Deployment  Licensing
Local Log Settings
Remote Logging Targets
Logging Categonies
Message Catalog

Debug Log Configuration
Caollection Filters

4

» Identity Management

b Certificates

Home
* Network Resources.

= Logging
R

b Context Visibality

» Mamtenance

¥ Dperations
» Device Portal Management
Upgrade

» Backup & Restore

» Pohcy

pxGnd Services

¥ Feed Service

¥ Admin Access b

» Work Centers

¥ Threat Cen

Settings

Logging C. List > RADTUS Ac
Logging Category
Name RADIUS Accounting
Log Seventy Level INFO
( Log bevel can not be changed. }
Local Logging 4
Tergens Avaitable; Selected:
SecureSyslogCollector . | | ArcSight 73
© | | eryptonite
— | | cryptonite2
= LogCollector
ProfilerRadiusProbe [y

33

Click here o do wireless.

4. Move the ArcSight logging target you just created to the Selected box.
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& Identity Senices Engine = "l" .
& (& A Not sacure | J-‘.ﬁ-!)ﬁ'_-":‘fis(n-iSP.di.ipdf_'.\d'\'uI'|.-".'-'-'x(!|‘.1|".i:.?.‘r'!-'I\'\"l_-'.’..'i']‘.-r]-\'-'l3I:-‘-:'|__'"-.'¢.-‘PI"‘.:".'n.’I']'-In stration_system_logging T -
“tisce’ Identity Services Engine Home b Confext Visihilty  » Operations  + Policy [ERSGETIENEURINN  + Work Centers
- Sysbem ¥ identity Management  » Network Resources ¢ Device Portal Management  peGrid Senvices  » Feed Service  » Threat Gen
Click here to do wireless
Deployment  Licensing  » Cerfificates  ~Logging  » Maintenance  Upgrade ¢ Backup & Restore ¢ Admin Access b Settings
o | | LogCollector
| ProfilerRadsusProbe
Local Log Settings
X
Remote Logging Targets
Logging Categories =
Message Catalog
Debag Log Configuration @ :_”"LB_L{_
Collection Filters
-
*
3147 5. Click Save.
3148 6. Repeat steps 1-5 for any log files you wish to forward to ArcSight.

3149 2.27 Integration: Micro Focus ArcSight and Symantec DLP

3150 This integration briefly details how to send logs to an ArcSight syslog collector from Symantec DLP. If a
3151  server is already configured, you do not need to install a new one—simply forward logs to the address of
3152  that server. It is important to note that DLP requires a UDP server, so a TCP syslog server will not work.

3153 2.27.1 Install Micro Focus ArcSight

3154 1. Run ArcSight-7.9.0.8084.0-Connector-Win64.exe on any server except the one running Cisco
3155 Stealthwatch.
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<C ArcSight | [IFAETE

=» Introduction

@ Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

® Upgrade

@ System Restart

@ Install Complete

(= [= |

Introduction

ArcSight SmartConnector

The ArcSight Installer will guide you through the installation
ofthe ArcSight SmartConnector.

The first step installs the core ArcSight SmantConnector
components; then you selectthe ArcSight SmartConnector
you wish to configure.

ArcSight recommends that you quit all other programs
before continuing with this installation. E[%

Clickthe 'Mext' button to proceed to the next window.
Ifyou wantto change something on a previous window,
click the 'Previous' button. To cancel this installation at
any time, click the 'Cancel’ button.

Previous

2. Click Next.
Enter C:\Program Files\ArcSightSmartConnectors\WindowsUDP.

3.

< ArcSight | IFLERE

+ Introduction

=» Choose Install Folder
@ cChoose Install Set
@ Pick Shortcut Folder
@ Pre-nstall Summary
® Installing...

® Upgrade

@ System Restart

@ Install Complete

[= = |

Choose Install Folder

ArcSight SmartConnector

Please choose the installation folder. It is recommended that you
choose the folder name according to the device that you want to
connectto, for example iciscoids or/checkpointng. If you are
upgrading from a previous version, please select the folder where the
ArcSight SmanConnector is currently installed.

Where Would You Like to Install?
C:\Program Files\ArcSightSmanConnectors'WindowsUDP

Restore Default Folder | | Choose...

Previous | | Next

4. Click Next.
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5.

< ArcSight | [CIFLERE

+ Introduction

+ Choose Install Folder
+ Choose Install Set

=» Pick Shortcut Folder

@ Pre-Install Summary

® Installing...

® Upagrade

® System Restart

@ Install Complete

[~ =

Pick Shortcut Folder

ArcSight SmartConnector

Where would you like to create product icons?

® In a new Program Group: | ArcSight SmartConnectors

) In the Start Menu

() On the Desktop

) In the Quick Launch Bar

) Other: Choose...

(O Dont create icons

[] Create Icons for All Users

Previous | I Next %J

Click Next.

< ArcSight | [IFAERE

+ Introduction

+ Choose Install Folder
+ Choose Install Set

+ Pick Shortcut Folder

=* Pre-Install Summary

® Installing...

® Upgrade

® System Restart
@ Install Complete

(=T |

Pre-Install Summary

ArcSight SmartConnector

Please Review the Following Information Before Continuing:

Product Name:
ArcSight SmanConnectar

Install Folder:
C:\Program Files\ArcSightSmanConnectors'WindowsUDP

Shortcut Folder:
Clsers\ddministrator. DlAppData\RoamingiMicrosofttWindows\Ste

Previous || Install

6. Click Install.

7. Select Add a Connector.
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B Connector Setup == -
. What would vou like to do?
<X ArcSight
Configure
(@) Add a Connector
() Set Global Parameters
3162 8. Click Next.
3163 9. Select Syslog Daemon.
B Connector Setup =-|0 -
Select the connector to configure
<L ArcSight &
Configure
Type Eyslog Daemon v
< Previous ‘ | Mext = | | Cancel
3164 10. Click Next.
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3165 11. Enter an unused port on which the daemon can run. (Ensure that this port is allowed through
3166 the firewall.)

3167 12. Select UDP for Protocol.
B Connector Setup = [ = -
¢ ATCSight Enter the parameter details
Configure

Network Port |6514
IP Address  |(ALL)

Protocol uop

Forwarder false

< Previous | | Next = | | Cancel

3168 13. Click Next.
3169 14. Select ArcSight Manager (encrypted).
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B Connector Setup -0 -

Enter the type of destination

<X ArcSight

Configure

(®) ArcSight Manager (encrypted)

() ArcSight Logger SmartMessage {encrypted)

() ArcSight Logger SmartMessage Pool (encrypted)
() CEF File

() Event Broker

() CEF Syslog

(_) CEF Encrypted Syslog (UDP)

() CSV File
() Raw Syslog
< Previous || Mext = || Cancel
3170 15. Click Next.
3171 16. Enter the hostname, port, username, and password for the ArcSight ESM server.
B Connector Setup -0 -
. Enter the destination parameters
< ArcSight
Configure
Manager Hostname arcsight-esm
Manager Port 3443
User administrator
Password eresens
AUP Master Destination | false v
Filter Qut All Events falze w
Enable Demo CA false W
< Previous | | Mext = | | Cancel
3172 17. Click Next.
3173 18. Enter identifying details about the system (only Name is required).

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 463



DRAFT

B Connector Setup -0 -
. Enter the connector details
<X ArcSight
Configure

Name Windows UDP Syslog

Location

Devicelocation

Comment

< Previous | | Mext = | | Cancel

3174 19. Click Next.
3175 20. Select Import the certificate to connector from destination.

[ = | Connector Setup == -

. Following certificate will be imported into connector trust store:
é: AfCSIghf Host/port: arcsight-esm_8443
Details: CN=arcsight-esm, OU=ESM, O=Arcsight. L=05014, ST=CA, C=US

Configure

(®) Import the certificate to connector from destination

() Do notimport the certificate to connector from destination

I3

< Previous | [ Next> | Cancel
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3176 21. Click Next.
B Connector Setup == -
. Add connector Summary
é: ATCSIght Following are the added connector details:
Connector Name [Windows UDP Syslog]. Connector Type [syslog]
Configure
Previous Mext = | | Cancel
3177 22. Click Next.
3178 23. Select Install as a service.
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B Connector Setup -0 -
. The Smart Connector is currently installed as a standalone application
<X ArcSight
Configure
(® Install as a service
() Leave as a standalone application
< Previous | | Mext = %J | Cancel
3179 24. Click Next.
3180 25. Enter a service name and display name.

B Connector Setup -0 -

Specify the service parameters

<X ArcSight

Configure

Service Internal Name arc_syslog_udp
Service Display Name Syslog UCY Daemon
Start the service automatically |Yes “
< Previous | | MNext = | | Cancel
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26. Click Next.

<X ArcSight

Configure

Connector Setup
Install Service Summary
The ArcSight SmartConnector is now configured to run as a service.
You can now start the SmartConnector by:
Going to the services application and starting the service:

ArcSight Syslog UDP Daemon

Iz
Previous | [ Next> | | Cancel
27. Click Next.
28. Select Exit.
[« | Connector Setup I;Ii-
. Would you like to continue or exit?
<X ArcSight
Configure
() Continue
< Previous | | Mext = | | Cancel
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3184 29. Click Next.
| ArcSight SmartConnector == -
<L Arcsight | CIFAETE Install Complete
¥ Introduction Congratulations! ArcSight SmartConnector has been succassfully
+ Choose Install Folder installed to:
v
Choose Install Set C\Program Filest\ArcSightSmartConnectors\Windows UDP
+ Pick Shortcut Folder
+ Pre-Install Summary Press "Done” to quitthe installer.
+ Installing...
+ Upgrade
+ System Restart
= Install Complete

InstallAnywhere %

3185 30. Click Done.

3186 2.27.2 Configure Symantec DLP to Forward Logs

3187 1. Logintothe Symantec DLP web console.

Manage System -

Policies | Policy List
Data Profiles Resgonse Rules ﬂ
Discover Scanning Datgjentiﬂers

User Groups

Sender/Recipient Patterns

3188 2. Navigate to Manage > Policies > Response Rules.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 468



3189

DRAFT

3.

N

(<= C © ‘ @ & https://127.0.0.1/ProtectManager/ResponseRuleList.do L) ﬁ’| Ln o =

-

(V) Symantec Data Loss Prevention I Home | Incidents » | Manage ~ | System = ‘ @ = ®
Manage > Polices > ResponseRules A
L ETe————

Order Rule Actions Conditions

https://127.0.0.1/ProtectManager/ChooseResponseRuleType.do m >

Click Add Response Rule.
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Manage - Policies > ResponssRules > New Response Rule

Cancel Nex@

Choose the type of response rule to add, then dick next

(@ Automsted Response
These rules are aufomatically executed in response ko poficy detection rule
conditions.

(0) Smart Response
The rules are manually executed from the incident commands.

https://127.0.0.1/ProtectManager/ChooseResponseRuleType.do# ]

(— - ¢ @ ‘@ﬁx https://127.0.0.1/ProtectManager/ChooseResponseRu e ﬁ| 4 N @O =
¥ Symantec Data Loss Prevention Home | Incidents = = Manage - | System - @

Click Next.
5. Enter a name for the rule.

Set any conditions for sending syslog messages. If you do not add conditions, all incidents will

be forwarded.
7. Select Log to a Syslog Server for Actions.
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8.
9.

10.
11.

V) Symantec Data Loss Prevention X | == \;Ii-

&« c o @ & https://127.0.0.1/ProtectManager/RemoveCon B e w + N @D =
V) Symantec Data Loss Prevention | Home | Incidents ~ | Manage = | System @
Manage > Polies > ResponseRules > Configure Response Rule A
Save Cancel

General

Rule Mams || o0 Incidents

Description

Used in no

active

policies.

Conditions Add Condition

MNetwork

Actions | Log to a Syslog Server Add Action

Response actions will be exscuted in arder they appear below, Pleass chooss one or mors actions for
this rule,

< m >

Click Add Action.
Enter the IP address of the ArcSight syslog server.

Enter the port of the ArcSight syslog UDP server.

Select variables and format a log message to include all the information desired to be sent to
the ArcSight server. Below is a sample format for the syslog message, which can potentially be
parsed according to the needs of your organization.

CEF:0]Symantec|DLP]12.0.1]rulelD|$POLICY$|5]BLOCKED=$BLOCKED$
DATAOWNER_NAME=$DATAOWNER_NAME$ DATAOWNER_ EMAIL=$DATAOWNER EMAIL$
ENDPOINT _DEVICE_ID=$ENDPOINT DEVICE_1D$
ENDPOINT_MACHINE=$ENDPOINT_ MACHINE$ PATH=$PATH$

FILE NAME=$FILE_NAME$ PARENT_ PATH=$PARENT PATH$

INCIDENT _ID=S$INCIDENT ID$ INCIDENT_SNAPSHOT=$INCIDENT SNAPSHOT$
MATCH_COUNT=$MATCH_COUNT$ RULES=$RULES$ PROTOCOL=3$PROTOCOL$
QUARANTINE_PARENT_PATH=$QUARANT INE_PARENT_PATH$
RECIPIENTS=$RECIPIENTS$ SCAN=$SCAN$ SENDER=$SENDER$
SEVERITY=$SEVERITY$ SUBJECT=$SUBJECT$ TARGET=$TARGETS$
FNAME=$ATTACHMENT _NAME$
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[R T pre——

| 97001 Protectanager/seiecties X [ Gumbelings fox pravmionsesg Sril |+ ];li-
« @ @ 8 hitps/127.00. ProtectManager Selectitespanseiisk B -9 n m & =
V) Symanec Data Loss Privention | Home | incidents = | Manage » | System =
=0 o) A *
Actisms <choost biben yee Add Acton
Ak Log x
Bert
—

12. Click Save.

2.28 Integration: Micro Focus ArcSight and CryptoniteNXT

This integration briefly details how to send logs to an ArcSight syslog collector from CryptoniteNXT.

Please see Section 2.24 for instructions for setting up an ArcSight syslog collector. If a server is already

configured, you do not need to install a new one- simply forward logs to the address of that server.

Ensure that you are using a TCP syslog collector. This section assumes that the collector is already under

CryponiteNXT’s network protection.

2.28.1 Configure CryptoniteNXT to Forward Logs to ArcSight

Navigate to the Enclave tab in the CryptoniteNXT ACC GUI.

Select the endpoint running the TCP syslog collector.

P wbn PR

Enter the port used.

Under SIEM Configuration, check the box next to SIEM is an internal endpoint.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events

472



3225

3226

3227
3228
3229

3230

3231

3232
3233
3234
3235
3236
3237

DRAFT

=E |

ACC Configuration

ACC Node: 13 ~
ACCEndpont: facc ~|

ACC Engine NTP Servers

NTP Server: |

time-a.nist.gov
time.nist.gov

Upstream DNS Servers

192.168.1.12

(] =] [

1P Configuration
# Enable IPv6 to/from endpoints

Whitelisted Domains

Dormain: |

*.di.ipdr
*.download.windowsupdate.com
*.update.microsoft.com
*.windowsupdate.microsoft.com
*.ws.microsoft.com

Endpoint Configuration
# Auto-configure endpoints' ingress gateway and IP

Apply to: [New endpoints only -

& Synchronize endpoints’ ingress IP (if set) with egress IP

Apply to: [New endpoints only B |

[T ED i Allowed via internal connection ~
Per-Endpoint Permission Level:
Apply to: [New endpoints only -]

[} synchronize endpoint's ingress IP with local IP

‘Applies to all endpaints
Registration of Unverified Endpoints
Permission Level:

) Allow endpoint moves without owner credentials

(] CryptoniteNXT ACC Client - User: administrator (EDIT) Licensed to nccoe-diipdr.lic.diipdr
Enable Editing Synch with Server Connected to 'acc’
Refresh Registration State at Interval
=
a Policy | B3 cryptonitenxT Nudes| a Endpoints| g3 Enclave ‘ 8 Integration ‘ @ D'sptay‘ % Software Update ‘
Epm—— N
Enclave Configuration SIEM Configuration Timeout Configuration
Name: ) SIEM i 3n intemnal endpoint WMinimum hours to preserve stale registration state: 168
g Endpoint: backupserv -
Domain: di.pdr Maximum hours before logging off idle user: [
Certificate Expiration:  Jul 4 18:04:14 2021 GMT TCP Port: 514 —
Time before deregistering idle, verified endpoints: 0
Time before deregistering idle, unverified endpoints: 24

Time before deleting unregistered, unverified endpoints:  |720

Policy Status

Enclave Actions

License

Policy Enforcement:  Enforced Enclave-wide

[ Backup DB] [ Download Enclave State

[ Synchronize Gateways from External DNS

Licensed by CryptoniteNXT to: nccoe-dipdr.lic.di.ipdr
Domain: nccoe-dipdr.lic.diipdr
Organation: Corporate
Department: Research
Country: US
State/Province: Maryland
Email: support@cryptonitenxt.com

Start Date: 2018-09-27 04:39:46 PM UTC
End Date: 2019-09-27 12:00:00 AM UTC
Days remaining untit expiration: 16
Entitlemients: 1.F.09-27-2016.600

600 endpoints licensed (31 currently in use)

Browse for New License File

5. Click Save.

2.29 Integration: Micro Focus ArcSight and Semperis DSP

This integration briefly details how to send logs to an ArcSight syslog collector from Semperis DSP.

Please see Section 2.24 for instructions for setting up an ArcSight syslog collector. If a server is already

configured, you do not need to install a new one—simply forward logs to the address of that server.

Note: This integration requires Semperis DSP version 2.6.

2.29.1 Configure Semperis DSP to Forward Logs

Select TCP.

vk wNe

In Semperis DSP, navigate to Settings > SIEM Integration.
Check the box next to Enable SysLog.

is how often it will poll for new logs to forward.

Under Syslog Server, enter the hostname for the ArcSight syslog collector, as well as the port.

Enter a value for Change Event Polling Frequency based on the needs of your organization— this
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6. Under Change Event Filtering, select AD Changed Items, and Send Operation Log to SysLog.
Ensure that All is selected for Partitions.
7. You can also select any specific operations, classes, and attributes to be forwarded or simply

leave as All.

| @ rominisrase ™ wosout

SIEM INTEGRATION

8. Click Save.

Success

Syslog configuration has been saved.

9. Click Close.

2.30 Integrations: CryptoniteNXT

For the architecture, it is necessary to create the following source groups. If your organization’s desired
architecture is different from the one described in this document, it is necessary to adapt the following
instructions to avoid loss of network or security function. This section will describe the creation of
source groups and destination groups used in this enterprise.
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Create the following destination groups and source groups and apply them to the correct endpoints to

allow these products and integrations to communicate under CryptoniteNXT.

2.30.1 Active Directory and DNS

This guide assumes the use of Active Directory and DNS on the same Windows 2012 server. The

following ports may vary for other products.

Destination Source Group Protocol | Port Range
Group Name Name

ad-dns ad-dns-clients TCP 389
ad-dns ad-dns-clients uUDP 389
ad-dns ad-dns-clients uDP 53

ad-dns ad-dns-clients TCP 88

ad-dns ad-dns-clients uUDP 88

ad-dns ad-dns-clients TCP 25

ad-dns ad-dns-clients TCP 42

ad-dns ad-dns-clients TCP 137
ad-dns ad-dns-clients TCP 139
ad-dns ad-dns-clients TCP 53

ad-dns ad-dns-clients TCP 636
ad-dns ad-dns-clients TCP 3268:3269
ad-dns ad-dns-clients TCP 445
ad-dns ad-dns-clients uUDP 445
ad-dns ad-dns-clients TCP 9389
ad-dns ad-dns-clients TCP 5722
ad-dns ad-dns-clients TCP 464
ad-dns ad-dns-clients uUDP 464
ad-dns ad-dns-clients uUDP 123
ad-dns ad-dns-clients uUDP 137:138
ad-dns ad-dns-clients uUDP 67

ad-dns ad-dns-clients uUDP 2535
ad-dns ad-dns-clients uUDP 49152:65535
ad-dns ad-dns-clients TCP 49152:65535
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Endpoint Source Groups Destination Groups
(all endpoints that need access | ad-dns-clients

to AD/DNS)

AD/DNS server ad-dns

3254 2.30.2 Microsoft Exchange

3255  This guide assumes the use of Microsoft Exchange. The following ports may vary for other products.

Destination Source Group Protocol | Port Range
Group Name Name

exchange exchange-clients TCP 443
exchange exchange-clients TCP 80
exchange exchange-clients TCP 25
exchange exchange-clients TCP 379
exchange exchange-clients TCP 3268:3269
exchange exchange-clients TCP 636
exchange exchange-clients TCP 143
exchange exchange-clients TCP 993
exchange exchange-clients TCP 110
exchange exchange-clients TCP 995
exchange exchange-clients TCP 119
exchange exchange-clients TCP 563
exchange exchange-clients TCP 465
exchange exchange-clients TCP 443691
exchange exchange-clients TCP 102
exchange exchange-clients TCP 135
exchange exchange-clients TCP 389:390
exchange exchange-clients TCP 53
exchange exchange-clients ubDP 53
exchange exchange-clients TCP 2525
exchange exchange-clients TCP 475

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events

476




3256

3257

3258
3259
3260
3261
3262

DRAFT

Endpoint

Source Groups

Destination Groups

MS Exchange

exchange-clients

exchange

(all email clients)

exchange-clients

AD/DNS server

exchange-clients

2.30.3 Filezilla

The default port for FileZilla is 21.

To determine the ports being used for your instance, open the FileZilla console.

Navigate to Edit > Settings > General Settings > Listen on these ports, and allow any ports listed

here.

3. If your server listens in passive mode, navigate to Edit > Settings > Passive mode settings > Use

custom port range, and allow any ports listed here.

Destination Source Group Protocol | Port Range

Group Name Name

Filezilla BackupClients TCP 21 (default—see instructions)

Filezilla BackupClients TCP 51120-511230 (passive mode—see instructions)
Endpoint Source Groups Destination Groups

(any endpoints that need to
perform backups)

BackupClients

FileZilla server

Filezilla

3263 2.30.4 GreenTec

3264
3265

If GreenTec is configured to use a FileZilla server, refer to the above section. If GreenTec is configured to

use Windows Network Share, see below for ports required.

Destination Source Group Protocol | Port Range
Group Name Name

NetworkShare | GreenTecClients TCP 80
NetworkShare | GreenTecClients TCP 135-139
NetworkShare | GreenTecClients TCP 445
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Endpoint

Source Groups

Destination Groups

to GreenTec disks)

(any endpoints that need access

GreenTecClients

GreenTec server

NetworkShare

3266 2.30.5 Tripwire Enterprise

3267 In Tripwire, the Axon Bridge is used for Tripwire Enterprise to contact endpoints. Therefore, the port
3268 5670 must be allowed on endpoints to allow TE to initiate communications. Furthermore, TE requires

3269 MSSQL to function, so it must be granted access to that as well.

Destination Group | Source Group Protocol | Port Range
Name Name
TripwireEnterprise | TEClients TCP 443
TripwireEnterprise | TEClients TCP 8080
TripwireEnterprise | TEClients TCP 9898
TripwireEnterprise | TEClients TCP 1169
TEAxon TripwireE TCP 5670
MSSQL MSSQLClients TCP 1433
Endpoint Source Groups Destination Groups
(any endpoints that need to be | TEClients TEAxon
monitored by Tripwire
Enterprise)
Tripwire Enterprise server TripwireE, MSSQLClients TripwireEnterprise
MSSQL server MSSQL
3270 2.30.6 ArcSight ESM
Destination Source Group Protocol | Port Range
Group Name Name
ArcSight ArcSightConnectors | TCP 8443
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Endpoint

Source Groups

Destination Groups

(any endpoints with an ArcSight
Connector installed)

ArcSightConnectors

ArcSight ESM server

ArcSight

2.30.7 Cisco ISE

Please see the CryptoniteNXT Generic RADIUS Integration Guide for instructions on how ISE should be
integrated with CryptoniteNXT.

To access the web console for ISE, allow port 443 for any machines that should be able to access the ISE

administrative console.

To access the portal for ISE, allow port 8443 (default) for any machines that will need to access the

portal. You can find this value by looking at your portal configuration in ISE.

Furthermore, if RADIUS is configured for the posture integration, you will need to add any ports used in
RADIUS for both ISE and the internal switch. The default for these is 1812 (Authentication), 1813
(Accounting), and 1700 (CoA). RADIUS can be TCP or UDP, so you can restrict this to your organization’s

configuration.

Destination Source Group Name Protocol | Port Range
Group Name

ISE ISEConsole TCP 443

ISE ISEClients TCP 8443
radius ISESwitch, ISEServer TCP 1812
radius ISESwitch, ISEServer UDP 1812
radius ISESwitch, ISEServer TCP 1813
radius ISESwitch, ISEServer UDP 1813
radius ISESwitch, ISEServer TCP 1700
radius ISESwitch, ISEServer UDP 1700
Endpoint Source Groups Destination Groups
(any endpoints that need to do | ISEClients

posture under ISE)
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(any endpoints that need to ISEConsole
access the ISE web console)

ISE server ISEServer ISE, radius
(internal switches or RADIUS ISESwitch, ISEClients radius
servers used for ISE Posture)

Cryptonite ACC Node radius

3282 2.30.8 Semperis DSP

3283  Semperis DSP recommends allowing full network access during the initial database sync. After that, the
3284  following ports should be left open for communication.

Destination Source Group Protocol | Port Range

Group Name Name

dsp dsp-admin TCP 443

dsp dsp-agents TCP 8903

dsp dsp-agents TCP 135

dsp dsp-agents TCP 445

dsp dsp-agents TCP 1024:1034

ad-dsp dsp-client TCP 8772

ad-dsp dsp-client TCP 8750

ad-dsp dsp-client ICMP 0:255

Endpoint Source Groups Destination Groups

(any endpoints that need admin | dsp-admin

access to DSP)

Semperis DSP ad-dns-clients, dsp-client, dsp
exchange-clients

Active Directory server dsp-agents ad-dsp

3285 2.30.9 Symantec DLP

3286  This largely depends on how distributed the setup of DLP is. See here for a list of ports required by
3287  Symantec DLP: https://support.symantec.com/us/en/article.tech220846.html.
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For this build, we used a single server that contained the database, so only the agents and
administrative clients needed to be allowed to communicate through Cryptonite.

Destination Source Group Protocol | Port Range
Group Name Name

dip dlp-admin TCP 443

dip dlp-clients TCP 10443

2.30.10 Cisco WSA

WSA uses a proprietary command line, which means it does not have a way of authenticating to the
CryptoniteNXT portal. For devices such as this, there are two options.

1. The device can be left outside CryptoniteNXT.

2. The device can be placed under CryptoniteNXT on a CryptoniteNXT Endpoint Node with the
portal disabled.

To prevent MAC spoofing, by default Cryptonite pins MAC addresses to the port + VLAN (Virtual LAN) to
which a device is connected, so a malicious device connecting to the end-point node with the same
MAC as an already connected IP360 would still be required to authenticate. Physical security for the
end-point node can further mitigate concerns about MAC spoofing.

If you can find a way to authenticate WSA to CryptoniteNXT or decide to use the disabled portal option
with strong physical security, we provide the ports below for integration.

To access the web console for WSA, allow port 8080 for any machines that should be able to access the
ISE administrative console.

To access the proxy, allow port 80 and port 3128 for any machines that will need to go through the
proxy, which will likely be most clients in the enterprise. Port 80 is for the wpad.dat file, and port 3128
is for the proxy itself.

Destination Source Group Name Protocol | Port Range
Group Name

wsa wsa-clients TCP 80

wsa wsa-clients TCP 3128

wsa wsa-admin TCP 8080
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Endpoint Source Groups Destination Groups

(any endpoints that need to use | wsa-clients
the proxy to connect to the
internet)

(any endpoints that need to wsa-admin
access the WSA web console)

Cisco WSA wsa

2.30.11 Tripwire IP360

IP360 uses a proprietary command line, which means it does not have a way of authenticating to the
CryptoniteNXT portal. For devices such as this, there are two options.

3. The device can be left outside CryptoniteNXT.
4. The device can be placed under CryptoniteNXT on a CryptoniteNXT Endpoint Node with the
portal disabled.
To prevent MAC spoofing, by default Cryptonite pins MAC addresses to the port+VLAN to which a
device is connected, so a malicious device connecting to the end-point node with the same MAC as an
already connected IP360 would still be required to authenticate. Physical security for the end-point
node can further mitigate concerns about MAC spoofing.

If you can find a way to authenticate IP360 to CryptoniteNXT or decide to use the disabled portal option
with strong physical security, we provide the ports below for integration.

To access the web console for IP360, allow port 443 for any machines that should be able to access the
IP360 administrative console.

IP360 should have access to all ports of the client machines it needs to scan. Another option is to simply
add IP360 to all the source groups present in your enterprise, and it will give an overview of the
vulnerabilities of clients on ports that CryptoniteNXT is not actively protecting. Alternatively, you can
disable policy enforcement temporarily on the CryptoniteNXT Endpoint Node to which IP360 is
connected, but you should do this only during scans.

Destination Source Group Name Protocol | Port Range
Group Name

ip360 ip360admin TCP 443

scantarget ip360scanner TCP 1:65535
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scantarget ip360scanner uUDP 1:65535

scantarget ip360scsanner ICMP 0:255

Endpoint Source Groups Destination Groups
(any endpoints need to access ip360admin

the IP360 web console)

(any endpoints to be fully scantarget
scanned by IP360)
IP360 ip360scanner ip360

2.30.12 Tripwire Log Center, Tripwire IP360, Tripwire Enterprise, and ArcSight ESM

The guide details an integration among Tripwire IP360, Tripwire Enterprise, Tripwire Log Center, and
ArcSight ESM. This section describes the ports needed to allow the integrations through Cryptonite.

First, traffic must be allowed from Tripwire Log Center to the MSSQL server. To do this, ensure that
Tripwire Log Center can access 1433 on the MSSQL server. (Note: Tripwire Enterprise also has access to
this port, as described above in the Tripwire Enterprise section.)

Then traffic from Tripwire Enterprise to Tripwire Log Center should be allowed on ports 8091 and 1468.

Traffic from IP360 to Tripwire Log Center should be allowed on port 22 for the SFTP (Secure FTP)
transfer. Also, traffic from Tripwire Log Center to 5670 on Tripwire IP360 should be allowed. If you
chose to leave IP360 out of the Cryptonite NXT enclave, Tripwire Log Center will need to be able to
reach it externally.

Traffic from Tripwire Log Center to the machine containing the ArcSight TCP syslog container should be
allowed on the port configured (in the guide, we use port 514). As a last note, the server running the
ArcSight syslog connector requires an IP and not a hostname for its integration with Tripwire Log
Center—you must set a static IP for the connector server in Cryptonite and enter this IP in the
appropriate place in Tripwire Log Center’s configuration.

Destination Group Source Group Name | Protocol | Port Range
Name

MSSQL MSSQLClients TCP 1443

TLC TLCClients TCP 8091

TLC TLCClients TCP 1468
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TLC TLCClients TCP 22
ArcSightTCPSysConn | TCPSysClients TCP 514
ip360 ip360admin TCP 5670
Endpoint Source Groups Destination Groups
Tripwire Log Center TCPSysClients, MSSQLClients, TLC
ip360admin
Tripwire Enterprise TLCClients
(server running ArcSight TCP ArcSightTCPSysConn
syslog connector)
MssQL MSSQL
IP360 TLCClients ip360

2.30.13 Filezilla and ArcSight

The guide details an integration between FileZilla and ArcSight ESM to forward logs from FileZilla to

ArcSight. This section describes the ports needed to allow the integrations through Cryptonite.

Because this integration involves the use of an ArcSight Connector directly on the FileZilla server, only

one port is needed. The FileZilla server should be able to directly communicate with 8443 on the

ArcSight ESM server.

Destination Source Group Name Protocol | Port Range

Group Name

ArcSight ArcSightConnectors TCP 8443

Endpoint Source Groups Destination Groups
FileZilla ArcSightConnectors

ArcSight ESM ArcSight

The guide details an integration between Cisco ISE and ArcSight ESM to forward logs from ISE to

ArcSight. This section describes the ports needed to allow the integrations through Cryptonite.
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Traffic from Cisco ISE to the machine containing the ArcSight TCP syslog container should be allowed on

the port configured (in the guide, we use port 514).

Destination Group Source Group Name | Protocol | Port Range

Name

ArcSightTCPSysConn | TCPSysClients TCP 514

Endpoint Source Groups Destination Groups
Cisco ISE TCPSysClients

syslog connector)

(server running ArcSight TCP

ArcSightTCPSysConn

2.30.15 Cisco WSA and ArcSight

The guide details an integration between Cisco WSA and ArcSight ESM to forward logs from WSA to

ArcSight. This section describes the ports needed to allow the integrations through Cryptonite.

Traffic from Cisco WSA to the machine containing the ArcSight TCP syslog container should be allowed

on the port configured (in the guide, we use port 514).

Destination Group Source Group Name | Protocol | Port Range

Name

ArcSightTCPSysConn | TCPSysClients TCP 514

Endpoint Source Groups Destination Groups
Cisco WSA TCPSysClients

syslog connector)

(server running ArcSight TCP

ArcSightTCPSysConn

2.30.16 Semperis DSP and ArcSight

The guide details an integration between Semperis DSP and ArcSight ESM to forward logs from DSP to

ArcSight. This section describes the ports needed to allow the integrations through Cryptonite.
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Traffic from Semperis DSP to the machine containing the ArcSight TCP syslog container should be

allowed on the port configured (in the guide, we use port 514).

Destination Group Source Group Name | Protocol | Port Range

Name

ArcSightTCPSysConn | TCPSysClients TCP 514

Endpoint Source Groups Destination Groups

Semperis DSP

TCPSysClients

syslog connector)

(server running ArcSight TCP

ArcSightTCPSysConn

2.30.17 Symantec DLP and ArcSight

The guide details an integration between Symantec DLP and ArcSight ESM to forward logs from DLP to

ArcSight. This section describes the ports needed to allow the integrations through Cryptonite.

Traffic from Symantec DLP to the machine containing the ArcSight UDP syslog container should be

allowed on the port configured (in the guide, we use UDP and port 6514).

Destination Group Source Group Name | Protocol | Port Range

Name

ArcSightTCPSysConn | TCPSysClients UDP 6514

Endpoint Source Groups Destination Groups

Symantec DLP

TCPSysClients

syslog connector)

(server running ArcSight TCP

ArcSightTCPSysConn
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ACC
AD
ADFR
CoA
DHCP
DNS
DSP
ESM
FTP
FTPS
GUI

s

ISE

IT

JCE
JRE
LAN
mssQL
NAT
NCCoE
NIST
(o}
PAC
RADIUS
SFTP
SNMP
TE

TLC
VLAN
WDV
WORM
WPAD
WSA

Administration Control Center

Active Directory

Active Directory Forest Recovery
Change of Authorization

Dynamic Host Configuration Protocol
Domain Name System

Directory Services Protector
Enterprise Security Manager

File Transfer Protocol

File Transfer Protocol over TLS
Graphical User Interface

Internet Information Services

Identity Services Engine

Information Technology

Java Cryptography Extension

Java Runtime Environment

Local Area Network

Microsoft SQL

Network Address Translation

National Cybersecurity Center of Excellence
National Institute of Standards and Technology
Operating System

Proxy Auto Config

Remote Authentication Dial-In User Service
Secure FTP

Simple Network Management Protocol
Tripwire Enterprise

Tripwire Log Center

Virtual LAN

WORM Disk Volume

Write Once Read Many

Web Proxy Auto Discovery

Web Security Appliance
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