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I am going to take you on a journey that will allow you to see how organizations 
leverage the Cloud Control Matrix (CCM) and Consensus Assessment 
Initiative Questionnaire (CAIQ) to increase transparency and assurance as 
the building blocks of an integrated holistic ISMS
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The STAR Program is based on 3 pillars:
1. Technical standard and best practices ( CCM is a IOCM approach to IS) 

Managing all frameworks under one roof and but one holistic process.
2. An Certification framework 
3. A public repository and database 

Each of the STAR pillars offer to organization tools to establish and maintain an 
effective and efficient cloud security and privacy governance and compliance 
posture.
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• Backbone of CSA STAR to assess & compare cloud service providers (CSPs)

• Research driven by cloud customers, providers, & assurance professionals
• Simplifies approach to implementation, validation, & compliance across all 

clouds

• Delineates control owners aligned to a shared responsibilities model for 
providers & consumers (SSRM)

• Provides per control service delivery model applicability for SaaS, PaaS, & 
IaaS

• Aligned & mapped to global regulations and the most relevant security 
frameworks
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• It includes a total of 261 questions (compared to 310 of v3.1)

• It helps cloud customers/auditors gauge the security posture of CSPs and 
determine if their cloud services are suitably secure

• CAIQ questions are tailored to the control specifications of the CCM

• The new structure of CAIQv4 includes new columns related to the Shared 
Security Responsibility Model (SSRM)
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The OCF is the scheme that outlines the STAR Program and rules of engagement. Now 
every level has a option of continuous auditing and also GDPR Self-assessment that 
increases the the level of transparency, assurance and trust. 
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Your Statement of Applicability (SoA) must be based on the Cloud Controls Matrix. 
You still can choose what is appropriate for your organization based upon both the 
type of service and risk to the
organization.

20





22



23



24



Level 3 – Continuous Auditing VS Level 3 Continuous Certification
ISO/IEC 19086-1:2016 seeks to establish a set of common cloud SLA building blocks 

(concepts, terms, definitions, contexts)
ISO/IEC 17788:2014 provides an overview of cloud computing along with a set of 
terms and definitions. It is a terminology foundation for cloud computing ...

Continuous monitoring (CM) enables management to continually review business 
processes for adherence to and deviation from their intended levels of performance 
and effectiveness.
CM is an automated, ongoing process feeding through an API that enables 
management to continuously monitor on a frequent basis (Monthly, weekly, daily):
• Assess the effectiveness of controls and detect associated risk issues
• Improve business processes and activities while adhering to ethical and compliance 
standards
• Execute timelier quantitative and qualitative risk-related decisions
• Increase the cost-effectiveness of controls and monitoring through IT solutions
Value: The value of CM is that it gives management greater visibility into, and more 
timely information on, business processes designed to achieve strategic and 
operational goals. The value of CA is that it enables audit to move from sampling 
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records and transactions to coverage of 100 percent of records and transactions 
(when and where desired)
Increase value through improved financial and operating controls
• Accelerate reporting to support more rapid decision making and business 
improvement
• Detect exceptions in real time to enable real-time responses
• Reduce — and ultimately minimize — ongoing compliance costs
• Replace manual preventative controls with automated detective controls
• Establish a more automated, risk-based control environment with lower labor costs
• Heighten competitive advantage and increase value to stakeholders through the 
highest level of transparency, assurance, accountability, and trust.
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Once an organization has submitted a self-assessment or achieved Level 2 
certification/attestation, it is posted on the STAR Registry adding you to the elite list 
of CSP leaders. As a publicly available registry, it is contentment you can share world-
wide to show you are among the leaders and visionaries in the industry.
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