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- Purpose of the document

- How threats are identified

- How to utilize the findings 

- Deep Dive Document 

- Threat Modeling

- Moving into the future 



Before We Begin   
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- 95% of cybersecurity breaches are caused by human error. (Cybint)

- 68% of business leaders feel their cybersecurity risks are increasing. 
(Accenture)

- On average, only 5% of companies’ folders are properly protected. 
(Varonis)

- Data breaches exposed 36 billion records in the first half of 2020. 
(RiskBased)

https://www.cybintsolutions.com/cyber-security-facts-stats/
https://www.accenture.com/_acnmedia/PDF-96/Accenture-2019-Cost-of-Cybercrime-Study-Final.pdf#zoom=50
https://www.varonis.com/2019-data-risk-report/?hsLang=en
https://pages.riskbasedsecurity.com/hubfs/Reports/2020/2020%20Q3%20Data%20Breach%20QuickView%20Report.pdf


Purpose of Top Threats
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Identify the last few years major breaches to raise awareness 
of threats, risks, and vulnerabilities in the cloud enterprise 

space. 

Provide a means for logical threat analysis that incorporates 
mitigation techniques 

There is no limitation to its use



How Are Threats Identified 
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- Collaboration of the working group 

- Identifying the main security flaws and appropriately categorizing them

- Top Threats Survey report 
- Gives the enterprise a say in what they have seen 
- Brings together the same ideologies and forecasts 



How Are Threats Identified 
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Utilize The findings 
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Utilize The Findings 
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The Fun Part- Deep Dive 
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- Usage spans from architects, 
engineers, and analysts +

- Combines the Top Threats with a 
granular look at 9 examples of real-
world attacks and breaches

- A means for use in threat 
comparative analysis, 
understanding threat vectors, and 
mitigation techniques 



The Fun Part- Deep Dive 
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Deep Dive Cont. 
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Deep Dive Cont. 
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Intro to 
Threat 
Modeling 
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Threat Modeling
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- Identify threat modeling security objectives 

- Set scope 

- Identify and rate threats 

- Identify system vulnerabilities 

- Prioritize mitigations and controls 

- Create a functional call to action for leadership



Threat Modeling 
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Preparing For The Future 
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- Threat based modeling
- Utilizing CSA’s Cloud Threat Modeling Template 

- Researching new breaches and tactics 
- Log4j
- SolarWinds

- Create an updated and consistent template that is timely to market

- Tabletop events
- Seattle Chapter interest? 



Join Us!

• https://circle.cloudsecurityalliance.org/
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Questions?

sheide@cloudsecurityalliance.org
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